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ABSTRACT

As implemented over the past twenty-seven years, the Electronic Communications
Privacy Act (“ECPA”), which regulates electronic surveillance by law enforcement agents,
has become incomplete, confusing, and ineffective. In contrast, a new Swiss law, CrimPC,
regulates law enforcement surveillance in a more comprehensive, uniform, and effective
manner. This Article compares the two approaches and argues that recent proposals to
reform ECPA in a piecemeal fashion will not suffice. Instead, Swiss CrimPC presents a
model for more fundamental reform of U.S. law.

This Article is the first to analyze the Swiss law with international eyes and demonstrate
its advantages over the U.S. approach. The comparison sheds light on the inadequacy of U.S.
surveillance law, including its recurrent failure to require substantial judicial review, notify
targets of surveillance, and provide meaningful remedies to victims of unlawful practices.
Notably, through judicial oversight and the requirement that surveillance practices be first
approved by the legislature, the Swiss significantly restrict several law enforcement methods
that U.S. law leaves to the discretion of the police. This Article explains the differences in
approach as stemming from the greater influence of international human rights law in
Switzerland and the Swiss people’s willingness to engage in a wholesale revision of their
procedural law.

In the United States, the courts and Congress have struggled to establish appropriate
surveillance rules, as evidenced by recent controversial judgments in the courts and
congressional hearings on ECPA reform. In the wake of recent disclosures about massive
NSA surveillance programs that have relied on both foreign and domestic surveillance, U.S.
citizens have grown increasingly concerned about the excessive use of new surveillance
technologies to gather information about their private communications and daily activities.
This Article analyzes the Swiss approach to domestic electronic surveillance, which, if
adopted here, would significantly improve our laws.
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I. INTRODUCTION

Calls for reform of American laws governing electronic surveillance have
multiplied as members of Congress,' the judiciary,” and the public’ have
recognized that our outdated laws do not adequately protect citizens from
law enforcement’s abuse of modern surveillance technologies." Congress
passed the Electronic Communications Privacy Act (“ECPA”)’ in 1986 to
bring government surveillance into the electronic age but has not
meaningfully updated it since the advent of the World Wide Web.’ Bills
currently pending in Congress would make small, though significant, changes
to ECPA. For example, they would strengthen the protection of location
data’ and stored email.® None of the bills proposed, however, would engage
in a wholesale overhaul of the electronic surveillance legal regime.

1. See Electronic Communications Privacy Act: Government Perspectives on Protecting Privacy in
the Digital Age: Hearing Before the S. Comm. on the Judiciary, 112th Cong. 62 (2011) (statement of
Sen. Patrick Leahy, Chairman, S. Comm. on the Judiciary) (describing current electronic
surveillance law as out of date and insufficient and in need of legislative update).

2. See ECPA Reform and the Revolution in Location Based Technologies and Services: Hearing
Before the S. Comm. on the Constitution, Civil Rights, and Civil Liberties of the H. Comm. on the
Judiciary, 111th Cong. 76-77, 85-91 (2010) (statement of Stephen Wm. Smith, U.S. Mag. J.)
(explaining, for example, that because citizens do not receive notice of surveillance, they do
not appeal issuance of warrants and thus the judiciary has insufficient opportunities to
interpret and clarify vague aspects of the law); United States v. Jones, 132 S. Ct. 945, 964
(2012) (Alito, J., concurring) (“In circumstances involving dramatic technological change, the
best solution to privacy concerns may be legislative.”).

3. See, eg., Editorial, The End of Privacy?, N.Y. TIMES, July 14, 2012, at SR10 (“Cleatly,
federal laws need to be revamped and brought into line with newer forms of surveillance.”);
Abont the Issue, DIGITAL DUE PROCESS, http://digitaldueprocess.org/index.cfmrobjectid=
37940370-2551-11DF-8E02000C296BA163 (last visited Mar. 10, 2013).

4. See 1t’s Time for a Privacy Upgrade, CENTER FOR DEMOCRACY AND TECHNOLOGY
(Oct. 21, 2011), www.cdt.org/blogs/2010ecpas-25th-anniversary-time-change; Paul Ohm,
Probably Probable Canse: The Diminishing Importance of Justification Standards, 94 MINN. L. REV.
1514, 1551 (2010) (“I agree with essentially everybody who has ever written about ECPA
that the law is sorely in need of reform.”).

5. Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat.
1848 (codified as amended in scattered sections of 18 U.S.C.). Commentators tend to refer
to the Act by its acronym, “ECPA,” pronounced “eck-pah,” and to drop the definite article
when doing so.

6. See infra Part V (discussing the evolution of surveillance law in the United States).

7. See Online Communications and Geolocation Protection Act, H.R. 93, 113th Cong.
(2013) (requiring a warrant for access to both stored email and location data).

8. See Electronic Communications Privacy Act Amendments Act of 2013, S. 607,
113th Cong. (2013) (requiring a warrant for access to stored email); Press Release, Patrick
Leahy, U.S. Senator for Vt., Leahy Marks 25th Anniversary of ECPA, Announces Plan to
Mark Up Reform Bill (Oct. 20, 2011), available at www .leahy.senate.gov/press/leahy-marks-
25th-anniversary-of-ecpa-announces-plan-to-mark-up-reform-bill.
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That overhaul is exactly what Switzerland accomplished when it unified
its procedural laws. Switzerland took the opportunity to entirely update its
surveillance laws to cover new technologies as well as traditional ones. In
January 2011, the Swiss enacted a brand new statute, the Swiss Criminal
Procedure Code (“CtimPC”), which covers all provisions for law
enforcement surveillance under Swiss law.” Extending federal authority to
enact CrimPC was complicated because it required an amendment to the
Federal Constitution of the Swiss Confederation (“Swiss Constitution” or
“Federal Constitution”)."” A series of decisions from the European Court of
Human Rights, however, had set forth detailed requirements for law
enforcement surveillance by signatories to the European Convention on
Human Rights,'" and the Swiss enacted CrimPC to comply with those
decisions."”

With surveillance law reform on the agenda in the United States, the
Swiss experience offers a unique opportunity to look at a law enforcement
surveillance statute started from scratch. Rather than making piecemeal
amendments to an entrenched set of rules, as pending bills in the United
States currently propose, Swiss legislators started over, writing on a blank
slate. Analyzing the resulting statute affords an unusual opportunity to
consider what the United States might accomplish if its legislators were also
willing to start entirely anew in the field of law enforcement surveillance. A
sustained look at CrimPC can open U.S. eyes to new possibilities for
surveillance law that reformers have not yet seriously entertained.

A comparison of the two countries’ approaches also highlights systematic
differences that strongly impact the balance of law enforcement powers and

9. CODE DE PROCEDURE PENALE [CRIMPC] [Code of Criminal Procedure] Oct. 5,
2007, RS 312 (Switz.).

10. Before the amendment, the Confederation did not have the power to legislate over
criminal law procedure or civil law procedure. The Federal Constitution of the Swiss
Federation describes the process by which the people can amend the Swiss Constitution. A
partial revision of the Constitution can be decreed by the Federal Assembly or any 100,000
persons eligible to vote. CONSTITUTION FEDERALE [CST] [CONSTITUTION] Apr. 18, 1999,
RO 101, art. 139 (Switz.). A revision needs to be adopted only by a majority of the Cantons
and a majority of the eligible voters. CST art. 195. It is much easier to amend the Swiss
Constitution than to amend the U.S. Constitution. See generally, SANFORD LEVINSON, OUR
UNDEMOCRATIC CONSTITUTION: WHERE THE CONSTITUTION GOES WRONG (AND HOW
WE THE PEOPLE CAN CORRECT IT) 160 (2000) (“no other country . .. makes it so difficult
to amend its constitution”).

11. Council of Europe Convention for the Protection of Human Rights and
Fundamental Freedoms art. 8, Nov. 4, 1950, E.-T.S. 5 [hereinafter ECHR|, available at
http://conventions.coe.int/ Treaty/en/Treaties/Html/005.htm.

12. Switzerland is a member state of the Council of Europe but not of the European
Union. See infra Section 11.C.
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privacy rights in each country. For example, Swiss law precludes the use of
surveillance techniques not authorized and regulated by CrimPC; if the law
does not explicitly permit and regulate a surveillance technique, such as using
a brand new technology to gather data, law enforcement may not use it."”” In
the United States, by contrast, law enforcement considers itself free to use
techniques that U.S. law does not yet regulate."* Consequently, as new
surveillance methods come online, U.S. agents freely use them unless and
until Congtess tells them not to through regulation,” but Swiss agents may
not use them unless and until their legislature authorizes them to do so. For
example, before CrimPC, law enforcement agents could use GPS surveillance
only in those Cantons that authorized it by statute. In the United States, the
FBI felt free to use GPS devices to conduct surveillance without warrants,
and scrambled to remove them only after the Supreme Court ruled that such
surveillance was a search.'

This Article describes the passage of CrimPC and its key surveillance
provisions, which govern surveillance of mail and telecommunications, the
acquisition of user identification data, the use of technical surveillance
devices, surveillance of contacts with a bank, the use of undercover agents,
and surveillance through physical observation of people and places accessible
to the general public.”” After briefly explaining the structure and history of
U.S. surveillance law, this Article contrasts those CrimPC provisions with
existing U.S. law.

Before beginning a detailed comparison of the two countries’ approaches
to law enforcement surveillance, it is important to explain that the two
countries, though radically different in size, are worthy subjects of
comparison. Switzerland has always been a relatively independent country

13. See infra Section VILH.1.

14. Compare Orin Kerr, Internet Surveillance Law After the USA Patriot Act: The Big Brother
That Isn’t, 97 Nw. U. L. REV. 607, 645—47 (2003) (arguing that prior to their inclusion in a
2001 law, surveillance devices that recorded electronic addressing information were entirely
unregulated and hence permitted without restriction), with Susan Freiwald, Online Surveillance:
Remembering the Lessons of the Wiretap Act, 56 ALA. L. REV. 9, 72-73 (2004) (describing how
courts have sometimes viewed practices not subject to statutory regulation as nonetheless
subject to Fourth Amendment restrictions). The views of Professor Kerr, a principle author
of an early version of the federal prosecutor’s training manual, have generally prevailed. See
COMPUTER CRIME & INTELLECTUAL PROP. SECTION, DEP’T OF JUSTICE, SEARCHING AND
SEIZING COMPUTERS AND OBTAINING ELECTRONIC EVIDENCE IN CRIMINAL
INVESTIGATIONS vii (3d ed. 2009), available at www .justice.gov/ctiminal/cybetctime/docs/
ssmanual2009.pdf.

15. State legislators may also constrain law enforcement use of new technologies, as
may courts through application of constitutional constraints.

16.  See infra note 83.

17. See infra Part VII.
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that currently operates outside the strictures of the European Union,"
although it shares many cultural values with other European countries.” As a
Western European country, Switzerland is also a close cultural relative of the
United States. While it has a lower homicide rate than the United States, it
has a comparable number of burglaries and thefts per capita, a comparable
number of professional judges and magistrates per capita, and a comparable
number of police officers per capita.”’ Other comparative law articles have
considered the United States and Germany, a country with geographic and
language ties to Switzerland, but which is a member of the European Union
and therefore less independent than Switzerland.”'

Through a detailed, section-by-section comparison of each major
surveillance provision of CrimPC to its U.S. counterpart, clear patterns

18. The European Council, sometimes called the Council of the European Union, is a
body of the European Union; it consists of state or executive leaders from the member
states who meet for the purpose of planning E.U. policy. See COUNCIL OF THE EUROPEAN
UNION, www.consilium.ecuropa.cu (last visited Mar. 13, 2013). Twenty-cight States are
members of the European Union, but Switzetland is not among them. The European
Council is sometimes confused with the Council of Europe, of which Switzerland is a
member. See infra note 46.

19. The decisions of the European Court of Human Rights have significantly
influenced Swiss law. See infra Section 11.C.

20. See UN. Office on Drugs & Crime, Theft at the National Level, Number of Police-
Recorded Offences, www.unodc.otg/documents/data-and-analysis/statistics/crime/CTS12
_Theftxls (last visited Mar. 14, 2013) (reporting theft rate per 100,000 population for the
year 2010 as 1993.0 in the United States and 1560.3 in Switzetland); Szatistics on Burglary,
United Nations Office on Drugs and Crime, Burglary Breaking and Entering at the National
Level: Number of Price-Recorded Offenses, www.unodc.org/documents/data-and-analysis/
statistics/crime/CTS12_Burglary.xls (last visited Mar. 14, 2013) (reporting burglary rate per
100,000 population for the year 2010 as 695.9 in the United States and 812.1 in Switzerland);
U.N. Office on Drugs & Crime, Statistics on Criminal Justice Resources: Total Police
Personnel at the National Level, www.unodc.org/documents/data-and-analysis/statistics/
crime/CTS12_Criminal _justice_resources.xls (last visited Mar. 14, 2013) (teporting police
force per 100,000 population in the year 2008 as 232.3 in the United States and 215.6 in
Switzerland); European Institute for Crime Prevention and Control, International Statistics on
Crime and Justice, at 139, HEUNI Publication Series No. 64 (2010) (reporting the rate of
professional judges per 100,000 population as 10.8 in the United States in the year 2001 and
10.6 in Switzerland in the year 2002). But see UN. Office on Drugs & Crime, Intentional
Homicide: Count and Rate per 100,000 Population, www.unodc.org/documents/data-and-
analysis/statistics/crime/Homicide_statistics2012.xls (last visited Mar. 14, 2013) (treporting
homicide rate per 100,000 population for the year 2010 as 4.2 in the United States and 0.7 in
Switzetland.).

21. See, eg, Paul M. Schwartz, German and U.S. Telecommunications Privacy Law: 1.egal
Regulation of Domestic Law Enforcement Surveillance, 54 HASTINGS L.J. 751 (2002); Paul M.
Schwartz, Evaluating Telecommunications Surveillance in Germany: The Lessons of the Max Planck
Institute’s Study, 72 GEO. WASH. L. REV. 1244 (2003); Jacqueline E. Ross, The Place of Covert
Surveillance in Democratic Societies: A Comparative Study of the United States and Germany, 55 AM. J.
Comp. L. 493 (2007).
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emerge, which illustrate the superior attributes of the Swiss approach.
CrimPC provides greater coverage, less complexity, and more comprehensive
protections for the Swiss people. First, CrimPC regulates more surveillance
techniques than ECPA, the closest U.S. analog. For example, CrimPC
restricts the use of undercover agents in law enforcement, but neither ECPA
nor any other U.S. statute or constitutional provision regulates undercover
operzttives.22 Also, as mentioned above, Swiss law precludes the use of
unregulated techniques, whereas, subject to the Fourth Amendment, U.S. law
enforcement agents make unlimited use of techniques not covered by
ECPA.” Second, CrimPC is fundamentally easier to understand, which will
surely make it easier for judges to apply. While commentators have criticized
the complexity of ECPA rules that govern electronic communications
surveillance, CrimPC’s nearly uniform and technology-neutral approach
contrasts strikingly with ECPA’s thicket of categories and distinctions.”
Finally, for those techniques that are covered by both CtimPC and ECPA,
CrimPC almost always provides substantially greater protections against law
enforcement abuse. In particular, CrimPC offers significantly greater judicial
oversight, including by providing notice to targets that they have been the
subjects of surveillance and real remedies for those who have been surveilled
in violation of the law.

U.S. reformers should keep the Swiss approach in mind as they turn to
ECPA reform in the coming months and years. In particular, Switzerland’s
requirement that statutory law must first authorize new surveillance
techniques with appropriate restrictions before law enforcement may use
them should encourage U.S. legislators to act quickly when faced with
reports that U.S. agents are using new surveillance techniques to violate
privacy. In addition, legislators should take critiques of the U.S. system more
seriously, especially those founded on claims that current laws provide
inadequate due process and call for better notice to targets, adequate
remedies for improper investigations, and meaningful judicial oversight of

22. The Supreme Court has held that the Fourth Amendment does not apply to
undercover surveillance. See infra Section VILF.2. If undercover agents use wiretaps or other
techniques regulated by ECPA, then those techniques are regulated, but the use of agents
per se is not. See id.

23. See infra Section VIL.B. Some states provide greater restrictions than ECPA for
agents acting under the jurisdictions of those state statutes. See gemerally Stephen E.
Henderson, Learning from All Fifty States: How to Apply the Fourth Amendment and Its State
Abnalogs to Protect Third Party Information from Unreasonable Search, 55 CATH. U. L. REV. 373
(2000) (providing a comprehensive overview of state statutes that provide greater protection
to targets of some surveillance practices than federal law).

24.  See infra Sections VIL.B and VIIL.C.
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surveillance practices. Finally, legislators should seriously consider starting
over with a regime that scraps ECPA’s outdated and confusing categories
and starts anew with a scheme that, like CrimPC, is clear, comprehensive,
and, at least on its face, adequately protective of privacy rights.

II. THE SWISS LEGAL FRAMEWORK FOR SURVEILLANCE
A. SwiIsS LEGAL STRUCTURE

As in the United States, the Swiss legal system operates at both a federal
and state level, with the states in Switzerland known as “Cantons.”” The
Swiss Confederation (also known as “Switzerland” or “Confederatio
Helvetica”) has 7.9 million inhabitants.” Each Canton may exercise the
power over its own institutions given by the terms of the Federal
Constitution.”” Until the Federal Constitution was amended to provide
federal power over all aspects of criminal and civil procedure, criminal law
procedures, including surveillance for criminal law enforcement, were solely
within the legislative competence of the Cantons.”

As in most European countries, the Constitution limits public activities.”
The constitutional principle of legality requires that all activities of the State,
including surveillance by state authorities, shall be based on and limited by
enacted law.” CrimPC provides the specific legislative enactment required
for law enforcement surveillance. Because everyone must abide by public
regulations, whether or not they have individually consented to them, rights

25. Csrart. 1.

26. 5.1 million people are eligible to vote in Switzerland. Arrété du Conseil fédéral,
constatant le résultat de la votation populaire du 23 septembre 2012 [Decree ascertaining the
result of the vote of September 23, 2012] FF 1053, 1055 (2013), www.bfs.admin.ch/
bfs/portal/fr/index/themen/01/02/blank/key/bevoelkerungsstand. html.

27. Jean-Francois Aubert & Etienne Grisel, The Swiss Federal Constitution, in
INTRODUCTION TO SWISS LAW 15-25 (Frangois Dessemontet & Tugrul Ansay eds. 2004);
THOMAS FLEINER, ALEXANDER MISIC & NICOLE TOPPERWIEN, SWISS CONSTITUTIONAL
LAW 122 (2005).

28. The Federal Constitution provides that the Cantons shall exercise all rights that are
not vested in the Confederation. CST art. 3; JEAN-FRANCOIS AUBERT & PASCAL MAHON,
PETIT COMMENTAIRE DE LA CONSTITUTION FEDERALE DE LA CONFEDERATION SUISSE DU
18 AVRIL 1999 [SHORT COMMENTARY ON THE SWISS CONSTITUTION OF APRIL 18, 1999]
30-31 (2003); FLEINER, MISIC & TOPPERWIEN, s#pra note 27, at 122-26; RENE A. RHINOW
& MARKUS SCHEFER, SCHWEIZERISCHES VERFASSUNGSRECHT [SWISS CONSTITUTIONAL
LAW] 147 (2009).

29. Cstart. 5.

30. See CST art. 5; AUBERT & MAHON, supra note 28, at 39-50; Thomas Fleiner,
Cantonal and Federal Administrative Law of Switzerland, in INTRODUCTION TO SWISS LAW, supra
note 27, at 35-37.
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and obligations can be imposed only if they arise from a statute, such as
CrimPC.”!

Written law, enacted by the legislature, is by far the most important
source of law in Switzerland.”® Different forms of written law have different
hierarchical values that operate similarly to the hierarchical values of
American laws. Constitutional rules prevail over ordinary acts, federal law
takes precedence over cantonal law, and legislative statutes take priority over
regulations promulgated by the Federal Council® or administrative
authorities.” Both the Swiss Constitution and the European Convention on
Human Rights (“ECHR”) provide significant privacy rights that the
legislature had to respect when enacting CrimPC.” The next two Sections
discuss those privacy rights.

B. RIGHTS TO PRIVACY UNDER THE SWISS CONSTITUTION

At the constitutional level, the right to privacy derives primarily from
Article 13 of the Swiss Constitution, which states that “everyone has the right
> ry g
to privacy in their private and family life and in their home, and in relation to
p y p y >
their mail and telecommunications,” and “everyone has the right to be
protected against the misuse of their personal data.”
protects privacy in general and emphasizes the protection of the person and

The first sentence

of his or her living quarters and workspace and his or her communications
with others. The second sentence establishes the traditional protection of
personal data, or what U.S. commentators refer to as “information
privacy.”3 " This informational self-determination right gives every person the
power to decide whether and for which purpose personal information shall
be processed.” As a fundamental right, the right to privacy limits the power
of the State but cannot be invoked against other private persons.

31. A statute’s legitimacy derives from the consent of the people expressed through the
democratic adoption of the law.

32. In fact, the Swiss do not have judge-made common law as we do in the United States.

33. In Switzerland, the term “government” describes the executive branch, which is the
Federal Council, composed of seven members. Each member is the head of one of seven
departments that together form the federal administration. CST arts. 175, 178.

34, ANDREAS AUER, GIORGIO MALINVERNI & MICHEL HOTTELIER, DROIT
CONSTITUTIONNEL SUISSE I [SWISs CONSTITUTIONAL LAW] 491-517 (2d ed. 2000).

35. Courts must also consider these rights when evaluating the application of a
surveillance law to a patticular person.

36. CsTatt. 13.

37. See generally DANIEL ]. SOLOVE & PAUL M. SCHWARTZ, INFORMATION PRIVACY
LAW (4th ed. 2011) (assembling cases and readings for law school courses on the protection
of personal data).

38. Tribunal Fédéral [TF] [Federal Supreme Court] July 9, 2003, 129 ARRETS DU
TRIBUNAL FEDERAL SUISSE [ATTF] I 232, 245-45; TF, May 29, 2002, 128 ATF II 259, 268.
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The Swiss Supreme Court has refused to define the right to privacy, but
it has made clear that the right covers every piece of personal data that is not
publicly accessible.” BEuropeans generally view privacy as relating to the
dignity and autonomy of the person.” Article 7 of the Swiss Constitution
provides that human dignity must be respected and protected.” The right to
personal freedom under Article 10 also protects human dignity.*

Although the right to privacy is considered a fundamental right, it is not
absolute and can be subject to limitation. According to Article 36 of the
Swiss Constitution, a restriction on the right of privacy, such as a statute that
permits law enforcement surveillance, must satisfy four conditions: (1) it
must have a legal basis, (2) it must be justified in the public interest or for the
protection of the fundamental rights of others, (3) it must meet the standard
of proportionality of means and ends,” and (4) it may not violate the essence
of the fundamental right at stake." When possible, courts interpret laws
consistently with the Constitution.”

39. Some examples of personal data are: identification data, TF, Apr. 23, 1998, 124
ATF T 85, 87; medical data, TF, June 19, 1996, 122 ATF I 153, 155; data about sexual
identity and orientation, TF, Mar. 3, 1993, 119 ATF II 264, 268; data about relationships
with other human beings; and files of judicial proceedings, TF, Mar. 17, 1993, 199 ATF Ia
99, 101.

40. For further comparisons of American and European notions of privacy, see Paul
M. Schwartz & Karl-Nikolaus Peifer, Prosser’s Privacy and the German Right of Personality: Are
Four Privacy Torts Better than One Unitary Concept?, 98 CALIF. L. REV. 1925 (2010); James Q.
Whitman, The Two Western Cultnres of Privacy: Dignity Versus Liberty, 113 YALE L.J. 1151 (2004);
Francesca E. Bignami, Eurgpean Versus American Liberty: A Comparative Privacy Analysis of
Auntiterrorism Data Mining, 48 B.C. L. REVv. 609 (2007).

41. AUBERT & MAHON, s#pra note 28, at 67; JORG PAUL MULLER & MARKUS
SCHEFER, GRUNDRECHTE IN DER SCHWEIZ IM RAHMEN DER BUNDESVERFASSUNG, DER
EMRK UND DER UNO-PAKTE [BASIC RIGHTS IN SWITZERLAND ACCORDING TO THE
FEDERAL CONSTITUTION, THE ECHR AND THE U.N. COVENANTS] 1-4 (2008).

42. CsT art. 10 (“Everyone has the right to life. The death penalty is prohibited.
Everyone has the right to personal liberty and in particular to physical and mental integrity
and to freedom of movement. Torture and any other form of cruel, inhuman or degrading
treatment or punishment are prohibited.”).

43. Article 5 of the Swiss Constitution also mentions the principle of proportionality,
which governs all activity of the State. CST art. 5.

44. According to the Swiss Constitution, the essence of fundamental rights is
sacrosanct. CST art. 306; see also ANDREAS AUER, GIORGIO MALINVERNI & MICHEL
HOTTELIER, DROIT CONSTITUTIONNEL SUISSE II 79-119 (2d ed. 2006); ULRICH HAFELIN,
WALTER HALLER & HELEN KELLER, SCHWEIZERISCHES BUNDESSTAATSRECHT 90-101 (7th
rev. ed. 2008); WALTER HALLER, THE SWISS CONSTITUTION IN A COMPARATIVE CONTEXT
157-62 (2009).

45. Courts in the United States use the same interpretative approach, which is known
as constitutional avoidance. See, e.g., Edward J. DeBartolo Corp. v. Fla. Gulf Coast Building
& Constr. Trades Council, 485 U.S. 568, 575 (1988) (“[E]very reasonable construction must



1272 BERKELEY TECHNOLOGY LAW JOURNAL [Vol. 28:1261

In summary, because CrimPC authorizes the restriction of fundamental
rights during an investigation, the Swiss Constitution required that it be
enacted as a federal law, that it be justified in the public interest to protect
other fundamental rights, and that it respect the principle of proportionality
and the essence of the right to privacy. These constraints no doubt
contributed to CrimPC’s comprehensive protections, which distinguish it
from its significantly less protective U.S. counterparts.

C. RIGHTS TO PRIVACY UNDER THE EUROPEAN CONVENTION ON
HUMAN RIGHTS

As a member of the Council of Europe,“ Switzerland enacted the

European Convention on Human Rights (“ECHR?”) in 1974, at which time it
became directly binding in the Swiss legal system.” ECHR is an international
treaty under which the member States of the Council of Europe promise to
secure fundamental civil and political rights, both to their own citizens and to
everyone within their jurisdictions. The European Court of Human Rights
(“ECtHR”), a permanent international court based in Strasbourg and known
for its progressive and dynamic interpretation of the Convention, enforces
the ECHR. Judgments from the ECtHR are binding on the defendant
country and persuasive in other signatory countries. The Court’s case law
spans more than fifty years.

The ECHR has played and continues to play an important role in shaping
surveillance law in Switzerland and many other countries. The ECtHR
develops its own case law and interprets the Convention so as to keep it
current.” As a superior international body, the ECtHR governs how national
courts apply the ECHR. Swiss courts are required to apply international law,
and when domestic law conflicts with international law, international law

be resorted to, in order to save a statute from unconstitutionality.” (quoting Hooper v.
California, 155 U.S. 648, 657 (1895))).

46. The Council of Europe is an international organization located in Strasbourg,
comprised of forty-seven European countries and established to promote democracy,
protect human rights, and enforce the rule of law in Europe. Who We Are, COUNCIL OF
EUROPE, www.coe.int/aboutcoe/index.asp (last visited Mar. 10, 2013).

47. In Switzetland, ratification of an international treaty like ECHR immediately
incorporates the terms of that treaty into federal law. See FLEINER, MISIC & TOPPERWIEN,
supra note 27, at 43—45.

48. The European Court of Human Rights considers the ECHR to be a living
instrument, which must (1) be interpreted in a dynamic and evolutionary way, (2) meet
present day conditions, (3) be interpreted according to the purpose of the Convention, and
(4) be interpreted such that the rights it grants are practical and effective. In addition, the
Court must elucidate, safeguard, and develop the rules instituted by the Convention. See
Golder v. United Kingdom, App. No. 4451/70, Eut. Ct. H.R. (1975) (hudoc.echt.coe.int).
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prevails.” Swiss courts may not invalidate Swiss statutes on the grounds that
they violate the Swiss Constitution. However, if a statute violates a provision
contained in the Constitution and in the ECHR, the ECHR prevails on
statutes and the provision of the statute that cannot be interpreted in
accordance with the ECHR will not be applied to the case reviewed by the
court.”

Like the Swiss Constitution, the ECHR establishes a right to privacy and
provides similar protections. Article 8§ of the ECHR states that “[e]veryone
has the right to respect for his private and family life, his home and his
cotrespondence.””' The ECtHR views any State that chooses to employ new
surveillance technologies as bearing a special responsibility to strike the right
balance between the potential benefits of such surveillance techniques and
the private lives with which they interfere.”

Like the Swiss Supreme Court, the ECtHR has not precisely defined
“private life.” It certainly covers the physical and psychological integrity of a
person and incorporates the notion of personal autonomy.> It also protects a
right to one’s own identity and personal development, such as the right to
establish relationships with other human beings and the outside world.” This
right may also include protection for activities of a professional or business
nature.” There is, therefore, a category of interaction people have with others
that falls within the scope of one’s “private life,” even if conducted in the
public sphere. A person’s reasonable expectations of privacy may be a
significant, although not necessarily conclusive, factor in determining
whether he has a right to privacy.”

49. Csr art. 190.

50. AUBERT & MAHON, s#pra note 28, at 1453—62.

51. ECHR art. 8.

52. S. & Matper v. United Kingdom, App. Nos. 30562/04, 30566/04, § 112, Eur. Ct.
H.R. (2008) (hudoc.echr.coe.int) (finding that the retention of DNA profiles, samples, and
fingerprints of persons not convicted of a crime violates Article 8 of the ECHR).

53. Id. § 66 (finding that the retention of DNA profiles, samples, and fingerprints of
persons not convicted of a crime violates Article 8 of the ECHR).

54. Amann v. Switzetland, App. No.27798/95, §65, Eur. Ct. HR. (2000)
(hudoc.echr.coe.int).

55. Id.

56. See, e.g., Marper, § 66 (hudoc.echr.coe.int) (finding that retention of DNA profiles,
samples, and fingerprints of persons not convicted of a crime violates Article 8); Gillan &
Quinton v. United Kingdom, App. No. 4158/05, §61, Eur. Ct. HZR. (2010)
(hudoc.echr.coe.int) (finding that U.K. law authorizing mandatory searches of persons at the
discretion of police within a predetermined geographic area violates Article 8 of the
European Convention on Human Rights).
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A number of elements determine whether surveillance conducted outside
a person’s home or private property infringes on that person’s private life.
The Court has not enumerated those elements explicitly; rather, it considers
each case as a whole and engages in fact-specific inquiries based on common
norms. For example, in Niemietz v. Germany the ECtHR held that the notion
of a “private life” is not restricted to an inner circle that entirely excludes the
outside world; it also comprises the right to establish and develop
relationships with other human beings.57 The court held that a warrant for
the search and seizure of any documents found in the applicant’s office
impinged on professional secrecy to an extent that was not proportional to
the ends achieved under the circumstances.”

Like the Swiss Constitution, the ECHR permits some restrictions on the
right to a private life. Article 8.2 provides:

There shall be no interference by a public authority with the
exercise of this right except such as is in accordance with the law
and is necessary in a democratic society in the interests of national
security, public safety or the economic well-being of the country,
for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms
of others.”

Accordingly, any governmental interference in private lives must, among
other things, (1) have some basis in domestic law, (2) have a legitimate aim,
and (3) be necessary in a democratic society. The last requirement
incorporates the notion that the means (e.g., surveillance) must be
proportional to the ends achieved (e.g., law enforcement benefits).

Under the ECtHR’s jurisprudence, surveillance generally constitutes an
intrusion into private life.” In cases involving surveillance laws, the Court
emphasizes seven requirements for any law authorizing government
surveillance,”  which explain why CrimPC provides much more

57. Niemietz v. Germany, App. No. 13710/88, §29, Eur. Ct. H.R. (1992)
(hudoc.echt.coe.int).

58. Id. (interpreting the words “private life” and “home” in Article 8 to include certain
professional or business activities or premises).

59. ECHR art. 8.2.

60. Malone v. United Kingdom, App. No. 8691/79, § 64, Eur. Ct. HR. (1984)
(hudoc.echr.coe.int).

61. The recent cases of Kvasnica v. Slovakia, App. No. 72094/01, Eur. Ct. H.R. (2009)
(hudoc.echr.coe.int), Calmanovici v. Romania, App. No. 42250/02, Eur. Ct. H.R. (2008)
(hudoc.echr.coe.int), and Popescu v. Romania (No. 2), App. No. 71525/01, Eur. Ct. HR.
(2007) (hudoc.echr.coe.int), have confirmed the previous jurisprudence in cases such as
Klass v. Germany, App. No. 5029/71, Eur. Ct. H.R. (1978) (hudoc.echt.coe.int), Malone,
supra note 60, Kruslin v. France, App. No. 11801/85, Eur. Ct. H.R. (1990)
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comprehensive privacy protection than comparable U.S. law. First,
%2 Second,
any surveillance should have a basis in domestic law and this law should be
compatible with the rule of law and accessible to the person concerned who
must, moreover, be able to foresee its consequences for him or her.”’ Third,

exploratory surveillance for preventive monitoring is prohibited.

data may only be used for the specific purposes for which it was collected.”
Fourth, surveillance should be authorized by an independent body,
preferably a judicial body, which is not in any way associated with the
executive power.” In a later decision, the ECtHR elaborated that an
independent judicial authority should authorize surveillance either before or
after it takes place.”” As the comparison between the two systems will show,
CrimPC provides for significantly more judicial review than do the U.S. legal
rules.

Fifth, the ECtHR requires such effective remedies as notification to the
surveillance target within a reasonable time after the grounds necessitating
the surveillance have ceased,” an opportunity to contest the surveillance or
its effects on protected rights before an independent judicial authority,” and
standing to bring a civil claim for any damage suffered as a result of the
surveillance. Accordingly, CrimPC provides more extensive notice and more
significant remedies than are available to the targets of surveillance in the
United States. The sixth and seventh requirements provide data privacy
rights that U.S. law generally does not afford.”

(hudoc.echr.coe.int), and Huvig v. France, App. No. 11105/84, Eur. Ct. HR. (1990)
(hudoc.echt.coe.int).

62. See Klass, § 51 (hudoc.echr.coe.int).

63. See Kvasnica, §§ 78—79 (hudoc.echr.coe.int); Kruskin, § 27 (hudoc.echr.coe.int); Huvig,
§ 26 (hudoc.echr.coe.int), Popescu, § 61 (hudoc.echr.coe.int), Calmanovici, §§ 118, 121 (hudoc.
echr.coe.int).

64.  Calmanovici, §§ 118, 121 (hudoc.echr.coe.int).

65. See Klass, § 56 (hudoc.echr.coe.int).

66. See Popescn, §§69-75 (hudoc.echr.coe.int). The Swiss Federal Supreme Court
requires a judicial body to authorize surveillance beforehand and to consider objections to it
afterwards when the surveillance pertains to communications. TF, Dec. 27, 1994, 120 ATF
Ia 314, 318.

67. See Popescu, § 73 (hudoc.echr.coe.int).

68. See Kruslin, § 33-34 (hudoc.echr.coe.int); Popesen, §§ 73, 77 (hudoc.echr.coe.int).

69. Under the sixth requirement, the defendant should have access to data that could
be used against him or her in a trial, at least by end of the investigation, and the defendant
should have access to the original recordings until the end of the trial. Popescu, §§ 80-109
(hudoc.echr.coe.int). The surveillance target should also have the right to obtain review by a
public or private expert of the authenticity or accuracy of the recording or associated
transcript. See Krushin, §20(m) (hudoc.echr.coe.int); Popescu, §§ 80-81 (hudoc.echr.coe.int).
The seventh requirement is that the law should indicate when and how data collected by
surveillance shall be destroyed. See Krusiin, §§ 35, 52 (hudoc.echr.coe.int); Popescu, §§ 78—79
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To summarize, to the extent it imposes a restriction on private life,
surveillance law in Switzerland must have a legitimate aim and be necessary
in a democratic society. It must be conducted only in accordance with
enacted law, and the law must require that any surveillance be authorized by
an independent body not associated with the executive branch. During that
review, the independent body will also determine if the means of surveillance
is proportional to the ends to be achieved. The target of surveillance must (1)
be notified of the surveillance, (2) be provided access to the results of the
surveillance, (3) have the opportunity to bring those results to an expert who
can evaluate their authenticity, (4) have the opportunity to challenge the
" if so desired, and (5) be awarded damages if that
challenge is successful. As we shall see, no comparable restrictions or rights
underlie much of the surveillance that occurs in the United States.

surveillance in court,

Surveillance conducted according to CrimPC, therefore, is subject to
challenge on the grounds that the statute conflicts with the ECHR.” Such a
challenge, however, would likely fail because the Swiss legislature drafted
CrimPC specifically to conform to ECtHR decisions and other national
precedents involving the ECHR.”” For example, to erase any uncertainty
regarding the sufficient legal basis to use government monitoring software
and IMSI-Catchers, the Federal Council proposed an amendment to the
Parliament in 2013, which would add two new articles permitting the use of
government monitoring software and IMSI-Catchers.”

In theory, the ECHR plays a similar role in Swiss law as the Fourth
Amendment plays in U.S. law.”* In practice, however, the ECHR has
arguably shaped current Swiss law much more than the Fourth Amendment
has influenced U.S. law because Swiss lawmakers have drafted legislation to
comply with its mandates and because all law enforcement surveillance in
Switzerland may proceed only according to that law.

(hudoc.echr.coe.int). Under U.S. law, the only comparable right is the wiretap target’s right
to request a copy of the recording. See 18 U.S.C. § 2518(8)(d) (2012).

70. CRIMPC art. 393.

71. If a court finds that a particular surveillance technique exceeds the mandates of
CrimPC, it could render the results of the surveillance unusable. Typically, the legislature
amends the law to address the technique.

72. Conseil Fédéral, Message relatif a P'unification du droit de la procédure pénale
[Message about Unification of Criminal Procedure Law], FF 1057, 1075 (2006).

73. Conseil Fédéral, Message concernant la loi fédérale sur la surveillance de la
correspondance par poste et télécommunication [LSCPT] [Message About the Modification
of the Surveillance of Post and Telecommunications Act|, FF 2379 (2013).

74. For further discussion of the Fourth Amendment, see zfra Section I1T.A.
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In the United States, by contrast, the Fourth Amendment protects
against excessive surveillance more in theory than in practice. As Part III
discusses, the U.S. Supreme Court has interpreted the Fourth Amendment to
apply to a small subset of surveillance practices. Litigators for the
Department of Justice (“DO]J”) have endeavored to limit the scope of the
surveillance practices subject to the Fourth Amendment and have generally
achieved success in the courts. As a result, unlike the meaningful limits that
the Swiss Constitution and the ECHR impose on surveillance practices in
Switzetland, the Fourth Amendment constrains a limited subset of
surveillance methods in the United States.

III. THE U.S. FRAMEWORK FOR SURVEILLANCE—
COMPARED

A. U.S. LEGAL STRUCTURE

The structure of U.S. law is, at least superficially, similar to the structure
of Swiss law. Both federal and state laws in the United States regulate law
enforcement surveillance practices, with the U.S. Constitution providing a
means to strike down laws that do not satisfy its mandates. In the United
States, however, determining the applicable legal rule to govern a given act of
law enforcement surveillance may not be easy. Government agents may
conduct surveillance activities for law enforcement purposes and to gather
foreign intelligence; different rules apply depending on the purpose of the
surveillance.” Although federal legislation trumps inconsistent state
legislation and provides a single law for federal actors all over the United
States,” federal appellate courts differ as to how they interpret the federal
surveillance provisions; consequently, the applicable rules wvary by
jurisdiction.” Finally, states have passed their own laws to regulate the
surveillance practices of state and local law enforcement agents as well as
private actors.”” Those laws, which must respect the floor set by federal law,”

75. Other than a short discussion, fra Section V.C, this Article will not cover
surveillance for foreign intelligence gathering.

76. Under federal statutory law, applications for wiretapping are made by federal law
enforcement officials to federal magistrate judges for violations of federal law, and to state
judges for investigation by state law enforcement agents of violations of state laws. See 18
US.C. § 2516(2)—(3) (2012).

77. See, eg, Ohm, supra note 4, at 1538—42 (describing how the Ninth Circuit interprets
an ECPA provision pertaining to email surveillance differently from the Department of
Justice).

78. See, eg, Chatles H. Kennedy & Petper P. Swire, State Wiretaps and Electronic
Surveillance After September 11, 54 HASTINGS L.J. 971, 977 (2003) (surveying state wiretap laws
enacted since September 11, 2011). State statutes are subject to judicial review in either state
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may be more restrictive of law enforcement practices and therefore more
protective of privacy interests.”’ To avoid undue complexity, this Article will
focus on federal statutes and federal constitutional law.

The most important difference between the Swiss and American legal
systems lies not in the hierarchy of laws, but in the defaults that operate in
the absence of legislation. Laws, both statutory and constitutional, restrict
government action in the United States. That means that ECPA and the
Fourth Amendment restrict government surveillance practices, but if they do
not preclude a particular surveillance technique, government actors feel free
to engage in it."' An example is the use of undercover agents, which neither a
statute nor the Fourth Amendment regulate in the United States.”” As
previously discussed, the Swiss Constitution and the ECHR require enacted
law to authorize their surveillance practices before they may be used. Once
one understands what CrimPC covers, one knows the scope of law
enforcement surveillance in Switzerland. Because law enforcement agents in
the United States conduct sutrveillance until a statute or a court decision
restricts them from doing so,”” however, it is just as important to understand
what statutory law (usually ECPA) and the Fourth Amendment do not cover
as what they do. The comparison to CrimPC helps to bring that to light.

B. RIGHTS TO PRIVACY UNDER THE U.S. CONSTITUTION

Historically, judges have used the Fourth Amendment™ to set standards
when evaluating law enforcement surveillance practices.83 Concerns about

or federal courts to ensure their compliance with both the federal and applicable state
constitutions).

79. See Lane v. CBS Broad. Inc., 612 F. Supp. 2d 623, 637 (E.D. Pa. 2009) (reviewing
legislative history to find that Congress intended for the federal law to set a baseline of
protection above which states could legislate).

80. See supra note 23.

81. See supra note 14 and accompanying text.

82. See infra Section VILF.2. CrimPC regulates the practice. See 7.

83. See, eg., Kevin Johnson, FBI Cuts Back on GPS Surveillance After Supreme Court Ruling,
USA TODAY, Feb. 7, 2012, www.usatoday.com/news/washington/story/2012-02-03/fbi-
gps-sutveillance-supreme-court-ruling/52992842/1 (reporting that the FBI had been
operating under the assumption that use of GPS trackers did not require a court order or
warrant prior to the Supreme Court’s decision that it constituted a Fourth Amendment
search); Julia Anguin, FBI Turns Off Thousands of GPS Devices After Supreme Conrt Ruling,
WSJ.com (Feb. 25, 2012), http://blogs.wsj.com/digits/2012/02/25/ fbi-turns-off-thousands-
of-gps-devices-after-supreme-court-ruling.

84. U.S. CONST. amend. IV. The Fourth Amendment requires that:

[The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no warrant shall issue, but upon probable cause, supported by Oath
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First Amendment rights of free speech have also animated courts’ reasoning
in some surveillance cases,” but they have not yet provided an independent
basis for review.”’

The Fourth Amendment governs electronic surveillance practices more
in theory than in practice. Courts have required challengers to overcome
such hurdles as the requirement that they have standing to sue,” that the
controversy be ripe for review,” and that the court cannot avoid the
constitutional issue by statutory construction.”’ In addition, because many
people targeted for law enforcement surveillance never learn about that
surveillance, they cannot bring challenges to those practices of which they are
unaware.” Finally, the federal appellate courts have taken few cases that

or affirmation, and particulatly describing the place to be searched, and
the persons or things to be seized.

Id.

85. See, eg, Berger v. New York, 388 U.S. 41, 51-53 (1967) (reviewing the history of
the U.S. Supreme Court’s surveillance decisions); United States v. Warshak, 631 F.3d 266,
283-88 (6th Cir. 2010) (finding federal surveillance statute unconstitutional to the extent it
permits law enforcement access to stored email without a warrant).

86. See, e.g., United States v. U.S. Dist. Court, 407 U.S. 297, 314 (1972) (“The price of
lawful public dissent must not be a dread of subjection to an unchecked surveillance power.
Nor must the fear of unauthorized official eavesdropping deter vigorous citizen dissent and
discussion of Government action in private conversation.”).

87. See generally Daniel ]. Solove, The First Amendment as Criminal Procedure, 82 N.Y.U. L.
ReEv. 112, 165-76 (2007) (identifying implications of electronic surveillance for First
Amendment interests).

88. See, eg., Jewel v. NSA, 673 F.3d 902, 912 (9th Cir. 2011) (reversing lower court
decision that plaintiffs lacked standing to challenge widespread warrantless surveillance of
their communications phone calls and emails as part of terrorist surveillance program);
ACLU v. NSA, 493 F.3d 644, 657 (6th Cir. 2007) (finding that plaintiffs lacked standing
under Fourth Amendment to challenge the same practices).

89. See, e.g., Warshak v. United States 532 F.3d 521, 525-34 (6th Cir. 2008) (en banc)
(denying claim for injunctive relief from law enforcement surveillance on the grounds that
claim was not ripe).

90. See supra note 45 and accompanying text; see also Susan Freiwald, Ce// Phone Location
Data and the Fourth Amendment: A Question of Law, Not Fact, 70 MD. L. REV. 681, 695 (2011)
[hereinafter Freiwald, Ce// Phone Location Data] (discussing successful arguments in recent case
that courts should avoid constitutional ruling); Susan Freiwald, The Davis Good Faith Rule and
Getting Answers to the Questions That Jones Left Open, 14 N.C. J. L. & TECH. 341 (2013)
(discussing how courts are avoiding constitutional analysis by relying on a recent expansion
in the exceptions to the exclusionary rule).

91. See infra Section VIL.C. (discussing how some statutes require notice to targets of
surveillance); see also Stephen Wm. Smith, Gagged, Sealed & Delivered: Reforming ECPA’s Secret
Docker, 6 HARV. J. L. & PoL’Y REV., 313, 328 n.83 (2012) (discussing huge number of
electronic surveillance orders that do not lead to prosecutions and of which the targets never
obtain notice).
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pertain to surveillance.” Among those few instances when higher-level courts
do take on cases involving modern day surveillance questions, those courts
often avoid the constitutional analysis altogether.%

The Supreme Court did issue a constitutional decision in 2012 in United
States v. Jones, a case that addressed law enforcement’s use of a GPS tracker
attached to a car for an extended period.”* Although all nine Justices agreed
that the practice implicated the Fourth Amendment, the fractured opinion
yielded no clear constitutional test beyond the facts of the case.”
Importantly, the Court provided little guidance on how the Fourth
Amendment applies, if at all, to location data surveillance accomplished by
remote GPS tracking surveillance such as when officers monitor devices
installed in cars or smartphones or when they acquire location data records
from cell phone providers.”” A broadly written decision might have
motivated Congress to dramatically revamp ECPA, but the narrow decision
in Jones certainly did not.”” Even after Jozes, litigants continue to debate how
to apply decades-old precedents to modern surveillance methods.”

The older cases do make some things clear. In Berger v. New York, the
Supreme Court found unconstitutional a New York statute that regulated
electronic surveillance because the state law did not impose sufficient

92. See Smith, supra note 91, at 326-31 (discussing lack of appellate oversight of
electronic surveillance cases).

93. See City of Ontatio v. Quon, 560 U.S. 746, 130 S. Ct. 2619, 2629 (2010) (“The
judiciary risks error by elaborating too fully on the Fourth Amendment implications of
emerging technology before its role in society has become clear.”).

94. United States v. Jones, 132 S. Ct. 945 (2012).

95. See id. at 954 (noting that a later case may require the Court to resort to a
reasonable expectation of privacy but that the present case could be resolved on the basis of
trespass); see also Paul Ohm, United States v. Jones Is a Near-Optimal Result, FREEDOM TO
TINKER (Jan. 23, 2012), https://freedom-to-tinker.com/blog/paul/united-states-v-jones-
near-optimal-result (describing it as positive that Court issued a narrow decision and avoided
the debate over “reinventing Katz”). For further discussion, see ##fra Section VII.C.2.e.

96. See sources cited supra note 90 (discussing cases addressing surveillance through
acquisition of location data from cell phone service providers and the questions Jones left
unanswered).

97. For example, had Justice Sotomayor’s concurrence been the majority decision, it
would presumably have made any use of GPS tracking a search and dramatically undermined
ECPA’s lesser protection for electronic communications held by third parties. See Jones, 132
S. Ct. at 955-57 (Sotomayor, J., concurring).

98. See, eg, Brief for the United States at 1626, Iz re Application of the U.S. for
Historical Cell-Site Data, No. 11-20884 (5th Cir. Feb. 15, 2012), 2012 WL 1197699
[hereinafter Government Brief 5th Circuit] (arguing that Supreme Court cases from the
1970s and 1980s determine the outcome of the case).
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procedural hurdles on law enforcement agents.” In Katz . United States,
concurring Justice Harlan formulated the reasonable expectation of privacy
test'” and the majority opinion announced that surveillance practices that
intrude upon such expectations must comply with the restrictions set out in
Berger.!" 1n a series of cases in the late 1980s and early 1990s, seven federal
courts of appeal extended the core Fourth Amendment protections
established in Berger to government use of video surveillance cameras that
record activities subject to a reasonable expectation of privacy.'” The
appellate courts found video surveillance to share the features of wiretapping
that make it particularly prone to abuse in that such surveillance is hidden,
indiscriminate, intrusive, and continuous and therefore it must be subject to

. . . . ‘103
the same restrictions as w1retapp1ng.

The crucial question in the United States is whether the law enforcement
practice at issue constitutes a “search” under the Fourth Amendment like
wiretapping, bugging, and some types of silent video surveillance. Unlike in
Switzerland, constitutional privacy principles apply only to that subset of
practices that are considered to be such searches. Practices that are not
searches under the Fourth Amendment are subject to no constitutional
regulation, and are regulated, if at all, by Congress, subject to no
constitutional constraints.

In two important cases, the Supreme Court significantly limited what
surveillance-type practices count as constitutional searches. In United States v.
Miller, the Court found no Fourth Amendment search when law enforcement
agents compelled a bank to produce records of the defendant’s transactions

99. Berger v. New York, 388 U.S. 41, 60 (1967) (emphasizing the need for “adequate
judicial supervision or protective procedures”).

100. Katz v. United States, 389 U.S. 347, 360-62 (1967) (Hatlan, J., concurring).

101. See Katz, 389 U.S. at 354-56 (noting that a judicially-authorized warrant that had
“carefully limited use of electronic sutrveillance” could have been acceptable).

102. See Susan Freiwald, First Principles of Communications Privacy, 2007 STAN. TECH. L.
REV. 3, 99 53-56.

103. See id.; see also Freiwald, Cell Phone Location Data, supra note 90, at 746—49 (arguing
that these four factors—“hidden, indiscriminate, intrusive, and continuous”—should be
used to find cell site location data protected by the Fourth Amendment); Brief for Yale Law
Sch. Info. Soc’y Project Scholars et al. as Amici Cutiae Supporting Respondent at 34-35,
United States v. Jones, 132 S. Ct. 945 (2012) (arguing that the four factors should be used to
find GPS tracking data protected by the Fourth Amendment). Arguments to extend the
category of searches subject to the Berger standard beyond wiretapping, bugging and silent
video surveillance to their modern analogues, such