RILEY V. CALIFORNIA :
CAN YOU HEAR THE EQUILIBRIUM Now?
Maya Ziv

In 2011, noted Fourth Amendment scholar Orin Kerr hypothesized
that the Supreme Courdecided~ourth Amendment cases with an eye to
maintaining a balance between police power and individual rights initially
established by the Framér&err claimed that Ojudges respond to new
facts in Fourth Amendment law in a specific way: judges adjust Fourth
Amendment protection to restore the preexisting level of police pédwer.O
As technology evolves, the tools used by both criminals and law
enforcement officers change the equilibrium of power. When this occurs,
courts address questions regarding the constitatity of using new
technologies to either increase expectations of privacy or to give law
enforcement a new tool. Recently, the Court Riley v. California
addressed the issue of Owhether the police may, without a warrant, search
digital information ona cell phone seized from an individual who has been
arrested®®

At first glance, KerrOs theory seems to hold up as applied through
Riley. The Court denied police the ability to search through phones
without a warrant in order to restore a balance betvpemacy rights and
police power that existed before cell phones became ubiquitous. A closer
examination of the application of KerrOs theory (OEquilibrium
AdjustmentO) inRiley, however, reveals several flawghia theory. By
thoroughly applying KerrOs ding to Riley, this Note illustrates three
limitations to KerrOs claim that thiequilibrium-Adjustment theory can
explain @ great deal of the overall shape and substance of Fourth
Amendment doctrined

Part | of this Note reviews Fourth Amendment jurisgance ad
introduces the relevant céme that has shaped the intersection between

© 2015 Maya Ziv
J.D. Candidate, 2016 University of California, Berkeley, School of Law.
1. Orin Kerr, An Egquilibrium-Adjustment Theory of the Fourth Amendment, 125
HARV. L. REV. 476 (2011).
2. Id. at 487.
3. Riley v. California, 134 S. Ct. 2473, 2480 (2014).
4. Kerr, supra note 1, at 481.
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digital technology and the Fourth Amendment leading uRigy. Part II
investigatesRiley, illustrating interesting aspects of the CourtOs anaIyS|s
and how lower courts ardealing with its rule. Part Ill examines KerrOs
Equilibrium-Adjustment theory and explains how it can be used to
analyzeRiley. Lastly, Part IV applies Kerr@seory to Riley in order to
illustrate three main limitations on his theory: (1) the applicatid the
theory varies based on the analgstl thusthe theoryis too broad to
provide much insight(2) the current balance between police power and
individual rights that the Court attempts to restore is difficco define;

one jurisdictior®equilibrum may be anotherOs imbalarsel (3) the
theory fails to account for profininded third parties that may cause a
sudden shift in societal norms in a way that neither introduces a new crime
nor a newpractice yet still upsets the equilibrium.

l. THE FOURTH AMENDMENT AND THE WARRANT
CLAUSE

To assessiow the theory of Equilibrium-Adjustment can apply to
recent Fourth Amendment cases, it will be helpfulbtiefly review the
warrant requirement and how law enforcement may comply with it. The
Fourth Amendmentestablishes

[tihe right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no [w]arrants shall issue, but upon
probable cause, supported by [o]Jath or affirmaticamd
particularly describing the place to be searched, and the persons
or things to be seizedl.

The Framers said little about how to define key terms within the Fourth
Amendment, so courts have interpreted the Amendment through several
seminal cas€sA search is considered an infringement of Oan expectation
of privacy that society is prepared to consider reasoriabledzure of
property is a Omeanlngful interference with an individualOs possessory
interest in that property?O

Courts have adoptedusice HarlarOs definition of a reasonable search
in his Katz ©. United States concurrence:O[T]here is a twofold

5. U.S.CONST. amend. IV.

6. See WILLIAM J. CUDDIHY , THE FOURTH AMENDMENT : ORIGINS AND
ORIGINAL MEANING, 602-1791770072 (Oxford University Press, Inc., 2009).

7. United States v. Jacobsen, 46&.109, 113 (1984).

8. Id
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requirement, first that a persohave exhibited an actual (subjective)
expectation of privacy and, second, that the expectation be one that socie
is prepared to recognize as OreasorfabletG®e AmendmentOs text,
including the warrant clause and the definition of probable cause, and the
parameters of HarlanOs test remain relatively ¥agistorically, judges
deemed that a search without arv@at wasper seunreasonable unless the
search fell into one of many categories of exceptioBat this per se
unreasonable rule has been eroded by the adoption of many exceptions to
the warrant requirement. More recently, the Court has recognized this
shift, commenting that Othe ultimate touchstone of the Fourth
Amendment is Oreasonablenés&é@rally, a court determines whether

to exempt a type of search from the warrant requirement Oby assessing, on
the one hand, the degree to which it intrudes uponindividualOs privacy
and, on the other, the degree to which it is needed for the promotion of
legitimate governmental interest’.O

A. EXCEPTIONS TO THE WARRANT REQUIREMENT

While searches without a warrant may be presumptively unreasonable,
the Supreme Gurt has established dozens of exceptions that make
warrantless searches reasonable. A review of these exceptions helps to
illustrate the complexity of Fourth Amendment law. The exceptions
discussed below display the balance of power between the goveamahent
individuals that could come into play in a case dealing with digital
information like Riley v. California, and thus give context to the debate
around the significance of the case.

9. Katz v. United States, 389 U.S. 347, 361 (19@¥arlan, J., concurring). Justice
Harlan understood the majoritgto want protecton for an individual®s subjective
expectation of privacy, if and only if society is prepared to regard the expectation of
privacy reasonable.

10. SeeCUDDIHY , supra note6.

11 This reflected the FoundersO fear of warrdaiRiley v. California, 134 S. Ct.
2473, 2494 (2014) (OOur cases have recognized that the Fourth Amendment was the
founding generationOs response to the reviled Ogeneral warrantsO and Owrits of assistanceO of
the colonial era, which allowed British officete rummage through homes in an
unrestrained search for evidence of criminal activity.0); Raymond Shih Rah&u,
Founders’ Privacy: The Fourth Amendmem“ and the Power of Technological Surveillance, 86
MINN. L. REV. 1325, 1333 (2002) (OAccording to coni@ml wisdom, the Fourth
Amendment embodies the Founders' concerns over general warrants and writs of
assistance . . . because of two connecting themes: concern about the privacy of an
individual's home and papers against the government and fear of edbofficial power
and discretion.O).

12. Riley, 134 S. Ct. at 2482.

13. Wyoming v. Houghton, 526 U.S. 295, 300 (1999).
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First, police do not require a warrant in cases of searches Oinaident
arrest.®In Chimel v. California, the Court held that it was unreasonable
for police to search beyond the area Owithin [a suspectOs] immediate
control,O or the area from which a suspect Omight gain possession of a
weapon or destructible evidenéeThus, a search of ChimelOs entire
house was beyond the scope of the search incident to arrest warrant
exception because it was not necessary to protect the officers or prevent
the destruction of evidené&The Court in United States v. Robinson held
that a sarch of a cigarette package found on an arrestee was reasonable
though the arresting officer had no concerns regarding the loss of evidence
or that Robinson had a weap&nThe Court later clarified that this
exception was limited to Opersonal property immediately associated
with the person of the arreste€.Binally, in Arizona v. Gant the Court
noted that cars are treated differently than individuals within the search
incident to arrest exceptidhAfter an arrest of an individual within their
car, police may justify a warrantless search of a vehicleOs passenger
compartment when it would be Oreasonable to believe evidence relevant to
the crime of arrest might be found in the vehiéel@e Court noted that
this evidencebased exception was Ouniquihéovehicle context,O limiting
the police from searching a car without a warrant unless there is probable
cause to search the whole carifothe compartment is within reaching
distance of the arrestéle.

Another exception to the warrant requirement existgolice obtain
information from a third party. Individuals rarely have an absolute
Oreasonable expectation of privacyO wiesnshare information with
someone eldeecause parties to the conversation can later freely share that
information with law enércement For example, while police may not be
able to use wiretapping technology to overhear a conversation, nothing
stops a friend from sharing information with the police bis own.

14. See Weeks v. United States, 232 U.S. 383, 392 (1914) (acknowledging in dictum
Othe right on the part of the Government, always mized under English and
American law, to search the person of the accused when legally arrested to discover and
seize the frus or evidences of crir®?.

15. Chimel v. California, 395 U.S. 752, 7823 (1969).

16. I at 768.

17. 414 U.S. 218, 236 (1973).

18 United States v. Chadwick, 433 U.S. 1, 15 (197Mding that a200-pound
locked footlocker could not be searched incident to arrest).

19. See Arizona v. Gant556U. S. 332, 343 (2009)

20. Id. at 333(quoting Thornton v. United States, 541 U.&15, 632 (2004) (Scalia,

J., concurring)).

21 Seeid.
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Applying the exception to people seems reasonable, but the Court also
applies it to businessdf United States v. Miller,?? the Court heldthat an
individual who voluntarily provided financial documents to a bank lacked
a Fourth Amendment interest in his banking records that were in the
custody of the bankdiller informed the CourtOs holding i§mizh .
Maryland, in which police used a peegister to record the numbers dialed
from an individualOs phofieThe Court held that individuals lack a
Oreasonable expectation of privacyO in the phone numbers they dial, even
from a pivate residence because the numbers were necessarily
communicated to the phone compahylhe Fifth Circuit extended this
concept to uphold the Stored Communications A¢OSCAO), permitting

the third-party phone carriers to collect historical cell sétaéf

Third, consent frequently justifies a warrantless search, especially in
cases lik&kiley. If an individual voluntarily gives the police permission to
search &@ell phone without a warrant, the subsequent search of the phone
does not violate thEourth Amendmeng’Issues may arise with regards to
the scope of consent, but consent will nonetheless play a significant role in
dealing with police searches of digital information on mobile devices.

Another sensible exception arises in cases of exigémeRi/ey Court
noted thatthis exception in particular might justify a warrantless search of
a cell phoné8 Sometimes OOthe exigencies of the situation® make the needs
of law enforcement so compelling that [a] warrantless search is objectively
reasonablender the Fourth Amendmen&&uch exigencies could include
the need to prevent the imminent destruction of evidéhde, pursue

22. 425 U.S. 435 (1976).

23. Smith v. Maryland, 442).S.735, 737 (1979).

24. Id. at 746.

25. Stored Communications Act, 18 U.S.C. & 2703 (2012).

26. In re Application of the United Sites for Historical Cell Site Data, 724 F.3d
600 (5th Cir. 2013). For a full discussion of this case and its implications, see Mark
Daniel Langer, Note,Rebuilding Bridges: Addressing the Problems of Historic Cell Site
Location Information, 29 BERKELEY TECH. L.J.955 (2014).

27. See generally United States v. Drayton, 538.S.194 (2002) (holding that a
warrantless search of a bus passenger comported with the Fourth Amendment because
the passenger gave consent to the search). Even the ElectronteFFoundation, a
digital privacy rights advocacy group, acknowledges that police donOt need a warrant if a
defendant consented to a seardhe Hanni Fakoury & Nadia KayyaliKnow Your
Rights!, ELECTRONIC FRONTIER FOUNDATION , https://www.eff.org/issuekhow-your
rights (last visited Feb. 13, 261

28. See Riley v. California, 134 S. Ct. 2473, 2494 (2014).

29. Id. (citing Kentucky v. King, 131 S. Ct. 1849, 1856 (2011)).

30. See, e.g., King, 131 S. Ct. at 1849.
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fleeing suspects (hot pursuit)pr to aid injured peopl&.Critically, unlike

other warrant exceptions, Othe exigent circamesis exception requires a
court to examine whether an emergency justified a warrantless search in
each particular cas&.0

Finally, searches of digital information in practice are very t5foad
because procedures for searching digital devices invdeastg cursory
inspection of every file. Ifor instance, a search for drug dealing turns up
evidence of some unrelated crime, the details of the unrelated crime fall
into the Oplain viewO exception to the Fourth Amendment. A police officer
may seize estlence without a warrant if three requirements are met. First,
the officer must observe the object from a lawful vantage fidagtcond,
the officer must be in a location to seize the object lawAulird, the
incriminating character of the object musé immediately appareft.
Even if the officer is conducting a legal warrantless search under an
exception to the warrant requirement, any information seen during this
search may still be seized under the plain view dockikéith the
amount of data avails&on cell phones, this exception could allow police
conducting a search of a phone incidentatoarrest for evidence of a
specific crime to discover and seize a significant amount of information
unrelated to the original crime.

These exceptions just atech the surface of the complexity of Fourth
Amendment law. The intricacies of this area of the law make it difficult to
predict the longterm ramifications of cases after they are decided. They
also illustrate the general balance of police power anddodivights that
may be of particular relevance when considering searches of digital

31 See, e.g., Warden v. Hayden, 387 U.S92 (1967).

32. See, e.g., Brigham City, Utah v. Stuart, 547 U.S. 398 (2006).

33 Riley, 134 S. Ct. at 2494.

34. For more on the implications of the breadth of digital searched/sgel Szates
v. Comprehensive Drug Testing, Inc., 579F.3d989, 100405 (9th Cir. 2009). Judge
Kozinski of the Ninth Circuit wrote

This pressing need of law enforcement for broad authorization to
examine electronic records. creates a serious risk that every warrant
for electronic information wilbecome, in effect, a general warrant,
rendering the Fourth Amendment irrelevant. .. Once a file is
examined, however, the government may clainthat its contents are
in plain view and, if incriminating, the government can keep it.
1d.

35. See, e.g., Coolidge v. New Hampshire, 403 U.S. 443, 465 (1971).

36. See Horton v. California, 496 U.S. 128, 1887 (1990).

37. Id

38. See Coolidge, 403 U.S. at 465.
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information on mobile devices. The neSaction narrows the scope of the
discussion to cases discussing the warrant requirement leadingRifp to
in order to better unerstand howRi/ey affects this balance.

B. THE PRE- RiL.EY LANDSCAPE

In addition to reviewing general Fourth Amendment concepts, it is
helpful to consider the legal landscape of Fourth Amendment
jurisprudence and digital technology that existed beRitg. A few cases
help establish thaat this time courts were beginning to consider the
impact of digital technology on Fourth Amendment issues. In 2012,
United States v. Jones addressed whether warrantless use dfladbal
positioning system @PSO)tracking dewie to track a car without the
ownerOs consent violated the Fourth AmendfieBcauseRiley dealt
with the kind of information found on cell phones in particular, it is also
useful to briefly explain th&CA and the 2013 Fifth Circuit case that
upheld its constitutionality Iz re Application of the United States for
Historical Cell Site Data ((Historical Cell SiteO¥° Knowledge of these cases
will allow for a more complete understanding of the significanc:%ef
itself.

In Jones, the majority of the Courheld that police placing a GPS
tracking device on a car was a trespass and would be an unreasonable
search without a warraft.Through Jones, the Court essentially denied
police a new searching power simply by using new techn@ldgya
concurring opinmpn, Justice Sotomayor wrote that the net result of
allowing the police to use such technologies now available in the digital
age Omay Oalter the relationship between citizen and government in a way
that is inimical to democratic societf?@@hough a sindg opinion, this
concurrence was particularly strong. Justice SotomayorOs comments have
aged well enough th&i/ey Court found them sufficiently persuasive to

39. 132 S. Ct. 945 (2012).

40. 724 F.3d 600 (5th Cir. 2013).

41, Jones, 132 S. Ct. aB54.

42. Seeid.

43. 1d. at 956 (Sotomayor, J., concurring) (citing United States v. Culeeasz, 640
F.3d 272, 285 '(th Cir. 2011) (Flaum J., concurring)Justice Sotomayor noted that
GPS monitoring is a way to make Oavallable at a relatively low cost such a substantial
qguantum of intimate information about any person whom the Government, in its
unfettered discretion, chooses to tradk.Ghealso predicte that Oit may be necessary to
reconsider the premise that an individual has no reasonable expectation of privacy in
information voluntarily disclosed to third parties,O holding thatpproach is Oill suited
to the digital age.@. at 957.
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warrant citation for the proposition that the digital age requires new rules
for searches.

The SCA* is another important aspect of the pRé/ey landscape.
This federal statute sets forth procedures for access to communications
metadata (such as call logs and user location) and cénfgmnts statute
allows police to access call logs and historical cell site location data on a
less than probable cause evidentiary standard.

In Historical Cell Site, the government brought applications under the
SCA in three separate criminal investigatiosseking to compel cell
phone service providers to produce cell site information for targeted cell
phonesby trackingthe phones over a twmonth period*® The Fifth
Circuit held that court orders to compel cell phone service providers to
produce the histocal cell site information of their subscribers authorized
by the SCA under a Ospecific and articulable factsO standard wesernot a
seviolation of the Fourth Amendmerif. The Fifth Circuit is still the only
court of appeals to address this particulaues§ and as it stands, has
allowed the power to order such disclosure undérsa than probable
causestandard to remain with the police.

Il. RILEY V. CALIFORNIA

This Part builds on the previous exploration of Fourth Amendment
law to explainRiley v. California and how the Court saw that related to
prior cases and general Fourth Amendment concédfpis also helpful to
explore the factual history and Supreme CourtOs analysis before
determining whereRi/ey fits on KerrOs equilibrium.

44. 18 U.S.C. = 2703 (2012).

45. The statute generally allows government access to Olocal and long distance
telephone connection records, or records of session times and durations,O and Otelephone
or instrument number or other subscriber number or idgniitcluding any temporarily
assigned network addressO of electronic communication service or remote computing
service subscribers. 18 U.S.C. @ (¢)(2)(C).

46. In re Application of theUnited States for Historical Cell Site Data, 724 F.3d
600, 602 (5th Cir2013).

47. Id. at 615.

48. The Fifth Circuit revisited this case in September 2014Uhnited States .
Guerrero, NO. 1350376, 2014 WL 4476565 (5th Cir. Sept. 11, 2014 Section II.C,
infra. The Eleventh Circuit is currently hearing a casebandn United States v. Davis
where they also address this issue. 754 F.3d 1205, 1209 (11th Cir.20¢4) banc
granted, opinion vacated, 12-12928, 2014 WL 4358411 (11th Cir. Sept. 4, 2014).
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A. FacTuAL HISTORY

The Cout consolidated two caseiley v. California and United States
v. Wurie, and held that police need a search warrant before looking
through the digital information on a cell phone when the phone is seized
incident to the arrest of its owner. This Sectiaill review the facts of
each case.

1. Riley v. California

A police officer stoppedDavid Riley for driving with expired
registration tag$’ During the stop, the officer learned that Rilegd been
driving with a suspended licen¥ePursuant to department goy, the
officer impounded RileyOs canother officer conducted an inventory
search of the car, finding two handguns under the carO$!Ritel; was
arrested for possession of concealed and loaded firdarms.

An officer searched Riley incident to the arrest and found items
associated with the OBloodsO street gamaddition, the officer seized
RileyOs smart phottélhe officer searched the phone and noticed that
some word$ were preceded by the letters OCK,l@bal he believed
represented OCrip Killers,O a slang term for members of the Bloods gang.
Later at the station, a detective specializing in street gangs further
examined the contents of the phone, looking for evidence of other
crimes>’ The detective fond photographs of Riley in front of a car the
police suspected had been involved in a shooting a few weeks*garlier.

Riley was ultimately charged for crimes in connection with the
shooting® The State alleged that Riley had committed the crimes for the
benefit of a criminal street gang, an aggravating factor carrying an
enhanced sentenée.At trial, Riley moved to suppress all evidence

49. Riley v. California, 134 S. Ct. 2473, 2480 (2014).
50. Id.

51 Id

52. Id.

53 Id

54. Id.

55. The Court presumed these words were found in text messages or a contact list.
56. Riley, 134 S. Ct. at 2480.

57. Id at 248@81.

58 Id.

59. Id.

60. Id.
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obtained by the police off his cell phone, contending that the searches of
his phone violated the Fourth Amendmet.

The trial court rejected the argumefitAt trial, police officers testified
about the content found on the phone, and some of the photographs were
admitted into evidenc®.Riley was convicted on all counts and received an
enhanced sentence of fifteen year8féoin prison. The California Court
of Appeals affirmed, relying on the California Supreme CourtOs decision in
People v. Diaz,** which held that the Fourth Amendment permits a
warrantless search of cell phone data incident to arrest if the cell phone
was immediately associated with the arresteeOs fefBoa. California
Supreme Court denied RileyOs petition for review, and the Supreme Court
granted certiorarin this casen conjunction with another casé/nited
States v. Wurie.®®

2. United States v. Wurie

During routine surveillance, a police officer observed Brima Wurie
make an apparent drug sale from a°®t&fficers arrested Wurie, and
seized two cell phones from WurieOs pefsbive to ten minutes after
arriving at the station, the officers noticed thateoaf the cell phones, a
flip phone, was receiving calls from a source identified as Omy houseO on
the phoneOs external scf@e@fficers opened the phone, pressed one
button to access the call log, and one button to determine the phone
number associated thi the label® The officers used an online phone
directory to trace the number, which led to an apartment builéing.

When the officers went to the building, they saw WurieOs name on a
mailbox and observed through a window a female resembling a figure in a
photograph set as the background on WurieOs phd@esed on this
information, thepolice obtained a search warrant and found and seized
215 grams of crack cocaine, marijuana, drug paraphernalia, a firearm,

61 Id.

62. Id.

63. Id.

64. 244 P.3d 501, 511 (Cal. 2011).
65. Riley, 134 S. Ct. at 2480.
66. Id. at 2481.

67. Id.

68. Id.

69. Id.

70. Id.

71 Id

72. Id.
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ammunition, and casK. Wurie was charged with drsbuting crack
cocaine, possessing crack cocaine with the intent to distribute, and being a
felon in possession of a firearm and ammunitfort trial, Wurie moved
to suppress the evidence obtained from the search of his apartment,
claiming it was fruifrom the unconstitutional search of his cell phéne.

The trial court denied the motion, and Wurie was convicted on all
three countg® A divided First Circuit panel reversed the denial of WurieOs
motion and vacated WurieOs convictions for possession wtit to
distribute and possession of a firearm as a félondoing so, the First
Circuit held that cell phones are distinct from other physical possessions
that could be searched incident to an arrest because of the amount of data
stored on cell phonesnd the negligible threat they pose to law
enforcementOs intereétsThe Supreme Court granted certiorari in
conjunction withRiley v. California.”

B. SUPREME COURT @ REASONING

In Riley, the Court established a Fourth Amendment rule that
differentiated digitalproperty from physical property.Specifically, the
Court declined to extend the search incident to arrest exception to allow
police to search the vast quantities of data available on both smartphones
and flip phones, holding that police needed a warrantsearch the
contents of a phone found on the body tbe arresteé! The Court
analyzed this issuslongwith previous cases that established the Osearch
incident to arrestO warrant excepfion.

The Riley Court first considered the importance of officer safety and
loss of evidence, otherwise known as@aéne/ factors, in determining if

73 Id

74. Id. at 2482.

75 Id.

76. United States v. Wurie, 612. Supp.2d 104, 111 (D. Mass. 2009).

77. See United States v. Wurie, 72B.3d 1, 1 (1st Cir. 2013).

78. I4d. at M10.

79. United States v. Wurie, 138.Ct. 999 (2014).

80. See Riley v. California, 134 S. Ct. 2473, 2495 (2014 a/so Marc Rotenberg &

Alan Butler, Symposium: In Riley v. California a Unanimous Supreme Court Sets Out
Fourth Amendment for Digital Age, SCOTUSBLOG (June 26, 2014, 6:07 PM),
http://www.scotusblog.com/2014/06/sympositim riley-v-california aunanimous
supremecourt setsout-fourth-amendmentfor-digital-age.

81 See Riley, 134 S. Ct. at 2480.

82 See id; see also Weeks v. United States, 232 U.S. 383, 392 (1914)
(acknowledging in dictum Othe right on the part of the Government, always recognized
under English and American law, to search the person of the accused when legally
arrested to discover and seize the $oit evidences of crir?.
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the Riley officers were justified in their actiofisThe Court reasoned that
these justifications did not apply becaaseell phone did not present the
risks of harm to officers or destruction of evidence necessary to justify a
search There is clearly no physical threat to police from the data stored
on cell phones. Additionally, once law enforcement officers seizeng pho
the Court saw no risk of the arrestee delgincriminating data from the
phone® Though the State claimedthat the risk of loss of evidence was
strong due tdhe power ofemotewiping technologieghe Court was not
persuaded by thanecdotal examg$ of remote wiping triggered by an
arrestincluded in the briefing® The Court noted that in cases that police
are confronted with an emergency situation, such as recognizing a
defendantOs phone will be the target of a remigte attemptpolicemay

be dle to rely on the exigent circumstances warrant exception to search
the phone immediately/.

Furthermore, thoughRobinson established that people under arrest
have a reduced expectation of privacy, the Court considered a search of the
massive quantities of data on a cell phone as beyond the scope of
RobinsonOs holdin$. The Court believed that the storage capacity of cell
phones, inherent pervasiveness of cell phone data, and qualitative
difference of data available on cell phones as compared to physical records
allowed for too highof alevel of intrusion on privacy.The Court noted
that to carry around the same amount miormation in physical form, a
person would need a tru€krather than a cigarette package as in
Robinson.®* Finally, the fact that some data accessed through a cell phone
might actually be stored on the OcloudO raises additional privacy concerns
suchthat Ghe privacy interests here dwarf thoseRisinson.? The Court
also rejected the argument that officers should be able to search a phoneOs

83. Riley, 134 S. Ct. at 2484.

84. Id. at 248485.

85. Id. at 2486.

86. Id.

87. Id at2487.

88. I at 2484 (Owhil®obinsonOs categorical rule strikes the appropriate balance in
the context of physical objects, neither ofrdsionales has much force with respect to
digital content on cell phonéy;id. at 2488 (OThe fact that an arrestee has diminished
privacy interests does not mean the Fourth Amendment falls out of the picture
entirely.0).

89. Riley, 134 S. Ct. at 2489.

90. The Court noted that such a truck would require a search warrant dhdes
States v. Chadwick, 433U.S.1 (1977).

91 Riley, 134 S. Ct. at 2489.

92. Id. at2491.
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call log as done in WurieOs case because of the amount of information that
exists in a call lo. Combined, these tenales hint that other digital
devices in possession of an individual, such as laptops, would be protected
based on the volume of data stored on their hard drives.

While the Court emphasized that this holding applies to the search
incident to arrest expéion, they hinted at other issues they would
consider in the future. In particular, the Court disagreed with the United
StatesCassertion that a search of data on a cell phone was Omaterially
indistinguishableO from searches of physical items like%ihe/ house or
the Robinson cigarette packagé.The Court instead asserted that O[c]ell
phones differ in both a quantitative and qualitative sense from other
objects that may be kept on arresteeOs pérsdh® quantitative
differences come in the form ofosage capacity and pervasiveness of
data® The qualitative differences exist mainly in the kind of information
stored on a cell phone, which can reveal where the ownerOs prior locations,
website searches, and interésts.

Citing Kerr, the Court addedhat before cell phones, Oa search of a
person was limited by physical realities and tended as a general matter to
constitute only a narrow intrusion on privaéyBacause of the amount
and kind of information now stored on cell phones,

a cell phone sedronvould typically expose to the government far
more than the most exhaustive search of a house: A phone not
only contains in digital form many sensitive records previously
not found in the home; it also contained a broad array of private
information never found in a home in any forfhunless the
phone is®

In addition, the prevalence of cloud computing means that Oofficers
searching a phoneOs data would not typically know whether the
information they are viewing was stored locally at the time of the arrest or

93. Id. The United States argued thanith v. Maryland, 442 U.S. 735 (1979),
which held that no warrant was required to use a pen register at a telephone company
premises to identify numbers dialed by a caller, allows for a warrantless search of a
cellphone call log. However, the Court in that case conclidedise of the pen register
was not a Fourth Amendment search at All.at 74546.

94. Riley, 134 S. Ct. at 2488.

95. Id. at 2489.

96. Id. at 248%00.

97. Seeid. at 24901,

98. Id. at 2489. (citing Orin Kerr Foreword: Accounting for Technological Change, 36
HARV.J.L.& PuB. PoL® 403, 40405 (2013)).

99. I4 at2491.
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has been pulled from the clou®Che possibility that a search could
reach information not actually available on the body of the arrestee is,
again, Oyet another reason that the privacy interests here dwarf those in
Robinson.®* Thus, the Court created aew rule for the digital age,
preventing warrantless searches of items that contain too much
information 1

C. RILEY IN THE COURTS

State and federal courts are beginning to hear cases that fall within
Rz'/eyOs Ogrey area,O or cases regarding searches MthmrEomRiZeyOs
decision butthat are being litigated now. In 2011, the Supreme Court
ruled that the good faith exception to the exclusionary rule applies when a
defendant successfully persuades a court to overturn precedent in favor of
expanded FourttAmendment rights'® Trial courts have begun to apply
the good faith exception to cases dealing with Rify surveillance that
relied onDiaz, and it is likely that this trend will continue at the appellate
level4

The Fifth Circuit, however, recently helthat Ri/ey does not provide
rights to the individual that counter the governmentOs search abilities
under the SCA. On September 11, 2014, the Fifth Circuit published its
opinion in United States v. Guerrero.® Guerrero had been charged with
various countselated to his membership in the Mexican MaffaAs part

100 I4

101 14

102 In a separate concurrence, Justice Alito added that the Court should not
Omechanically apply the rule used in thedigéal era to he search of a cell phone,O and
called for a Onew balancing of law enforcement and privacy intefiésis.©49607.
Second, Justice Alito called on Congress to enact legislation that distinguished privacy
interests in different types of data, concludi@g would be very unfortunate if privacy
protection in the 21st century were left primarily to the federal courts using the blunt
instrument of the Fourth Amendmentl@ at 2497.

103 See Davis v. United State4,31S.Ct. 2419 (2011).

104 See, e.g., United States v. Garcia, No. 1GR-00601JST-1, 2014 WL 4543163,
at *6 (N.D. Cal. Sept. 12, 2014YDiaz provides sufficient Obinding appellate precedentO
that Ospecifically authorized® the actions the officers took in this BasexO{Inited
States vMartinez, No. CR 1300794 WHA, 2014 WL 3956677, at *5 (N.D. Cal. Aug.

12, 2014) (declining to apply the good faith exception basedan because Oa eell
phone search occurring one to two hours after an an@stmot incident to that arre3).

See also Nebraska v. Henderson, 854 N.W.2d 616 (Neb. 2014). Here a warrant was
issued before the search, but it was faulty. Thus the court had to consider if the
warrantless search was reasonables application ofthe Ogood faithO exceptioms
different here tlan in Davis.

105 No. 1350376, 2014 WL 4476565 (5th Cir. Sept. 11, 2014).

106 I4 at*1.
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of the investigation, police had received Obhistorical cell site location data
that roughly indicated where he was, or at least where his cell phone was,
on the aftenoon that [a victim] was killed from third party
communications providet?. Guerrero moved to suppress the evidence of
the cell site location datarguing it had been obtained in violation of the
Fourth Amendment® Guerrero relied onRiley, seeking to overturn the
effects of Historical Cell Site.® The Fifth Circuit held that because
Historical Cell Site relied on the thirdparty doctrine and not the search
incident to arrest warrant exceptioR;/y did not apply to the case at
hand?1®

The court cited various sources debating the effécRiley on the
third-party doctrine, but noted that Othe mere existence of that spirited
academic debate, however, resolves our limited inquiry. In determining the
effect of Supreme Court developments on our precedents, we . . . only
decide whether an ised Supreme Court decision has OunequivocallyO
overruled our precedentOBecauseRily did not explicitly overrule
Historical Cell Site and the impact oRi/Ey on the third-party doctrine was
unclear, the court rejected GuerreroOs argutiéd.it stands, the police
can only receive access to data known to be shared with a network provider
through a process involving further investigationntramply digging
through a cell phoneOs records. The balance between government interests
and Guerrer®s privacy rights are maintained, if not slightly tipped towards
police power. It seems as if this slight tip in favor of the gowent is the
current status quo.

From Jones to Riley, in Kerrian terms, the Court seems to have been
correcting the balancbetween government powers and privacy rights.
Commentators should anticipate that the Court will continue to engage in
equilibriumadjustment. If cases lik&uerrero wind up in front of the
Supreme Court, Fourth Amendment scholars applying KerrOs theory
should believe that the Court will establish rules that skew towards
upholding individual privacy rights?

107. Id at*5.

108 I4d

109 Id. at*6.

110 Id at*7.

111 Id at*8.

112 14

113 On a related issue, the Eleventh Circuit recently grargadbancreview of
United States v. Davis, a case that addresses the issue of the constitutionality of the SCA.
754 F.3d at 1209¢eh’y en banc granted, opinion vacated, 12-12928, 2014 WL 4358411
(11th Cir. Sept. 4, 2014). Davis had moved to suppress electronic location evidance th
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[I. ORIN KERROS EQUILIBRIUM -ADJUSTMENT THEORY

Some scholars theorize thaetplethora of warrant exceptions and the
generally unclear definition of the awant clause in the Fourth
Amendment itself have led to OmessyO Fourth Amendment jurisprudence
with inconsistent rule8* Through his EquilibriumAdjustment theory,

Kerr attempts to make sense of Fourth Amendment jurisprudence and
draw a connection betwedme potentially difficultto reconcile rules.

KerrOs article proposes the idea that generally the Supreme Court
adjusts the boundaries of Fourth Amendment protection in response to
changing technologies to maintain the status quo level of protection of
individual rights from government powe€p.Kerr claims that this theory
explains various seemingly odd holdings that have created exceptions to
the warrant requirement, and further exceptions to those exceptions, based
on new technologi€4® For example, the Qurt has held that use of a
beeper to follow a car on public highways does not amount to a search, but
as soon as the beeper enters a locatiovhich the driver has a reasonable
expectation of privacy and the police can tell where it is, a search has
ocairred!'’ The location where the beeper was used changed the
determination that a search had occurred, despite the same technology
being used in both cases. In another example, police may solicit
information regarding cell phone positioning data from a tlgedty (the
carrier), but cannot receive the same information from the cell phone
itself1!8 In other words, one exception to the warrant requirement justifies
the search while another does not.

the government obtained without a warrant under the SCA, claiming that the
obtairment of that evidence violated his Fourth Amendment righié.The Court of
Appeals held that Ocell site location information is within the subscriber's reasonable
expectdon of privacy. The obtament of that data without a warrant is a Fourth
Amendment violation.@/. at 1217. This holding, however, has already been vacated, as
the judges will review the case banc Such a controversial issue is virtually guaranteed
to find its way to the Supreme Court, where we may anticipate that a Court with an eye
for equilibriumadjustment will seek to restore the status quo.

114 See, e.g., Ronald J. Allen & Ross M. Rosenberfihe Fourth Amendment and the
Limits of Theory: Local Versus General Theoretical Knowledge, 72 ST. JOHN GL. Rev. 1149,
1149 (1998) (noting that many commentators have expressed that the Fourth
Amendment is a OmessO); Craig M. Bradley, Models of the Fourth Amendment, 83
MICH. L. REV. 1468, 1468 (1985)Sec CUDDIHY , supra note 6.

115 Kerr, supra note 1, at 481.

116 Id

117. Id. at 49%b600, contrastingUnited States v. Karo, 468 U.S. 705 (1984), with
United States v. Knotts, 460 U.S. 276 (1983).

118 Compare In re Application of theUnited States for HistoricaCell Site Dag,
724 F.3d 600 (5th Cir. 2013) (allowing police to request historical cell site data from a
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A. KERR®SCENARIOS AND YEAR ZERO

Kerr argues that courts decideutth Amendment cases with an eye
to restoring the equilibrium to a time he calls OYear Z&r.€ar Zero
Orepresents an imaginary time, a sort of beginning of the universe for
criminal investigations. . . . By starting with a hypothetical world with no
tools, we can see how the introduction of new tools poses a constant
challenge to any legal system that seeks to regulate police
investigations® Furthermore, Year Zero operates with a few basic rules;
Kerr posits these are the rules the Framers had in mheh crafting the
Fourth Amendment?! First, Othe police are always free to watch suspects
in public.& However, if police seek to make an arrest, Othey need
probable cause to believe the suspect has committed a Efithet@
police wish to enter a susp®s home, they need a warrant based on
probable caus& These rules have established Oa certain level of police
power to enforce the law . . . [T]he rules give the police the powers needed
to investigate crime successfully in many ca¥eseOthese rulealso limit
police power to avoid abuses through the probable cause and warrant
requirementd

Kerr establishes this balance as the original equilibrium, claiming that
even if the balance isot perfect, it is stabl&’ New facts and tools,
however, Orerd the balance of police power struck by Year Zero
inherently unstable®The critical question that Kerr attempts to answer
is how Fourth Amendment doctrine should respond when these changes
do occurt?® To do so, Kerr explores six scenaiimsvhich the b#ance is
upset® First, whereOthe government uses a new tool to find evidence,O
perhaps involving the use of a new surveillance device to obtain

carrier on a standard less than probable causg)Riley v. California, 134 S. Ct. 2473,
2495 (2014)ordering police to secure a warrant befe®rshing a cell phone incident to
arrest)

119 Id at 482.

120 Id. at 483.

121 14 at 484.

122 14

123 I4d

124 14

125 I4d

126 I4d

127. Id at 485

128 I4. at 486.

129 14 at 487.

130 I4. at 489.
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information that was previously unobtainatffeSecondwhereOcriminals

use a new tool to evade detection,Oclwimakes it harder for the
government to observe the criffe.Third, Onew crimes and new
practices,O where new social or political developments emerge, but crime
occurs using the same technologf@&ourth, whereOboth criminals and

the police use a newool,O0 where criminals use a new technology to
commit crime and police use a method of surveillance to detect the crimes
using the same technolo&y Fifth, Othe status quo,O in which the facts
remain the same as they were in Year Z&d:inally, Odefeating
countermeasures,O where both the police and criminals try to use new
advances in technology to gain an advantage over the'$ther.

Kerr claims his theory is defensive, that it is a Otheory of interpretation
seeking guidance from prior historical momiémather than a theory of
legal evolutionX® Kerr contrasts his theory with the trend he views in
right to privacy and Commerce Clause dage®* In the right to privacy
cases, Kerr claims the Court attempts to apply principles informed by a
sense of current setal values and the broader role of the Supreme Court
in American society® In the Commerce Clause cases, the Court has
expanded the federal governmentOs authority dramatically, which Kerr
believes is hardly the goal of the Fram®sNhile these cases hav
evolved in standard common law fashion, Fourth Amendment
jurisprudence Ohas been guided by the restorative principles of
equilibrium-adjustment®

B. JUDICIAL DELAY AS A LIMITATION ON EQUILIBRIUM -
ADJUSTMENT

Kerr also provides some ideas for how judgesmncarimize their
impact that holdings in such cases will have in balancing police power and
privacy rights. One of these concepts is OJudicial Delay,O or waiting for the
best time to determine if a technology is disruptive enough to deserve a

131 Id.

132 Id.

133 Id.

134 Id.

135 Id.

136 Id.

137. Id. at 493.
138 Id. at 49F04.
139 Id.

140 Id.

141 Id. at 494.
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holding 2 Essemially, if a court intervenes too soon, Oit may wrongly
assess the need for adjustment because either the technology hasnOt
evolved to a reasonably stable state or else social practices relating to the
use of the technology continue to evolfe.®err points to 19280s
Olmstead v. United States*** decisionas an example of early judicial
intervention, ultimately triggering its reversal W¥azz in 1967
Resolution of the reasonable expectation of privacy test ultimately depends
on the stability ofsocietyOs o of what is reasonable; deciding a case
too early would undermine this part of tii@sz test. Courts can solve this
problem by either putting off deciding how the Fourth Amendment
applies to a new technology until the use of the technology has sthbilize

or stepping in earlier while recognizing the decision must remain tentative
while the technology is in flux.

The Supreme Court recently addressed this notio@iim of Ontario v.
Quon.**® While Justice Kennedy expressed a preference to avoid ruling on
how the Fourth Amendment applies to changing technology Obefore its
role in society has become cleé4r distice Scalia wrote otherwise in his
concurring opinion:

Applying the Fourth Amendment to new technologies may
sometimes be difficult, but when it is ¢essary to decide asea

we have no choice. The Cowrifplication that where electronic
privacy is concerned we should decide less than we otherwise
would (that is, less than the principle of law necessary to resolve
the case and guide private actidror that we should hedge our
bets by concocting caspecific standards or issuing opaque
opiniondN is in my view indefensible. Thémestheyarea
changin® is a feeble excuse for disregard of‘¢luty.

142 14 at 539.

143 I4d

144 277U.S.438 (1928).

145 Katz v. United States, 389 U.S. 347, 353 (198¥)nstead focused on the text of
the amendment, explaining there was no search without gdlyisitrusion on a person,
house, paper, or effeckd. Thus, the Fourth Amendment did not cover eavesdropping
from beyond the boundaries of a hou&é. Kasz shifted the focus to expectations of
privacy generally, holding Oonce it is recognized that the Fourth Amendment protects
peoplé and not simply@reaél against unreasonable searches and seizures, it becomes
clear that the reach of that Amendment cannatntwpon the presence or absence of a
physical intrusion into any given enclosur@.O

146 130 S. Ct. 2619 (2010).

147 Id. at 2629.

148 Id. at 2635 (Scalia, J., concurring in part and concurring in the judgment)
(citation omitted).
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Yet Kerr believes that judicial delay will Otend to resthle issues more
quickly, and with greater interim assistance from legislative privacy
protection, than will efforts to address the Fourth Amendment issues early
on while the risk of error is high*®This concept will become especially
useful in discussis of the practical effects @dtiley after the private
sectorOs reaction to government surveillance of digitai°data.

C. WHAT COULD SHIFT THE EQUILIBRIUM ?

Before diving into an analysis of wheRé/y and related casdall
along this equilibrium, it is useful to consider what kind of case could
actually disprove KerrOs theory. In other words, what would trigger a
OshiftO of the equilibrium as opposed to a courtOs attempt to restore Year
ZeroOs balance of power?

A shift might come in the form of consecutive holdings that either
expand or contract the interpretation of the Fourth Amendment.
Expansion or contraction of the lamay notappearin the exact same
form. A restriction ould come in the form of expanding éhdefinition of
a OsearchO or by refusing to apply an exception to the warrantAslause
expansion couldccur by holding that a search was reasonable or by
creating a new exception to the warrant requirement. Consecutive
holdings that similarly change eh interpretation of the Fourth
Amendment would indicate a significant shift towards either privacy
rights or police power.

Though a perfect balance is impossible as the world changes, Kerr
argues that the CourtOs holdings historically seem to oscittataroideal
center, the Kerrian Year Zero equilibriufd.Yet factors beyond the legal
systemOs control mean that the Court may not continue to follow its
historic pattern. Because the Court has been frequently dealing with
technology in the last three yearsow is an opportune time to revisit
KerrOs thesis by applying it to the cases decided since he published the
theory in 2011.

D. JONES, THE STORED COMMUNICATIONS ACT, RILEY, AND
EQUILIBRIUM -ADJUSTMENT

KerrOs theory can be tested by analyzing cases thalesides! after
he published his articlgones, Historical Cell Site, and Riley provide the

149 Kerr, supra note 1, at 539.
150 See Section IV.C,infra.
151 See Kerrsupra note 1, at 48882.
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perfect starting point to determine if the Court acted in compliance with a
desire to maintain an equilibrium as Kerr suggests. The first casbersed
to analyzethe theory is the 2012 cage:es, which held that the police
could not use a GPS tracker without a warrant to track the movements of
a car's2 The seconatases 20130 istorical Cell Site, which held that the
SCA allows police to access via subpoenariustell site location data
(which can also be found on the phone itsé#fYhird, Ri/ey held in 2014
that police couldnot search a cell phone found on the person of an
arrestee without a warratt.This Section will plot each of these issues on
the spectum between privacy rights and police power to determine if
KerrOs theory holds along these technological changes.

The Jones majority held that warrantlessly tracking a suspect using a
GPS device was unconstitutional because the police had to trespass on t
defendantOs property in order to engage in the search. A strong
concurrence by Justice Sotomayor added that securing GPS data without a
warrant was an unreasonable search because such a search was too
intrusive due to the amount of data easily colle¢tedugh such little
effort by police?® Jones thus tilts the balance towards more individual
privacy rights because it held that the police must show probable cause
before attaching a GPS device to a suspectOs car.

Yet in 2013, Historical Cell Site employe the third-party doctrine to
hold that police may obtain cell phone user information under the SCA,
which allows the government to access call logs and historical cell site
location datawith less than a warranWhile Jones held that police need a
warrant to use a GPS device to track a defendantOs location, police can
now gain historical cell site information on a standard lower than probable
cause?’ Given operator retention policies, this search could turn up years
of location datd>® Such a conclusionilted the balance towards more
police power in certain situations. If KerrOs theory were valid, in order to
counteract this grant of police power given by Migorical Cell Site court,
the Supreme Court would be expected to limit police power thradtigh.

152 United States v. Jones, 132 S. Ct. 945, 954 (2012).

153 In re United States for Historical Cell Site Data, 724 F.3d 600 (5th Cir. 2013).

154. Riley v. California, 134. Ct. 2473, 2495 (2014).

155 Jones, 132 S. Ct. at 954.

156. In re Application of the United States for Historical Cell Site Data, 724 F.3d
600, 600 (5th Cir. 2013).

157, Seeid.

158 David KravetsWhich Telecoms Store Your Data the Longest? Secret Memo Tells All,
WIRED (Sept. 28, 2011, 6:30 AM),
http://www.wired.com/2011/09/cellulacustomerdata
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Because the&i/y Court mentioned both Justice SotomayorOs Odigital
ageO concurrence janes and historic cell site location data in their
analysis ofRi/ey, the Courtseenedto analogize the large amount of data
available for low cost to policg nsing a GPS tracking device or through
requests to a cetlhone provider as to the amount of data available on a
smartphone found on an arrestepéison. However, GPS trackers or a
request for cell site location information from a third party only devea
historical metadata, while data available on cell phones is typically much
more detailed.

In Kerrian terms, theRiley Court recognized that that the information
available in a comprehensive cell phone search give police too much
surveillance power and gght to restore a balance of this power and
privacy rights that existed in the pdégital era®>® Allowing police the
power to examine every aspect of a cell phone userOs life because there was
probable cause to arrest him for one crime shifts the balarfae that the
Court could not stand for i#° Thus, by declining to give police this tool,
the Court provided more robust privacy rights to the arrestee. Because the
Court adjusted the balance back towards individualOs privacy rights after
Congress enactetie SCA, Riley seems to validate KerrOs theory.

Together, these cases and statutes do not signal the significant shift
that one looks for to disprove Equilibriusdjustment. KerrOs theory thus
seems to hold througlRi/ey, and can arguablgssist inprediding the
outcome of cases currently pending in various federal é8ukipon
closer examination, however, this analysis also shows a few flaws in KerrOs

159 See Riley, 134 S. Ct. at 2495The Court specifically wrote:

The fact that technology now allows an individual to carry such
information in his hand doesot make the information any less worthy

of the protection for which the Founders fought. Our answer to the
question of what police must do before searching a cell phone seized
incident to an arrest is eordingly simpl8l get a warrant.

1d.

160 Seeid.

161 As an interesting thought experiment, applying KerrOs theory may allow
attorneys and law enforcement officers to predict what the court will do in upcoming
cases such d#ired States v. Davis. See Davis, 754 F.3d at 120%eb’y en banc granted,
opinion vacated, 12-12928, 2014 WL 488411 (11th Cir. Sept. 4, 2014Assuming the
en bancpanel holds as expected, that the SCA comports with the Constitution, KerrOs
theory predicts that the Supreme Court will uphold the statute. As it staRids, has
demandedhat police secure a warrant before collecting digital data from a cell phone. To
maintain the equilibrium, the Supreme Court will likely not also demand that police
obtain a warrant to gain access to historical cell phone location data from a third party.
While the Court has hinted that it may be time to revisit the third party doctrine, KerrOs
theory predicts that it will unlikely do so through an appedba#is.
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claim that Equilibrium Adjustment can draw connections among the large
body of Fourth Amendment jurispdence.The next Part of this Note

uses the above analysis to illustrate and explain three limitations on KerrOs
claim that higheorycan explain a variety of results of Fourth Amendment
cases(1) the application of the theory can vary between analgtst

does not specify what information should be used to determine the
equilibrium that ought to be restored, and (3) it fails to account for actions

of private actors that dont fit in to any of KerrOs categories.

V. ISSUES WITH EQUILIBR 1UM -ADJUSTMENT

The previous application of KerrOs theoryRidy illustrates some
tensionswith the theory KerrOs claim that his theory can explain a variety
of Fourth Amendment cases should thus be taken with a grain of salt.
First, the theory is inherently analydeépen@nt and overbroad. Second, it
does not explain if lower court decisions, previously unaddressed
technologies, or the state of technology that exists when the Court is
actually deciding a case should be used to determine the equilibrium
sought to be restode Finally, the theory fails to account for actions of
private actors that change the status quo but do not introduce new crimes
or practiced®

A. RESOLUTION OF EQUILIBRIUM-ADJUSTMENT VARIES WITH THE
ANALYST

One of the main critiques of KerrOs thesis isitltésely resembles an
already existing theory: originalisfAThus, the argument goes, the theory
suffers from the same problems as originalism. Specifically, a given case is
analystdependent gsthe way people define Year Zero may vary) and
therefore tle theory lacks predictive powét.

Kerr has alreadyresponded to this criticism byllustrating how
equilibrium-adjustmentoccurredn Joznes:

162 A primary counterargument may be that tfees- SCA-Riley setup was not the
only way to apply EquilibriurAdjustment toRiley. Yet this application was the best way
to establish the state of technology that existed befdwey that the Court also
considered. The Court relied on the state of the balance betwekte power and
privacy rights set up above to reach its conclusion. Thus, Kerr would likely hold that
those cases were the ones that factored into the CourtOs equilibrium which they sought to
restore through its holding.

163  See generally Christopher Sbbogin,4n Original Take on Originalism, 125HARV.
L. REV.F. 14 (2011).

164 I4d
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The three opinions injones proceed from different premises.
One is originalist; two are not. . . . The major@pinion seeks to
preserve the privacy protections that existed in 1791; the
concurring opinions seek to preserve the privacy protections that
existed in the Opromputer ageO (in Justice A$tatdrds) or
before Othe digl ageO (in Justice Sotomagjoiut all three
opinions interpret the Fourth Amendment to restore a prior level
of government power. All three opinions engage in equilibrium
adjustment®®

This argument, however, illustratas inherent problem with the theory.
Kerr argues that each opimian Jozes created a different Year Zero for the
purpose of their analysisut that only the majority opinion is Ooriginalist
Each opinion, howevercreated itsown Ooriginal®alance of poweit
sought to restorelust becauseJusticean defineYearZero as some time
after the 1700s does nexempt the theory from the same criticisms levied
at originalism: application of the theory to a case inherently depends on
the analyst and the theory lacks predictive power.

First, the application of equilibrma-adjustment inRi/ey was analyst
dependent. The majority of th&i/ey Court quoted SotomayorOs Odigital
ageO approach joves, implying that theRiley CourtOs Year Zero was a
time before the digital age, even though none of the other Justices had
concured with her in the context gfozes.'* In fact, the Riley Court had
the benefit of selecting from three different kinds of analyses dghaecin
and could possibly have selected any of them. The fact that the Court
chose to focus on Justice Sotomayor@sumence implies that they
selectedwhich equilibrium they choose to restore. Yet if another
commentator believed that the true equilibrium to focus on should be
something other than the balance of power that existed in theligral
age, that commentat would claim that the Court did not actually engage
in equilibrium-adjustment.

Second, the theory lacks predictive power. Moving forward, how is a
Court to analyze related issues? Are all issues dealing with digital
technology now under th&i/ey umbrdla, or may a future Court ignore
Riley’s proscription of a new rule for digital technology and return to
ScaliaOs trespass theoryies or the even more generic Oreasonable

165 Orin S. Kerr, Defending Equilibrium-Adjustment, 125HARV. L. REV. F. 84, 89
(2011).

166. Note that the concurrence agrees with the need for a new rule in the digital era.
Justice Alito wrote only to disagree with the need to limit the search incident to arrest
exception to theChimel factors. This issue is irrelevant to KerrOs equilibadjustment
analysis.
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expectation of privacyO theoryKnsz? KerrOs theory fails to explain how
this might play out. If a Court adopts ScaliaOs trespass theory, police would
have to physically place tracking technologies on a suspect themselves;
using a remote technique would not create liability, regardless of how
invasive the search actually might A€reasonable expectation of privacyO
approach would cover more activities than the trespass approach, as society
may have expectations of privacy that remote police activities would
violate. For example, a Court adopting the Alito approach would find an
activity like remotely hacking into the hard drive of a suspectOs mobile
device without a warrand be an unconstitutional search, while the Scalia
approach would not because it does involve any physical trespass onto

a suspectOs property. The Alito approach might also differ them
Sotomayorapproachin that it may find a warrantless search of a cell
phone incident to arrest reasonable because suspects could have the
contents of heir pockets searched incident to arrest in the quputer

age. It may thus be reasonable to believe that society is not willing to
protect an expectation of privacy in an arresteeOs pocket contents. Finally, a
Court that adopts SotomayorOs emphasis emling new rules for the
digital age would find that searching a cell phone found incident to arrest

is a constitutional violation; this is what occurredRiey. Thus, given

which opinion a Court decides to apply in the future, the result can be
very diferent. Because Kerr gives no guidance on which opinion should be
most influential in this situation, the theory creates a circular argument
with regards to how a Court defines the equilibrium: the equilibrium is
that which the Court sought to restore basa that is the balance of
power the Court selected as their Year Zero.

KerrOs defense of his theotyrotigh his illustration of how
equilibrium-adjustment is achieved jfanzes exposes another inherent flaw.
The theory is so broad that Kerr can argue ttiet three very different
kinds of analysig jornes fit within it. Is a court engaging in equilibritim
adjustment every time they consider the balance of police power and
privacy rights within the context of the Fourth Amendment? If yes, then
Kerr is simpy giving Kazz’s Oreasonable expectation of privacyO test a new
name andit becomes unclear that the theory encompasses cases that
diverge from this analysis. If no, then EquilibrivAdjustment fails in the
same way as originalisfails it is inherently aalystdependent and lacks
predictive power.
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Finally, even if Kerradmitsthat his theory lacks predictive power,
there also exist challenges in applying his theory retroactiVelRiley
provides a good example about how one can apply the same theory to
come to opposite conclusions: one could argue that the equilibrium in
Riley was either maintained or ignored. Those arguing Rty validates
KerrOs thesis would point out that the caseOs conclusion, that police may
not search a cell phone incident toeast; did technically adjust the status
guo. Yet opponents will note that this holding is potentially limited to the
search incident to arrest excepticausing a very minor restoration of the
balance that existed in the pdegital age The Court even l¢fopen the
possibility that exigent circumstances that threaten the destruction of
evidence may be enough to allow a search #/in In addition, asa
dayto-day matter,the easyto-surmount OvoluntarinessO standard for
consent to search a phone maleetf the majority of cases with similar
facts!®® By leaving open the possibility that other warrant exceptions may
justify a warrantless search of a cell phone, it remains unclear that the
Court effectuated a significant restoration of the equilibrium trasted
before cell phones were searched for evidence of crimes. Rfiys,
illustrates how KerrOs thesis is analgpendent, allowing commentators
to see what they warno see in the CourtOs analysis, and cautions against

167. SeeKerr, supra note 165.

168 Mark Eckenwiler, a formedeputy chief of the Justice DepartmentOs
computer crime section[,] . . . said that Chief Justice RobertsOs opinion
allows searches when the owner of the phone gives consent, and that
Opolice will now, as a routine matter, ask for consent. . . . And an
extraordinary number of arrestees will give that consent,O Mr. Eckenwiler
said, Ojust as people consent today to all sorts of searches of cars and
containers, very much against their personal interest.O

John SchwartzCellphone Ruling Could Alter Police Methods, Experts Say, N.Y. TIMES
(June 25, 2014)http://www.nytimes.com/2014/06/26/us/cellphosraling-couldalter
police methodsexpertssay.html

As a brief aside, KerrOs theory also fails to account for how technology may implicate
other issues in connection with a Fourth Amendment argument. For example, what
would happen if RileyOs phone was locked, requiring him to provide a passcode to police?
Would theRiley court have determined that this functioned as implicit consent to search
the phone, or would it still address the issue under the search incident to arrest warrant
exception? This situation would implicate Fifth Amendment -&etfrimination issues,
but it is unclear how Kerr would factor this into the equilibrium analysis. Note that courts
are struggling with this question See Virginia v. Baust, No. CR141439, 2014 WL
6709960, at 3 (Va. Cir. Ct. Oct. 28, 2014) Holding that a fingerprint wasot
testimonial and thus not protected under the Fifth Amendment
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accepting the theory as a bdoeesolution of the messy state of Fourth
Amendment law.

B. THE DEFINITIONS OF THE EQUILIBRIUM ARE UNCLEAR

Another issue arises when trying to determine which OequilibriumO a
court is trying to maintainWhile Supreme Court holdings apply across
the whole couatry, circuit and district courts make geographically scoped
decisions that are sometimes in conflidthis makes it unclear to
determine which lower court decisions should factor into the equilibrium
analysis, if any. This becomes especially relevant thbeBupreme Court
does not actually deal with every technology that may upset the balance;
how does the existence of those technologies factor into the equilibrium
analysisTo further complicate mattersechnology develops quickly and
may outpace the tta of decisiormaking at the Court. How does rapidly
changing technology factor into the CourtOs anallsis®s theory does
not acknowledge the fact that different balances between police power and
individual rights exist in different jurisdictions, antlus the CourtOs
nationwide rulemaking may affect each balance differently.

First, Kerr does not clarify howhe Court should treainferior coursO
decisions whenattempting to restorethe equilibrium. This can be
especially problematic for KerrOs theory when there is a split in authority
regarding the effect of a certain technology under the Fourth Amendment.
It seems like lower court decisions must be factored into the CourtOs
thinking in some way, because they too establish the balance of police
power and individual rights in their respective jurisdictions. For example,
in Riley, the Court mentioneq the ability of police to gather historic cell
site information fronthe userOs devasa reason for whgsearch warrant
is necessaif Yet Historical Cell Site upheld the constitutionality of the
SCA, which allows for acquisition cfimilar information from a third
party with just a subpoer&Thus, byemphasizinghat a search of a cell
phone can reveal historioczll site locatiorasjustification forrequiring a
search warrant, the Court potentially affected the Fifth Circuit more than
any other”? KerrOs theory fails to acknowledge that the CourtOs decisions
create the same rules ineey jurisdiction, even though there may be a

169 Riley v. California, 134 S. Ct. 2473, 2489 (2014).

170 See In re Application of the United States for Historical Cell Site Data, 724 F.3d
600, 600 (5th Cir. 2013).

171 This is the issa that the Fifth Circuit in United States v. Guerrero, NO. 13
50376, 2014 WL 4476565 (5th Cir. Sept. 11, 20,0l4pd to tackle. The Fifth Circuit
held that Riley did not affect police power under the SCA becauseRHeg Court did
not explicitly overrulédistorical Cell Site.
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different balance of police power and individual rights in e@bb.Court
could thus restore or upset balances with the same holding based on how
the new rules affect different jurisdictions.

One may countethe previous argument by claiming that KerrOs theory
only incorporates the equilibrium established by the Court itself, making
any lower court decisions irrelevant. Yet this argument is problematic
because the Court frequently addresses new technologiesitwhaving
ever addresseateceding technologyf analysts are only to consider the
CourtOs cases whamgaging in equilibriuradjustment, how does
predecessor technology factor into the definition of the equilibrium?

This conundrumbecomes clear in @s likeMaryland v. King, where
the Court held that Otaking and anatyyia cheek swab of the arrestee®
DNA is, like fingerprinting and photographing, a legitimate police
booking procedure that is reasonable under the Fourth Amendriémt.O
his dissentJustice Scalia argued that this justification was fldveeduse
the Court had never addressed the constitutionality of fingerprinting
technology itself and had yet to do so even in this'‘¢&Seuld the Court
have decided the case the same way withowiad®nng fingerprinting
practice® Wasfingerprint databaséechnology a part of the equilibrium
though it had never been considered by the CéurtP previously
undiscussed technology could factor into the equilibrium, how is an
analyst of Fourth Amendmerurisprudence supposed to anticipate which
precedent technology the Court will find meaningful? If Kerr is claiming
that the Court is only meant to consider technology that it had previously
commented on, theMaryland v. King is an important instance vene the
Court does not engage in equilibrivadjustment. If the Court does not
engage in equilibriuradjustment in addressing such an important issue,
the constitutional validity of warrantless DNA database searches, then
perhaps KerrOs theory does nola@rxps much as he purports it dé&s.

172 Maryland v. King, 133.Ct. 1958, 1980 (2013).

173 Id. at 1987 (Scalia, J., dissenting) (Olt is on the fingerprinting of arrestees,
however, that the Court relies most heavily. The Court does not actually say whether it
believes that taking a person's fingerprints is a Fourth Amendment search, and our cases
provide no ready answer to that question.O).

174. These questions just skim the surface. In addition, more can be learned about an
individual with DNA than with a photo. In Year Zero, one could not collect physical
information from someone and use it to detéine that the person was related to the
actual offended the purpose of DNA sweeps.

175 The following further illustrates this dilemma. If the use @f fingerprint
database was previously a police power that the Court considers part of the equilibrium,
woudnOt the Court have attempted to balance police power and privacy rights and deny
police the ability to use an even more intrusive technology? Either they shouldnOt be
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Finally, it remains unclear how the general change of technology
affects howthe Court may answer the issues before it. Kerr doas
explain if the Court does, or should, consider the current state of
technology whenleciding cases on the facts before them. Does the Court
only define the equilibrium as whatever existed prior to the initiation of
the police activity in question, or does the Court factor in the current state
of technology when attempting to restore thguiéibrium? If the former,
then the Court could be making rules about already outdated technologies
that may no longer be relevant. If the latter, then the Court could be
providing advisory opinionsEither way,evenif KerrOs theory indeed can
explainprevious holdings of the Court, it still does not explain how to
determine what effect current technology has on the equilibrium the
Court is attempting to restore.

C. THE THEORY IS MISSING A CATEGORY : INTERVENING PRIVATE
ACTORS

Finally, KerrOs theory could bféndrom considering a seventh
category of technological change: the destabilizing effect of private actors.
This category is similar to KerrOs Onew crimes and new practices,O where
new social or political developments emerge but crime occurs using the
sane technologies. Yet Onew crimes and new practices@odoat for
analysis ofhe increasing ubiquity of already existing practices.

Because of the rate at which they can act, private actors can cause a
sudden shift in the status quo. Aft®iyOs malate that police obtain a
search warrant before searching the phone of an arrestee, actions by
private companies may do more to alter the balance tha@dhe could
have anticipated. One of the main examples of this effect comes from top
tech companies Apple and Google, which recently announced their new
default data encryption software for mobile devices.

On September 17, 2014, Apple CEO Tim Cook annouddéat the
company would be encrypting all data communicated between their
servers and the customers in order to prevent AppleQOs ability to share such
information when subpoenaéd.A corresponding letter from Mr. Cook

accounted for in the equilibrium sought to be restored because the Court has never
spolen on those topics, or the Court isnOt actually engaging in equilibdjustment
because they continue to uphold police power within certain technological groups (like
using biometric data to identify suspects without a warrant). KerrOs theory fadisunta

for these effects when establishing which equilibrium the Court is considering in each
case.

176 See Cyrus Farivar Apple Expands Data Encryption Under iOS 8, Making

Handover to Cops Moot, ARS TECHNICA (Sept. 17, 2014, 9:57 PM),
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on the privacy section of the Apple vgite states the following: Ol want to

be absolutely clear that we have never worked with any government agency
from any country to create a backdoor in any of our products or services.
We have also never allowed access to our servers. And we nevér will.O
The Apple website goes on to explain exactly what data law enforcement
camot get from Apple:

On devices running iOS 8, your personal daiah as photos,
messages (including attachments), email, contacts, call history,
iTunes content, notes, and remindé placedinder the
protection of your passcode. Unlike @ampetitors, Apple
cannot bypass your passcode and therefore cannot access this
data. So ® not technically feasible for us to respond to
government warrants for the extraction of this datarfrdevices

in their possession running iO&'"8

Essentially, O[w]hat is new #8 amount of datayour phone will now
encrypt. Apple has extended encryption protections to nearly all the data
[users] produce on a daily basis and will also require you &v tre
passcode (or fingerprint) each time [users] reboot [their] phEh&.ap
competitor Google has also implemented default encryption with the
release of its latest operating syst&m.

http://arstechnica.cm/apple/2014/09/applexpandsdata encryptionunderios 8-
making-handoverto-copsmoot; Craig Timberg,dpple Will No Longer Unlock Most
iPhones, iPads for Police, Even with Search Warrants, WASH. POST (Sept. 18, 2014),
http://www.washingtonpost.com/busiss/technology/
2014/09/17/2612af58ed211e4b03fde718edeb92f story.html.

177. A Message from Tim Cook About Apple’s Commitment to Your Privacy, APPLE,
http://www.apple.com/privacy (last visited Feb. 13, 2015). Note that while technically
Apple has not atlwed outside parties direct access to their servers, they claim that
00.00358% of customers had data disclosed due to government information requests,O and
that they received 250 or less of those kinds of requests in the first sixth months of 2014.
See  Apple Privacy Policy, Government Information Request&\PPLE,
http://www.apple.com/privacy/
governmertinformation-requests (last visited Feb. 13, 2015).

178 Apple Privacy Policy, Government Information Request#PPLE,
http://www.apple.com/privacy/governmeiriformation-requests (last visited Feb. 13,
2015). Recall that some of the evidence introduced against Riley included photos found
on his iPhone.

179 Matthew Green,Is Apple Picking a Fight With the U.S. Government?, SLATE
(Sept. 23, 2014), http://www.slate.com/articles/technology/future_
tense/2014/09/ios_8_encryption_why_apple_won_t_unlock_your_iphone_for_the_police
.html (emphasis in original).

180, See Andrea Petersen(Google Officially Announces Android 5.0 Lollipop’ with
Defaulr Encryption, W ASH. PosT (Oct. 28, 2014),
http://www.washingtonpost.com/blogs/thgwitch/wp/2014/10/28/googlefficially-
announcesandroid 5-0-lollipop-with-defaultencryption.
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This change is sudden enough that it has instigated serious dedate a
an outcry from the law enforcement community. Reporters have already
noted that O[ijn June, tfBupreme Court ruled that police needed search
warrants to gain access to data stored on phones in most circumstances.
But that standard is quickly being resréd moot; eventually no form of
legal compulsion on service providers will suffice to force the unlocking of
most smartphones¥FBI Director James Comey has already shared that
e doesn@nderstand why companies would Omarket something expressly
to allow people to place themselves beyond the EACODey and others
have called on Congress to act to ban default smartphone encrijption.
Unfortunately for Comey, members of Congress have already expressed
that there is Ozero chanceO of the FBI DirectooPsspl passint’ If
Congress doesot act, might it fall to the courts once again to handle the
matter through the slow and blunt judicial tool that Justice Alito feared in
his concurrence iRi/ey?®

The fact that law enforcememay not be able tget the information
they need through serving warrants on the service providers raises an
interesting question: IRi/ey were in front of the Court today, would these
announcements change the outcome of the casgpdissible; because the
Court left open the ptential for exigent circumstances to be a valid
exception, it seems likely that an argument claiming that evidence is
permanently lost once a phone locks could be persuasive. Thus, if these
announcements occurred before the case was decided, it mighideave
argued as a different warrant exception and the outcome might have

181 Id
182 Brian Naonr,Apple Says iOS Encryption Protects Privacy; FBI Raises Crime Fears,
NPR (Oct. 18, 2014), http://www.npr.org/blogs/

aIItechcons|dered/2014/10/08/354598527/apphg/sms-encryptlonprotectsprlvacy
fbi-raisescrime-fears. ComeyQOs reaction is still not as extreme as that of others like John
Escalante, the chief of deta@s in Chicago, who said the iPhone would become Othe
phore of choicdor the pedophile.d\.

183 See Jason Keoble'BI Director: If Apple and Google Won't Decrypt Phones, We'll
Force Them To, MOTHERBOARD (Oct. 16, 2014, 11:20 AM),
http://motherboard.vice.com/read/fadirectorif-apple and googlewont-decrypt
phoneswell-force them-to.

184. Jason KeOb|erCongress to the FBI: There’s Zero Chance’ We'll Force Apple to
Decrypt  Phones, M OTHERBOARD (Oct. 20, 2014, 9:25  AM),
http://motherboard.vice.com/read/congrets the-fbi-thereszere chancewell-force
appleto-decryptphones.

185 Riley v. California, 134 S. Ct. 2473, 2497 (2014).
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different!® Whether or not this would have ultimately happened is not
important; this thought exercise illustrates that KerrOs theory does not
clearly account for the potential of yaite actors to change the CourtOs
analysis.In this time of fastpaced technological evolution, intervening
private actors may be the most important actors in upsetting the balance
between police power and individual privacy rights. The failure to
acknowlelge these kinds of effects shows the theory is underinclusive.

KerrOs discussion of judicial delay highlights one possiyeto
handlethe issue of private actidfi.Because these actors drive changes in
technology, the Courtouldwait until the use othe technology stabilizes
before weighing in with a decisiomhe Karz test itself is dependent on
stable expectations of privacy, as the second part of the test requires that
the expectation of privacy is one which society is ready to recognize. If
expecations are shifting along with technology, it may be impossible for
the Court to effectively weigh in on the case. After all, Apple has just
changed the status quo of who has access to encrygiidnthe
technology itself hasot changed. Thuspolicecanstill use the same tools
they currently davhen they need access to an encrypted phone. Until this
movement to default encryptiosparks an empirically proven paradigm
shift, the Court should delay any decisions that may disturb the naturally
forming equiibrium before it has a chancegtabilize

Yet given the rate at which technology is developing, it is possible that
private actors may move quickly enough to prevent a stable equilibrium
from ever forming before the Supreme Court considers an issuss, Th
even KerrOs recommendation of Judicial Delay may not suffice to address
the legal issues that these actors cause. Because Courts cannot delay
dealing with issues forever, Kerr should amend his Equilibrium
Adjustment theory to explain how a Court dewalsh the actions of third
parties that do not introduce a new practice but still lead to a disruption of
the balance between police power and individual rights.

186 We may still see this argument appear in the future. In f&éty might have
the effect of encouragg police to find Oexigent circumstancesO in more Datsdgfault
encryption counteintuitively undermine the balance maintenancekoéy?

187. See Orin Kerr, Apple’s Dangerous Game, WASH. POST (Sept. 19, 2014),
http://www.washingtonpost.com/news/volikconspiracy/wp/2014/09/19/apples
dangerouggame (Olncidentally, | have long argued that the Supreme Court should wait
until a technology stabilizes before applying the Fourth Amendment to it to avoid the
problem of announcing a rule that doesnOt make sees time. In light of AppleOs new
iOS8, Riley may be an interesting example.O)
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V. CONCLUSION

Riley, related cases, and the response from both the courts and private
sector raise fascinating questiomisout how the Fourth Amendment
protection against unreasonable searches and seizures will function in an
increasinglydigital age. The search incident &rrest warrant exception
already bars police from searching mobile phenisout a warrantif a
phone OlocksO before police can obtain a warrant, and police cannot
compel a company or the individual to give them the password, will such
technology comlgtely stall any investigatio®s technology continues to
evolve, will the courtsO Fourth Amendment holdings continue to be made
immediately less relevant by private action? If police have the ability to
hack a phone, doeRi/ey even significantly change thétimate outcome
of cases; in other words, is the protection of a warrant strong in these
cases, or is it just a matter of how long it will take police to getfdataa
mobile device If technology evolves too quickly for the courts to establish
astabk, long-term equilibrium, could this indicate that society is ready for
a shift in the equilibrium away from the Year Zero balance? Does the
prevalence of digital data mean that we need to establish a new norm
instead of trying to return to the oldorm? When only the user knows
passcodes or encryption keys, does the use of encrypted technology run
afoul of the Fifth Amendment and its proscription against compelling
seltincriminating statements?

KerrOs Equilibriusddjustment theory does little to answerete
important questions. It assumes that the CourtOs Year Zero is clearly
definable. It fails to account for changes from the private sector that may
push courts to provide more power to politee theory is so broad that it
can encompass seemingly untadi different kinds of analyses, raising
uncertainties about its utility. It is unclear in how to deal with lower court
decisions or the precise way in which the Court reaches a conclusion.
These issueareinherent flaws irkerrOs claim that hiseorycan explain
@ great deal of the overall shape and substance of Fourth Amendment
doctrine@? Applying KerrOs EquilibriupAdjustmenttheory to Riley v.
California illustrates these flaws and cautions against overvaluing KerrOs
theory.

188 Kerr, supra note 1, at 481.
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