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I. INTRODUCTION
In the highly competitive industrialized world that is rapidly

emerging from the ashes of the Cold War, a strong and vibrant research
and development capacity is essential to a country's success. In most
industrialized nations, the government plays a prominent role in
assembling and sustaining a sound scientific and engineering
infrastructure. Most modem governments also provide financial support
for other desirable professional endeavors, such as music, literature and
other fine arts, though usually not on as grand a scale. The United States
has depended to a very large degree upon "peer review" to aid the
government in making the difficult scientific and artistic judgments that
necessarily arise in deciding whom among a large pool of applicants will
receive limited governmental resources. When the government relies
upon peer review, it does not attempt to persuade researchers to
undertake particular research projects or artists to create particular kinds
of art. Instead, a granting agency allocates sums of money to entire fields
and allows the researchers, artists, or performers to develop creative
proposals for projects that they would like to undertake.' A group of
"peers" with expertise in the relevant area then evaluates and ranks the
proposals, leaving the ultimate funding decisions up to the government
officials in charge of the relevant programs.

Although the peer review model has proved remarkably durable in
the 30 to 40 years during which United States agencies have employed it,
it is far from perfect. This article will examine one especially worrisome
aspect of peer review systems for awarding discretionary grants-their
capacity for both ad hoc and systematic bias for and against individuals,
groups, and innovative new ideas.' The article draws upon the
experiences of several discretionary grants programs in four granting
agencies: the National Institutes of Health (NIH); the National Science
Foundation (NSF); the Environmental Protection Agency (EPA); and the
National Endowment for the Arts (NEA). The following description of
these programs draws on an extensive literature on peer review in NIH
and NSF and a growing literature on the NEA grants process. More
importantly, the article relies upon extensive interviews with agency

1. The above description is somewhat idealized to the extent it suggests that the
funding agencies do not attempt to steer research. Obviously, budgetary decisions about
which programs get what funds send messages to potential researchers about where they
should direct their efforts. Sometimes the signals are more direct as, for example, when
NSF refused to continue funding a supercomputer center that used a particular brand of
computer. See Ellis Booker, NSF Cuts Supercomputer Grant, COMPUTERWORLD, Oct. 30, 1989,
at 127.

2. The article will not examine the closely related question of whether the funding
programs themselves are biased toward or against funding research aimed at benefiting
particular groups.
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officials and, in some cases, successful and rejected applicants.3 Although
all four of these agencies rely heavily upon peer review in awarding
discretionary grants, they vary in how they manage the peer review
process. None of the programs has completely eliminated the potential
for bias, but some have made great strides in that direction. Each can
learn lessons from the others, and the many other granting agencies in the
federal government that rely upon peer review can learn a great deal
from their combined experience.

After examining the potential for bias in the peer review process
and analyzing existing legal curbs on bias, the article will compare the
peer review model to the primary competing model for awarding
discretionary grants-the "strong manager" model that is used in many
defense-related agencies. Concluding that on balance the peer review
model is most appropriate for awarding discretionary grants in the arts
and sciences, the article will suggest some procedural reforms that should
help reduce the potential for bias at a relatively low cost.

A. The Nature of the Peer Review Process
A "peer review" system of allocating governmental resources relies

primarily upon the informed recommendations of experts in the relevant
field of inquiry.4 First used more than three hundred years ago for
evaluating the scientific merit of journal articles, it was later adopted by
the National Advisory Cancer Council and the Office of Naval Research
in the 1930s and 1940s for assessing applications for scientific grants. In
the ensuing years the peer review model has evolved into a highly
regularized vehicle for awarding research grants that "legitimates the
flow of resources and the establishment of priorities" in the scientific
granting agencies.' By the mid-1980s the Board of Directors of the
American Association for the Advancement of Science could conclude

3. All interviewees were assured that their responses would remain confidential.
Several graciously consented to allow their interviews to be cited for attribution; most did
not want their names associated with the article. In all cases the interviewees' wishes
were honored. Candor was more important to the author than the ability to attribute a
factual statement to a particular source.

4. Chubin and Hackett define peer review as: "An organized method for evaluating
scientific work which is used by scientists to certify the correctness of procedures,
establish the plausibility of results, and allocate scarce resources (such as journal space,
research funds, recognition, and special honor)." DARRYL J. CHUBiN & EDWARD J. HACKETr,
PEERLESS SCIENCE: PEER REVIEW AND U.S. SCIENCE PoucY 2 (1990). A House subcommittee
report on peer review in NSF defines "peer review system" as "any method of evaluating
a specialized creationsuch as a proposal to perform scientific researchwhich involves
having a group of people knowledgeable in the area of specialization evaluate the
creation." SUBCOMMITTEE ON SCIENCE, RESEARCH, AND TECHNOLOGY OF THE HOUSE COMM.
ON SCIENCE AND TECHNOLOGY, 94TH CONG., 2D SESS., NATIONAL SCIENCE FOUNDATION PEER
REVIEW 13 (Comm. Print 1976) [hereinafter HOUSE COMMITTEE REPORT ON NSF PEER
REVIEW].

5. Daryl J. Chubin & Sheila Jasanoff, Peer Review and Public Policy, 10 SCI., TECH. &
HUMAN VALUES 3 (1985).
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that "the scientific community has accepted primary responsibility for
defining research needs and opportunities and providing assurance that
public funds are allocated on a priority basis, through peer review."6

Peer review in the arts is of more recent vintage. Until the
mid-1960s, patrons of the arts rarely invoked formal peer review as a
vehicle for making funding decisions 7 However, with the creation of the
National Endowments for the Arts and Humanities (NEA), the federal
government became the nation's most prominent single fine arts patron,
and NEA borrowed the peer review model from the scientific funding
agencies. As with the scientific agencies, peer review has helped
legitimize NEA funding decisions among the practitioners of the arts,
though not necessarily among members of the general public.8

B. Bias in Decisionmaking
In the United States, peer review is intended to ensure that federal

agencies award public funds to the most meritorious scientific and artistic
projects in an accountable fashion. Within this process lies the potential
for considerable tension. As longtime observers Chubin and Hackett
note:

[Pleer review is expected to operate according to values of fairness
and expediency, yet its product is to be trustworthy, high-quality,
innovative knowledge. There is no assurance that the process will
yield the product; to the contrary, the process may interfere with
efforts to secure the product.9

Perhaps the most important goal of the peer review process is
objectivity. Governmental allocation of monies to fund projects in the arts
and sciences is built upon the assumption that objective criteria for
excellence can be articulated and applied in a way that is capable of
identifying meritorious proposals and of selecting the best from among
these. To the extent that bias infects the decisionmaking process, it loses
its objectivity and, consequently, its legitimacy.

The word "bias" takes on different meanings in different contexts.
In the context of peer review, however, the concept comes close to the
dictionary definition of "a highly personal and unreasoned distortion of
judgment."10 A biased decisionmaker does not decide questions on their
merits, but rather, allows irrelevant personal considerations to intrude

6. American Association for the Advancement of Science, Statement on Politics and
Science, 223 ScIENCE 27,27 (1984).

7. See Alan M. Kriegsman, The Dance Dilemma, WASH. PoST, Jul. 17, 1983, at Li (quoting
Richard LeBlond: "corporations don't have a peer review panel system for determining
what dance to support-it's unique to NEA").

8. Joseph McLellan, NEA: The First Twenty Years, WASH. POST, Sept. 16, 1985, at DI
(peer review "seem[s] to have generated considerable respect for the NEA among
American artists, who feel they are being evaluated not by bureaucrats but by fellow
artists").

9. CHuBIN & HAcx=r, supra note 4, at 3.
10. WEBSrER'S NINTH NEW COLLEGIATE DICTONARY "bias"(1988).
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into the decisionmaking process. Decisionmaking bias in the award of
discretionary grants can result from animus, favoritism, or conflicts of
interest. The first two aspects stem from the identity of the potential
grantee; the latter has more to do with the characteristics and position of
the decisionmaker. Bias can also crop up in the form of "tunnel vision,"
or the systematic refusal to give sufficient weight to particular criteria that
are supposed to be relevant to the decision. Finally, bias in an otherwise
objective process may be caused by ex parte lobbying and political
pressure for or against particular persons or approaches.

1. ANIMUS
When an applicant's prospects of receiving a grant are adversely

affected by some personal characteristic of that person unrelated to the
articulated criteria, the program suffers from animus. This phenomena is
also known as "blackballing." It may result from any one of a number of
causes, ranging from personal dislike to philosophical differences to racial
bias. Animus may also manifest itself in a general lack of regard for
"mavericks" who challenge conventional norms. It can affect the
decisionmaking process in many ways, from introducing factually
inaccurate information into the deliberative process to ranking the
applicant at the bottom of the list for no good reason.

2. FAVORITISM
Favoritism may be more prevalent than animus in the peer review

system. A decision is affected by favoritism when one or more of the
applicants in the applicant pool obtains favorable treatment for reasons
that are not relevant to the statutory or administrative criteria. Favoritism
may manifest itself in many ways, ranging from unmerited high ranking
to the explicit singling out of an individual for the grant award.
Nepotism is one form of favoritism; cronyism is another. The former is
almost nonexistent in science, but the latter may play a role in peer
review granting agencies. Favoritism is not necessarily limited to peer
reviewers. The agency staff can also play favorites by selecting reviewers
who are inclined to fund certain kinds of proposals and not others."

3. CONFLICTS OF INTEREST

A conflict of interest exists when a decisionmaker's judgment is
clouded by a personal stake in the outcome of the decisionmaking
process. The clearest conflict of interest exists when the decisionmaker
will obtain financial gain or suffer monetary loss if the decision goes one
way rather than the other. For example, if a peer reviewer will share in
the proceeds of the grant under review, the reviewer's judgment could be
clouded by the prospect of financial gain. A reviewer also faces a conflict

11. Rustum Roy, Funding Science: The Real Defects of Peer Review and an Alternative To
It, 10 SCI., TECH. & VALUES 73, 73-81 (1985).
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of interest if, through a consultantship or other arrangement with a
company, the reviewer can convey financially valuable information
obtained through the peer review process to the for-profit enterprise with
which the reviewer is affiliated. These familiar forms of conflict of
interest will be referred to here as "financial conflict of interest."

A less dramatic, though perhaps more prevalent, form of conflict of
interest can be characterized as "research conflict of interest." An active
researcher is always on the lookout for new ideas that have not been
tried, previously undisclosed approaches that have succeeded, and novel
approaches that have failed but have future potential. Even if a reviewer
does not directly appropriate an idea from a grant application, much can
be learned from the review process that is not available in published
literature. Knowledge gained during peer review may steer a reviewer
away from a line of inquiry that has proved fruitless for other researchers
(and therefore not published in the literature), or it may trigger an idea
that, given sufficient time, would have become apparent to the applicant.

Conversely, a reviewer who has established himself in one field of
inquiry may tend to discourage the development of alternative lines of
inquiry that may pose a threat to the reviewer's prominence. By simply
downgrading a competitor's proposal, a reviewer can simultaneously
reduce the competitor's probability for success and enhance the
probability that the reviewer's research will continue to receive support.
This can be especially troubling when the relevant scientific field is in the
process of a "paradigm shift" in which younger scientists question the
power of the old paradigm to explain new phenomena, seek out different
formulations of the critical questions, and advance alternative theories to
explain observations. 2 If the granting agency's review panels are filled
with devotees of the old paradigm, research conflict of interest can
impede the development of important new paradigms.

4. TUNNEL VISION
Objectivity is also lost when the process becomes afflicted with

"tunnel vision," a malady that obstructs the ability of highly trained
professionals to view proposals from different perspectives. The problem
is not so much invidious discrimination as it is the inability or
unwillingness to see the relevance of entire categories of proposals. This
tendency becomes a disadvantage when it operates to exclude qualified
proposals that come within the statutorily or administratively drawn
bounds of the program. A process that screens out irrelevant proposals is
not biased; a process that excludes relevant proposals because the
decisionmakers have an unduly narrow professional view of the domain
of relevance may be biased.

12. See generally, THoMAs S. KUHN, THE STRUCrURE OF SCIENTIFIC REVOLUTIONS (1962).
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5. LOBBYING AND POLITICAL PRESSURE

In legislative decisionmaking bodies the most common vehicle for
persuading the decisionmaking entity to send resources in one direction
or another is the lobbyist. In the lobbying paradigm, the potential
recipient of the funds or its paid representative makes as many contacts
as possible with persons in a position to determine the outcome of the
process and attempts to persuade them of the wisdom of steering
resources to that supplicant. In the context of discretionary grants,
prospective grantees or their representatives can attempt to persuade
influential higher-ups in the Administration or important members of
congress to "go to bat" for their proposals.

Although the lobbyist is a well respected participant in the
legislative appropriations process, the legislative model does not
necessarily lead to the most objective results. Rather than awarding
grants on the merits of the applications, the process appears to favor
insiders and influence-peddlers. A decisionmaking process in which the
results depend upon political access and subtle promises and threats is
not likely to be objective. It could create the impression that the results
are biased in favor of the politically well-connected, and in the extreme
could give rise to charges of partisan favoritism.

II. PEER REVIEW IN FOUR FEDERAL AGENCIES

This section of the Article will examine the peer review process at
work in four federal agencies. Because the range of grant programs in
these agencies is so broad, the following descriptions will necessarily
remain at a general level, but it should also convey a sense of the wide
variety of granting programs to which the peer review mold is applicable.

A. The National Institutes of Health
The National Institutes of Health (NIH) is a collection of research

institutions in the Public Health Service of the Department of Health and
Human Services.'3 One of the premier research institutions in the world,
it provides almost seven billion dollars per year to support more than
25,000 separate research awards in health and environmental sciences. In
a very real sense, NIH is the father of the biotechnology industry in the
United States. 14 In addition to conducting its own research, NIH sponsors

13. The National Institutes of Health are established by the Health Research Extension
Act of 1985, Pub. L. No. 99-158, 99 Stat. 820 (codified as amended at 42 U.S.C. §§ 201-85
(1988)). NIH is composed of thirteen separate institutes, each of which directs its attention
to a particular area of health-related research. See NATIONAL INSTITUTES OF HEALTH, NIH
DATA BOOK (1989). Much of the research that NIH sponsors is conducted by federal
employees at the flagship campus in Bethesda, Maryland and at several other research
centers around the United States.

14. Thomas E. Malone, then Deputy Director of NIH, said of NIH's role in the
biotechnology industry: "We fathered the industry. We are part and parcel of it." Nell
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billions of dollars worth of research annually at universities and other
public and private research institutions.'" Virtually all of these outside
grants, contracts and interagency agreements are awarded through an
intricate process that relies almost exclusively upon peer review for
evaluating the quality of grant proposals.16

Since NIH has in recent years suffered from chronic underfunding,
the agency receives many more worthy applications than can be funded.17

Therefore, the goal of its discretionary grant programs is to select the best
from among a large number of very good applications. The major
elements in evaluating proposals include assessments of: (1) the scientific
merit and general significance of the proposed study; (2) the technical
adequacy of the experimental design; (3) the competency of the proposed
investigator or group; (4) the adequacy of the available and proposed
facilities and resources; (5) the necessity of the budget items requested;
and (6) the relevance and importance of the proposal to announced
program objectives.'8

NIH must by law "require appropriate technical and scientific peer
review of ... applications made for grants and cooperative agreements
... for biomedical and behavioral research," 9 and peer review plays an
exceedingly important role in determining which projects are funded.
NIH referral officers assign each application by subject matter to one of
ninety standing peer review groups, usually referred to as "study
sections," that are located within the Division of Research Grants.2" The

Henderson & Michael Schrage, Government R & D Funding Spawns a New Industry, WASH.
POST, Dec. 16, 1984, at Al.

15. NIH has only funded research in for-profit institutions since 1981, and applications
from private companies still constitute only a miniscule proportion of the total NIH
budget. See id.

16. Although all of the Institutes follow the same model for awarding discretionary
grants, the interviews upon which much of this description is based focused particularly
upon four very diverse grant programs: (1) the Program for Cancer Cause and Prevention
Research of the Division of Cancer Etiology of the National Cancer Institute; (2) the
Program for Biological Response to Environmental Health Hazards of the National
Institute of Environmental Health Sciences; (3) the General Clinical Research Centers
Program in the Division of Research Resources of NIH; and (4) the Biomedical Research
Technology Program in the same division of NIH.

17. See Gina Kolata, Beginning Scientists Face a Research Fund Drought, N.Y. TIMES, June
5,1990, at Cl.

18. OFFICE OF MANAGEMENT AND BUDGET, CATALOG OF FEDERAL DOMESTIC ASSISTANCE
283 (1989) [hereinafter OMB CATALOG). The National Cancer Institute and the National
Institute of Neurological and Communicative Disorders and Stroke in 1985 initiated grant
programs designed to take special account of the applicants' track records in making
longer-term awards. These special programs have relied on mail reviews similar to those
typically used in NSF. See Barbara J. Culliton, NIH Proposes Extending Life of Grants, 226
SCIENCE 1400, 1402 (1984).

19. Health Research Extension Act of 1985, Pub. L. No. 99-158, 99 Stat. 880 (codified at
42 U.S.C. § 289(a) (1988)).

20. GENERAL ACCOUNTING OFFICE, UNiVERSITY FUNDING: INFORMATION ON THE ROLE OF
PEER REVIEW AT NSF AND NIH 15 (1987) [hereinafter 1987 GAO REPORT]. The Division of
Research Grants, which houses the study committees, is not within any of the individual
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Division assigns to each study section a "Scientific Review
Administrator" to provide clerical and ministerial support.
Approximately 2,700 external reviewers serve four-year terms on NIH
study sections.2 ' Potential peer reviewers are identified through several
sources, including the Scientific Review Administrator's knowledge of
the scientists who work in the field and contacts at scientific meetings,
NIH staff recommendations, existing research grant applications and
awards, research publications, and recommendations of existing panel
members.22 No more than one member from a single institution may
serve on a particular study section. Although most study section
members are appointed for fixed four-year terms, members can be added
on an ad hoc basis to provide additional expertise for particular
proposals. When no existing study section appears to have the requisite
expertise to evaluate a proposal or group of proposals, the Division can
appoint an ad hoc study section for the limited purpose of reviewing a
small number of applications. NIH also uses ad hoc committees to
evaluate applications from study section members.

Each study section typically holds three annual meetings at which
the reviewers collectively apply the Program's previously articulated
selection criteria to the grant applications assigned to the section.2 3 When
no member of the panel has sufficient expertise to evaluate all aspects of a
proposal, one or more external written reviews may be requested to aid
the panel.24 The application and any outside reviews are assigned to two
or more panel members (called the primary and secondary reviewers)
who prepare detailed written reviews prior to the panel meeting. All
panel members are expected to read all of the applications.25 Study
sections in programs that fund large capital projects also conduct site
visits to the institutions that house the projects at least one time per grant
cycle.

26

The study section's evaluation of each application typically consists
of two separate steps. After hearing from the primary and secondary
reviewers and discussing the proposal, the group first decides whether
the application is deemed "worthy" of funding based on NIH selection
criteria. Approximately 90 percent of the applications pass this

Institutes, and its staff does not report to any of the Programs that are responsible for
funding and managing the grants.

21. Id. Study section panelists are paid $150 per day for their efforts plus travel
expenses and per diem expenses.

22. Id. at app. IV.
23. Study section meetings are usually held at hotels near the NIH campus or at the

locations of important scientific meetings.
24. NATIONAL INSTITUTES OF HEALTH MANUAL 4510: REFERRAL AND INITIAL REVIEw OF

NIH GRANT AND COOPERATIVE AGREEMENT APPuCATIONS (1982) [hereinafter NIH MANUAL

45101.
25. Id.
26. Telephone Interview with Dr. Bernard Talbot (Sept. 26, 1990). Applicants are given

the opportunity to specify particular scientists that they prefer not be on the panel
conducting the site visit.
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preliminary test.27 The study section next assigns each worthy
application a priority rating from which the NIH staff computes a priority
score. A "summary statement," which the Scientific Review
Administrator prepares from any pre-meeting written reviews and notes
of the meeting, relates the application's score and articulates the group's
reasons for assigning it that score.28 Only the summary statement
accompanies the application to the next stage of the review process-
review by the Advisory Council for that Institute.29

Each Institute has an Advisory Council composed of scientists and
lay persons appointed by the Secretary of Health and Human Services or,
in some cases, by the President. Membership on some Advisory Councils
is regarded as a "political plum"; for example, the lay members of the
National Cancer Advisory Board (the Advisory Council for National
Cancer Institute) are usually prominent supporters of the political party
in power that have an active interest in cancer.' In addition to providing
broad advice on how the Institute should allocate funds among programs,
the Advisory Councils review the summary statements and
recommendations of the study sections for scientific merit and for
consistency with non-technical programmatic goals. 31

Although Advisory Council review is not perfunctory, the Councils
are highly deferential to study section recommendations.32 Only about
ten percent of the applications are singled out for review by the Advisory
Councils and a much smaller proportion result in any special action.33

The Councils almost never involve themselves in minor budget
adjustments and the nitty gritty of detailed scientific evaluation. Their
function is to evaluate the overall output of the study section meetings,
not to second-guess the study sections on individual applications. This
limited Advisory Council involvement is, in any event, an inevitable
consequence of the program's workload. For example, in the National
Cancer Institute, the agency staff mail about 1400-1500 summary
statements out to Advisory Council members two to three weeks before
the triennial meetings. Even the most conscientious council member

27. CHuBIN & HAcKETr, supra note 4, at 4.
28. The summary statement, "while not necessarily exhaustive, should be complete

and represent a group evaluation of each application." It must contain "objective factual
information, carefully documented and well justified." It must also include "pertinent
material from the meeting discussions." NIH MANUAL 4510, supra note 24, at 13.

29. See 1987 GAO REPORT, supra note 20, at 11-13.
30. Past members of the National Cancer Advisory Board have included Ann Landers,

Richard Block of H & R Block, and former United States Senator Tim Lee Carter.
31. The Secretary chooses Advisory Council members from among those nominated by

NIH, members of Congress, special interest groups, other entities within HHS and the
general public. 1987 GAO REPORT, supra note 20, at 16.

32. Chubin and Hackett conclude: "The NIH awards process is hardly one of 'dual
review' for the second stage rarely considers the merits of individual proposals (or, if they
do so, their consideration makes essentially no difference in the final rankings)." CHuBIN
& HAcKETr, supra note 4, at 22.

33. Id. at22.

Vol. 9:1



PEER REVIEW IN A WARDING FEDERAL GRANTS

cannot realistically examine all of the evaluations in detail prior to the
meetings.

Next, the Institute's Program Director ranks the "fundable"
applications, drawing on the Advisory Council's comments, the
applications, and accompanying summary statements. Because scientific
merit is not the only criterion, the staff may suggest departures from the
study section rankings. But this rarely happens (less than three percent of
the time), 4 because it requires the Program Director to draft a special
petition and pursue the matter through the Institute's hierarchy. Some
Program Directors typically set aside some funds to allow themselves
discretion to fund some projects that fall very close to the cut-off line, a
process that is referred to internally as "funding by exception."'

NIH has always interpreted the Privacy Act to require that its peer
review files for individual grant applications be made available for
examination and correction by the applicants but otherwise shielded from
public disclosure. Portions of panel and Advisory Council meetings that
discuss the merits of individual proposals are also closed to the public.36

The staff instructs panelists that all materials related to the review of
grant applications are strictly confidential, and panelists may remove no
written materials from the conference room. Reviewers may not share the
contents of the panel deliberations with applicants or their institutions.37

However, the agency's guidelines and regulations do not specify
particular sanctions for breaches of confidentiality. In practice, the only
sanction is the stigma that accompanies removal from a panel.

NIH makes grant applications for funded projects and a general
description of the awards available to the public after the completion of
each funding round. Interim and final progress reports and the results of
any audits or reviews of the grant are also available to the general public.
Pending or disapproved applications for new grants, memoranda and
transcripts from panel meetings, and other written communications from
reviewers are not automatically available, but the agency may release
information contained therein upon receiving a request pursuant to the
Freedom of Information Act (FOIA). 8 Although the D.C. Circuit Court of
Appeals held in Washington Research Project, Inc. v. Dept. of Health,
Education and Welfare39 that the contents of all grant applications are
generally releasable under FOIA at the end of the funding cycle, NIH has
recently taken a broad view of the applicability of exemption (4) of this
statute to information contained in grant files. Exemption (4) allows
agencies to withhold information that would disclose "trade secrets and

34. 1987 GAO REPORT, supra note 20, at 13.
35. Telephone interview with Dr. Iris Obrams, Branch Chief for Extramural Programs,

Epidemiology and Biostatistics Division, NIH (Nov. 2,1990).
36. NATIONAL INSTITUTES OF HEALTH, MANUAL 4513: REvIEW OF NIH PROGRAMS AND

GRANT AND COOPERATIVE AGREEMENT APPLICATIONS 2 (1982).
37. NIH MANUAL 4510. supra note 24, at 8.
38. UNITED STATES PUBLIC HEALTH SERVICE, PHS GRANTS POLICY STATEMENT 15 (1987).
39. 504 F.2d 238 (D.C. Cir. 1974), cert. denied, 421 U.S. 963 (1975).
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commercial or financial information obtained from a person and
privileged or confidential."4" NIH believes that, given the recent trend
toward commercialization of government-sponsored research, a good
case can usually be made for withholding much of the contents of a grant
application under this exemption. The vitality of this argument has yet to
be tested in the courts.4' Furthermore, NIH takes the position that
information contained in summary sheets (including priority scores),
transcripts and summaries of peer review meetings and outside reviews
that constitute opinion, rather than purely factual information, comes
within exemption (5) of FOIA, which applies to internal agency
communications.'

The initial application forms advise all potential applicants of their
Privacy Act rights. Pursuant to the Privacy Act, NIH routinely provides
all applicants with staff-prepared summaries of both written reviews and
panel minutes (with priority scores attached) after the completion of the
panel review process and prior to submittal of the application to the
relevant Advisory Council.43 NIH regards this as an important source of
feedback for future applications and re-submittals of declined
applications." Applicants can obtain copies of the actual reviews (called
pink sheets) with certain information redacted (e.g., the identities of the
reviewers and panelists)-" Transcripts and complete minutes of panel
meetings are not available. For the most part, applicants seem to trust the
staff summaries and do not request original documents.' The pink sheets
contain the identities of all panel members, but the identities of the
panelists who wrote the primary and secondary reports to the study
section and other outside reviewers are not disclosed to the Program

40. 5 U.S.C. § 552(b)(4) (1988).
41. The argument has a surface implausibility. If the applicants are willing to have the

information in their grant applications viewed by peer reviewers, some of whom may be
direct competitors, it is hard to see how it could be maintained that the information is a
trade secret. See generally Thomas 0. McGarity & Sidney A. Shapiro, The Trade Secret
Status of Health and Safety Testing Information: Reforming Agency Disclosure Policies, 93 HARV.
L. REv. 837 (1980).

42. 5 U.S.C. § 552(b)(5) (1988) (exemption for inter-agency or intra-agency memoranda
or letters which would not be available by law to a party other than an agency in litigation
with the agency).

43. Memorandum from Associate Director for Extramural Research and Training, NIH,
to Distributees, re: Routine Release of Summary Statements following National Advisory
Councils and Boards (Aug. 24, 1978). When the Advisory Council takes a position
different from that recommended by the review panel, the package to the applicant must
include a letter indicating the Council's decision and a supporting rationale. Id.

44. NATIONAL INSTITUTES OF HEALTH, MANUAL 4512: SUMMARY STATEMENTS 4 (1982).
45. GENERAL ACCOUNTING OFFICE, PEER REVIEW: COMPLIANCE WITH THE PRIVACY ACT

AND FEDERAL ADVISORY COMMITTEE ACT 7 (1991).
46. Id. at 7. NIH receives fewer than ten Privacy Act requests per year. Id.
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Directors or the applicants, and their written and oral comments are not
otherwise revealed to applicants or the public.47

Each potential reviewer must fill out a financial disclosure statement
that reveals the extent of that person's financial interests in various
institutions and companies. NIH conflict of interest regulations and
guidelines prevent a panel on which a reviewer sits from considering the
reviewer's application or an application from the reviewer's spouse,
parent, child, partner, or close professional associate. In addition, a
panelist must leave the meeting when the panel is considering an
application from the panelist's own organization or an organization with
which the panelist is negotiating for future employment.' The guidelines
urge all reviewers to avoid the appearance of a conflict of interest by
refraining from participating in the evaluation of applications involving a
recent student, a recent teacher or a close personal friend. Finally,
reviewers "should not participate in the review of an application from a
scientist with whom the reviewer has had long-standing differences
which could reasonably be viewed as affecting objectivity."49 The
Director of NIH may waive these guidblines and prohibitions "if he or she
determines that there is no other practical means for securing appropriate
expert advice on a particular grant application .... "50 Except for a terse
but foreboding reference to "relevant provisions of title 18 of the United
States Code, relating to criminal activity," the regulations and guidelines
do not provide any sanctions for breach of their provisions."'

Applicants have a limited right to request reconsideration of panel
determinations prior to review by the Advisory Councils.52 Pursuant to
the Privacy Act, applicants may demand that the agency correct any
information on the pink sheets that is not accurate, relevant, complete or
timely prior to submitting the applications to the Advisory Council. The
rejected applicant must first consult with the Program Director, who in
turn refers any written rebuttals to the primary and secondary reviewers
to correct any factual errors in their evaluations of the proposal. Obvious
factual errors can be corrected before the group of applications goes to the
Advisory Council. Rejected applicants may also argue that the study
section did not contain any scientist with sufficient expertise in the

47. NATIONAL INSTITUTES OF HEALTH, MANUAL 4514: ROLES OF STAFF AT ADVISORY

COMMITTEE MEETINGS AND EXCHANGE OF INFORMATION BETWEEN INITIAL REVIEW GROUPS

AND BUREAUS, INSTITUTES, AND DIVISIONS 6 (1982).
48. 42 C.F.R. § 52h.5(b) (1993); see also NATIONAL INSTITUTES OF HEALTH, MANUAL 1805:

USE OF ADVISORS IN PROGRAM AND PROJECT REVIEW AND MANAGEMENT 5-6 (1982)
[hereinafter NIH MANUAL 1805].

49. NIH MANUAL 4510, supra note 24, at 7; NIH MANUAL 1805, supra note 48, at 5-6.
50. 42 C.F.R. § 52h.5(c) (1993).
51. Id. § 52h.5(a).
52. Applicants must follow formal rebuttal procedures. They are not allowed to

communicate with Council members concerning funding matters. Council members must
fill out a standard form if applicants ever attempt to communicate with them about
funding matters. According to one interviewee who declined to speak for attribution, this
sort of contact almost never happens in NIH.
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relevant scientific field. However, NIH takes the position that "[miatters
of expert opinion are not subject to amendment" in light of Privacy Act
responses.

When the Program Director is persuaded that the study section
made a mistake on a matter of opinion, such as the overall importance of
the project, the Director usually urges the applicant to resubmit the
application to a different study section or to request a referral officer in
the Division of Research Grants to appoint an ad hoc study section, rather
than continue to resubmit to the same committee. If the Program Director
is not convinced that a mistake was made but thinks that the project
deserves funding, the Director normally advises the rejected applicant on
how to improve the application for submission in a future funding cycle.

The staff informs the Advisory Councils of any rebuttals that
applicants file. Rebuttal letters can have an impact on a Council's
rankings in cases of miscalculations or misinterpretations of a researcher's
qualifications, but the Councils do not normally pay attention to
differences of scientific opinion, as they are disinclined to second guess
the experts who have spent m6re time evaluating the merits of the
proposals. Most of the scientist members on the Advisory Councils were
previously study section members, and they know that too many
reversals could have an impact on the willingness of study section
members to serve in the future.

After the relevant Advisory Council has completed its review of the
proposals, mid-level NIH staffers (usually Branch Chiefs) ascertain from
the agency's budget office the rough percentage of proposals that may be
funded, and they meet to draft final recommendations to the Institute's
Director. At these meetings, Branch Chiefs can compete with one another
for additional funding "by exception" from the previously mentioned
pool of funds set aside at the outset. The Branch Chiefs can also change
the ranking of proposals at the margins. The goal of these meetings is to
look at the broad picture and present the Director with a recommendation
defensible to the outside world, which includes rejected applicants and
interested congresspersons. The final decisions are usually made by
executive committees composed of the Institute's Director and the
directors of the various divisions within the Institute.

NIH has promulgated procedures for challenging initial review
recommendations. The agency recognizes that applicants may appeal
decisions not to fund for several reasons, including "perceived
insufficient expertise on the initial review group ... or conflict of interest
on the part of one or more of its members; apparent factual or scientific
errors, oversights, or bias associated with the review of an application at
the initial or advisory council review; and Possibly inappropriate
handling of the review or of the application."' However, the appeals
process "is not intended to resolve purely scientific disputes between peer

53. 14 NATIONAL INSTITUTES Op HEALTH, GUIDE FOR GRANTS AND CoNTRAc-rs 1 (1985)
[hereinafter NIH GUIDE].
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reviewers and the investigator; to provide a mechanism for allowing
investigators to submit information that should have been presented in
the original proposal; or to provide a forum for disputing priority score
determinations in the absence of specific and substantive evidence
pointing to a flawed review."I In practice, appeals are usually only taken
in cases of terminations of ongoing grants. Appeals must be taken to the
Review Officer in the Office of the Director, but initial review panels and
Advisory Councils are usually asked to participate in the resolution of the
appeal. Actions that the Director may take in the case of valid appeals
include "rereview by the same or another initial review group; special
consideration by the advisory council; or administrative action
authorized by the Institute Director or staff."55 There is no procedure for
appealing final funding decisions.

B. The National Science Foundation
Congress created the National Science Foundation (NSF) in 1950 to

promote and advance science in the United States." Whereas NIH
focuses almost exclusively on research related to human health, NSF
supports research across many areas of the physical, natural and social
sciences. Because NSF does not have its own research facilities, nearly
all NSF-supported research is conducted in university laboratories and
laboratories administered by university consortia. NSF also sponsors a
relatively small amount of research in laboratories run by other
government agencies (e.g., the Argonne National Laboratory and the Los
Alamos Scientific Laboratory) and, more recently, at for-profit
laboratories. NSF distributes more than two billion dollars annually to
more than 17,000 grantees.5 8 During the 1980s, NSF experienced a 40
percent increase in applications for research grants, while its funding

54. Id.
55. Id.
56. The National Science Foundation was established by the National Science

Foundation Authorization and Science and Technology Equal Opportunities Act, Pub. L.
No. 96-516, 94 Stat. 3007 (1980) (codified at 42 U.S.C. §§ 1861-75 (1988)). Congress
provided additional authority in Title I of the Education for Economic Security Act, Pub.
L. No. 98-377, 97 Stat 1268 (1984) (codified at 20 U.S.C. §§ 3911-22 (1988)), and the Science
and Engineering Equal Opportunities Act, Pub. L. No. 100-570, 102 Stat. 2870 (1988)
(codified at 42 U.S.C. §§ 1885-85d (1988 & Supp. 1992)).

57. The interviews upon which this description is based focused upon two of the many
NSF funding programs: the Program on Biotic Systems and Resources in the Directorate
of Biological Sciences and the Program on Science and Technology Centers in the
Directorate of Major Initiatives and Other Activities. All of the programs follow the same
basic funding model.

58. NATIONAL SCIENCE FOUNDATION, GUIDE TO PROGRAMS FY 1991, at iii (1991)
[hereinafter 1991 NSF PROGRAM GUIDE].
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remained relatively flat. 9 Fewer than 45 percent of the principal
investigators who apply to NSF for funding are successful.60

The National Science Board (NSB), composed of twenty-five
persons (usually prominent scientists, engineers, and occasionally public
figures with an interest in science) appointed for six-year terms by the
President with the advice and consent of the Senate, is the primary
policymaking body of the NSF. The NSB must approve most new
programs and nearly all grants or contracts totaling more than six million
dollars or involving annual expenditures of more than $1.5 million.6'

An applicant for NSF funding may address a proposal to a Program
in any one of the agency's eight broad Directorates.62 Most grant
applications come from educational institutions or consortia of
educational institutions, a few come from for-profit companies (mostly
small businesses), and a smattering come from individuals. Project grant
funds may be used for all costs necessary to conduct research, including
salaries and wages, permanent equipment, expendable equipment and
supplies, travel, publication costs, and other direct and indirect costs.
Although nearly all NSF grants result from a process involving peer
review, the agency recently established a procedure under which a
Program can award up to five percent of its budget in small grants of not
more than $50,000 on an expedited basis without peer review.63

General criteria for evaluating proposals include: (1) research
performance competence (the capability of the investigator, the technical
soundness of the proposed approach, and the adequacy of the
institutional resources available); (2) intrinsic merit of the research (the
likelihood that the research will lead to new discoveries or fundamental
advances within its field); (3) utility or relevance of the research (the
likelihood that the research can contribute to the achievement of a goal
that is extrinsic or in addition to that of the research field itself, and
thereby serve as the basis for new or improved technology or assist in the
solution of societal problems); and (4) effect of the research on the
infrastructure of science and engineering (the potential of the proposed
research to contribute to better understanding or improvement of the

59. MERIT REVIEW TASK FORCE, NATIONAL SCIENCE FOUNDATION, REPORT OF THE MERIT
REVIEw TAsK FORCE 6 (1990) [hereinafter MERIT REvIEw REPORT].

60. Defining a successful principal investigator as one who has received at least one
award during a three year period, the success rate dropped from 45% to 42% from the
1980-82 to the 1987-89 period. Id. at 12.

61. See 1991 NSF PROGRAM GUIDE, supra note 58, at vii.
62. The Directorates of NSF are: Biological Sciences; Computer and Information

Science and Engineering; Education and Human Resources; Engineering; Geosciences;
Mathematical and Physical Sciences; Scientific, Technological, and International Affairs;
and Major Initiatives and Other Activities. Id. at v-vi. Each Directorate in turn contains
many Programs, each of which is responsible for funding a particular area of research.

63. See David Bjerklie, Fast-track Grants: National Science Foundation's Small Grants for
Exploratory Research, 93 TECH. REvIEw 19 (1990).
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quality, distribution, or effectiveness of the nation's scientific and
engineering research, education, and manpower base)."

The NSF peer review process does not rely as heavily upon panels
as the NIH system, and it assigns considerably more discretion to the
staff. For this reason, the role of peer review varies from program to
program within NSF.65  The staff Program Officer undertakes a
preliminary assessment of a proposal's subject matter and attempts to
identify a group of up to ten qualified peer reviewers from among those
persons in the country with expertise in the subject matter.66 Program
Officers use several resources for identifying reviewers, "ranging from
lists of reviewers suggested by the applicants or current peer reviewers
themselves, to contacts made by NSF staff at professional meetings." 67

The most frequently relied upon source of reviewers is a computerized
list compiled and maintained by NSF staff that contains the names of
thousands of potential reviewers, arranged according to areas of
expertise.68 Program officers attempt to select reviewers on the basis of
their expertise, objectivity, open-mindedness, and (in the case of
reviewers who may be assigned to panels) ability to work with others.

Most peer reviews in NSF are "mail reviews" in which the Program
Officer sends to approximately ten proposed reviewers a copy of the
application and a document setting out the review criteria. The letter
asks the recipient to provide a written critique of the application and a
rating based on the identified criteria. Since each mail reviewer receives
only one of the applications in a given pool, the reviewer has no
opportunity to compare it with competing applications. Usually about
five or six of the ten proposed reviewers respond to the request.

About one-third of the applications also undergo a panel review.
Some Programs (e.g., biology) rely quite heavily upon panels, whereas
others (e.g., chemical and physical sciences) use panels only rarely, and
only for especially complicated or expensive proposals. In a panel
review, the assembled experts (usually eight to fifteen in number) read
the mail reviews and attempt to evaluate all proposals in a given pool. 69

Programs making very large awards also require site visits by peer

64. 1991 NSF PRoGRAM GUIDE, supra note 58, at ix.
65. Telephone interview with Dr. Garth Redfield, Associate Program Manager for

Ecology Programs, NSF (Oct. 17 & Oct 24, 1990) [hereinafter Redfield Interview].
66. In 1985 NSF asked almost 60,000 persons to serve as external peer reviewers. 1987

GAO REPORT, supra note 20, at 14.
67. Id.
68. Redfield Interview, supra note 65.
69. About one-third of all proposals to the NSF are reviewed by mail reviewers only.

Another third are reviewed exclusively by panels of reviewers who gather, usually in
Washington, to deliver and discuss their advice. The remaining third are reviewed first
by mail reviewers expert in the particular field, and then by panels, usually with more
diverse expertise, who help the NSF decide among proposals from multiple fields or
subfields. Letter from Charles H. Herz, General Counsel of the National Science
Foundation, to Eric R. Glitzenstein, Esq. (Mar. 12, 1990) (on file with author) [hereinafter
Herz Letter]. These proportions can vary from Program to Program.
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review panels. Like NIH, the panels usually allocate the work load by
assigning each application to a subcommittee of two or three persons who
are primarily responsible for evaluating that application. The panelists
are normally invited to rank the proposals.

After the individual and/or panel reviews have been completed, the
Program Officer evaluates and ranks the proposals, taking into account
the peer evaluations of the technical merit of the proposals and other
factors of a less scientific nature such as "infrastructure"70 and "equity' 71

concerns. When proposals have been submitted to a panel, the Program
Officer must provide a written justification for any deviations from the
panel's recommendations. In practice, there is a high correlation between
panel recommendations and funding decisions.' 2 The Program Officer's
decisions are in turn reviewed by section heads and in some cases by the
head of the Directorate, whose considerations include long-term political
concerns, technological innovation, potential for practical application in
the private sector, geographical equity in the distribution of funds, and
overall scientific merit. On very rare occasions, upper level
decisionmakers appoint advisory committees to provide input into the
decision. Decisions to award grants of more than $1.5 million per year
must be reviewed by the NSB, the ultimate decisionmaker at NSF. 3 The
entire process normally takes about five to nine months for individual
research grants74 and about ten to twelve months for major institutional
grants.

75

The unique multi-tier peer review process that NSF has developed
for awarding grants in the Science and Technology Research Centers
Program departs from the process described above because the awards in
this Program are very large and last for at least five years. The review
begins with the appointment of a multi-disciplinary fifteen member
"external peer review committee" to advise the staff during the entire
funding cycle. After receiving all of the applications, the agency staff
divides them into specific "buckets" (categories) according to discipline.
Each bucket is distributed to a separate panel of experts assembled for the
purpose of reviewing applications and outside reviews of applications.
Program Directors from the programs that deal with the subject matter of
the applications collectively appoint the panel members. The Program

70. According to one Program Officer, if a solid and consistent performer may lose his
or her laboratory as a result of a decision not to fund an uninspiring application, the
program officer may give the application a somewhat higher priority to "save" the
laboratory as an infrastructure resource. Redfield Interview, supra note 65.

71. Program officers must pay attention to whether minorities, women, and young
investigators are fairly represented and to the geographic distribution of the awards.
Interview with Charles H. Herz, General Counsel of the National Science Foundation, and
Powell, an attorney in the office of the general counsel of the NSF (Mar. 13, 1992)
[hereinafter Herz & Powell Interview].

72. Stephen Cole et al., Chance and Consensus in Peer Review, 214 ScENcE 881 (1981).
73. 1987 GAO REPORT, supra note 20, at 11.
74. OMB CATALOG, supra note 18, at 799. Herz & Powell Interview, supra note 71.
75. OMB CATALOG, supra note 18, at 808.
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Directors also identify eight to ten outside "mail reviewers" for each
proposal, whom they contact by telephone to request their assistance in
the reviews. This assures about a ninety percent response rate. One of
the outside reviewers is also a panel member.

Two or three panel members are responsible for detailed review of
each application. The panels then assemble for two days to discuss the
proposals. Since the agency cannot realistically attempt more than thirty
site visits,76 each panel is told to recommend no more than three or four
proposals for further consideration. This usually represents only about
ten to fifteen percent of the applications considered by the panel. The
staff may add an additional six to eight proposals to the pool
recommended by the panels for a total of thirty. This latter step is an
attempt to provide some flexibility to allow for any unevenness in the
quality of the proposals across the six panels. It also gives the staff some
discretion to overrule panel decisions. The applications are then
forwarded to the original fifteen member external peer review committee
for discussion and a determination of which facilities will receive site
visits.

At this point, the agency informs all applicants of the results of the
process. Applicants receive verbatim copies of all mail reviews (with
reviewers' identities redacted) and copies of the summaries of the panel
meetings relevant to their proposals. The panel summaries are intended
to give the applicants some idea of how their proposals fared in relation
to others considered by the panel. Typically, the panel summary is
drafted by the panel member who presented the proposal to the panel,
and it is circulated to the remaining panel members for suggested
corrections or additions. The thirty or so applicants that are chosen for
site visits receive the above information and a list of questions to be
answered in anticipation of the site visit. They are also invited to
comment on the mail reviews and panel summaries. Finally, the thirty
remaining applicants must provide two-page updates of their proposals
to identify any changes that may have occurred since their original
proposals were submitted. At this time, applicants may also make
changes in priorities and in their budgets.

Site visits are conducted by teams of approximately eight members
consisting of one or two members of the peer review panel that reviewed
the original proposals, one or two staff members, one member of the
fifteen member external review committee, and several other scientists
with expertise in the relevant area. The site-visit team first reviews all of
the information on file about the proposal, including the institution's
response to any questions posed by the external peer review committee.
After meeting with officials and researchers at the applicant institution
for two days, the site-visit team prepares a five to six page report
discussing the strengths and weaknesses of the proposal with respect to

76. This conclusion was based on the experience of the first Science and Technology
Center competition. Herz & Powell Interview, supra note 71.
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the quality of the researchers, depth of institutional support and overall
educational climate at the institution. The site-visit team must answer
questions posed by the external peer review committee and identify the
strengths and weaknesses of the application, but it is not supposed to
recommend whether the proposal should or should not be funded.
Because the agency staff has some fears that site-visit teams will become
"cheerleaders" for the sites that they visit, they request that the reports be
as dispassionate and objective as possible.

The external peer review committee, which has by now been
expanded from fifteen to twenty-five members to lend additional
expertise, must then review the site visit reports. Each panel member
receives a large binder with an abstract, executive summary, budget and
the reviews of each of the thirty proposals, but subcommittees of three
reviewers provide intensive analyses of individual proposals. Because it
is virtually impossible to ensure that no member of the committee
participates in the evaluation of an application from his or her own
institution, each member is assigned to one of two groups, each of which
evaluates all of the proposals. The staff ensures that the first group to
consider a proposal does not contain a representative from the institution
that submitted it. All members must excuse themselves from any
meeting in which the panel is evaluating proposals from their own
institutions. Each group must rank all of the proposals and choose the
top seven to ten. On the second day of the meeting, the groups exchange
rooms, and each reviews the work of the previous group to determine
whether it agrees with the prior group's rankings. On the third day, the
committee attempts to arrive at a consensus on about seventeen to twenty
proposals that deserve funding. The Director of the Science and
Technology Center Directorate then recommends ten to fifteen from
among those proposals for presentation to the National Science Board.

One NSF staffer from another program suggested that the peer
review process in place at the Science and Technology Centers Program is
"the best in the world."77 There can be little doubt that it is in fact one of
the most thorough and complex peer review systems in the world. The
redundant layers of peer review are justified by the large sums of money
at stake and the temptation that would otherwise exist to fund centers in
a biased fashion on the basis of criteria other than scientific merit.

NSF has prescribed detailed conflict of interest regulations for
persons employed by NSF, including members of the NSB. These
regulations prevent present and past employees from representing
anyone dealing with any federal official in any matter in which they were
involved at NSF.78 They also prohibit NSF employees' personal
involvement in the handling of any proposal or other matter in which the
employee, a member of the employee's immediate family, or an
organization of which the employee is a part or may become a part has a

77. Redfield Interview, supra note 65.
78. 45 C.F.R. § 684.14 (1993).

VOL 9:1



PEER REVIEW INAWARDING FEDERAL GRANTS

financial conflict of interest. 9 Finally, NSF's regulations provide that
persons employed by NSF who have access to information not generally
available to the public may not use that information for their private
benefit or for the private benefit of others.8" A member of the NSB may
not participate in deliberations that would affect the member's own
interests, those of a close relative, or those of an institution with which the
member or close relative has any of several designated affiliations.81

A separate set of regulations applies to outside peer reviewers.
Each peer reviewer must reveal any possible conflicts of interest that the
he or she may have.82  The regulations define "potentially biasinA
affiliation or relationship" by reference to several kinds of relationships.
In addition to employment-type affiliations and family relationships, the
term includes "[a]ny other relationship, such as a close personal
friendship, that [the reviewer] think[s] might tend to affect [his or her]
judgments or be seen as doing so by a reasonable person familiar with the
relationship." 84 Panelists must disclose all such potentially biasing
affiliations or relationships to the Program Officers.8" Most of the
relationships are "automatically disqualifying," but some are only
"partially disqualifying."

The NSF procedure for making information available to applicants
and the public and for allowing rebuttals and challenges to non-funding
decisions have evolved over the last several years from a relatively closed
and unresponsive system to a comparatively open one. This evolution
was nudged along by a petition from a researcher who, with the support
of a Ralph Nader-affiliated public interest organization called Public
Citizen, had the persistence to prove that the system had wronged him
and the courage to demand that the agency ensure that what happened to
him would not happen to future researchers.'

79. Id. § 684.16.
80. Id. §§ 684.11(h), 684.17(a).
81. Id. § 684.21. The proscribed affiliations include current employment, formal

arrangements for future employment, employment as an adjunct professor.
82. Id. § 681.25(a).
83. "Affiliations with an applicant institution" include current employment or being

under consideration for employment with the relevant institution, holding an office or
membership on the governing board of the applicant institution, ownership of the
institution's stock, current enrollment as a student in the institution (but only with respect
to applications from the student's department), and receipt of an honorarium or award
within the last twelve months. Relationships with investigators that have a personal
interest in the grant include marriage, business partnership, past or present association as
a thesis advisor or thesis student, and collaboration on a project within the last forty-eight
months. Id. § 681.21(a).

84. Id. § 681.21.
85. Id. § 681.25.
86. NSF attorneys deny that any significant change occured as a result of the Nader-

sponsored Kalb rulemaking petition described below. Noting that the Kalb petition was
unique in the history of NSF, they maintain that the agency had already adopted and had
been implementing nearly all of the changes that Kalb demanded in his petition. They
contend that in many ways (e.g., the ability of the applicant to read the actual written
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In the late 1970s, Jon Kalb applied for a grant from NSF to continue
his anthropological research in Ethiopia.8 7 Kalb's research, for which he
held an exclusive concession from the Ethiopian government, was the
subject of three separate proposals by principal investigators from
Southern Methodist University, New York University and Harvard
University. Kalb later learned that the NSF staff had informed the peer
reviewers for all three of these proposals of rumors that Kalb was
associated with the Central Intelligence Agency (CIA) and that his
scientific efforts were merely a cover for covert CIA activities in Ethiopia.
Kalb alleged that one source of the rumors was a reviewer assigned to his
grant application, who in turn learned of them from the head of a rival
research group. In fact, one of the reviewers of the Harvard proposal
wrote the following in his review: "The qualifications of the senior
personnel are beyond question and this reviewer is fully in sympathy
with Mr. Kalb's efforts and energy in getting the [project] together.
However, his possible involvement with the CIA must, until this has been
cleared up, remain a matter of concern for any scientists."88 The scientist
who wrote this review had hoped to become a collaborator at Kalb's site,
but Kalb had declined his overture just a few weeks before the review
was written. It is reasonably clear from attempts to reconstruct the
meetings of the peer review panels that Kalb's alleged involvement with
the CIA was a prominent consideration in the panels' deliberations, even
though it was never mentioned in the written minutes of those
meetings.89 After all three applications were rejected and after Kalb and
his family were expelled from Ethiopia as a result of the rumors, the
reviewer who brought the rumors to the attention of one of the panels
applied for and received an amendment to an existing grant allowing him
to use NSF monies to take over the concession that the Ethiopian
government had previously awarded to Kalb.9"

Kalb attempted to challenge the decision not to fund his project, but
he was blocked at every turn by the secrecy that NSF demanded for the
peer review process and by the staff's general lack of responsiveness.
After ten years of challenges, during which he attempted to demonstrate
that the rumors were false and that they had affected the decision on his
proposal, Kalb finally sued the agency. The lawsuit resulted in a

reviews of the reviewers), the NSF system has always been more open than the NIH
system. Many NSF staffers believed that the Kalb petition was "making a mountain out of
a molehill," because nearly all of the information that Kalb requested would have been
available to him without his reliance on the Privacy Act. Herz & Powell Interview, supra
note 71.

87. The proposal was submitted jointly by Kalb and researchers from Southern
Methodist University and New York University. The story of the Kalb petition is related
in greater detail in ROBERT BELL, IMPURE SCIENCE: FRAUD, COMPROMISE, AND POLITICAL
INFLUENCE IN SCIENTIFIC RESEARCH ch. 1 (1992).

88. Id. at 21.
89. Id. at 16-20.
90. Id. at 22-23.
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settlement under which NSF issued a formal apology to Kalb and paid his
attorneys' fees of approximately $20,000.91

Not long after the settlement, Kalb and Public Citizen filed a
petition with NSF asking the agency to write new procedures, pursuant
to the Privacy Act 92 and the Federal Advisory Committee Act,93 for
providing applicants with access to information concerning their
applications and for giving them a realistic opportunity to rebut any false
allegations made during the review process. Unlike NIH, NSF had not
officially maintained a "system of records" for retrieving information
about an individual by name or personal identification number, and it
therefore had not subjected its peer review proceedings to the Privacy
Act. Kalb's attorneys argued that the agency had maintained a de facto
"system of records" in violation of the Privacy Act. Acknowledging that
the peer review system must be kept confidential from grant applicants to
ensure frank and candid opinions and that peer reviewers who offer
evaluations must therefore remain anonymous, the petition maintained
that NSF had gone far beyond what was reasonably necessary to ensure
the confidentiality of the review process. Kalb demanded that NSF
"amend its procedures to ensure that grant applicants have sufficient
access to and the opportunity to amend, records regarding the
consideration of the grant proposals."'

91. See Boyce Rensberger, NSF Admits Spreading Spy Rumor: Agency Apologizes To Grant
Applicant, WASH. POST, Dec. 4, 1987, at A25.

NSF attorneys maintain that the payment of attorneys' fees was solely for the purpose
of eliminating the "nuisance value" of the lawsuit and in no way constituted an admission
that the agency had wronged Kalb in any way. In particular, NSF attorneys maintain that
the rumors that Kalb was working for the CIA did not affect the outcome of the agency's
treatment of Kalb's proposal. Herz & Powell Interview, supra note 71.

92. 5 U.S.C. § 552b (1988). The Privacy Act requires federal agencies to protect
personal information in agency files from unauthorized disclosure, to publish descriptions
of the existence and nature of the records containing personal information about people,
and to give individuals access to review and copy information about themselves and to
demand that the agency correct any information that is not accurate, relevant, complete or
timely. The Act, however, only applies to "systems of records" from which records are
retrieved by the name of an individual or other personal identifier. This latter
qualification has proven controversial and difficult to interpret.

93. Id. app. § 2. The Federal Advisory Committee Act requires federal agencies that
rely upon recommendations of advisory committees to charter those committees. The
charter must set out the committee's objectives, duties, number and frequency of
meetings, and termination date. The agency must prepare minutes for advisory
committee meetings and make those minutes available to the public, subject to the
exemptions in the Freedom of Information Act.

94. Petition For Rulemaking, from Jon Kalb, to the NSF (July 13, 1989) (on file with the
author). The petition demanded that NSF correct four alleged basic flaws in its peer
review system:

(1) applicants are being deprived the right to gain access to, and the
opportunity to amend, vital information considered in the peer review
process;
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The petition first urged NSF to make information in review files
available to applicants along the lines of the NIH model and to inform
applicants of their Privacy Act rights. Second, the petition demanded that
applicants be given access to the contents of all outside reviews prior to
any final decisions on their applications. Third, it asked NSF to comply
with its Federal Advisory Committee Act obligation to make complete
minutes, rather than staff summaries, of peer review panel meetings
available to applicants. Fourth, the petition insisted that NSF adopt
special procedures to give each applicant an opportunity to learn about
and rebut derogatory, harmful or non-scientific information and
allegations of misconduct before the final decision regarding that
applicant's grant proposal. Fifth, the petition requested that NSF adopt a
procedure for allowing applicants to play a role in guarding against
research conflicts of interest.95 Since allowing applicants to play a role in
identifying potential conflicts of interest might threaten the
confidentiality of the reviewers' identities, the petition suggested that
NSF could make available a list of potential reviewers to applicants in
advance and allow applicants to object to any listed scientists that might
have a research conflict of interest. Finally, the petitioners asked NSF to
amend its appeals process to make it more accessible to rejected
applicants.96

On March 12, 1990, NSF responded to the petition. Rejecting most
of the petition's allegations, the agency noted that it had already adopted
most of the petitioners' suggestions. 97 Without conceding that it had
maintained a de facto "system of records," the agency agreed to continue
making all reviews, notes of telephone conversations with reviewers, and
summaries of the contents of any panel meetings available to applicants
after the agency's final decision. Only the names of reviewers and the
contents of competing proposals would be redacted. Applicants would

(2) applicants are not afforded advance notice of, and an opportunity to
rebut non-scientific derogatory information prior to final decision-
making;

(3) applicants do not have the opportunity to prevent conflicts of interest
by those involved in the review and evaluation process; and

(4) the appeals process is woefully inadequate.
Id.

95. The petitioners pointed out that "[w]hile NSF's rules recognize the need to guard
against traditional, financial, institutional, and personal conflicts of interest, they say
nothing about the kinds of conflicts that may be of even greater concern to scientists-
direct conflicts of interest regarding the specific research covered by a particular
proposal." Id. at 26. The petitioners noted that "[t]here is obviously a great potential for
bias if a scientist that is asked to review a grant application is already conducting the same
or very similar research to that being proposed by the grant applicant, particularly if the
reviewer believes that the proposed research may, if funded, somehow preempt or hinder
his own work." Id.

96. The petitioners offered the NIH appeals process as a model. Id. at 36.
97. Herz Letter, supra note 69. For example, with the exception of telephone notes, all

of the listed procedures had been followed in the Directorate of Biological Sciences for
almost a decade prior to the Kalb petition. Redfield Interview, supra note 65.
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automatically receive written reviews and summaries of panel meetings.
NSF further agreed to make greater efforts to inform applicants of their
Privacy Act rights.

However, the agency refused to establish an additional process for
allowing applicants to rebut nonscientific statements and innuendo prior
to final awards decisions. Noting that it had already adopted a policy
prohibiting staff or panel consideration of reviews demonstrating bias or
containing personal attacks, NSF determined that it would be too
burdensome to provide a formal rebuttal opportunity to all disgruntled
applicants.98 The agency alluded to the difficulty of distinguishing
rebuttals based upon alleged bias from rebuttals attacking the scientific
merits of the reviews and rankings. NSF noted that rejected applicants
could submit petitions for reconsideration after the fact if they believed
that they had been the object of animus.

To avoid research conflicts of interest, NSF agreed to provide
computerized rosters of all potential reviewers to applicants, to invite
applicants to suggest the names of persons who might be biased against
their proposals, and to give this invitation prominence by making it part
of the agency's standard acknowledgment letter. Although the agency
did not commit itself to follow applicants' suggestions, it anticipated that
most would be honored.99 However, it declined to disclose the names of
potential reviewers that it decided to disqualify.

With respect to appeals, NSF noted that its recently implemented
Privacy Act procedures would provide all applicants an opportunity to
correct any errors in their application jackets after the fact by asking for
reconsideration. The agency agreed, however, to amend its regulations to
clarify that motions for reconsideration would not be restricted to
procedural grounds, but could also address bias, conflict of interest, and
the scientific merits of the decision.'0°

The extent to which NSF's response to the Kalb petition represents a
departure from past policies and practice is hotly disputed. The agency's
general counsel strongly believes that the agency had already
implemented nearly all of the changes that Kalb demanded. Kalb and his
attorney just as strongly disagree and argue that it was preferable, in any

98. The agency explained:
[W]e concluded that the costs of such a formal and automatic process would
outweigh the benefits. Among the costs would be weeks or months of delay
in the review of every proposal, thousands of hours of effort by principal
investigators, similar demands on the time and energy of already stressed
NSF program staff (with consequent sacrifice of other services to the
scientific community and the public), and frustration all around when little
changes as a result.

Herz Letter, supra note 69, at 9-10.
99. Id. at 13.
100. Id. at 15. This change was implemented in July 1990. NATIONAL SCIENCE

FOUNDATION, IMPORTANT NOTICE TO PRESIDENTS OF COLLEGES AND UNIVERSITIES AND HEADS

OF OTHER NATIONAL SCIENCE FOUNDATION GRANTEE ORGANIZATIONS, NOTICE No. 109 (1990)
[hereinafter NOTICE TO PRESIDENTS].
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event, to formalize the changes in rules and guidelines. Although the
potential for bias in NSF's peer review process is lower than a decade ago,
it still exists, and the system can still be improved.

C. The Environmental Protection Agency
The United States Environmental Protection Agency (EPA) is one of

the largest regulatory agencies in the United States with more than 10,000
employees in its Washington, D.C. headquarters, its ten regional offices
and several research laboratories throughout the country. 10 ' Unlike NIH
and NSF, EPA's functions are primarily regulatory in nature; it writes and
enforces standards aimed at protecting and enhancing the environment.
EPA does, however, do research to learn more about the impacts of
human activities on the environment, and it has particular research needs
in its standard-setting activities. The agency attempts to identify in
advance particular scientific questions that may arise in future
rulemaking initiatives and to conduct research on aspects of those
questions to help the regulatory staff decide how to write supportable
standards. Most of EPA's research budget is devoted to its own
laboratories, but the agency does support some outside research in
universities, corporate laboratories and private consulting companies. 0 2

Most external EPA-funded research is administered through the
agency's Office of Research and Development (ORD), which is headed by
an Assistant Administrator who is appointed by the President with the
advice and consent of the Senate. 10 ORD funds approximately $40
million per year in research grants'04 pursuant to broad criteria that do
not vary greatly from those used to evaluate the scientific merit of
proposals in NSF and NIH.1°

101. The primary EPA research laboratories are located in Cincinnati, Ohio and
Research Triangle Park, North Carolina. EPA has smaller laboratories in Las Vegas,
Nevada; Ada, Oklahoma; Athens, Georgia; Corvallis, Oregon; Duluth, Minnesota; Gulf
Breeze, Florida; and Narragansett, Rhode Island. See ENVIRONMENTAL PROTECTION
AGENCY, FY-1991 EPA RESEARCH PROGRAM GUIDE 127-29 (1991).

102. In 1986, for example, EPA awarded $10.6 million for investigator-initiated
research out of a total extramural budget of $217 million for environmental and related
research. AMERICAN MANAGEMENT SYSTEMS, AN EVALUATION OF EPA's EXPLORATORY
RESEARCH GRANT PROGRAM D-4 (1988) [hereinafter AMS REPORT].

103. 40 C.F.R. § 1.45 (1993).
104. OMB CATALOG, supra note 18, at 877. This Article will focus on the Office of

Exploratory Research, one of eight offices within the Office of Research and Development,
because it "is the primary contact between the Environmental Protection Agency and the
environmental research community" and because it has traditionally relied heavily upon
peer review in awarding research grants. STEVEN SMITH & STEVEN KLEIN, MANAGEMENT
STUDY OF THE OFFICE OF EXPLORATORY RESEARCH 1 (1990); see also ENVIRONMENTAL
PROTECTION AGENCY, ORIENTATION HANDBOOK FOR MEMBERS OF RESEARCH GRANTS SCIENCE
REVIEW PANELS 3 (1991) [hereinafter EPA ORIENTATION HANDBOOK].

105. OMB CATALOG, supra note 18, at 878. The criteria are as follows:
A proposal is judged for (a) scientific merit in terms of: (1) strengths and
weaknesses of the project; (2) adequacy of overall project design; (3)
competency of proposed staff; (4) suitability of applicant's available
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The grant selection process at EPA consists of a "dual system of
review" that relies heavily upon six "Science Review Panels" established
on an ad hoc basis in each of the program's six principal areas of
interest.0 6 EPA enters into a cooperative agreement with each Panel
Chairperson, an outside scientist or engineer appointed to a single
three-year term by the Assistant Administrator for Research and
Development, to supervise the peer review process. The chairperson is
responsible for selecting the members of the Panel, overseeing the Panel's
scientific review of the applications assigned to it, and providing EPA
staff with a Summary Statement of the Panel's recommendations for each
application. With the approval of the EPA staff, the chairperson chooses
twenty to sixty members for the Panel from among recognized experts in
the relevant field. Panelists are compensated at the rate of $200 per day
plus transportation and per diem expenses. An EPA staffer called a
"Science Review Administrator" (SRA), is an ex-officio member of the
panel. The SRA's functions are to provide policy and procedural
guidance and managerial assistance.' 7

All grant applications are initially referred to the agency's Grants
Administration Division where they are reviewed for legal and
administrative acceptability. They then go to the Research Grants
Program for assignment to the appropriate peer review panel. The Panel
Chairperson reviews them with the assistance of the SRA and assigns
each application to at least three Panel members who serve as "primary
reviewers" of that application. The Chairperson attempts to ensure that
no panel member is the primary reviewer for more than five applications
per cycle. A reviewer who believes that an application has been
inappropriately assigned to him or her may return it to the Chairperson
for reassignment. Each primary reviewer measures the applications
against the listed criteria and prepares a written evaluation with an
accompanying recommendation to approve, disapprove or defer the
proposal.' All panelists receive the cover sheets and abstracts for all
applications that will be considered at the upcoming meeting, and any
member may request a copy of the full proposal for any application in
advance of the meeting.

resources; (5) appropriateness of the proposed project period and budget;
and (6) probability that the project will accomplish stated objectives; for (b)
program interest in terms of: (1) the need for the proposed research; and (2)
relationship to objective(s) in an approved work plan.

Id. The agency's guide for peer reviewers provides that reviewers should "focus attention
on the scientific merits and utility or potential utility of research proposals, the
competence of the principal investigator and the adequacy of institutional facilities." EPA
ORIENTATION HANDBOOK, supra note 104, at 2.

106. The six principal areas of interest are: chemistry and physics of water, chemistry
and physics of air, engineering, biology, health, and socio/economic studies.

107. EPA ORIENTATION HANDBOOK, supra note 104, at 1. The Chairperson is supposed
to make every effort to provide for representative geographic distribution and minority
group representation on the panels.

108. Id. at 2-3.
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Depending upon the workload and the availability of funds, the
Panel meets two or three times per year. The Panel's consideration of
each application begins with a review of the written evaluations and
recommendations prepared by the three primary reviewers. A full Panel
discussion addresses each proposal's strengths and weaknesses. At the
end the discussion, each panelist "independently and privately" records a
numerical priority score ranging from 0 to 100 reflecting the application's
scientific merit. 109 The Panel may not recommend for funding any
proposal with an average score of less than sixty, and all proposals with
an average score of greater than sixty receive an automatic
recommendation. The Chairman, with the assistance of the SRA,
prepares a "Summary Statement" setting out the Panel's recommendation
and supporting reasons. EPA staff gives the "highest consideration" to
the top two to four applications from each Panel. The remainder are
"selected in part on criteria other than technical merit and utility, such as
program balance and budget."110

Panelists are expected to keep grant applications, review materials,
and proceedings of Panel meetings in strictest confidence, and EPA's
procedures forbid any direct communications concerning an application
between members of the panel and applicants. In addition, the agency's
Orientation Handbook for panelists speaks particularly to the issue of
trade secrecy, providing that:

Panel members are... bound by the confidentiality of all
proprietary parts of the proposals they read under this guidance; no
Panelists will disclose or use to their own advantage any data,
concept, research protocol, or any other idea included in the
applications."'

Although the handbook is curiously silent about the confidentiality of the
reviewers' identities, EPA as a matter of policy refuses to divulge the
names of primary reviewers to anyone, including rejected applicants. The
agency does not attempt, however, to keep the attendance list for
particular panel meetings secret." 2 Thus, while a rejected applicant
cannot ascertain the identities of the three primary reviewers, a persistent
inquirer can probably find out who sat on the Panel that evaluated the
proposal.

The Orientation Handbook also discusses the agency's Privacy Act
obligations." 3 Immediately following a Panel meeting, all applicants who
"failed" the review receive a rejection letter. Those whose applications
"passed" the technical review receive a letter informing them of that fact

109. Id. at 3.
110. Id. at 3-4; see also AMS REPORT, supra note 102.
111. EPA ORIENTATION HANDBOOK, supra note 104, at 5.
112. Interview with Dr. Robert A. Papetti, Director, Research Grants Staff, Office of

Research and Development, EPA (Oct. 4, 1990) (commenting on an earlier draft of this
Report) [hereinafter Papetti Interview].

113. EPA has also promulgated procedural regulations implementing the Privacy Act.
40 C.F.R. § 16 (1993).
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and telling them that their applications are under consideration by the
EPA staff. At the end of the staff review, those candidates not selected
receive a second letter informing them of that fact. Five or six weeks
later, every applicant receives the Chairman's summary of the Panel's
technical review of his or her application. 114 The staff may only release
the Summary Statement to the applicant. The agency later allows
applicants to see all documents generated during the review process,
including the reviewers' written comments, if available. However,
reviewers' written comments and scores "are not retained after the
substance of those materials has been incorporated into Summary
Statements.""

5

EPA's conflict of interest requirements provide that no panelist may
attend a panel meeting in which the panel evaluates his or her own grant
application or the application of a close relative, friend or close
professional associate. A panelist may attend a meeting at which an
application from his or her institution will be considered, but must leave
the room during the consideration of that application." 6

EPA has established a formal appeals procedure for rejected
applicants. Each Project Officer must designate a "Disputes Decision
Official" from among senior EPA employees who are knowledgeable
about EPA's assistance programs to review and resolve disputes over
grant applications and rejections. After consulting informally with the
relevant persons, the Disputes Decision Official issues a written decision
from which the applicant may take an appeal to the appropriate EPA
Assistant Administrator. Documentary evidence and briefs must
accompany any appeal, and applicants may be represented by counsel.
The Assistant Administrator's written decision constitutes the final
agency action from which appeal to a court is appropriate." 7 When a
rejected applicant asks the relevant SRA why his or her proposal was
rejected or attempts to challenge the agency's decision, the SRA typically
suggests that the proposal be resubmitted for consideration during the
next funding cycle. The re-submittal will typically be considered by the
same panel, which normally contains about half of the people who
reviewed the original application.

D. The National Endowment for the Arts
The National Endowment for the Arts (NEA) is part of the National

Foundation on the Arts and the Humanities, an independent agency that
Congress created in 1965.118 Its mission is to "foster the excellence,
diversity and vitality of the arts in the United States," and to "help

114. Papetti Interview, supra note 112.
115. EPA ORIENTATION HANDBOOK, supra note 104, at 5.
116. Id.
117. ENVIRONMENTAL PROTECTION AGENCY, ASSISTANCE ADMINISTRATION MANUAL 35-1,

35-5 (1984); see also 40 C.F.R. § 16.9 (1993).
118. 20 U.S.C. §§ 951-968 (1988).
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broaden the availability and appreciation of such excellence, diversity
and vitality," without "impos[ing] a single aesthetic standard or
attempt[ing] to direct artistic content."119 NEA is the institutional
embodiment of a relatively brief tradition of government patronage of the
arts dating back to the New Deal's Works Progress Administration. 20

NEA's budget has mushroomed from about $2.5 million in 1965 to $174
million in fiscal year 1991.2 By almost any measure, NEA has been
enormously successful in fostering the fine arts in the United States. On
its twentieth anniversary in 1985, NEA received an Oscar for "its
dedicated commitment to fostering artistic and creative activity and
excellence of human genius." 22 However, the inevitable tensions
inherent in its goals have frequently placed the agency in the public
spotlight where, perhaps to a greater degree than the scientific agencies,
nonprofessionals have extensively debated the pros and cons of peer
review.

NEA awards discretionary grants to individual artists and nonprofit
artistic organizations through peer-reviewed competitions. 123 In fiscal
year 1989, NEA funded 4,458 of 17,879 grant applications for a total of
$153 million. Individual artists received 7.6 percent of the money, and
the remainder went to organizations with matching grants. Almost
ninety percent of the grants were for less than $50,000.124

The National Council on the Arts, composed of the NEA Chairman
and twenty-six other members appointed by the President with the
advice and consent of the Senate, advises the Chairman with respect to
policies, programs and procedures, reviews grant applications, and
makes recommendations on funding decisions. Its function is therefore
very much like the Advisory Councils in NIH, upon which it is
apparently modeled. Its members must be citizens who "(a) are widely
recognized for their knowledge of, or expertise in, or for their profound
interest in, the arts and (b) have established records of distinguished
service, or achieved eminence, in the arts." 2  As the agency has

119. NATIONAL ENDOWMENT FOR THE ARTS, GUIDE TO THE NATIONAL ENDOWMENT FOR
THE ARTS 2 (1990) [hereinafter NEA GUIDE].

120. See William J. Lanquette, The Federal Government-The Patron Saint of the Arts, 10
NAT'L J. 1288 (1978).

121. Comments of Michael McLaughlin, Senior Staff Assistant, Office of the Deputy
Chairman for Programs, and Ana Steele, Associate Deputy Chairman for Programs, on an
earlier draft of this article, Sept. 17, 1991 [hereinafter McLaughlin Comments]; see also
Lanquette, supra note 120.

122. National Endowments for the Arts is Honored as 20th Birthday Nears, N.Y. TIMES, Sept.
1, 1985, at 68.

123. Since awards to organizations must generally be matched from some other source,
the agency can serve "as a catalyst to promote the continuing diversity, vitality and
excellence in the arts in America and to provide access to, and appreciation of, such
diversity, excellence and vitality." NEA GUIDE, supra note 119, at 2.

124. NATIONAL ENDOWMENT FOR THE ARTS, FACTS ABOUT THE ARTS ENDOWMENT (1990)
[hereinafter FACTS].

125. NEA GUIDE, supra note 119, at 3.
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expanded the range of artistic areas that it is prepared to support, the
Council has become less involved in advising the Chairman with respect
to individual grants and has played a broader advisory role with respect
to important policy issues.'26

Like NIH and NSF, NEA runs major funding programs in several
broad areas, including Dance, Design Arts, Folk Arts, Literature, Media
Arts (Film/Radio/Television), Museums, Music, Theater and Visual Arts,
and Challenge and Advancement Grants. 27 Because the agency can only
fund about twenty-five percent of the applications it receives, competition
in all of the programs is fairly stiff.

The agency's statute provides that it award grants to individuals "of
exceptional talent engaged in or concerned with the arts" for the purpose
of supporting projects and productions with "substantial national or
international artistic and cultural significance" that meet "professional
standards or standards of authenticity or tradition, irrespective of origin,
which are of significant merit and which, without such assistance, would
otherwise be unavailable.... ,128 In awarding grants, the agency must
give emphasis to "American creativity and cultural diversity and to the
maintenance and encouragement of professional excellence." 29

The discretionary grant award process at NEA is very similar to the
NIH program. 130 As in NIH, an NEA grant application goes through a
"dual review"; it is first reviewed in one of more than 90 review panels,
and then in the National Council on the Arts. Prior to submitting an
application, a prospective applicant may telephone or meet with an
agency staffer (called a Program Specialist) to discuss the proposed
project and obtain feedback on how best to formulate the proposal.13 '
When an application arrives at NEA, it is "logged in," a process in which
basic information from the application is entered into a computer and an
application number assigned, and then it is forwarded to the appropriate
Program Office. 132 For applications requiring site visits (e.g., attending

126. INDEPENDENT COMMISSION ON THE NATIONAL ENDOWMENT FOR THE ARTS, REPORT TO

CONGRESS ON THE NATIONAL ENDOWMENT FOR THE ARTS 24 (1990) [hereinafter INDEPENDENT
COMMISSION REPORT].

127. The interviews upon which this description is based focused particularly upon the
programs in Music, Visual Arts, and Challenge Grants.

128. 20 U.S.C. § 954(c)(1), (2) (1988 & Supp. 1992).
129. Id. § 954(c)(1).
130. The following discussion of the procedures in place in NEA draws on two

primary sources. NATIONAL ENDOWMENT FOR THE ARTS, SUMMARY OF STEPS IN THE CURRENT

APPLICATION/GRANT PROCESS (1990) [hereinafter NEA SUMMARY]; NATIONAL ENDOWMENT
FOR THE ARTS, PANEL STUDY REPORT (Oct., 1987) [hereinafter NEA PANEL STUDY REPORT].

131. According to one NEA official; "We do a good bit of handholding-the applicants
can come in and get help." See supra note 3.

132. Program Offices are often subdivided into several areas. Each area usually has a
Program Director, an Assistant Program Director, and one or more Program Specialists.
Each Program Specialist is responsible for several subcategories of applications. The
staff's role is supposed to be purely ministerial; staffers are not supposed to become
involved in substantive decisionmaking.
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live performances, observing facilities, visiting with applicants, etc.), the
Program Office selects outside experts to conduct the site visit and report
back to the staff. However, most applications can be evaluated on the
basis of other "artistic evidence," such as manuscripts, slides, and tapes.

Every major NEA Program has a Panel, 133 and some programs are
so large that their Panels are broken down into Panel sections. 34 Each
Panel or Panel section is composed of from five to fifteen members
appointed by the NEA Chairman (usually with reliance on the Program
Directors) on the basis of "expertise, aesthetic diversity, geographic
dispersion, ethnic and gender representativeness, ability to serve, et
cetera." 35 The Chairman typically chooses panelists from long lists of
nominees from the Council, staff, current panel members, national artist
associations, the general public, and the White House.13 6 The agency
attempts to assemble panels that "include wide diversity on many levels
appropriate to each program: different artistic and programmatic
viewpoints; expertise in different aspects of the art form/field (different
types of creative and performing artists, arts administrators, trustees,
critics, educators, large and small organizations, traditional and
experimental work, etc.); experience with the field in different parts of the
country, different ethnic and cultural backgrounds, and a reasonable
balance of men and women."' 37  Virtually all panels include
representatives from a state or local arts agency or regional arts
organization. As mandated by the 1990 amendments to the agency's
statute, panels always include a member of the lay public with no
particular expertise in any of the artistic areas covered by the panel.' 3

The peer review panel system that the NEA initiated very early in
its history "marked the triumph of professional judgment over political

133. In addition to the "grant advisory panels" that the agency assembles to review
and make recommendations of individual applications, it also empanels "policy advisory
panels" to provide advice on "priorities, practices, guidelines and the allocation of
resources for individual programs." INDEPENDENT COMMISSION REPORT, supra note 126, at
26. Members of policy panels have usually already served on grant panels. Id.

134. NATIONAL ENDOWMENT FOR THE ARTS, ARTS ENDOWMENT PANELS (1990) [hereinafter
ARTs ENDowMENT PANELS].

135. NEA SUMMARY, supra note 130, at 2; see also INDEPENDENT COMMISSION REPORT,

supra note 126, at 28.
136. Comment, Turmoil at the National Endowment For the Arts: Can Federally Funded Art

Survive the 'Mapplethorpe Controversy'?, 39 BUFFALO L. REv. 231, 254 n.113 (1991).
137. ARTS ENDOWMENT PANELS, supra note 134, at 2. The concern for ethnic and cultural

backgrounds and balance of men and women came after "the system of deference to
establish professionals came under fire for perpetrating elite domination of the cultural
spheres." Comment, Standards for Federal Funding of the Arts; Free Expression and Political
Control, 103 HARV L. REv 1969, 1974 (1990). In 1985, Congress directed that NEA select
panelists "who broadly represent diverse characteristics in terms of aesthetic or
humanistic perspective, and geographical factors, and who broadly represent cultural
diversity." Id. at 1974. Arts, Humanities, and Museum Amendments of 1985, Pub. L. No.
99-194, 99 Stat. 1332, 1340 (1985) (codified at 20 U.S.C. § 960(a) (1988)).

138. See infra text accompanying note 309
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patronage." 139 All potential panel members "are carefully evaluated on
their professional standing as well as their ability to articulate issues
confronting their field and their willingness to make the necessary
commitment of time and energy to prepare for and to attend panel
meetings." 4 ° In addition, "[wjhile no panel section is large enough to
accommodate representatives of every conceivable aesthetic viewpoint,
care is taken to ensure diversity of opinion."14 The agency reconstitutes
new Panels annually. Turnover rates vary from thirty-three to one
hundred percent each year, and no panel member may serve for more
than three consecutive years. 4 2 In all, about 800 people serve on NEA
panels in any given year. 43

Two to four weeks in advance of the Panel meeting, the Program
Office staff sends each member of the relevant Panel or Panel section a
"Panel book," containing a detailed summary of each application, the
grant history of the applicant at NEA, and a brief discussion of any
problems that the staff has identified. The Panel meets in Washington,
D.C. for one to six days, depending upon the workload. 44 Panelists
measure the applications against the review criteria published each year
in the Program's guidelines. Some Panels divide up the work by
assigning each member the role of "primary reviewer" for ten to fifteen
applications. Other panels do not assign primary reviewers. One NEA
staffer related that his program tried the "primary reviewer" approach,
but abandoned it after discovering that the remaining panelists did very
little to familiarize themselves with the applications. 45

All panel meetings are tape-recorded, and the staff always takes
notes. The object of the meeting is to arrive at recommendations to accept
or reject each application and to suggest funding amounts for those that
receive positive recommendations. Although each Panel evolves its own
procedures for carrying out these evaluations, Panel meetings typically
progress in five phases: "(1) presentation of material, (2) discussion of
applications, (3) formulation and recording of panel judgments, (4)
determination of recommended grant amounts, and (5) final review and
adjustment of recommendations." 46 In some programs, the staff
provides ballots broken down according to the review criteria, and
panelists must grade each proposal on a scale of 1 to 10 or 1 to 100 for
each criterion. The agency staffer responsible for averaging the scores can
then identify any "outliers" in which vote spreads are very large and ask

139. Comment, supra note 137, at 1973; see also Comment, supra note 136, at 253-54.
140. NEA PANEL STuDY REPORT, supra note 130, at 13.
141. Id; see also INDEPENDENT COMMISSION REPORT, supra note 126, at 27.
142. 20 U.S.C. § 959(c)(6) (1988 & Supp. 1992).
143. FACTS, supra note 124; see also INDEPENDENT COMMISSION REPORT, supra note 126, at

25-26.
144. INDEPENDENT COMMISSION REPORT, supra note 126, at 30.
145. This staffer requested anonymity.
146. NEA PANEL STUDY REPORT, supra note 130, at 21; INDEPENDENT COMMISSION

REPORT, supra note 126, at 30.
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the Panel to discuss those applications in more detail. The Panel proceeds
down the list of applications in rank order and assigns a funding amount
to each application until its monetary resources are exhausted.

The Director or Assistant Director for the relevant Program attends
the meetings to ensure that the Panel proceeds on the basis of the
published criteria, that conflicts of interest do not arise, and that the
deliberations take place in an atmosphere of fairness. The Program
Directors can deal with cases of apparent bias subtly during the meetings,
or they can raise their concerns privately with the NEA Chairman after
the meeting. Program Directors attempt to avoid becoming involved in
substantive discussions, because they want to avoid the perception that
government employees are interfering with the peer review process.
According to one Assistant Program Director, "[i]t is vital that we are
perceived to be dealing with the field in an objective fashion and that all
recommendations be made by the panels." 147

After the Panel meetings, the Program Director and staff meet with
the Deputy Chairman for Programs to review any panel
recommendations that were particularly controversial or raised special
policy concerns, any significant trends observed, and any issues that
might cut across two or more Programs. 148 The Chairman may ask to
review particular files, and he occasionally convenes additional meetings
with the staff to discuss particular applications or issues. When the staff
or the Chairman believes that a panel has made a mistake, the panel can
be called back to Washington for an additional meeting, but this happens
infrequently. The Chairman very rarely reverses a panel outright. As a
practical matter, the "advisory panels, through their recommendations,
have come to be the determining element in the grant making process."149

The next step in the process is review by the National Council on
the Arts. Prior to the Council's quarterly meetings, the staff prepares a
book for each council member containing summaries of the applications
that the Panels recommended for approval and other materials regarding
the Panel discussions, including a list of rejected applicants. The agency
does not make these books available to rejected applicants or to the
general public. Council members may review one or more of the full
applications if they desire, but they normally rely upon the staff-prepared
summaries. The Council usually votes on the recommendations of a
panel in a block and only very rarely singles out individual applications
for separate votes. 50 After being sued by two newspapers under the
Federal Advisory Committee Act, the agency decided in 1990 to open all
Council meetings to the public.

Following the Council meeting, the applications go to the Chairman
for final action. The Chairman usually accepts the Council

147. The interviewee requested anonymity.
148. NEA PANEL STUDY REPORT, supra note 130, at 23.
149. INDEPENDENT COMMissION REPORT, supra note 126, at 26.
150. Id. at 31.
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recommendations, which in turn reflect the Panel recommendations. The
1990 Amendments to the agency's statute prevent the Chairman from
overruling the Council's recommendation not to fund an application.' 1

Although the Council is informed of the Chairman's action on each
application, the Chairman is not required to provide an explanation for
refusing to accept the Council's recommendation that a proposal be
funded. Some Chairmen have been careful to prepare detailed
justifications couched in the language of the published criteria. Others
have provided little, if any, justification for rejecting Council
recommendations. The Program officers then inform all applicants of the
agency's decision. Rejection letters are usually form letters containing
only general information and the applicant's score, but occasionally they
are more personalized.

Disappointed applicants may obtain information about the panel
review of their applications by calling or writing the relevant Program,
but the agency's regulations and guidelines do not say whether that
information includes any minutes of Panel or Advisory Council meetings
or any summaries of any individual peer reviews. 2 It clearly does not
include a copy of the transcript of the tape recording of the meeting. The
NEA's regulations on information availability speak only to procedural
issues,153 and agency practice varies widely. Some Program staffers will
discuss the contents of Panel meetings in some detail over the telephone
with rejected applicants; others prepare summary statements from staff
notes and meeting transcripts; and still others are unwilling to interpret
the results. Disappointed applicants may request under the Privacy Act
that the General Counsel correct a record, which presumably includes
errors on a written evaluation. If the General Counsel agrees with the
program office that the request should be denied, the Deputy Chairman
must resolve the matter. The General Counsel then informs the applicant
of the decision and provides reasons. The applicant may then request an
informal hearing before the Chairman or Assistant Chairman'5 4

Reacting to charges that panelists were frequently participating in
deliberations on applications from their own institutions, Congress in
1990 amended the agency's statute to prohibit individuals who are
employees or agents of an organization with an application pending from
serving on a panel considering that application.' 5 The Arts Endowment
has amended its "Standards of Conduct for Council Members and Arts
Endowment Panelists" to reflect this more strict conflict of interest

151. 20 U.S.C. § 955(f) (1988 & Supp. 1992).
152. 45 C.F.R. § 1115 (1993).
153. Id. § 1100.
154. Id. § 1115.5.
155. Arts, Humanities and Museums Amendments of 1990, Pub. L. No. 101-512, 104

Stat. 1965 (1990) (codified at 20 U.S.C. §§ 951-968. (1988 & Supp. 1992)). Prior to 1990, the
statute prohibited a panelist from submitting an application to his or her panel, but did
not speak to organizations with which the panelist was affiliated.
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requirement. 5 6 The Standards contain a general direction to every
Council member and panelist "to avoid any action which is, or could be
interpreted as, a use of Council membership or panel service to further
his or her own interests or those of an organization which he or she is
affiliated."" 7 Council members may not submit an application on behalf
of themselves or sign an application on behalf of an organization with
which they are affiliated, and they may not participate in any way in a
decision involving an application from an organization that employs
them or with which they are affiliated.5

The Council member must leave the room during the consideration
of such proposals."5 9 All communications with the NEA concerning an
application or grant must be carried out by personnel who are not council
members or panelists. Council members and panelists may receive
remuneration for participation in funded activities, but only if the Council
and the Endowment staff know the approximate amount of the
remuneration prior to acting on the application. 60 The propriety of
receiving remuneration depends on "the nature of the organization, the
amount of Endowment funding in relation to the total budget of the
organization, and other relevant factors."' 6 1 Finally, Council members
and panelists may not make use of confidential information acquired as a
result of their service "in any manner which would advance their
financial interests." 62

Speaking directly to the touchy issue of animus, the standards
provide that when a council member or panelist or an organization with
which he or she is associated has an adversarial economic relationship
with an applicant, the member or panelist must leave the meeting during
the consideration of that application. The standards do not elaborate on
the novel concept of "adversarial economic relationship." For example,
they do not specify whether being the beneficiary of a competing
application constitutes such a relationship. The standards are careful to
provide that council members and panelists may advocate general
policies for adoption by the Council, even though the policies might have
an adverse impact on competitors, so long as the agency would
implement the policies across the board."63

156. Memorandum from Amy Sabrin, General Counsel, National Endowment for the
Arts, to Members, National Council on the Arts, and Arts Endowment Panelists, re:
Standards of Conduct for Council Members and Arts Endowment Panelists (Sept. 18,
1991) [hereinafter NEA Standards of Conduct].

157. Id. at 2.
158. Id. at 4.
159. Id. at 3.
160. Id. at 4.
161. Id.
162. Id. at 5. However, this prohibition is not intended to prevent Council members

and panelists from supporting artistic endeavors with which they become acquainted
during their service. Id.

163. Id.
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NEA has a formal appeals process whereby a program specialist or
other agency staffer, but not a rejected applicant, can obtain
reconsideration of a rejected application.'TM Beyond this strictly internal
review, a rejected applicant may request reconsideration solely on the
following procedural grounds: (1) the panel relied on criteria outside of
those listed in the published guidelines; (2) the decision was "based on
influence on advisory panel [sic] of member(s) with undisclosed conflict
of interest"; or (3) the decision was "based on information provided to the
advisory panel by staff or panelists that was materially inaccurate or
incomplete at the time of review despite the fact that the applicant had
provided the Endowment staff with accurate and complete information as
part of the regular application process. '"65 However, an applicant may
invoke this process only if a program specialist or other authorizing
official has sought and received an explanation from the Program
Director.1 66 From the tapes of Panel meetings, the staff can glean whether
the Panel relied exclusively upon the published criteria. After consulting
with the Chairman, the appropriate Deputy Chairman must then
reconsider the action and within forty-five days provide a written
summary of the results of his or her reconsideration. The Deputy may
request that surveys or site visits be conducted with respect to applicant
organizations requesting reconsideration. 67 While reconsideration is
possible, the opportunity for it is effectively lost if the applicant does not
have a sympathetic "sponsor" within the agency willing to "go to bat" for
the project. However, the agency makes it clear that a new application is
welcome in the next funding cycle. 68

164. Reconsideration of Declined Applications, National Foundation on the Arts and
the Humanities, 48 Fed. Reg. 13118 (1983) [hereinafter Reconsideration Regulations].
Within 30 days following a decision not to fund, a Program specialist or other
"authorizing official" in one of the programs may request an explanation for the decision
not to fund from the relevant Program Director. The Program Director must then provide
the requestor with an explanation together with "the substance of the advisory panel
review comments." The requestor must be given an opportunity to "present his or her
point of view." Id. The regulations do not explicitly provide for appeals from denials of
grants. Enrique R. Carrasco, The National Endowment for the Arts: A Search for an Equitable
Grant Making Process, 74 GEO. L.J. 1521, 1545 (1986).

165. Reconsideration Regulations, supra note 164.
166. Id.
167. Id.
168. Apparently, there is an additional informal appeals procedure for decisions by the

Chairman not to fund a project that has received the endorsement of both the relevant
peer review panel and the National Council on the Arts. In the first case in which the
Chairman took this action, vetoing a proposal to use plants that absorb toxic metals to
clean a hazardous waste site, Chairman Frohnmayer agreed to meet with the rejected
artist to discuss the reasons for his action. After the meeting, Frohnmeyer reversed his
decision, explaining that he had been persuaded that the project, which initially seemed
more appropriate for EPA funding, had artistic value. William Honan, U.S. Arts Chief
Overturns an Approval, N.Y.TIMES, Nov. 27, 1990, at B3; Kim Masters, NEA Grant Reversal
Scene: Chairman Set to Approve Project He Rejected, WASH. PosT, Dec. 21, 1990, at D2.
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III. THE POTENTIAL FOR BIAS IN PEER REVIEW
Although the funding decisions of the scientific and artistic granting

agencies in the United States are theoretically bound by objective criteria,
there is still room for bias in the process. The extent to which bias
actually affects individual outcomes is a difficult empirical question that
has been examined periodically, but has never been resolved. While this
article does not purport to answer this question definitively, it will draw
upon the existing literature and the experiences of the four agencies
described above to explore the potential for bias in the peer review process
and to suggest ways in which bias in the system can yield socially
undesirable outcomes.

Nearly all of the researchers and grants administrators interviewed
in connection with this article agreed that bias was not a pervasive
problem in the NIH, NSF, and EPA. 169 Moreover, there is a lack of direct
empirical evidence of actual bias in these agencies. This is not surprising
because bias is not especially susceptible to empirical validation.
However, the potential for bias bears careful examination, because the
public perception that a grants process in which public funds are at stake
is biased can erode public support for the program and ultimately result
in its decline or demise. Moreover, the intense competition in recent
years among exceedingly qualified researchers for a shrinking pool of
resources may increasingly threaten the integrity of the peer review
process in the scientific granting agencies. When the stakes are so high,
the temptation to cut corners and apply inappropriate criteria may be
higher and the need to shield the process from bias correspondingly
greater.170

The evidence of bias in NEA is stronger. The NEA historically
allowed panelists to sit on panels that reviewed applications from their
own institutions and from their friends and close associates, and some

169. After an intensive investigation into the peer review process at NSF in 1976, a
House investigatory subcomnittee concluded:

No method superior to peer review has been found for judging the scientific
competence of proposers. Scientific peers are better able than others to judge
the design of proposed work, the importance of proposed work to the
scientific field, and the past performance of the proposer. Appropriate peer
review procedures generally lead to the support of proposals in a high
quality range. Using peer review procedures the Foundation has
successfully fostered significant advances in basic science over the past 25
years.

HOUSE COMMITTEE REPORT ON NSF PEER REVIEW, supra note 4. A more recent "Merit
Review Task Force" assembled by NSF concluded: "The system is remarkably fair and is
an effective mechanism for identifying and funding high-quality proposals in every
discipline the Foundation supports. Many consider it to be the best system in the world."
MERIT REVIEW REPORT, supra note 59, at 1.

170. See Leon E. Rosenberg, Medical Research Is In Ruins, N.Y. TIMES, Sept. 2, 1990, at 13
(the chronic shortage of funding at NIH "results in such a small fraction of meritorious
grants being awarded that it jeopardizes the very objectivity and integrity of the peer
review system for evaluating research-a system that depends on a vigorous and varied
research community").
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outside critics discerned a strong pattern of "old boyism" in the outcome
of the granting process.' 71 Yet most complaints of bias in the peer review
system at NEA have come from outside critics who are dissatisfied with
the results and may have their own axes to grind. While the following
discussion necessarily tends to focus on criticisms of peer review
programs, support for the peer review system as a whole is both broad
and deep among those who deal with it on a regular basis.

A. Animus and the Plight of "Mavericks"
In a grants program able to fund only a small number of

meritorious applications, a single bad review can prove fatal to a grant
proposal."7 The victim of personal animus on the part of a peer reviewer
can legitimately complain that the process is unfair. In a broader sense,
animus runs counter to the public interest in awarding grants to the most
deserving applicants through an objective application of the statutory or
regulatory criteria. A single, isolated case of animus is probably not that
damaging to programs in which many qualified applicants contend for a
limited supply of discretionary funds. But if the bias is manifested
against whole groups of people or if a significant number of those in the
applicant pool perceive that the system could be unfairly abused to
discriminate irrationally, potential applicants may be discouraged from
applying for grants in the future. More subtly, in order to avoid a single
negative assessment, proposal writers may begin to submit bland
proposals for inoffensive studies that do not advance scientific
knowledge or artistic creativity to any significant degree. 73 Similarly,
public support for a system that consistently blackballs qualified
applicants for reasons unrelated to the statutory or regulatory criteria will
probably erode over time.

Fortunately, there is little evidence of personal animus in the
agencies studied here. 74 For example, the fact that rankings in NIH are

171. See, e.g., George Archibald, NEA Review Panelists Run Grant Giving "Buddy
System," WASH. TIMES, Aug. 3, 1990, at Al.

172. As one successful NSF applicant observed, "[aill one needs is one unsubstantiated
or emotional comment by one reviewer to significantly lower one's chances." CHUBIN &
HACKETT, supra note 4, at 78. Another close observer of the peer review process noted that
"in the present climate of opinion, a colleague who knows that he or she has the certain
power to doom [a] proposal by a check mark in the "Fair" or "Good" category-even if
accompanied, albeit inconsistently, by written praise-might well be inclined to use it."
Rustum Roy, Alternatives to Review by Peers: A Contribution to the Theory of Scientific Choice,
22 MINERVA 316, 319 (1984). Many other applicants and reviewers interviewed for this
article expressed similar views.

173. CHLJBIN & HACKETT, supra note 4, at 75 ("The lesson is clear.., a writer must
please all of the reviewers all of the time, and be especially careful never to offend any of
them.").

174. Congressional hearings into the peer review process at NSF conducted in the
summer of 1976 produced some limited testimony of the existence of "bias against
someone a reviewer knew and disliked or disagreed with." HOUSE COMMITrEE REPORT ON
NSF PEER REVIEW, supra note 4, at 33. NEA has received some complaints that the NEA
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made in meetings in which as many as twenty-five scientists are present
helps shield against animus on the part of any single committee member.
Each participant knows that other panel members are also experts and
will probably detect attempts to grind any axes. Similarly, the multi-tier
review process in place at the Science and Technology Research Centers
Program in NSF is effective in shielding proposals from animus once the
proposals have made the 30-application cutoff. While it is less likely that
personal animus in NSF mail reviews would come to the attention of the
agency, few rejected applicants have blamed their fate on personal
animus. The far more frequent complaint is that the reviewer lacks
sufficient expertise to evaluate the application, appropriately.

However, an animus of a less personal sort seems to pervade peer
review in the scientific agencies. The most frequently identified bias
among the scientists interviewed for this article was the subtle bias that
the scientific peer review bodies exert against "mavericks" who reject
conventional assumptions and approaches. 7 5 Several researchers and
grant administrators interviewed in connection with this article observed
that projects well within the "mainstream" of previously funded research
have a much better chance of being funded than research that rejects
conventional wisdom.76 The result can be a big fraternity of scientists all
reaching the same conclusions and not testing each others' hypotheses.

Chairman or the Advisory Council on the Arts has rejected applications because of a
dislike for the applicant or some aspect of the applicant's lifestyle, but these accusations
are virtually never directed at the peer review panels.

175. In a 1986 survey conducted by NSF of nearly 10,000 academic scientists, almost
two-thirds agreed with the statement that "NSF is not likely to fund high-risk exploratory
research because the likelihood of obtaining favorable reviews is slim." NATIONAL

SCIENCE FOUNDATION, FINAL REPORT: NSF ADVISORY COMMITTEE ON MERIT REVIEW (1986);
see also Bjerklie, supra note 63. In a survey of successful and unsuccessful applicants at the
National Cancer Institute, 60.8% agreed with the proposition that reviewers were
reluctant to support unorthodox or high-risk research, while 17.7% disagreed and 21.4%
were neutral. CHuBIN & HACKETT, supra note 4, at 66, tbl. 3. A former Vice President for
Research at the Massachusetts Institute of Technology testified in 1979 that the peer
review process discriminates against new interdisciplinary science and scientific thinking
that is not "au courant" even though creative and ripe with "unusual possibilities for
breakthroughs." Luther J. Carter, A New and Searching Look at NSF, 204 SCIENCE 1064, 1064
(1979) (quoting testimony of Dr. Thomas F. Jones, Vice President for Research at MIT); see
also HOUSE COMMITTEE REPORT ON NSF PEER REVIEW supra note 4, at 27 ("If a proposal
challenges the mainstream of scientific thought, the expert peer reviewer who is in the
mainstream will tend to see the proposal as wrong on the face of it."). See generally David
F. Hossobin, The Philosophical Basis of Peer Review and the Suppression of Innovation, 263 J.
Am. MED. ASS'N. 1438 (1990).

176. NEA, on the other hand, does not appear to have a problem with refusals to fund
mavericks. Highly original projects are routinely funded, and creativity is perceived as a
great virtue in the panels. The agency suffers considerably more criticism from the avant
garde nature of some of its funding decisions. Indeed, some panel actions, such as the
recommendation to fund a former prostitute named "Scarlet 0" who decided that she
would rather be known as a performance artist, call into serious question the very
professionalism upon which the peer review process critically depends. Todd Allan
Yasui, Defending NEA's Vetos, WASH. POST, Feb. 10, 1992, at B7 (in a videotape of one of her
performances, Ms. 0 discussed gender, stripped, and invited members of the audience to
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Thomas Kuhn has observed that scientific revolutions occur when a
few scientists begin to reject the dominant "paradigm."177 The
conventional paradigm is accepted in the literature and in the classroom,
and it produces the background assumptions that facilitate scientific
dialogue. As bits and pieces of data are reported that the dominant
paradigm cannot explain, however, a few practitioners begin to
reexamine the background assumptions and some reject the paradigm, at
least in some contexts. Adherents to the old world view invariably resist
challenges to the conventional paradigm, but sooner or later mounting
evidence may produce a scientific revolution in which a new paradigm
replaces the previously dominant paradigm.'78 An important
battleground in the war between the paradigms is the discretionary
grants process. People who have spent their careers conducting research
aimed at bolstering and extending the dominant paradigm are reluctant
to direct resources toward research aimed at destroying it.

One NIH investigator observed that advocates of new or different
approaches face a "Catch 22" in the peer review process, because the
reviewers often criticize proposals on the ground that the research lacks a
sufficient predicate in previously published research. An NIH researcher
complained that although his group had published many papers in peer
reviewed journals, it had difficulty getting NIH grants "because the
panels are representative of the opposite school of [thought], and it's very
threatening for a scientist to see a new idea. It's automatically shot
down." 79 Several scientists and agency staffers noted that a decision to
fund a maverick proposal is to some extent an acknowledgment that the
dominant paradigm may be wrong, and this weakens the case for
continued funding of existing grants. The difficulty, of course, lies in
distinguishing the innovative but promising proposal from the quirky
idea that has no chance for success. According to the Director of EPA's
Research Grants Staff:

It is our impression that many of the proposals received (particularly
in the SBIR program) are not the productions of inventive genius not
recognized in its time, but inoperable schemes, reinventions of old
ideas, and theories which violate basic principles of physics,
chemistry, etc. The authors of these proposals may well be viewed
as mavericks fighting against the weight of conventional scientific
opinion, but they are precisely the reason why we use technical and
scientific peer panels to review proposals and recommend for or
against support by EPA. 18

rub lotion on her body); see also Walter Berns, Saving the NEA, NAT'L REv., Nov. 19, 1990,
at 34 (complaining that "the arts community insists that everything produced by someone
claiming to be an artist is in fact a work of art").

177. KuHN, supra note 12.
178. Id.
179. The interviewee requested anonymity. See note 4, supra.
180. Papetti Interview, supra note 112.
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NSF's unique program for awarding small seed grants to novel
proposals outside of the formal peer review channels is an attractive
vehicle for avoiding the tendency of peer review to ignore mavericks. A
Program Director may set aside up to five percent of the Program's funds
for these expedited awards of up to $50,000. Because it vests complete
discretion in the Program Director, it can be used to fund pet projects of
little scientific value, but the $50,000 cap ensures that not too much
money is devoted to any single project before it must prove itself in the
formal peer review process. Although not a complete solution to the
maverick problem, the NSF program is a step in the right direction, and
other agencies should consider implementing similar programs.

B. Tunnel Vision
Just as peer review panels tend to be biased against mavericks, they

often exhibit "tunnel vision" with respect to whole categories of
proposals that appear to lack relevance to professionals trained in a
particular discipline or subdiscipline. For example, when considering a
proposal for a novel technique for detecting the presence of certain toxic
chemicals in the environment cheaply and accurately, a National Cancer
Institute (NCI) study section concluded that the project would not
sufficiently advance scientific knowledge to warrant a high priority.
According to an NCI staffer, the panelists failed to see the potentially
large impact on human health that a cheap and effective
exposure-avoidance device could have, despite the fact that it would not
provide much additional information about the chemical itself.'' This
"tunnel vision" problem is partially a function of the composition of the
peer review committees and partially a problem of ambiguity as to any
particular panel's proper substantive bailiwick. The agency staff can best
address this by articulating clear policies with respect to the scope of
fundable research and resisting peer reviewer attempts to narrow that
scope. However, tunnel vision is also partially a function of the
composition of the peer review committees, a topic that will be addressed
below.

181. The story has a happy ending. The staffer in charge of the project referred the
applicant to the National Institute for Occupational Safety and Health, and the study was
later funded.

According to one researcher who applied to both NSF and EPA for grants:
The success of a proposal often depends on the reviewers' perceptions of
what constitutes technical merit. In 1982, my proposal received a very high
rating from the EPA review panel. The very same proposal was not funded
at NSF, despite generally good reviews. One reviewer in the biological
program didn't like it, possibly because it had an engineering perspective.
This negative vote was the kiss of death.

AMS REPORT, supra note 102, at E-2 (quoting Joseph DePinto, Clarkson University).
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C. Favoritism
Favoritism adversely affects the public interest in several ways.

First, if favoritism plays a significant role in overall proposal ranking, the
awards will not necessarily be given to the most deserving applicants,
thereby undermining the substantive policies underlying the grant
program. Second, if a grant program is perceived as playing favorites,
future applicants may be discouraged from applying. Third, as the
perception of favoritism spreads from the participants in the process to
the public at large, public support for the program will dwindle. All of
the agencies studied in connection with this article are aware of the threat
favoritism poses to the integrity of the grants process, and all have taken
steps to combat it.

1. CO-WORKERS AND FORMER STUDENTS
When a panelist sits in judgment upon a proposal of a present or

former co-worker, a former student, or other close associate, there is
potential for favoritism. For example, soon after EPA initiated its peer
review system in 1980, a newly appointed Assistant Administrator for
Research and Development, Andrew Jovanovich, was accused of steering
grants to one of his former business associates outside of the peer review
process. According to a report by the agency's Inspector General, a
Massachusetts Institute of Technology researcher, Ronald Probstein, met
personally with Assistant Administrator Jovanovich after a peer review
panel rejected his proposal to study water treatment technology.
Jovanovich had previously supervised Probstein's work at a private
research institute. After Probstein angrily denounced the Panel's decision
and complained that he would have to lay off several graduate students,
Jovanovich interceded with the lower level staff and demanded that
Probstein's proposal be reviewed by another panel containing only two
members, one of whom would be selected by Jovanovich and the other by
Probstein. Not surprisingly, the new panel was effusive in its praise of
the proposal, and the agency awarded a $77,000 grant. Jovanovich
explained that lower level EPA grant officials were "very poor at selecting
the right work," but the Inspector General found that "allowing a scientist
to select his own peer reviewer, especially one he has previously worked
with, lacks any appearance of independence or objectivity... and would
leave EPA open to charges of cronyism."182

NIH attempts to avoid even the appearance of favoritism by
excluding from study sections applicants, their families, and their

182. Howie Kurtz, EPA Research Chief Violated Contract Award Rules, Probe Finds, WASH.
POST, Apr. 10,1982, at A3. Later, Jovanovich's appointment as Assistant Administrator for
Research and Development was withdrawn, and he was reassigned to a low-level agency
post. In the intervening years since the Jovanovich incident, there have been no further
charges of impropriety at high levels in the Office of Research and Development, and the
extensive peer review process for awarding grants in OER has apparently proceeded
without substantial interruptions from high-level officials.
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co-workers both at their institutions and at other institutions. In addition,
although NIH's conflict of interest regulations allow a person to sit on a
panel that considers applications from the panelist's institution, the
panelist must leave the meeting when the panel is considering an
application from his or her own organization or an organization with
which he or she is negotiating for future employment. Congress in 1990
amended the agency's statute to prohibit individuals who are employees
or agents of an organization with a pending application from serving on a
panel considering that application."8 3 Since EPA panelists tend to be
well-established university research scientists with substantial teaching
careers, the agency has identified a potential for favoritism when the
panel discussion focuses on proposals of one of the panelist's former
students. The agency has adopted a rough rule of thumb that a panelist
need not recuse himself from the consideration of proposals from former
undergraduate students or from former graduate students who have not
graduated within the last five years.

2. OLD BOYISM AND THE HALO EFFECT
One of the most common complaints raised about peer review is

that it fosters an "old boy network" that subtly dominates the agency's
evaluation process. The closely related "halo effect" exists where peer
reviewers fund poorly conceived projects by well-known scientists or
scientists from highly regarded institutions purely because of their past
reputations, and not on the merits of their proposals. Although
complaints about "old boy" networks and the halo effect are frequently
voiced,"& the empirical basis for such claims is relatively weak."s

183. Arts, Humanities and Museums Amendments of 1990, Pub. L. No. 101-512, 104
Stat. 1965 (1990) (codified at 20 U.S.C. §§ 951-968. (1988 & Supp. 1992)).

184. A summary of the testimony presented at extensive 1976 congressional hearings
on the grants process at NSF concluded: "The most common objection to the use of peer
review is that it is subject to 'backrubbing' or 'old boys clubs,' in which mutual friends
unduly praise each other's proposals." HOUSE COMMrTTEE REPORT ON NSF PEER REVIEW,
supra note 4, at 22. In a 1986 survey of about four thousand scientists conducted by a
national science fraternity, 63% agreed with the statement: "Procurement procedure for
grants to do governmentally sponsored research depends on 'who you know.' Many
requests seem to be funded primarily because the researchers are already known to and
supported by the granting organizations." SIGMA XI, THE SCIENTIFIC RESEARCH SOCIETY, A
NEW AGENDA FOR SCIENCE (preliminary report) (1986), reprinted in GENERAL ACCOUNTING
OFFICE, UNIvERSrrY FUNDING: INFORMATION ON THE ROLE OF PEER REVIEW AT NSF AND NIH 7
(1987). In a survey of successful and unsuccessful applicants for National Cancer Institute
grants, 39.5% of the respondents agreed with the proposition that "old boys networks"
controlled the study sections, while only 32.7% disagreed and 27.8% were neutral.
CHUBIN & HACKETT, supra note 4, at 66, tbl. 3. The most strident critics of the peer review
system characterize it as "an incestuous 'buddy system' that frequently stifles new ideas
and scientific breakthroughs, while carving up the multimillion dollar Federal research
and education pie in a monopoly game of grantsmanship." HOUSE COMMrrTEE REPORT ON
NSF PEER REvIEw, supra note 4 (testimony of Rep. John Conlan).

185. A 1988 NSF study of 9500 principal investigators found some evidence of a
perception of an old boy network among NSF grantees. Consistently successful
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Throughout much of the NEA's history, outsiders have criticized
the NEA panel system for being an "old boy" network in which insiders
impose their own arbitrary constraints on the art and artists who get
funded. 186 One NEA staffer interviewed for this article agreed that the
agency had sometimes become a "captive" of its peer review panels. 8 7 If

the panels want to "look out for their own," there is little that the staff (or
even the Chairman) can do about it. However, the high turnover rate of

applicants were "more likely than the average applicant to be male, older... and much
more likely to be associated with a [prestigous research] institution," and 97% of them had
served as reviewers or panelists, an indication of high status in the relevant research
community. NATIONAL SCIENCE FOUNDATION, PROPOSAL REViEw AT NSF: PERCEPTIONS OF

PRINCIPAL INVESTIGATORS 10 (1988) [hereinafter NSF PERCEPTIONS REPORT]; see also Jim
McCullough, First Comprehensive Survey of NSF Applicants Focuses on Their Concerns About
Proposal Review, 14 ScI., TECH., & HUMAN VALUES 78, 81 (1989). At the same time,
consistently successful awardees "were more likely to have known the program officer
and to have made some personal contact before submitting a proposal." Id. at 81; see also
NSF PERCEPTIONS REPORT, supra, at 12. When the respondents who indicated
dissatisfaction with the process (38% of all respondents) were asked to give reasons, they
were somewhat more inclined to attribute any failure in the process to incompetent
reviewers (18%) than to any cronyism, politics or an old boy's network (12%). NSF
PERCEPTIONS REPORT, supra, at 14-16; McCullough, supra, at 82. In an independent survey
of 719 applicants for NIH grants in fiscal years 1980-1981, 17.9% strongly agreed and
23.5% agreed with the proposition that "old boy networks control the RIGs or study
sections," while only 23.1% disagreed and 9.7% strongly disagreed. G. Gillespie, Jr. et al.,
Researchers' Cynicism and Desire For Change, 10 SC., TECH. & HUMAN VALUES 44,45 (1985).

A five-year study of NSF grants conducted during the late 1970s found no evidence
that reviewers at "major" research institutions treated proposals from applicants at major
institutions more favorably than did reviewers from lesser institutions. In fact, there was
"a tendency in the opposite direction." Cole et al., supra note 72. The same study found
only "low or moderate" correlations between actual funding at NSF and other indicators
of the halo effect including academic rank, locus of Ph.D training, and previous NSF
funding history.

186. See RICHARD NETZER, THE SUBSIDIZED MUSE (1978) (Consciously or not, some peer
review panels amount to 'old boy' networks that respond favorably to applicants who are
part of that network.); Can the Government Promote Creativity-Or Only Artists?, N.Y. TIMES,
Apr. 25, 1982, at 6 ("[D]ecisions... about what's good and worthy of support are made
centrally by people who sit on peer review panels who do represent one segment of the
society. They are almost 99% previous or current grantees.") (Quoting Ms. Arlene
Goldbard, Co-director of the Baltimore-based Neighborhood Arts Programs National
Organizing Committee.); Lanquette, supra note 120 ("[Tlhe charge most often heard today
is that these panels, rather than acting as government arbiters can work instead as 'old-
boy' networks-passing out plums to friends and colleagues."); McLellan, supra note 8
("There are cliques and friendships in the Arts and questions of artistic merit often
overlap with questions of personal taste."); National Endowments for the Arts is Honored as
20th Birthday Nears, N.Y. TIMES, Sept. 1, 1985, at 68 ("The endowment has an insider-
outsider working system. In a time of no expansion in the arts, younger artists are coming
up against a middle-aged generation of arts administrators who make up the grant-giving
panels.") (quoting Mr. Derek Guthrie, publisher of The New Art Examiner); Allan
Paracini, National Endowment: Arts Agency: Living Up To Its Billing?, L.A. TIMES, Sept. 9,
1989, at 1 (citing Kevin Mulcahy, Professor of Political Science at Louisiana State
University, for the proposition that the peer review system at NEA "has often tended to
operate as a network serving the interests of well-connected artists that is hard for other
artists to penetrate.").

187. The interviewee requested anonymity. See note 4, supra.
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the panels now required by the 1990 amendments helps reduce the
probability that a coterie of "old boys" will effectively control the panel's
decisions for an extended period of time. Each panelist is chosen for only
a one-year term and may not be appointed for more than three
consecutive terms. Some panels have a 100 percent turnover rate. As one
NEA staffer put it: "No matter who you are, you are going to run out of
your friends sooner or later." Another shield against "old boyism" is the
agency's conscious attempt to select panels that reflect geographic and
cultural diversity.

An example of "old boyism" occurred recently in NIH. When one
frequently funded researcher decided to shift his research interests to a
slightly different area, he was told by friends high up in NIH that the
field in which he proposed to conduct research was a "club" and that he
was not a member of the club. They subtly suggested that he would
enhance his chances of receiving a grant in the new field by hiring a
member of the club as a consultant on his project. Another technique
used by up and coming researchers is to offer to make a member of the
"club" a co-author of a paper as an introduction into the old boy network.
Still another technique for new researchers is to circulate drafts of the
grant proposal to prominent scientists in the field who are likely to be
members of the study sections for comments prior to submitting the
proposal to NIH. The recipients will feel flattered that their advice was
requested, and they will obtain a familiarity with the subject matter of the
proposed research apart from their status as members of the panel.188

The old boy network can also work on an institutional level. One
NSF Program Officer candidly observed:

This is a closed community of people and they all know each other.
It is real peer review and can be incestuous, making it hard for a new
university to break into a field unless the peer reviewer will let them
in. It is really a closed club where only certain schools can get
funded for the most part. 89

188. NIH staffers questioned this strategy, because the agency's informal rules of
practice require a reviewer to excuse himself if he has been asked to review a proposal
outside of the formal NIH process.

While recognizing the fact that it is often hard for a young or inexperienced researcher
to break into the system by securing an initial grant, one NIH staffer attributed this
difficulty to the novice's general lack of familiarity with the procedures and with the
evaluative criteria, rather than to any favoritism for members of the "club." The staffer
also noted that NIH committees already contain a fairly large number of Assistant
Professors with little prior experience with the NIH grants process, thus reducing the
chance that a given committee will be dominated by an "old boy" faction. Finally, NIH
staffers observe that many established scientists do not get funded while many
newcomers do.

189. Some educated outsiders insist that the National Institutes for the Arts and
Humanities are biased in favor of East Coast cities and schools. See, e.g., Paracini, supra
note 186 (citing several prominent supporters of NEA who nevertheless believed that the
Northeast has dominated in the competitions and for the proposition that NEA has not
achieved broad ethnic representation). One especially strong adherent to this view was
nominated, but not confirmed to be the Chairman of the National Endowment for the
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A study sponsored by the Los Angeles Times under the direction of
California Institute of Technology political science Professor Bruce Cain
determined that prior to 1982, twenty academic research institutions
received forty-one percent of all federal research money allocated to
universities. The remaiingfifty-nine percent was distributed among the
remaining 570 institutions. "

The halo effect may have a smaller impact than old boyism.
Although the halo effect may have distorted the process in the past, it is
not clear how large a role it plays in the current age of extremely tight
budgets. One interviewee explained that reviewers are increasingly
unwilling to keep an old timer afloat with funds that could be spent on
more relevant or productive projects. Another observed that when
agency staffers review a poor proposal from an established scientist, they
can subtly suggest that the applicant withdraw the proposal and improve
it. A panel can also limit the duration of the grant as a "slap on the wrist"
of the established scientist who submits a bad proposal.

The extent to which the halo effect alters rankings in NSF depends
upon the program. Some programs routinely fund proposals from highly
regarded researchers, even though the proposals are of uneven quality.
Other programs take pride in their refusal to look beyond the last funded
grant in evaluating an individual's application. One Program Officer
reported that when "famous people jot down notes and throw them at us,
we'll turn them down and love doing it." As a consequence, research
careers in programs that do not give much credit for past performance
tend to end relatively quickly. Forty-five year-old researchers close down
their laboratories after twenty years, because they cannot compete with
twenty-five year-old "hot shots" who put in twenty hour days. The cycle
repeats itself as the younger researchers acquire additional
responsibilities and begin to burn out.

EPA staffers appear to be ambivalent about the "halo effect." One
Science Review Administrator (SRA) did not believe that the halo effect
seriously affected the process at EPA, noting that "[w]e've shot down
many big names." Another SRA noted that many successfully funded
applicants are funded very frequently, and suggested that "[tihere are
some applicants with more clout than others." He further opined that "a
former [Panel] chairman may pull some weight." Yet, the fact that during
the years 1986-90 a total of 281 awards were made to a total of 135
institutions, no one of which received more than 4.5 percent of the total
funds awarded suggests that the money is spread around fairly evenly. 9'

Humanities. He vowed that if confirmed, he would ensure that "[n]ot everything would
go to Harvard, Yale, Princeton, and Chicago" and that "more grants [would go] to Texas
and Oklahoma." Carla Hall, Bradford Speaks Out: NEA Chair Candidate on His Program
Plans; Bradford on the NEA, WASH. POST, Oct. 28, 1981, at B1.

190. Frank Clifford, Worrisome Trend; Research Funds: Not So Scientific, L.A. TIMES, Nov.
27, 1987, at 1.

191. This staffer requested anonymity.
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The "halo effect" seems even less pronounced at NEA. In part, this
is attributable to the large number of applicants and the lack of a tradition
of continuously funding any single individual applicant's grants. It may
also stem from the fact that well-known artists are often highly paid in
the private market and therefore do not stake claims to NEA funds.
Although panels are not supposed to consider the applicant's financial
need in evaluating the quality of proposals, there is an unwritten rule that
artists who do not really need the money should not ask for NEA's
limited fellowship funds. However, the halo effect may play a larger role
in programs involved in funding large organizations, such as orchestras
and museums.

A granting system run by a coterie of old boys discourages
innovative proposals from bright applicants who have not found their
way into the network. In the extreme, science and art are reduced to
schmoozing. While old boy networks do not give all applicants a fair
opportunity to secure funding, it is less clear that the halo effect is unfair.
To the extent that the researcher earns the halo by dint of excellent work
over many years, the panel is merely giving the established researcher the
benefit of the doubt. Critics of the peer review system who would
disperse limited governmental funds in large multi-year grants to the
researchers with the very best reputations in the relevant fields would, in
fact, elevate the halo effect to a matter of principle. 92 Others argue that
while an applicant's reputation should play a role in the process, the
dominant considerations should still be the quality of the most recent
research output and the content of the current proposal. 193 To do
otherwise is to give hallowed elders an unfair advantage. In sum,
whether agencies should take steps to reduce or eliminate the halo effect
is a debatable point.

3. STACKING THE DECK

The agency staff can play favorites by "stacking the deck" with peer
reviewers who will predictably fund the staff's favorites. 9 For example,

192. See Roy, supra note 11.
193. This was the position taken by most of the agency staffers questioned on this

issue.
194. Several witnesses at the 1976 House subcommittee hearings on peer review at

NSF agreed that agency staffers could achieve rough ranking outcomes by choosing
particular reviewers with known predispositions, but there was little agreement on the
extent to which this was in fact happening at NSF. HOUSE COMMITTEE REPORT ON NSF
PEER REVIEW, supra note 4, at 31. According to one critic of peer review,"[t]he system is
susceptible to manipulation by managers who operate under the emotional cover of the
'peer review' rubric so that individual... proposals may be favored or disfavored simply
by appropriate selection of the reviewers." Roy, supra note 11, at 75.

In agencies like EPA in which the chairman of the peer review committee chooses the
panel members, the staff do not have an opportunity to stack the deck. The person that
chooses the panel members, however, may still stack the deck with persons who are likely
to fund his or her favorites. This may be more disturbing from a public policy
perspective, because the entity exercising the most discretion is not an accountable

VOL 9:1



PEER REVIEW IN A WARDING FEDERAL GRANTS

NSF Program Officers, who select the mail reviewers and are generally
familiar with their outlooks and biases, can subtly "stack the deck" in a
way that increases the likelihood of favorable reviews for a particular
researcher or kind of research. Similarly, critics maintain that NEA staff
can stack the deck with peer reviewers who will predictably fund avant
garde projects. 9 ' The extent to which staff discretion in choosing
panelists is a good or a bad thing is, like the halo effect, a matter about
which reasonable minds can differ. Most would agree that a stacked
panel will not necessarily make objective funding decisions and will give
rise to legitimate fairness concerns. The staff has an obligation to provide
fairly balanced panels, and this may rise to the level of a legal duty under
the Federal Advisory Committee Act.196 But one person's attempt to
achieve balance may be another person's plot to stack the deck. It is, in
other words, very difficult to know whether particular appointments are
aimed at ensuring funding for favorites or at remedying imbalance in a
committee already wedded to a particular point of view.

D. Conflict of Interest

1. FINANCIAL CONFLICT OF INTEREST
Like animus and favoritism, financial conflict of interest can

discourage qualified applicants from entering what appears to be a
"rigged" system. In addition, a public perception that researchers are
feathering their own nests with federal research dollars would seriously
undermine public support of government-funded research. Finally, it is
simply immoral and perhaps illegal for an individual to appropriate
another's ideas through the peer review process for private gain. Theft is
theft, whether it takes place in the streets or in a committee room.

The scientific and arts communities apparently recognize the
judicial principle that no person should be the judge of his or her own
case, and regulations in all of the agencies studied in this article preclude
applicants from participating in the consideration of their own
proposals. 197 Yet, not all agencies prevent a person from sitting on the

government employee. Indeed, at the extreme, such delegation of governmental power to
private institutions may raise constitutional concerns under the delegation doctrine. See
Carter v. Carter Coal Co., 298 U.S. 238 (1936).

195. Frequent NEA critic, Richard Grenier claims that " 'peer review panels' ... are
stacked, a joke." Richard Grenier, A Vote to Bring Back Guillotine at NEA, WASH. TIMES,

Apr. 4, 1991, at G61. Grenier offers no empirical support for this proposition, but it seems
to be widely held by culturally conservative critics of NEA.

196. See infra text accompanying notes 248-302, for a discussion of applicability of
Federal Advisory Committee Act to peer review panels.

197. 45 C.F.R. § 684.11(g) (1993); NIH MANUAL 4510, supra note 24, at 7; NATIONAL

SCIENCE FOUNDATION, PROPOSAL AND AWARD MANUAL 1-5 (1989). The flat prohibition on
participating on a panel that reviews an applicant's proposal raises the question of what to
do with a panelist's application. The Division of Research Grants in NIH attempts to send
panelists' applications to closely related committees, but they receive no special treatment
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panel that considers his or her application, so long as the applicant leaves
the room while the panel considers his or her proposal.198 In the late
1980s, NEA received a great deal of criticism for this practice, 199 and it has
since revised its conflict of interest regulations to prevent any person who
is an applicant or a representative of an organizational applicant from
serving on a panel that considers that application.200 EPA, on the other
hand, continues to allow applicants to be panelists so long as they recuse
themselves during the consideration of their own proposals.

Although limited recusal shields the decisionmaking process from
overt participation by the panelist-applicant, the remaining panelists
know when they evaluate a fellow panelist's proposal that they will have
to work with that panelist in the future. This may inspire them to view
the proposal favorably.2 1 Even though the scores are supposed to be
confidential, a panel member whose proposal is rejected knows that one
or more of the other panelists panned it. Conversely, to the extent that
other panelists are also potential applicants, they may view the proposal
favorably in the hope that the panelist-applicant will reciprocate.02

there, and they occasionally suffer from the second committee's lack of technical expertise
in the relevant area. Panelists are apparently willing to accept this reduction in the
chances that their proposals will be funded during the time that they serve on the panels
because of the additional insight into the working of the grant process and the prestige
that panel membership entails. Program Directors monitor the results of the peer review
process to see if panelists have received unfair evaluations, and they occasionally make a
case to the relevant Advisory Council and upper level Institute staff for funding such
proposals by exception.

198. See NEA Standards of Conduct, supra note 156, at 4.
199. See, e.g., Paracini, supra note 186; Joyce Price, NEA Grant Procedures Need Fixing,

Says Panel, WASH. TIMES, Sept. 11, 1990, at A5. Similar conflicts have been noted in state
arts councils. See Chris Pasles & Herman Wong, Arts Council Doling Out Funds Today, L.A.
TIMES, Aug. 28, 1987, at 1.

200. 20 U.S.C. § 959(c) (1988 & Supp. 1992).
201. See A. E. Shamoo, The Role of Conflict of Interest in Public Advisory Councils, in

ETHICAL IssuEs IN RESEARCH 162-73 (D. Chency ed., 1993) (finding empirical evidence to
support the thesis that members of NIH Advisory Councils "enjoy advantages during,
and after, their service on such review panels").

202. In a response to an earlier draft of this Article, the Director of EPA's Research
Grants Staff noted that EPA's panels differ from those of NIH in that they are not standing
committees with fixed memberships. Because EPA's panels are assembled ad hoc from an
informal list of technically proficient people who have agreed to serve as panelists, subtle
quids pro quo are not as easily arranged. In addition, EPA's strict division of disciplines
among its panels arguably precludes sending a panelist's proposal to another panel.
Unlike NIH, there are no closely related panels with the technical capacity to evaluate the
proposal of an applicant who is a member of a different panel. Papetti Interview, supra
note 112.

One solution to this dilemma is simply to preclude all applicants from sitting on any
panels. Since the agency has available to it a list of possible panelists and since a panelist
need serve for only a single round of evaluations, it should be easy enough to assemble a
panel of persons who do not have an application currently pending before EPA.
Moreover, since each panel draws on expertise in a broad range of disciplines, the
universe of potential panelists is no doubt fairly large.



PEER REVIEW IN A WARDING FEDERAL GRANTS

Agency practice varies greatly on whether an individual employed
by an institution may sit on panels that deliberate on applications from
other individuals from the same institution. Only NEA, pursuant to
statute, forbids this practice altogether. NIH, NSF and EPA allow a
panelist to be a member of the panel that considers an application from
his or her own institution, but require that panelist to leave the room
during the consideration of that application. The same considerations
that apply to direct conflict of interest apply with somewhat attenuated
force to this sort of institutional conflict of interest. Given the size of
many American universities, however, it may be impractical in the
scientific agencies to insist on the complete prophylaxis that Congress has
imposed on NEA.

Financial conflicts of interest are of special concern in programs,
such as NIH's General Clinical Research Centers and Biomedical
Research Technology Program, that are designed to stimulate commercial
development. A university scientist who sits on a peer review committee
reviewing the application of a for-profit entity for which he or she
consults may have a more direct economic conflict of interest than exists
when the application is simply from another scientist or the same
university. In the case of small for-profit entities the scientist-consultant
may have a greater financial stake in whether a fellow employee receives
a grant. It may be desirable in such situations to avoid the appearance of
impropriety by forbidding any potential reviewer from sitting on a panel
that considers an application from any company from which he or she
derives income.

A less direct conflict of interest can result when a scientist from a
private sector competitor (or a university scientist with financial ties to a
competitor) of a for-profit applicant sits on the review committee for a
grant proposal from that applicant. The reviewer will no doubt become
privy to commercially valuable information. If that information is
conveyed to the competitor, it could receive an unjust commercial
advantage. The existing agency regulations and guidelines do not
explicitly address financial conflicts of interest that might arise by virtue
of a panel member's financial stake in a private research company; nor do
they address the possibility that commercially valuable information could
be revealed to competitors.2 3

2. RESEARCH CONFLICT OF INTEREST
Even if a peer reviewer is not a current applicant, the reviewer may

have a stake in the evaluations of applications of others in the same field.

203. There appears to be less concern among NSF staff and NSF-funded researchers
about financial conflict of interest than in NIH. The biotechnology boom hit NIH earlier
than NSF, and not as many NSF-funded researchers have private positions or
consultantships with private companies. Concern in NSF will no doubt grow as
university-industry ties spread into other areas of scientific research such as computer
sciences.
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In highly competitive fields like chemistry and biotechnology, any
additional advantage in the great race to make a discovery is useful.
The Kalb story is an extreme example of how a researcher with an interest
in a limited resource can use his or her position as a reviewer of a
competitor's grant application to enhance his or her own prospects for
success.

The potential for research conflict of interest is difficult to avoid in
programs like NSF's Science and Technology Centers Program that make
very large grants to a small number of applicants. When virtually every
major research institution in the country is a potential applicant, qualified
scientists for mail reviews who are not associated with competing
institutions can be hard to locate. Every outside reviewer from a
competing institution knows that the chances of one institution receiving
one of the ten to fifteen annual awards are higher if proposals from the
other institutions receive poor evaluations. The fact that the reviewer
may not participate in the consideration of his or her institution's
proposal does not prevent the reviewer from commenting adversely on
remaining proposals.

In some very narrow fields, eliminating potential competitors from
the pool of reviewers may deplete that pool entirely.20 Under the
well-recognized judicial doctrine of "necessity," a judge may hear a case
in which he or she has a financial stake if any qualified judge would have
the same stake in the decision.20 6 Occasions for the invocation of the
doctrine of necessity are rare in legal practice, and should be equally rare
in the scientific and fine arts worlds. Few legitimate fields of scientific
inquiry or artistic expression are so specialized that the only persons
capable of understanding and evaluating grant proposals are current or
prospective grantees of the same program. 07 In general, a person with a
pending grant application or potential future application from the same
pool of funds ought not sit in judgment over his or her competitors.

The peer review process also gives researchers access to the
innovative ideas of other scientists and artists in their fields, and they
may use those ideas in their own research.20 8 Indeed, some have

204. Roy, supra note 172, at 319 (grant proposals are sent to "the set of colleagues who
can most adequately evaluate the proposal but who also could use this same information
in their own research").

205. See CHuBIN & HACKETT, supra note 4, at 80.
206. For example, the doctrine of necessity applied when several federal judges

challenged the failure of Congress to give all federal judges a raise. Since no federal judge
lacked a financial conflict-of-interest, any judge could hear the case. Atkins v. United
States, 556 F.2d 1028, 1036 (Ct. Cl. 1977), cert. denied, 434 U.S. 1009 (1978).

207. See Roy, supra note 172, at 318-19. Roy suggests that a better definition of peer is
person of equal "rank" and "experience" in science, "drawn not only from the narrow
specialty, but explicitly including neighboring fields." Id. at 318.

208. This aspect of research conflict of interest may not be as fully applicable to the arts
as to the sciences. While it is always possible for an artist or musician to steal an idea from
another and use it to his or her own advantage, it would be difficult to arrange such a
theft in the context of the NEA grant application process, because the projects are either
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suggested that unshared access to the contents of grant proposals is the
"compensation" that a reviewer receives for devoting time to the review
process."M Yet when the reviewer can profit financially from information
gleaned from the peer review process, the situation poses a financial
conflict of interest. Even when monetary gain is not at issue, reviewer use
of the peer review process to appropriate the ideas of applicants threatens
the integrity of the entire peer review-based grants system. Stealing
another's ideas constitutes a form of scientific misconduct that has found
its way into the popular press with some frequency in recent years.210 But
it is an especially difficult form of wrong doing to detect and prove.

One disgruntled NIH researcher related an incident in which, after
making a major discovery through research funded by the federal
government, he met a prominent scientist at a convention and naively
explained his theory to the scientist. The scientist complimented him on
the quality of his work. When the young scientist submitted the project
for competitive renewal after two years, the older scientist was highly
critical of the project, and it was not renewed.2 ' Several years later the
young researcher read a paper published by the older scientist "and he
did exactly what we did and published it."21

Applicants will be more circumspect in sharing information with
reviewers if they know that reviewers may use it to advance their own
reputations or, worse, to deprive the applicants of deserved
recognition. 3 At the extreme, the researcher may decline to apply for
grant funds until the project to be funded is nearing completion to ensure

simply fellowships to pursue a broad activity or discrete projects that are described with
such generality that the kernel of the underlying idea usually cannot effectively be
appropriated.

209. See HOUSE COMMITrEE REPORT ON NSF PEER REVIEW, supra note 4, at 205 ("the most
substantial 'rewards' for reviewing are those universally regarded as unethical or
degenerate: theft or plagiarism of ideas, inside information that provides an advantage
over colleagues, and a chance to forestall competitors or settle old scores").

210. For example, in 1989 the National Institutes of Health accused a prominent
researcher at the Baylor School of Medicine of appropriating ideas from a manuscript that
he was asked to evaluate as part of a pre-publication peer review for a scientific
periodical. Michael Specter, NIH Accuses Biologist of Stealing ideas from Rival Researcher,
WASH. POST, July 13, 1989, at A16.

211. The researcher who related this story is confident that he correctly ascertained the
identity of the reviewer who made the negative comments, because the jargon used in the
criticism was the same arcane jargon that the researcher had employed in the previous
conversation.

212. Another researcher reported that after the wife of one of the most prominent
researchers in his field sat on a study section evaluating one of his proposals, the
prominent researcher suddenly began to direct his research in the direction indicated by
the applicant's research proposal. This researcher could not be certain that the change in
direction was attributable to information gleaned by the competing researcher's wife in
the study section, and he was willing to give the competitor the benefit of the doubt. But
he noted that the potential for abuse is clearly present.

213. See Darryl E. Chubin, Open Science and Closed Science: Tradeoffs in a Democracy, 10
Sci., TECH. & HuMAN VALUES 73, 75 (1985).
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that reviewers do not have an opportunity to get a "leg up" on the
applicant.214

Unlike financial conflict of interest, which is the subject of detailed
regulations in many granting agencies, research conflict of interest is not
explicitly regulated or even strongly discouraged. EPA has formally
addressed this sort of conflict of interest in its guidelines, which provide
that "no Panelists will disclose or use to their own advantage any data,
concept, research protocol, or any other idea included in the
applications."21 5 However, the guidelines do not say what the
consequences of disclosure or use will be. NIH guidelines suggest that
reviewers "should not participate in the review of an application from a
scientist with whom the reviewer has had long-standing differences
which could reasonably be viewed as affecting objectivity." 216 This
limited injunction, however, is essentially self-enforced. Even EPA has
declined to adopt the prophylactic approach that is normally used to
address conflicts of interest: recusal from the decisionmaking body in
which the conflict of interest might arise.21 7

E. Lobbying and Political Pressure
One clear threat to the objectivity of the decisionmaking process is

its susceptibility to ex parte lobbying by interested persons outside of the
formal channels of communications. Not only is the ex parte attempt to
bend the ear of the decisionmaker unfair to those applicants that cannot
make equal claims to the decisionmaker's attention, but it also suggests
that the outcome of the process depends more on influence peddling than
upon the merits of the applications. I If ex parte lobbying plays a role in
determining who gets discretionary grants, potential applicants without

214. Roy, supra note 172, at 319.
215. EPA ORIENTATON HANDBOOK, supra note at 104, at 5.
216. NIH MANUAL 4510, supra note 24, at 7; NIH MANUAL 1805, supra note 48, at 5-6.
217. In a response to an earlier draft of this Article, the Director of EPA's Research

Grants Staff noted that:
Whenever anybody who is proficient in a technical subject area reviews
work of another person proficient in the same or closely allied area then a
potential conflict exists since both are competitors for ideas in the same
technical field. There is no way out of this short of assigning an unqualified
reviewer to judge the proposal.

Papetti Interview, supra note 112. The validity of this argument depends upon how one
defines a "qualified" reviewer. If the universe of qualified reviewers consists exclusively
of those persons who can understand every technical nuance of a proposal, then the
argument may be correct. If, however, the universe includes persons with a strong
grounding in science who practice in a related field, then the argument has less vitality.

218. For example, few would hold out the discretionary grant process at the
Department of Housing and Urban Development during the mid-1980s, where successful
applicants had to secure the services of former high-level administration officials to gain
access to the "real" decisionmaking process, as a model for distributing government
money in an objective fashion. See generally, IRVING WELFELD, HUD SCANDALS: HOWLUNG
HEADLINES AND SILENT FIAscoEs 79-109 (1992).

VO/. 9:1



PEER REVIEW IN A WARDING FEDERAL GRANTS

"contacts" within the granting agency or the peer review panels will be
discouraged from applying, and the quality of applications will
ultimately suffer. 219 Similar considerations apply to attempts to pressure
the decisionmaker by bringing in influential advocates from the
Administration or Congress. Although high-level administration officials
and congresspersons have a legitimate interest in how the agency goes
about distributing government money, an objective process must proceed
on the basis of objective criteria, rather than on the anticipation of
legislative favors or the fear of congressional retaliation.

Fortunately, there is little indication that ex parte lobbying,
influence peddling or outside political pressure play a significant role at
any of the scientific institutions studied in this article. All of the agencies
encourage potential applicants to contact agency staffers for explanations
about the process of applying for a grant and advice about which of
several applicable programs might be most receptive to the particular
application. Some staffers in NSF are willing to advise applicants on how
to make their applications more attractive to the peer reviewers who will
be evaluating them. In none of the agencies studied here, however, were
direct communications with peer reviewers tolerated. Similarly, while all
of the agencies received status requests about particular applications from
congresspersons, only rarely was political pressure brought to bear on the
substantive decisionmaking process. Although granting agencies must
always be on the alert for lobbying and political pressure, the infrequency
of complaints suggests that major changes in the current process are not
warranted.

IV. CONCLUSIONS AND RECOMMENDATIONS
The peer review model has proven remarkably durable and

successful in the scientific context. The proof is in the pudding-the
United States is a world leader in most areas of pure scientific research.
Government-funded research has produced a storehouse of knowledge,
and governmental expenditures have created an infrastructure of
educated professionals and physical research capacity that should serve
as a launching pad for still further scientific advances. One important
reason for this success is the intense dedication of the scientists who
devote thousands of poorly compensated hours to reviewing grant
applications and sitting through seemingly endless peer review

219. When universities began to bypass the peer review process at the major scientific
granting agencies in the late 1980s to lobby Congress for direct appropriations for research
projects, several prominent representatives of the academic research community passed
resolutions opposing such "pork barrel" funding of scientific research. See Donald N.
Langenberg, Earmarked Appropriations: The Debate over the Method of Federal Funding, 20 U.
MICH. J.L. REF. 1029 (1987); High Tech Goes into the Pork Barrel as Congress Helps Old
Homestate U., 19 NAT'L J. 1350 (1987).
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committee meetings.22 ° More important than the dedication of these
volunteers is their integrity, which stems largely from a sense of
responsibility to the "scientific community" that nurtures and sustains
them. However nebulous the notion of a community of scientists is to the
person on the street, it is very real to the professionals from academia and
industry who practice science in their laboratories. A consciously biased
vote in a peer review panel meeting is not only a lapse in personal
integrity, it is a betrayal of the larger community of professionals. In
words of the Director of one of NSF's large programs: "Our whole success
is based on our credibility.""2 Hence, instances of bribery, logrolling, and
other forms of chicanery that often accompany public discretionary
grants programs are virtually unheard of in the context of scientific peer
review.

The peer review tradition is not as strong in the arts, social sciences
and other professional areas. In the arts, where public funding is a more
recent phenomenon, the sense of community is less developed, and the
evaluation criteria may not be as objective. Yet because they recognize
that peer review may be the only viable alternative to oppressive
government-imposed content restrictions,222 members of the arts
community are also strong proponents of peer review. Although the peer
review system seems to be working well in the arts, it has yielded results
that have, to a much larger degree than in the sciences, attracted outside
criticism from the lay public and politically powerful critics. To some
extent, this is inherent in the subject matter. Congresspersons probably
deem themselves more qualified to evaluate the quality of artistic
proposals than to second guess a group of prestigious scientists.'

The peer review model's greatest strength is its ability to achieve
objective assessments of competing proposals from highly qualified
professionals with expertise in the area of interest.224 When objective
criteria can be articulated and applied by persons with training in the

220. HOUSE SUBCOMMITTEE REPORT, supra note 4, at 33 ("The value of the roughly
100,000 reviews contributed free to the [National Science] Foundation by the scientific
community each year is thus in the range of $2,000,000 to $10,000,000.").

221. Telephone interview with Dr. Bill Harris, Director, Science and Technology
Centers, National Science Foundation (Nov. 20, 1990) [hereinafter Harris Interview].

222. Anthony Lewis, Abroad At Home: Fight the Philistines, N.Y. TIMES, June 8, 1990, at
A31 ("When politicians get into the business of deciding what is legitimate art, the game is
up. That is why the NEA was originally set up in a way that insulated grant decisions
from political pressure, with peer review committees playing a crucial role.").

223. Public opinion polls on peer review in the arts are mixed. In a Gallup/Newsweek
poll of 500 randomly selected adults conducted on Jun. 23, 1989, 20% of the respondents
had no opinion, and 58% favored allowing expert panels, rather than federal officials, to
award the grants. On the other hand, an L.A. Times poll of 2,217 adults on Sep. 20, 1989,
indicated that "among those people informed about and supporting government funding,
43% preferred the 'public voting on which artists should get funding' to selection by a
peer group of artists by 'other artists' (26%) or by 'government experts' (14%)." Gladys
Engel Lang & Kurt Lang, Public Opinion and the Helms Amendment, 21 J. ARTS

MANAGEMENT & LAW 127, 133-35 (1991).
224. See HOUSE COMMITTEE REPORT ON NSF PEER REVIEW, supra note 4, at 32-33.
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relevant field, peer review is an exceedingly effective vehicle for shielding
the decisionmaking process from extraneous and inappropriate
considerations. In addition, because the applicants are being judged by
their peers (or in many cases their "betters"), they are generally inclined
to accept the outcome. Indeed, the peer review system is a method for
rewarding excellence in the arts and sciences quite apart from the
monetary support that comes from funding decisions 2 Because it

involves the input of many reviewers, it is generally not perceived as
being autocratic or arbitrary. Finally, peer review helps to shield
governmental decisionmakers from the political pressures that usually
exist when a bureaucracy has the power to dole out public dollars. This is
especially important in the arts, where the pressures to impose a narrow
cultural uniformity on government funded art are great.226

Despite its obvious virtues, the above description of the peer review
process in action revealed several potential weaknesses. Some are
inherent in the concept of peer review and are not easily addressed
without changing the character of the process. Other infirmities can be
cured, but change always comes at a price, either in the form of additional
resources that must be devoted to the process or in the form of reduced
efficiency. Too much change can throw the system irrevocably out of
kilter. One of the mystifying aspects of peer review is the fact that so
many highly trained and extremely busy people are willing to devote so
much time to the process for so little compensation. While the prestige
that accompanies selection to a peer review panel is an important form of
compensation in the academic community, reforms that add to the
reviewers' burdens may offer a further disincentive to undertake an
already unattractive task. According to some staffers in the scientific
agencies, scientists are becoming less reticent to decline invitations to
become peer reviewers, and it is therefore becoming more difficult to
assemble panels with the right expertise to evaluate some applications.
These problems may only multiply in the future as more academic
scientists spend more of their time in lucrative consulting relationships.
When the alternative to serving on a peer review committee is $200 per
hour in consulting fees, prominent scientists may tend to opt for the
latter. Reformers should therefore be wary of introducing too many
changes into a system that is working tolerably well in most contexts.

After examining the threshold question of whether peer review
should be abandoned altogether in favor of a lottery or a "strong
manager" model of grant allocation, this section of the article will explore

225. William O'Rourke, Protesting NEA: National Endowment for the Arts and Jesse Helms'
Obscenity Crusade, NATION, June 25, 1990, at 880 (peer review "is one of the few acts of
approval and applause in the art world that is out of the market loop, beyond the reach of
the gatekeepers and taste-makers, those who are involved directly in the
commercialization of art").

226. See Owen M. Fiss, State Activism and State Censorship, 100 YALE L.J. 2087 (1991)
(characterizing the Mapplethorpe exhibit as "a considerable achievement," presenting "an
aesthetic vision that is original and in many respects stunning").
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some possible "patch and repair" solutions to the bias problem and make
some relatively modest recommendations for change. The fact that nearly
all of the changes suggested here have already been implemented in one
or more of the peer review granting agencies studied in connection with
this Article suggests that most of them should not be unduly
burdensome.

A. Radical Alternatives to Peer Review
Peer review is but one of a wide variety of models for allocating

public funds to deserving applicants. For example, the agency staff could
screen all applications for an initial threshold showing of competence and
relevance and then conduct a lottery to determine which of the
meritorious proposals to fund. While this approach would be utterly free
of the favoritism, animus, tunnel vision, and conflict of interest that can
afflict the peer review process, it would not meet the programmatic goal
of awarding limited monies to the "best" projects.227 In contexts in which
society can place little confidence in the ability of human beings (even
with considerable expertise) to select the "best" from among a group of
otherwise acceptable alternatives, a lottery is an exceedingly efficient way
to make the choice.228 Alternatively, society can trust informed experts
objectively to pick the best proposals from among a pool of good
proposals in most scientific grants programs. Whether the public may
place the same confidence in the ability of experts to distinguish the best
art and music from among a host of acceptable proposals is more
debatable. At this juncture, however, Congress has elected not to fund
the arts through a lottery. Despite periodic controversies over public
funding of the arts, few would second-guess this decision.

Assuming that it is possible to choose the "best" proposals in an
objective way according to predetermined criteria, why should the entity
making that choice be a group of the applicants' professional peers? The
most frequently encountered alternative to peer review is the "strong
manager" model commonly used in awarding government contracts.
Rustrum Roy, a frequent and persistent critic of peer review, has
suggested a specific strong manager model for funding scientific research
under which the permanent agency staff would choose the winners
pursuant to a rather rigid formula. Roy begins with the proposition that
agencies should award grants to institutional departments, not individual
researchers, on the basis of the applicant's past productivity in the
relevant field. An academic department's productivity would be
measured by the number of papers published in agreed-upon journals,
the number of M.S. and Ph.D. degrees granted, the aggregate research

227. See CHuBN & HACKETT, supra note 4, at 198.
228. See 28 U.S.C. § 2112(a)(3) (1988) (random selection of court of appeals by judicial

panel on multi-district litigation); Thomas 0. McGarity, Multi-Party Forum Shopping for
Appellate Review of Administrative Action, 129 U. PA. L. REv. 302, 371-75 (1980).
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support from all mission-oriented agencies for the faculty and the total
support for research from industry.'

Roy's simple formula for determining the total sum to be granted to
a department or interdisciplinary laboratory is:

A x (number of publications) +
B x (weighted number of advanced degrees) +
C x (sum received for research from mission-oriented agencies) +
D x (sum received for research from private industry).

Each agency would adjust the weighting factors, A, B, C and D, so that
the sum of the money distributed to all institutions would be equal to the
total budget.23 ° The strong manager model thus institutionalizes the
"halo effect." The most heavily credentialed researchers would tend to
get funding, whether or not they could write persuasive proposals. An
agency could incorporate an element of peer review into the system by
allowing a panel of peers to evaluate the credentials and immediate past
performance of individuals in the applicant department.231

The strong manager alternative has several advantages over the
peer review model. First, it is less expensive. The resources devoted to
assembling peer review panels would instead be available for funding
research under the strong manager model. Prestigious and highly
productive professionals, who would otherwise spend time writing
proposals and engaging in peer review evaluations, could spend more
time on their own research and other creative endeavors. Especially in
programs in which a very large number of qualified applicants are
competing for a small number of grants, it seems wasteful to demand that
productive professionals spend large amounts of time writing and
evaluating proposals, no one of which has a high probability of success.
The strong manager model only requires a staff composed of competent,
but not necessarily prestigious, professionals who are capable of applying
the formula in a consistent manner.

Second, the strong manager model places past productivity ahead of
the applicant's ability to draft an attractive proposal. According to Roy,
"only the most sanguine advocate unfamiliar with the literature would
claim that there is any basis for expecting a correlation between a
scientist's ability to present an essay and the actual future production of
the 'best science.' "132 A National Academy of Sciences study of peer

229. Rustum Roy, Peer Reviewed Propductivity-Based Formula for Funding University
Research, 22 MINERVA 316 (1984), reprinted in TASK FORCE ON SCIENCE POLICY, HOUSE
COMMrTTEE ON SCIENCE AND TECHNOLOGY, RESEACH PROJECr SELECTION HEARINGS at 24.

230. Roy, supra note 172, at 322.
231. Roy, supra note 229, at 24,40.
232. Roy, supra note 172, at 318; see also Roy, supra note 229, at 48. The recent report of

the NSF Merit Review Task Force suggested that more attention be devoted to an
applicant's past track record. MERIT REVIEW REPORT supra note 59, at 15-16. The report
cited favorably the model of the Natural Sciences and Engineering Research Council of
Canada, in which proposals from established investigators focus more on the recent track
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review in NSF did not find a high correlation between grants awarded
and measures of previous scientific performance of the applicants, and
there was some indication that chance played a large role in grant awards
under the peer review model.2 3 To the extent that the track record of an
applicant institution is a more objective predictor of future performance,
the strong manager model may yield better results.

Third, the strong manager model eliminates the potential for
research conflict of interest that exists in the peer review model because
an applicant's competitors are not in a position to affect the outcomes of
the applicant's proposals. Moreover, until the agency has made a final
decision on whether to fund a project, the applicant's ideas need not be
disclosed to anyone other than the agency staff. The ideas are therefore
unavailable for appropriation by peer reviewers.

Fourth, the strong manager model can provide the continuity
necessary for a sustained and successful research program. Institutions
that produce high quality research on a continuous basis can be assured
of funding over the long haul.M Researchers in these institutions can
pursue "chance leads" that arise in their research without fear that they
will stray too far from the project that was funded.3

Fifth, the strong manager model is appropriate for granting agencies
with clearly defined missions that may vary from the policy preferences
of peer reviewers afflicted by tunnel vision.2 Roy notes that peer review
is not used widely by mission-oriented agencies like the Department of
Defense, NASA, the Bureau of Mines, or the Department of Energy. In
particular, he notes that the highly successful Office of Naval Research
and the Defense Advanced Research Projects Agency have never used
peer review and continues to use a strong manager system.37

The strong manager model thus institutionalizes the "halo effect."
The most heavily credentialed researchers would tend to get funding,
whether or not they could write persuasive proposals. There would be an

record, while new investigators follow a different proposal format that emphasizes the
potential for creative work.

233. Cole et al., supra note 72, at 885. The study concluded that approximately 25% of
panel decisions would be reversed by a different panel. "Since the reversal rate is about
25%, we may conclude that the fate of a particular grant application is roughly half
determined by the characteristics of the proposal and the principal investigator, and about
half by apparently random events which might be characterized as the 'luck of the
reviewer draw."' Id.; see also Alan H. Clark, Luck, Merit and Peer Review, 215 SCIENCE 11
(1982) (arguing that this fact does not justify eliminating the peer review model for
awarding grants).

234. According to Roy, "[a] great advantage of the [strong manager] system is that no
step-function changes up or down are possible, preserving the continuity essential in
long-term basic research." Roy, supra note 229, at 24.

235. Roy, supra note 172, at 319.
236. HousE COMMITTEE REPORT ON NSF PEER REVIEW, supra note 4, at 39 (testimony of

Rustrum Roy).
237. Roy, supra note 229, at 47. For a brief description of the granting system at the

Office of Naval Research in the 1970s, see HOUSE COMMrrrEE REPORT ON NSF PEER REVIEW
supra note 4, at 20.
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effective entitlement to funding until such time as the researcher
demonstrated that he could no longer perform good research.

Perhaps the greatest drawback of the strong manager alternative to
peer review is the potential for cronyism and even corruption at the staff
level. This problem, which is sometimes referred to as "staff abuse,"238

seems endemic in governmental programs in which a few relatively
unaccountable low-level governmental officials retain a great deal of
discretion. EPA's experience in the early 1980s and the experience of the
Department of Housing and Urban Development with discretionary
grants in the mid-1980s should give pause to anyone who would advocate
wholesale substitutions of agency staff for peer reviewers. 239

Because the strong manager model focuses heavily upon past
accomplishments, it also tends to dissuade newcomers. Roy would shield
against this tendency by allowing any institution that adds new faculty
members to receive one or more extra credits equal to the average
research support for the institutional faculty.2 ' However, this would not
allow an institution to achieve prominence by building from the ground
up, and it would impede attempts to shift funding out of moribund
departments. It would also tend to increase the disparity between the
"have" and "have not" institutions, because the best researchers tend to
locate at the most prestigious institutions.241

Moreover, the efficiency advantages of the strong manager model
can be overemphasized. While awarding a smaller number of multi-year
grants to a few departments would reduce the resources devoted to the
awards process at the front end, it might lead to more protective
procedures at the back end when the agency decided to "nonrenew" a
grant. Applicants might begin to view discretionary grants as
entitlements.

Finally, by placing heavy reliance upon publications, Roy's
formula-based version of the strong manager model would to some
extent simply shift the locus of peer review from the grants process to the
private sector journal peer review process where governmental privacy
and due process protections are not applicable and where there may be
even fewer protections against bias.242

In sum, the case for abandoning the peer review model for
awarding discretionary grants in the arts and sciences is far from
compelling. In the main, peer review seems to be functioning fairly
efficiently, and the occasional criticisms of the process in practice do not
appear to warrant wholesale rejection of the model. Because it can be
biased against mavericks, however, the peer review model can be
counterproductive in programs designed to explore fresh ideas and

238. HOUSE COMMrrEE REPORT ON NSF PEER REVIEW, supra note 4, at 25.
239. See generally, WELFELD, supra note 218.
240. Roy, supra note 11, at 79.
241. See CHuBiN & HACKETT, supra note 4, at 42.
242. See id. at 201.
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innovative approaches. Rather than shift completely to the strong
manager model, such programs might emulate NSF's recently adopted
"expedited awards" system in which each Program can set aside a small
percentage of its budget for grants of limited amount and duration to be
awarded by the staff without peer review. If the seed grants bear fruit,
the mavericks should have a better chance to prove the merits of their
ideas to peer reviewers in the next funding cycle.243

B. Openness and Accountability
Bias can flourish in closed peer review systems in which panel

meetings are conducted in private, mail reviews are unavailable for
rebuttal by rejected applicants, and the relevant economic and research
interests of the reviewers remain undisclosed. By its very nature, peer
review tends to be secretive and unaccountable to applicants and the
general public.24 4 On the theory that "sunlight is ... the best
disinfectant,"245 one relatively modest protection against bias in peer
review is to open the process up to greater scrutiny by affected applicants
and the public.246 The peer review systems in NIH, EPA and NSF have
generally moved in the direction of greater openness and accountability,
some agencies more rapidly than others. The evolution in the scientific
agencies toward greater openness has mirrored a general opening up of
the bureaucratic processes under the Freedom of Information Act
(FOIA),247 the Federal Advisory Committee Act (FACA),24 8 and the
Privacy Act,249 all three of which apply directly to various aspects of the
peer review process in the granting agencies.

243. In 1989, an NSF-appointed panel examined the recently implemented program
and concluded that it was an excellent vehicle for funding "untested and novel ideas,
ventures into emerging research areas, new expertise and approaches to 'old' topics, and
new multi-disciplinary work." Bjerklie, supra note 63.

244. Two longtime students of the peer review process observe that:
Peer review is an intensely private process that originates within a scientist's
mind, continues on paper as a bureaucratic procedure, and ends behind the
closed doors of a funding agency. The process is at nearly all points
inaccessible, opaque, and heavily infused with the values and interests of
stakeholders. Peer review leaves few clues in the public domain, and many
participants in the system insist on minimizing public access to information.

CHUBIN & HACKETr, supra note 4, at 50.
245. Louis D. BRANDEIS, OTHER PEOPLE'S MONEY 92 (1914) ("Sunlight is said to be the

best of disinfectants; electric light the most efficient policeman.").
246. The House subcommittee that studied peer review in NSF in 1976 recommended

that NSF attempt to achieve "[tlhe greatest degree of openness [in the] award-decision
making process consonant with effective proposal evaluation and reasonable efficiency."
HOUSE COMMIrEE REPORT ON NSF PEER REVIEw, supra note 4, at 5.

247. 5 U.S.C. § 552 (1988).
248. Id. app. § 2.
249. Id. § 552b.
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1. THE EXISTING LEGAL REGIME

The FOIA requires every federal agency to make available to any
person any record in the agency's possession upon request. This broad
requirement has several important exemptions. The exemptions most
relevant to peer review in granting agencies are exemptions (4), (5) and
(6). Exemption (4) includes "trade secrets and commercial or financial
information obtained from a person and privileged or confidential," and
exemption (5) covers "inter-agency or intra-agency memorandums or
letters which would not be available by law to a party other than an
agency in litigation with the agency." Exemption (6) applies to
"personnel and medical files and similar files the disclosure of which
would constitute a clearly unwarranted invasion of personal privacy.'

The FACA requires federal agencies that rely upon
recommendations of advisory committees to charter those committees. 251

The FACA defines the term "advisory committee" to include any
committees that are "utilized" by federal agencies "in the interest of
obtaining advice or recommendations." Peer review committees clearly
come within this definition. 52 Each advisory committee's charter must
set out the committee's objectives, duties, number and frequency of
meetings, and termination date. Insofar as the Government in the
Sunshine Act does not provide otherwise, 253 the agency must give public
notice of all advisory committee meetings, make them "open to the
public," and permit interested persons to attend and file statements.254

The Government in the Sunshine Act allows an agency to close meetings
or portions of meetings where an open meeting might result in disclosure
of, inter alia, trade secret and commercial or financial information that is
privileged or confidential, or information "of a personal nature where
disclosure would constitute a clearly unwarranted invasion of personal
privacy." 25 The agency must prepare minutes for advisory committee
meetings and make those minutes available to the public, subject to the
exemptions in the Freedom of Information Act.256 Transcripts of advisory
committee meetings must also be provided to the public, subject to the
same exemptions.257

250. Id. § 552(b)(4), (5), (6).
251. Id. App. § 9(c); see also GENERAL ACCOUNTING OFFICE, PEER REVIEW: COMPLIANCE

WITH THE PRIVACY ACT AND FEDERAL ADVISORY COMMITTEE ACT 4 (1991) (reporting that
most agencies studied in the report chartered peer review committees as advisory
committees under FACA).

252. See Memorandum Opinion for the General Counsel, National Endowment for the
Humanities, from Leon Ulman, Deputy Assistant Attorney General, Office of Legal
Counsel (Aug. 18, 1980) (mimeo, copy on file with author) [hereinafter Memorandum
Opinion].

253. 5 U.S.C. app. § 10(d) (1988).
254. Id. app. § 10(a)(1), (3).
255. Id. § 552b(c)(3), (4), (6).
256. Id. app. § 10(b), (c).
257. Id. app. § 11(a).
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The Privacy Act requires federal agencies to protect personal
information in agency files from unauthorized disclosure, to publish
descriptions of the existence and nature of the records containing
personal information, and to allow individuals to review and copy
information about themselves and to demand that the agency correct any
information that is not accurate, relevant, complete or timely.258 The
agency must either make the requested correction or inform the
individual of its reasons for failing to do so. An individual whose request
is denied may secure a review of that decision within 30 days.259

However, the Act only applies to "systems of records" from which the
agency retrieves records by the individual's name or other personal
identifier. This latter qualification has proven controversial and difficult
to interpret. The Privacy Act also contains several exemptions, one of
which is for "investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal civilian
employment ... [or] Federal contracts," but only "to the extent that the
disclosure of such material would reveal the identity of a source who
furnished information to the Government under an express promise that
the identity of the source would be held in confidence."260

2. OPEN MEETINGS
Most peer review granting agencies facilitate openness and

accountability by holding open committee meetings. Open meetings
allow outsiders to observe any overt bias in the decisionmaking process.
Even when meetings are legitimately closed to the public to protect
privacy interests or to preserve candor, each committee member has the
opportunity to observe the demeanor of the others and to challenge their
evaluations. A committee member who would play favorites or blackball
an applicant must be prepared to meet the honest inquiries of fellow
experts on the committee. Hence, bringing all of the reviewers together to
discuss their opinions can be a powerful shield against favoritism and
animus.261 All of the granting agencies studied in this article provide for
peer review panels, and some assemble more than one group of peers for
a single round of evaluations. 62

The principal disadvantage of panel meetings is the expense, in
terms of both the resources required to bring the experts together and the
valuable time of productive professionals consumed in travel and
meetings. Meetings are always less efficient than one-on-one

258. Id. § 552a(b), (d), (e).
259. Id. § 552a(d)(3). The agency may extend the review period another 30 days for

good cause.
260. Id. § 552a(k)(5).
261. HOUSE COMMrrTEE REPORT ON NSF PEER REvIEw, supra note 4, at 37-38.
262. NSF relies upon mail reviews without meetings for many of its programs, but the

staff always has the option to assemble the outside reviewers for a meeting to discuss all
of the proposals.

VOL 9:1



PEER REVIEW IN AWARDING FEDERAL GRANTS

communications. In addition, since upper level decisionmakers are
usually reluctant to reach results that differ greatly from a panel's
recommendations, meetings can reduce the discretion of these politically
accountable officials.263 Finally, meetings can facilitate old boyism and
the halo effect, and they will not necessarily limit any tendency of peer
reviewers to downgrade mavericks.

The effort nevertheless seems warranted in most cases. Where
expense is a genuine constraint, alternatives exist to facilitate peer review
meetings at a low overall cost. For example, it should be relatively
inexpensive in the context of NSF mail reviews to circulate written
reviews to each of the reviewers and conduct a single conference
telephone call to discuss and possibly amend the reviews. Such an
informal meeting could greatly enlighten the agency staffer who must
rank the proposals for upper level decisionmakers. It could also provide
valuable feedback to the reviewers, currently unavailable in the mail
review system, on how their peers evaluated the same proposals.

Assembling the reviewers for a meeting by telephone will usually
subject the process to the constraints of FACA. With several important
exceptions, meetings subject to FACA must be open to the public.
Although it may be difficult to open telephone conference calls to the
general public, it may be feasible to invite interested members of the
public to listen to the contents of the conversations either in person or on
tape. The extent to which the meetings should be open to the public and
minutes and transcripts be made available to applicants and the public
will be discussed below. The point here is that there is virtue in meetings,
whether or not their contents are open to applicants and/or the public.

C. Feedback and Rebuttal
The decision not to fund a grant application can have serious

consequences for an academic researcher's career. Younger scientists at
prestigious institutions have no hope of becoming tenured if they do not
have at least one NIH or NSF grant. Denying a grant to a more
established researcher can close his or her laboratory and effectively end
his or her career as a productive researcher.264 For some artists and
musicians, NEA grants are a principal source of livelihood. A rejected
applicant in any of these agencies understandably wants to know why the
funding agency took that potentially devastating action. If the applicant
discovers that a mistake was made in the evaluation, fairness demands
that he or she have an opportunity to correct the error and to rebut the
decision not to fund before the final funding decision is made.

One of the most powerful procedural protections against bias is the
requirement that the decisionmaker state his or her reasons for a

263. See HOUSE COMMITTEE REPORT ON NSF PEER REvIEw, supra note 4, at 38.
264. See William Booth, Biomedical Scientists Cite Funding "Crisis," WASH. POST, June 29,

1990, at A25 (reporting statements made at a National Academy of Sciences Forum on the
crisis in research funding); Kolata, supra note 17 (same).
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decision." s Just as judges in the legal system must provide reasons for
their exercise of judicial power, peer reviewers could be required to
provide a statement of reasons to rejected applicants. However, a reasons
requirement is not a an adequate panacea for bias. Any sophisticated
observer of the legal and administrative process knows that an agency's
statement of reasons can be a post hoc rationalization for a decision
reached upon improper grounds. Nevertheless, forcing the peer
reviewers to state their reasons for rejection can enhance the acceptability
of the decisions among the pool of rejected applicants, and these reasons
can help them improve future applications. 66 The legitimacy of the
process can be further enhanced by providing the rejected applicant with
an opportunity to bring to the agency's attention any factual errors
underlying its rationale and to rebut any biased conclusions. Although
an opportunity to rebut has the potential for delaying the grant process, it
can avoid the embarrassment that attends erroneous or biased decisions.

1. CURRENT AGENCY PRACTICE
The agencies studied here vary in the extent to which they offer

opportunities for feedback and rebuttal. NIH provides applicants with a
statement of reasons in the form of a pink copy of the evaluation of the
peer review committee. However, applicants cannot gain access to the
actual minutes or transcripts of the panel meetings or to any evaluations
written by individual panel members. Indeed, the pink sheets are
sanitized to a limited extent by the Program Directors who typically
return to the Scientific Review Administrators any which contain
derogatory statements or obvious factual errors. In the minds of some
rejected applicants, the pink sheets do not provide the real reasons for
poor reviews.

Ironically, because it is willing to share summary statements with
the applicants, NIH invites challenges based upon factual inaccuracies
that inevitably creep into these written reviews. An applicant justifiably
feels unfairly treated when the Institute's explanation contains factual
errors, even if the project probably would not have been funded in the
absence of the errors. NIH provides applicants with an opportunity to
cure any errors on the pink sheets prior to submission to the Advisory
Councils, but given the limited substantive role that the Advisory
Councils play, it is highly unlikely that rebuttals will affect the rankings
at that level.

In the past, the only option for a rejected NSF applicant was to
telephone the relevant Program Officer for an explanation. These

265. See, e.g., International Harvester Co. v. Ruckelshaus, 478 F.2d 615 (D.C. Cir. 1973);
Henry J. Friendly, Some Kind of Hearing, 123 U. PA. L. REv. 1267, 1292 (1975).
266. After conducting extensive hearings into the peer review at NSF in 1076, a House
subcommittee recommended that "[tihe Foundation should include in each letter
announcing a funding decision to an applicant either a statement of the methods and
rationale of the decision or a statement that such information will be provided on
request." HOUSE CoMMirEE REPORT ON NSF PEER REVIEW, supra note 4.
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sometimes impassioned encounters could take their toll on the morale of
the Program Officers, especially when they could not share the peer
reviewers' reports with the rejected applicants. NSF's recently
implemented policy of making redacted versions of all reviews, notes of
telephone conversations with reviewers, and summaries of the contents of
any panel meetings available to applicants after the agency's final
decision should help to alleviate this situation. NSF applicants will now
have access to six to eight individual reviews, as compared to the
comments of two panel members that are included in NIH "pink sheets."
Unlike NIH, however, NSF does not provide a rejected applicant with an
opportunity for rebuttal.

EPA's Privacy Act regulations appear on the surface to provide
substantial feedback to rejected applicants. In theory, applicants may see
all documents generated during the review of their grant applications,
including site visit reports, summary statements, and reviewers' written
comments, but only if these documents are still available at the time of the
request. Since the staff discards all written documentation after the
summary statement is complete, as a practical matter applicants cannot
secure verbatim copies of reviewers' written comments, and they can
never see their individual scores.267 As in NSF, rejected EPA applicants
have no opportunity for rebuttal.

NEA encourages rejected applicants to contact the program
specialists assigned to their project for explanations and suggestions for
future applications. A summary of the relevant panel's deliberations is
available to any applicant that requests one,268 but, unlike NIH pink
sheets, the agency does not routinely provide them. The agency does not
routinely share staff notes and minutes of panel meetings with applicants
or any other outsiders, and tapes of panel meetings are never made
available. Some Program Specialists are willing to describe in detail the
considerations that motivated the panelists; others only send out a form
letter containing the applicant's score. In the past, the portions of
Advisory Council meetings devoted to discussions of individual
applications were closed to the public, but the Council in May 1990
decided to open these sessions to public scrutiny.269 NEA applicants have
no opportunity to rebut panel conclusions, and a rejected applicant may
appeal a final decision only if an NEA official is willing to come to his or
her aid.

With the exception of NEA, all of the agencies studied here provide
formal opportunities for rejected applicants to appeal after the funding
cycle has run its course, and conflict of interest or bias on the part of a
peer reviewer is generally an appropriate ground for appeal.27 ° However,

267. Papetti Interview, supra note 112.
268. McLaughlin Comments, supra note 121.
269. INDEPENDENT COMMISSION REPORT, supra note 126.
270. ENVIRONMENTAL PROTECTION AGENCY, ASSISTANCE ADMINISTRATION MANUAL 35-1

(1984); National Foundation on the Arts and the Humanities, Federal Assistance;
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formal appeals are almost never taken for several reasons. First, the
appeal procedures are generally quite formal, requiring a substantial
investment of time and resources. Second, the burden of proving bias or
procedural impropriety is on the person taking the appeal. Third,
because the funds for the relevant competition have already been
expended by the time an appeal is concluded, it is not clear what the
successful appellant's remedy would be. Finally, the formal appeals
process is so time-consuming that it is usually less troublesome to refine
the rejected proposal and resubmit it during the next funding cycle.

2. THE EXISTING LEGAL REGIME

The FOIA and the FACA require granting agencies to provide some
feedback to rejected applicants as members of the general public. The
Privacy Act goes beyond FOIA and FACA to make particular information
about individuals available to those individuals even when that
information need not be disclosed to the general public. Thus, the
question as to whether feedback is appropriate has to some extent already
been decided by Congress, and the granting agencies are obliged to
follow the statutory directives.

The Privacy Act requires federal agencies that maintain a system of
records in which the records of individuals are identifiable to allow
individuals to review and copy information about themselves, and FOIA
similarly requires agencies to provide copies of agency documents to any
person. But neither statute requires that the agency generate any written
information that it would not otherwise prepare; nor do they require the
agency to maintain information in the applicants' files for any particular
length of time. Thus, for example, an applicant for an EPA grant is
theoretically entitled to see the written evaluations of individual
reviewers, but the evaluations are in the agency's file only for as long as it
takes the agency staffers to incorporate their substance into a "Summary
Statement." Thus, as a practical matter, the applicant does not have
access to the written reviews. Although this no doubt violates the spirit
of the Privacy Act, it is probably not unlawful.

The FACA gives applicants the right to observe peer review
committee meetings, and it further requires that all "records, reports,
transcripts,... working papers,.., studies,... or other documents which
were made available to or prepared for" advisory committees be available
for public inspection.27' But FACA also allows agencies to close advisory
committee meetings to the public when necessary to protect trade secrecy
and personal privacy, and the right to inspect documents is subject to the
exemptions in FOIA.

The public availability of committee working papers, including
initial peer reviews, under FOIA raises several complex legal issues, some

Reconsideration of Declined Applications, 61 Fed. Reg. 13118 (1983); NIH GUIDE, supra
note 53; NOTICE TO PRESIDENTS, supra note 100.

271. 5 U.S.C. app. § 10(b) (1988).
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of which have been answered in the seminal case of Washington Research
Project, Inc. v. Dept. of Health, Education and Welfare.272 In that case an
organization sought information on eleven projects that NIH had funded
through the National Institute of Mental Health to study the effects of
psychotropic drugs on the behavior of children with certain learning
disabilities. In particular, it sought the grant applications and
information collected pursuant to the peer reviews. At that time, NIH
only publicized a list of research grants it had most recently awarded,
including a general description of each project and its budget. The
agency claimed that all of the requested information came within
exemptions (4), (5) and (6) of FOIA.

The court of appeals first rejected the agency's argument that a
grant application was protected from disclosure by the trade secret
exemption (exemption (4)), noting that the exemption was "not
necessarily coextensive with the existence of competition in any form."273
Thus, despite the fact that the ideas contained in research grant proposals
were the researcher's "stock in trade," they were not protected, because
they were not commercial. The court concluded:

It is clear enough that a non-commercial scientist's research design is
not literally a trade secret or item of commercial information, for it
defies common sense to pretend that the scientist is engaged in trade
or commerce.

274

In a footnote, the court noted that NIH regulations at that time precluded
grant awards to for-profit institutions.275

However, the court held that the pink slips and site visit reports
(and presumably reviewer reports to peer review panels) were protected
by exemption (5), the exemption for internal agency documents.
Although a peer review panel was not itself a federal agency, it was
"performing staff functions through the medium of outside
consultancy." 276 Thus, while exemption (5) did not shield purely factual
material, it did allow an agency to refuse to disclose "materials reflecting
deliberative or policy-making processes. "277 Even purely factual matter
could be exempt if it was "inextricable without compromise of the
deliberative process."278 Similarly, the agency could withhold a summary
of factual information that was part of the deliberative process. Applying
these statutory principles, the court concluded that most of the material in
the site visits and pink sheets did not have to be disclosed. In particular,
the factual material in the pink sheets was sufficiently connected to the

272. 504 F.2d 238 (D.C. Cir. 1974), cert. denied, 421 U.S. 963 (1975).
273. 504 F.2d at 244.
274. Id.
275. Id. at 244 n.6.
276. Id. at 246.
277. Id. at 249 (quoting Environmental Protection Agency v. Mink, 410 U.S. 73, 89

(1973)).
278. 504 F.2d at 249.
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deliberative process so as to preclude disclosure of any information
contained therein.

FACA does not have a similar "internal deliberations" exemption,
because the whole purpose of FACA is to open up such deliberations to
the public. Thus the primary rationale for declining to make peer review
evaluations available to requesters under FOIA is unavailable to requests
under FACA to attend peer review committee meetings and to have
access to materials relied upon and discussed at those meetings. The
Washington Research Project court's resolution of the trade secrecy question
would seem to govern both FOIA and FACA requests, and thus preclude
that rationale for limiting public access to peer review documents.

However, recent developments may have undermined the
Washington Research Project holding that a scientist's research design is not
a trade secret. NIH has changed its policy of not funding private research
enterprises, and some academic scientists have become wealthy as a
result of research programs initially funded by NIH. In the booming area
of biotechnology, lucrative partnerships and consultantships are no
longer the exception to the general rule that academic scientists are
devoted, but poorly compensated, seekers of scientific truth. In short, it
no longer "defies common sense to pretend that the scientist is engaged in
trade or commerce." Yet even if the trade secrecy exemption may be
applicable to some grant applications in the area of biotechnology, the
Washington Research Project rationale would still seem to preclude using
the trade secrecy exemption to shield from public disclosure peer review
information about applications in other hard sciences, the social sciences
and the arts.

However, the FACA has an additional exemption covering an
advisory committee's consideration of matters for which meetings may be
closed under the Government in the Sunshine Act: information "of a
personal nature where disclosure would constitute a clearly unwarranted
invasion of personal privacy." This exemption is considerably broader
than FOIA's exemption for "personnel and medical files and similar files
the disclosure of which would constitute a clearly unwarranted invasion
of personal privacy." Arguably, peer review evaluations are "of a
personal nature" to both the reviewer and the applicant. A reviewer's
comments are personal in the sense that they do not reflect the ideas or
assessments of other persons. On the other hand, the agencies urge peer
reviewers to evaluate applications without regard to personal
considerations.279 Similarly, career-oriented information is generally
considered professional, rather than personal, from the perspective of the
applicant. If a reviewer's comments are of a personal nature, then the
agency could reasonably conclude that disclosing them to the public
would constitute an unwarranted invasion of personal privacy. On the

279. See Memorandum Opinion, supra note 252 ("[T]o invoke a Sunshine Act
exemption, a more specific justification must be found to exist than merely a generalized
need to protect candor in advisory committee deliberations.").
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other hand, it is not obvious how disclosing the comments of other
persons on the applicant's proposal constitutes a clearly unwarranted
invasion of the applicant's personal privacy.28 While the case for closing
peer review panel meetings to the public under the FACA is plausible, it
is not especially compelling.2"

Assuming that the granting agencies can shield most peer review
information from public view, the Privacy Act may still require the
agencies to share such information with the applicants themselves. This
statute requires agencies to allow individuals to review and copy
information about themselves in agency files. The Act lacks the trade
secrecy, internal agency deliberation and personal privacy exemptions,
but it contains at least one exemption that may be applicable to peer
review evaluations. Agencies may promulgate rules to exempt records
that constitute "investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for civilian
employment or federal contracts to the extent that the disclosure of such
material would reveal the identity of a source who furnished information
to the government under an express promise that the identity of the
source would be held in confidence." This exemption would appear to be
applicable to peer review documents concerning discretionary grant
applications if the word "contracts" includes discretionary grants.
Although the subject of great debate between the executive branch and
Congress, this question has not been resolved by a court. The American

280. A memorandum prepared by the General Counsel of the National Endowment for
the Arts found that resolution of the issue involved a balancing analysis:

The subjects to be discussed with respect to applications for financial
assistance could well include, for example, an applicant's abilities in his
field, his reputation among his colleagues, and his professional background
in performance. These topics would certainly appear to involve the type of
personal information in which an applicant has a privacy interest .... But
the fact that an applicant has a legitimate privacy interest in a closed
committee meeting does not end the inquiry. The agency must also
determine that the privacy interest is not de minimis and is not outweighed
by counterveiling interests in openness.

Memorandum Opinion, supra note 252.
281. The legislative history of the addition of the Sunshine Act exemptions to the

Federal Advisory Committee Act is not especially enlightening. The Conference
Committee Report speaks directly to the issue of peer review panels, but does not resolve
it:

The conferees ... are concerned about the possible effect of this amendment
upon the peer review and clinical trial preliminary data review systems of
the National Institutes of Health. The conferees thus wish to state as clearly
as possible that personal data, such as individual medical information, is
especially sensitive and should be given appropriate protection to prevent
clearly unwarranted invasions of individual privacy. While the conferees
are sympathetic to the concerns expressed by NIH... the conferees are
equally sympathetic to concerns expressed by citizen's groups that
important fiscal and health-related information not be unnecessarily
withheld from the public.

H.R. CoNF. REP. No. 1441, 94th Cong., 2d Sess. 26 (1976).
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Law Division of the Congressional Research Service has concluded that
the word "contract" in the exemption does not include discretionary
grants,282 but the General Counsel of NSF has concluded that it does.2 3

NSF takes the position that federal grants and awards are a subset of
the broader category of federal contracts, and it argues that in the context
of research grants the terms are interchangeable.284 CRS argues that
contracts and grants are distinct entities. Contracts are limited to civilian
and military personnel employment and traditional procurement
contexts, whereas grants involve less supervised dispersals of
government largess without a well-defined quid pro quo.28

5 The statute is
at best ambiguous, and each side of the debate can cite ample legislative
history to support its view. Given the Privacy Act's broad goal of making
government records available to the individuals about which those
records pertain, the CRS may have the better of the argument. However,
disclosure of the identities of peer reviewers may greatly reduce their• 286

candor and thereby undermine the peer review process. Congress
should therefore amend the Privacy Act to provide that discretionary
grants subject to peer review are "contracts" within the meaning of the
contracts exemption to the disclosure requirements of the Act.

3. ADDITIONAL FEEDBACK

Granting agencies that rely upon the peer review model should go
beyond the minimum requirements of FACA and the Privacy Act to
adopt NIH's practice of preparing detailed one-page summary statements
of panel evaluations on a routine basis, whether or not an applicant
requests this information. Although this requires some additional staff
time, it should not be excessively burdensome. Agency staff no doubt
assemble some documentation of panel deliberations in any event.
Reducing those notes to a one page explanation should not add greatly to
the staff time already devoted to the process. In addition, granting
agencies should make any written evaluations prepared by the peer
reviewers and minutes of any peer review panel meetings available to
applicants who request them.

Although not explicitly required by the Privacy Act, agencies could
record and prepare transcripts of advisory committee meetings and make
redacted versions of them available to applicants. However, many
granting agencies administer dozens of peer review committees, and are
hard-pressed merely to prepare minutes of panel meetings. A
requirement that meetings be recorded and transcripts prepared would

282. Memorandum to House Government Operations Subcommittee on Information,
Justice and Agriculture from American Law Division, Congressional Research Service
(Jan. 4, 1990).

283. Memorandum to Erich Bloch, Director from Lawrence Rudloph (undated).
284. Id.
285. Id.
286. See infra text accompanying notes 295-302.
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probably discourage candor to some extent and would definitely add
greatly to the expense of the peer review process. On the other hand,
some agencies, like NEA, for reasons of their own, routinely record peer
review meetings. To the extent that an agency prepares transcripts, they
should make them available to applicants with information revealing
identities of particular speakers suitably redacted. However, the tape
recordings themselves should not be made available to applicants,
because they would no doubt allow an applicant to attribute particular
comments to particular individuals.287 Rather, the recordings should be
transcribed.

4. A MORE EFFECTIVE OPPORTUNITY TO REBUT
The Privacy Act gives persons about whom an agency keeps records

the right to demand corrections of records that are inaccurate, irrelevant,
incomplete or untimely. Depending upon the timing of the attempted
correction, this provision could provide an avenue for applicants to
submit rebuttals to inaccurate statements in the documents that the
agency makes available as feedback.2 88 Yet, agency practice with respect
to providing rebuttal opportunities varies widely. Of the agencies
studied here, only NIH provides an opportunity for the applicant to rebut
any errors manifested in the evaluations prior to the final funding
decision, and even that process is not especially effective. The Privacy
Act requirements apply only to records that the agency retains long
enough to be available to a requesting applicant. Documents that the
agency discards at the end of peer review committee meetings are
generally not available for rebuttal. For example, EPA's Privacy Act
regulations give applicants an opportunity to submit corrections to
documents contained in their files, but the staff removes the most
important documents before the applicant can gain practical access to
them.

The granting agencies should follow NIH's practice of making
summary statements ("pink sheets" in NIH parlance) available to
applicants sufficiently in advance of a final decision to allow correction of
inaccuracies by the applicants and to have those corrections considered
by the agency staff.2 89 In addition, the agencies should retain any written
evaluations of peer reviewers, minutes of committee meetings and any
transcripts of committee meetings in the applicants' files for a sufficient
length of time (normally less than one month) for the applicant to obtain
copies and rebut information contained therein. While this may increase
the number of document requests and attempted rebuttals from the
current minimal level, it should not bog down the process, because the

287. See infra text accompanying notes 295-302.
288. According to Rustrum Roy, the Dutch government allows rebuttal prior to

funding. Roy, supra note 172, at 327.
289. See CHunN & HAcKEr, supra note 4, at 203-04 ("Principal investigators .. . should

be allowed to write a rejoinder to their reviews before the award ....").
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agency need consider only factual rebuttals (not disputes about the merits
of the evaluations).290 Finally, the existing NIH process could be
improved by allowing applicants to submit written rebuttals to the peer
reviewers themselves, rather than to a reviewing entity (like the NIH
Advisory Councils) that usually approves the peer reviewers'
recommendations on a pro forma basis. Like motions for rehearing in
court, the rebuttals could be circulated to members of the study sections
by mail. This would provide a realistic opportunity to affect the
decisionmaking outcome without consuming too much reviewer time.29

A second meeting of the reviewers would not be required, except in cases
in which the reviewers believe that a serious error has been made that
would affect the outcome of the process. Any additional meeting could
be accomplished by conference telephone call.

5. ACHIEVING CONSISTENCY THROUGH RULEMAKING
To a large extent, the wide variation among the granting agencies

with respect to feedback and rebuttal stems from the failure of the
granting agencies to articulate substantive criteria and guidelines for

290. NSF took the position in response to the Kalb petition that an opportunity for
rebuttal would be too burdensome. But it should be no more burdensome than the
process that has already been effectively implemented at NIH. One former NSF program
officer suggested that comparing NIH to NSF is inappropriate, because individual
program officers in NSF have much higher workloads than their equivalents in NIH.
Redfield Interview, supra note 65. While it is true that NSF program officers are
overworked, sometimes handling as many as 200 actions per year, they are generally
available for questions and requests for status reports from applicants and potential
applicants. The additional burden of the few rejected applicants that are likely to take
advantage of the rebuttal opportunity should not be excessive. If the additional burden is
too great, the answer may lie in reducing the workload on the program officers, rather
than running a system that is perceived to be unfair. The NIH experience suggests that
rebuttals are extremely rare and therefore do not consume many staff resources. Indeed,
NSF's implementation of a formal reconsideration process in response to the Kalb petition
did not generate the predicted "wave of reconsideration requests." Memorandum to
Members of the National Science Board from Walter E. Massey, Director, re: Annual
Report on the NSF Proposal Review System (Apr. 24, 1991) Attachment I, at 3; see also
Memorandum to Members of the National Science Board from Walter E. Massey, Director,
re: FY 1991 Annual Report on the NSF Proposal Review System (Mar 1992) Attachment I,
at 2.

291. A recent book on peer review by Chubin and Hackett suggests that NSF
implement a less adversarial "dialogue" model:

Principal investigators and authors should be allowed to write a rejoinder to
their reviews before the award or publication decision .... We hope peer
review can become a dialogue, a collective decision with somewhat less of
the adversarial tone it now has.

CHUBIN & HAcKEbr, supra note 4, at 203.
292. Since the conference call meeting would be a meeting of an Advisory Committee,

it would have to be announced in advance. Since it would be considering an individual
application, however, the meeting could be closed to the applicant and the public. Thus,
the meeting could be accomplished by a conference call in which only members of the
peer review committee would be invited to attend.



PEER REVIEW IN A WARDING FEDERAL GRANTS

implementing their FOIA, FACA, and Privacy Act obligations. In some
agencies (e.g., NEA), the agency's practice varies from program to
program depending upon the particular Director's attitudes about the
value of sharing information concerning the content of panel meetings
with rejected applicants. Such wide variations across programs within a
single agency on issues as basic as the agency's Privacy Act obligations
are difficult to justify. On the other hand, agencies need not confine the
information that they make available to rejected applicants to the bare
minimum required by the Privacy Act.

The granting agencies should determine in advance and in some
detail the kinds of information that they will normally make available to
rejected applicants and to the public, and they should adhere to those
determinations in all of the agency's programs in the absence of
compelling reasons for departing from them. The best vehicle for crafting
agency policy on information disclosure is an informal rulemaking
proceeding. The agency could publish a proposed rule containing a
detailed description of the information that will normally be available to
applicants and to the public and specifying procedural vehicles for
obtaining that information. An agency could by rule make some
information (e.g., scores, anonymous evaluations or staff summaries of
peer evaluations) available automatically in its letter notifying applicants
of the outcome; other information might be made available only upon
receipt of a specific request and only to someone authorized to receive it.
The agency could even create an appeals process under which an
applicant or member of the public could demand more information upon
a showing of good cause.

D. Anonymity

1. APPLICANT ANONYMITY
An obvious first-level shield against favoritism and animus would

be a requirement that agencies not reveal to reviewers the applicant's
name and institutional home.2 9 3 Like "blind grading," applicant
anonymity would make it difficult to reward friends or damage enemies.
It would also eliminate the "halo effect" that results in unmeritorious
applications receiving funds on the basis of the reputation of the principal
investigator. Finally, blind evaluations could increase the chances for
funding of meritorious applications from mavericks.

The granting agencies in NIH, NSF and EPA do not attempt to
shield the identities of applicants from reviewers. Agency staffers
interviewed for this article were generally opposed to the idea, arguing

293. The following analysis addresses only the extent to which government-retained
peer reviewers should be aware of the identity of applicants. It does not address the
broader question whether the identities of applicants should be made available to the
general public, a question that invokes the interplay between the Privacy Act and FOIA.
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that the applicant's experience or "track record" was an important aspect
of the evaluation. In addition, reviewers who are aware of the identities
of applicants can uncover plagiarism or stolen ideas on the part of
applicants. 294 In programs that manage a small number of very large
grants, applicant anonymity is impractical, and it is, of course, impossible
to do an anonymous site visit.

Although the arguments against applicant anonymity are generally
persuasive, there may be contexts in which an applicant's past track
record is less important than his or her immediate potential and for which
practical considerations do not preclude anonymity. For example, peer
review panels for some NEA music programs typically rely upon tapes of
applicants' performances in which the identities of the performers are not
revealed until after all of the tapes have been evaluated and compared.
Because it enhances objectivity and contributes to the fairness of the
grants process, agencies should attempt to identify stages in the
deliberative process for which applicant anonymity is feasible and take
steps to achieve blind grading where it is appropriate.

2. REVIEWER ANONYMITY
Many observers of the peer review process have suggested that the

identity of peer reviewers should be a matter of public record. Otherwise,
biased reviewers can hide behind the cloak of anonymity and thereby
avoid accountability to applicants and the general public for their
evaluations. Opponents of reviewer anonymity argue that reviewers who
make career-shaping decisions about the scientific quality or artistic
excellence of grant proposals should be willing to defend their
evaluations forthrightly to those whose lives their judgments directly
affect. 29

1 Others argue that shielding the identity of peer reviewers
promotes hypocrisy in professional relationships. 96

294. On two or three occasions instances of plagiarism have been detected in this way
in the Biotic 'Systems and Resources Program. These cases were referred to NSF's
Inspector General. Telephone interview with Mr. Victor Westbrook, Grants Officer for
Biological, Behavioral and Social Sciences, NSF (Nov. 2, 1990)

295. Opponents of reviewer anonymity at the 1976 House subcommittee hearings on
peer review at NSF relied upon the following somewhat defensive arguments:

(1) Reviewers can be relied upon to be candid and straightforward in their
evaluation of a proposal, regardless of whether the system is open or
closed. Reviewers who are not willing to defend their positions in an
open system ought not to be reviewing Federal grant proposals in any
case.

(2) Openness would result in more responsible and objective reviews.
Superficial or personality-based comments would diminish, and the
result would be a more focused and effective evaluation.

(3) Qualified scientists will continue to participate in the interest of
furthering the best quality science.

(4) Confidentiality makes the system unnecessarily difficult to defend from
charges of internal bias, old-boy network practices, favoritism, or other
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None of the agencies studied in this article reveal to applicants the
identities of professionals who conduct detailed reviews of individual
proposals. NIH does make available to applicants and the public the
names of all of the members of its panels but it does not reveal the
identities of primary and secondary panel reviewers. Similarly, the
identities of EPA panelists are available to applicants who go to the
trouble of attending panel meetings. 97 As a practical matter, it would be
difficult in any event to shield the identities of panel members from
applicants, because "it is impossible to keep secret the names of members
of a standing committee who travel to Washington several times
annually."298 But neither agency reveals to applicants the names of the
panelists who individually reviewed their proposals.

Most reviewers strongly support reviewer anonymity.299

Abandoning reviewer anonymity would almost certainly affect the
candor of the evaluations.3 0 In a world in which the roles of applicant
and reviewer are frequently reversed, a non-anonymous reviewer may
not be as truthful in negatively evaluating a project. Even if all reviewers
could somehow be absolutely shielded from retaliation, few members of a
professional community are anxious to incur the hostility of a colleague
by making sharply critical evaluations, even when warranted. As with
non-anonymous faculty evaluations of students in job or professional
school applications, the reader of the non-anonymous peer review would
have to keep a keen eye open for the slightest indication that the writer
was subtly damning the subject with faint praise. It is simple human
nature not to speak candidly when the subject of the conversation is in the
same room.30

1

criticisms. That is, an open system can better demonstrate its
impartiality and effectiveness.

(5) An open system would increase the workload of program officers in
some ways and reduce it in others. In any event, staffing levels can be
adjusted to the new workload.

(6) Openness means change and change may cause some problems initially;
but, in the long run, the system will recalibrate and stronger reviews
will result. The new system will stand public scrutiny, and science will
achieve a higher level of credibility.

HOUSE COMMIrEE REPORT ON NSF PEER REvIEw, supra note 4, at 44-45; see also CHUBIN &
HAcKETT, supra note 4, at 205.

296. See Chubin, supra note 213, at 75.
297. NSF also makes its lists of potential reviewers available to the public. These lists

are generally so long that it is impossible to guess the identities of individual reviewers.
HOUSE COMMIrTEE REPORT ON NSF PEER REvIEw, supra note 4, at 46.

298. Id. at 46.
299. Only 27% of the respondents in a survey of NCI applicants preferred eliminating

reviewer anonymity, while 61% opposed it and 12% were undecided. CHUBIN & HACKETT,
supra note 4, at 78.

300. See, e.g., Voelker v. Federal Bureau of Investigation, 638 F. Supp. 571 (E.D. Mo.
1986) (stressing the need for confidentiality in outside evaluations for purposes of
government employment); Mervin v. Bonfanti, 410 F.Supp. 1205 (D.D.C. 1976) (same).

301. HOUSE COMMrTEE REPORT ON NSF PEER REvIEw, supra note 4, at 45-46.
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As we have seen, the FOIA does not require agencies to reveal the
identities of reviewers, because they are protected by the internal
deliberations exemption to that Act's disclosure requirement. Reviewer
anonymity is more difficult to protect under the FACA, because the
identities of panel members must be revealed when the committees are
chartered and when they meet in open session. However, the identities of
the applications that a particular panel considers need not be publicized if
the committee is free to go into "executive session" to consider individual
applications. Although peer review committees in all of the agencies
studied here do in fact go into executive session to consider individual
applications, this is only permissible if an open meeting would otherwise
reveal information "of a personal nature where disclosure would
constitute a clearly unwarranted invasion of personal privacy," a topic
discussed above. Similarly, whether the Privacy Act allows agencies to
shield the identities of reviewers from applicants (as opposed to the
general public) depends upon whether the document revealing that
information constitutes "investigatory material compiled solely for the
purpose of determining suitability, eligibility, or qualifications
for ... federal contracts . . . " an exemption that was discussed above.

The question of reviewer anonymity under the Privacy Act is utterly
unresolved. One side of the debate argues that the contracts exemption
from disclosure is equally applicable to grants; the other side argues that
grants and contracts are clearly distinguishable. The best way to resolve
this impasse is for Congress to amend the act to provide applicant access
to all staff-prepared summaries, initial written reviews by peer reviewers,
and minutes of peer review committee meetings, but not to the identities
of the reviewers.

If reviewer anonymity is a desirable goal, then it should be
preserved in fact as well as in principle. In practice, however, some of the
programs studied here have suffered serious breaches of confidentiality.
One high-level NIH official complained that NIH lacks effective sanctions
to back up the proscription against revealing the contents of peer review
reports and meetings. The offender can, at most, be removed from the
committee and barred from future committees.30 2 Since committee
membership is hard work, however, this is not necessarily a great
penalty, even though committee membership does lend an element of
prestige.

Granting agencies should explore stronger sanctions. One NEA
official suggested that agencies should send panelists a strongly worded
letter informing them of their Privacy Act obligations and of the penalties
that may flow from breaches of confidence. An NIH staffer suggested
that granting agencies be empowered to administer fines for breaches of

302. This sanction was invoked on one occasion in NIH when a reviewer overheard
another reviewer calling applicants and telling them their priority scores on a pay phone.
Telephone interview with Dr. Thor Fjellstedt, Deputy Director, Division of Extramural
Research and Training, National Institute for Environmental Health Services, NIH (Aug.
9, 1991).
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confidentiality. Since granting agencies are not usually regulatory
agencies and do not typically have the authority to invoke civil or
criminal penalties, this solution might require statutory amendment. It
would also require a procedure within the agency for finding facts and
administering the fines. Still another strong sanction that is probably
available under current law is to bar offending reviewers from receiving a
grant from the granting agency for a period of time, depending on the
seriousness of the breach. However, because this penalty may be
perceived as too harsh agency staff may be reluctant to invoke it. Since
no sanction seems clearly preferable to the others, agencies should
determine the proper punishment for breaches of confidentiality on a
case-by-case basis.

E. Composition of Review Committees
Another way to reduce bias in peer review is to regulate who may

review particular applications. This largely prophylactic approach is
aimed at preventing bias from infecting the process in the first place,
rather than revealing bias as it arises. In addition, it can help alleviate
fears that too much decisionmaking power has been delegated from
publicly accountable agency officials to unaccountable peer reviewers.
Several suggestions for adjusting the composition of peer review panels
to reduce bias are examined below.

1. LIMITED NONRENEWABLE TERMS
One way to prevent "old boy networks" from forming is to provide

that each member may only serve for a limited nonrenewable term. For
example, an NEA panelist can only be re-appointed for a maximum of
three consecutive one-year terms. Forced turnover can help ensure that
the committees do not become dominated by particular individuals with
the same narrow viewpoints. However, it does not guarantee that the
committees will not be dominated by persons wedded to a particular
paradigm. In most agencies the staff is responsible for selecting
committee members.3 °3 If the staff "stacks the deck" with persons who
know each other and share similar ideas about the relevant issues, the
effect on the outcome of the granting process will be fairly predictable. So
long as there are plenty of persons with the same viewpoint available
among prospective panelists, rapid turnover is not a solution to staff bias.

303. One exception is EPA, where the staff chooses the chairman of the peer review
committee, and the chairman chooses the remaining members. The problem is roughly
the same if the staff can choose chairmen who will predictably choose adherents of a
particular point of view.
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2. RANDOM SELECTION FROM A QUALIFIED REVIEWER
POOL

The potential for "stacking the deck" could be reduced by requiring
the staff to assemble a long list of qualified potential reviewers and
selecting actual reviewers for particular proposals or groups of proposals
through a random selection process. Although this might give potential
applicants a greater degree of comfort that the process is functioning
fairly, it would reduce "old boyism" only to the extent that the original
pool was not limited to prominent old boys. Random selection of
reviewers would prevent the staff from choosing the most knowledgeable
reviewers to evaluate particular applications, and the process would
present the additional burden of assembling and running a fair random
selection process. °4

3. YOUNGSTER PARTICIPATION

Another solution to the "old boy network" problem and to any
systematic reluctance of established peer reviewers to fund "youngsters"
is to provide that a certain percentage of the membership of any peer
review panel must consist of relatively new researchers. In highly
competitive programs with chronic funding shortages, the conservative
bias of peer review operates to discriminate against less experienced
researchers attempting to break into the field. Over time, discouraged
youngsters will either shift to other research fields or leave research
altogether. In addition to spicing up committees with persons reflecting
fresh viewpoints, increasing youngster participation would give younger
applicants an opportunity to see the system at work from the inside and
perhaps enhance their own chances of securing grants in future
competitions.

4. LAYPERSON PARTICIPATION
Some observers have suggested that the definition of "peer" should

be broadened to include professionals from neighboring fields and even
laypersons with no special knowledge about the subject matter.3 °" The
tendency of granting agencies to choose peers from a very narrow pool
limits the number of available reviewers and consequently concentrates
the workload on the shoulders of a relatively small number of experts. In
addition, it exacerbates the tunnel vision problem and facilitates the
formation of old-boy networks. It also provides the potential for research
and even financial conflict of interest, because a narrowly drawn pool of

304. HousE CoMM~rEE REPORT ON NSF PEER REvIEw, supra note 4, at 36.
305. According to one prominent scientist, "[t]he scientific merit of a field can be

judged better from the vantage point of the scientific fields in which it is embedded than
from the point of view of the field itself." Alvin M. Weinberg, Criteria for Scientific Choice,
1 MINERVA 159-71 (1963), at 164-65 (quoting Dr. John Von Neumann); see also Roy, supra
note 229, at 24; Donald Martin Reynolds, Fund Art for the Community's Sake, NEWSDAY,
Nov. 6, 1990, at 45.
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peers will invariably include some potential competitors of most of the
applicants. A requirement that laypersons and professionals from related
fields serve on panels should hinder any staff efforts to "stack the deck"
with adherents to particular scientific or artistic points of view, because
their attitudes would be less easily ascertainable in advance. 3 6 In
addition, lay participants could occasionally lend a perspective that
enhances the quality of the scientific review. Finally, in very specialized
fields, limiting panels to recognized professionals risks rendering the
process unaccountable to the public that ultimately provides the funds.
Built on the premise that funding decisions are too important to be left
entirely to the scientists and artists in the field in which the research is
funded," 7 an institutional vehicle for incorporating lay members may be a
necessary quid pro quo for continued funding of science and the arts on a
large scale by government.3 8 In fact, Congress thought so highly of the
concept of lay participation on peer review panels that it wrote into the
1990 amendments to NEA's statute a requirement that each NEA peer
review panel "include representation of lay individuals who are
knowledgeable about the arts but who are not engaged in the arts as a
profession and are not members of either artists' organizations or arts
organizations."'

Other than the inconvenience to the laypersons, the primary
objection to lay participation on peer review committees is the fear that
they will lack sufficient expertise to evaluate proposals properly. A lay
person without training in the relevant field, it is argued, cannot possibly
understand the strengths and weaknesses of any given application, much
less measure one against the other.310 However, there are several

306. This observation is more accurate in the sciences than in the arts. Sometimes lay
persons have fairly well-defined views about artistic issues that are easily ascertained in
advance. For example, it would be fairly easy for a staff concerned about outside criticism
and congressional pressure to reduce the probability of funding erotic art by appointing a
lay person to the relevant panel whose views on erotic art were well known. Lay persons
generally have less well-defined ideas about highly esoteric scientific issues.

307. Professor Karen Mulcahy testified to the Independent Commission on the
National Endowment for the Arts that:

It's like saying war is too important a public policy to leave to the generals.
To say public culture should be decided on by artists is like saying Pentagon
policy should be turned over to defense contractors.

Paracini, supra note 186.
308. Former NEA Chairman, John Frohnmayer consistently advocated lay

representation on NEA peer panels, but by "lay" he apparently meant persons highly
educated in the arts who did not obtain their livelihood from their art. See Barbara
Gamarekian, Arts Nominee Speaks Out Against Helms Amendment, N.Y. TIMES, Sept. 23, 1989,
at sec. 1, p. 9.

309. 20 U.S.C. § 959(c)(2) (1988 & Supp. 1992).
310. At least two NIH staffers interviewed for this project argued that there should be

no public members on peer review committees, arguing that lay participants hinder the
quality of the scientific debate. Some professionals in the arts similarly maintain that
"knowledge, experience, talent, and interest make the opinions of experts more valuable
than those of the layperson. When speaking of art, "the silly cliche ... but I know what I
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persuasive responses to this objection. First, it is incumbent upon
applicants for public support to write proposals clearly enough that
educated lay persons can understand them. Second, with the help of the
other panelists, an intelligent and interested lay person should become
sufficiently educated about the critical issues that are on the cutting edge
of a field of research. Third, it is not critical that the layperson
understand all of the intricacies and nuances in order to gain a sense for
the integrity with which the other panelists are applying the broad
criteria to individual proposals, and this may be a sufficient role for a
layperson in highly technical fields. Fourth, lay representatives are
currently being successfully used in many highly technical regulatory
agency advisory committees, such as FDA drug review panels and EPA
science advisory committees, despite their lack of relevant expertise.
Perhaps the most important lesson of NEA's public policy fiascoes of the
early 1990s is that public support can quickly vanish when funding
decisions devolve to a small group of people who define a field of
scientific or artistic endeavor, articulate the criteria for evaluating
performance in that field, and deem themselves the exclusive arbiters of
excellence.31'

5. SIZE OF COMMITTEES
To shield against animus and against the sort of research conflict of

interest in which a panel member attempts to downgrade proposals of
competitors, committee sizes should be expanded. The more that a
panelist's "blackball" vote is diluted by other votes that are purely on the
merits, the less effect that vote will have on the overall rankings. Thus,
committees in NIH with more than twenty-five members and committees
in EPA with up to 60 members experience very little blackballing.
Indeed, short of a conspiracy, blackballing is virtually impossible in such
large committees.

However, large committees are very expensive to assemble and
maintain. Travel costs alone can be quite substantial for a large

like,' is an unacceptable excuse for prejudice and ignorance." Bveb Salzer, Politiions Need
Maturity, Tolerance and Strength in Nurturing Art, LA TIMES, July 24, 1988, at B2.

311. Refering to complaints about the provision in the 1990 amendments that required
lay participation on NEA peer review panels, an editorial in the Chicago Tribune asked:

Could it be that the arts community is upset because it senses that it has lost
the franchise on "aesthetic authority"? For 25 years, the NEA's "peer-
review" system allowed the arts community to impose an increasingly
ingrown notion of "aesthetic authority." Not incidentally, it also has been
able to divvy up the government kitty among its favorites, often in disregard
of elementary principles of conflict of interest, public taste and, some cynics
would say, artistic merit.

Editorial, CHICAGO TRIBUNE, Dec. 4, 1990, at 22; see also Margaret Spillane, The Culture of
Narcissism: Performance Artist Karen Finley and the National Endowment for the Arts, 251
NATION 737 (1990) (complaining that the artists' "specialized class-bound notion of Those
Who Know What Art Is-and those who get to make and judge that art-persistently
undermines confidence in the popular creative spirit").
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committee, especially if it is required to meet as many as three times per
year. Large committees can also be difficult to manage, and they are
generally less efficient. Unless personal animus on the part of panel
members is a particularly pressing issue (e.g., a field dominated by two
warring camps), the added expense of expanding the size of the
committee may not be justified. However, in highly competitive
programs in which the agency awards only a few very large grants the
additional expense of assembling large committees may be warranted.

6. NUMBER OF COMMITTEES
Another way to shield the peer review process from animus and

favoritism is to conduct a multi-tier review in which more than a single
committee has responsibility for evaluating each proposal. Many peer
review granting agencies have a high-level advisory committee made up
of prominent people who look over the results of the original peer review
committees and have the power to change the results (or recommend that
the agency change the results). The Advisory Councils at NIH and the
National Advisory Council on the Arts are two examples. However, this
second tier review is usually quite superficial and rarely delves into the
merits of individual proposals. Although they have many important
functions, high-level review panels do not have the capacity to ferret out
and eliminate bias.

The multi-tier process in NSF's Science and Technology Research
Centers Program offers a good model for programs that make a few large
grants. In that process, the agency initially distributes a proposal to
outside mail reviewers and then to a six-member peer review committee
for the purpose of culling the applications down to a manageable group
of thirty applications. It then assembles additional experts into site visit
teams that visit the thirty sites and report back to still another "external
peer review committee" that examines all of the information available on
the thirty institutions in two separate groups. After each group
reevaluates the results of the other group, the full external peer review
committee identifies the fifteen or so applications that it recommends for
funding. While this extremely thorough system effectively shields the
decisionmaking process from animus and favoritism, it is exceedingly
resource-intensive, and it would not generally be justified for programs
that award a large number of small grants. The very last step, however, is
relatively inexpensive, and might be useful even for very large programs.
The prospect of having a second subcommittee examine the results of the
first subcommittee's evaluations should caution panelists against
attempting to blackball proposals.
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F. Conflict of Interest

1. FINANCIAL CONFLICT OF INTEREST
The granting agencies are by and large sensitive to the problem of

financial conflict of interest, and they generally prohibit a reviewer from
participating in the evaluation of his or her own proposal or a proposal
from his or her own institution.312 NIH and NSF regulations allow a
person to sit on a panel that reviews an application from that person's
own institution, 3 but require that person to be absent from the
discussions of the institution's application. A virtually identical provision
in NEA's regulations received strong criticism on the ground that the
financial conflict still existed even though the affected panelist was
absent.314 As with NEA, there should be a sufficient number of qualified
reviewers available to evaluate a scientific panel's applications without
drawing on persons from institutions with applications pending before
that panel.31 Agencies should generally refuse to allow a reviewer to sit
on a panel that will review an application from the potential reviewer's
own institution. Even if the financial conflict of interest is severely
attenuated, the potential for favoritism is high enough to warrant the
additional effort of securing the services of an unaffiliated reviewer.

2. RESEARCH CONFLICT OF INTEREST
The agencies have generally failed to pay sufficient attention to the

problem of research conflict of interest. The conflict of interest
regulations of only one of the agencies studied in this article addressed
the possibility that a reviewer would use his or her position to decrease
the probability of success of applications from competing scientists.316

Only one agency dealt with the possibility that reviewers might use

312. The prototype recusal requirements are those of NIH, which exclude from study
sections applicants, family of applicants and their co-workers both at their institutions and
at other institutions. In addition, a panelist must leave the meeting when the panel is
considering an application from his or her own organization or an organization with
which he is negotiating for future employment.

313. Since NSF reviewers meet as panels much less frequently than NIH reviewers,
this issue does not arise in NSF as often as it does in NIH. The problem does arise,
however, in the Science and Technology Centers Program and is dealt with by dividing
the large panel of thirty or so panelists into two groups and ensuring that no panelist sit in
the group that performs the first review of the applications from that panelist's institution.

314. See supra text accompanying notes 197-203.
315. This may require that some attention be paid to the definition of "same

institution." For example, if the University of California, Penn State University, or the
State Universities of New York could conceivably be viewed as a single institution this
recommendation could be troublesome. A better starting point for a definition of
"institution" would be a single campus of a single university.

316. NIH's conflict of interest regulations suggest that a reviewer "should not
participate in the review of an application from a scientist with whom the reviewer has
had long-standing differences which could reasonably be viewed as affecting objectivity."
NIH MANUAL 4510, supra note 24, at 7.
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information gleaned from the peer review process to their own financial
or research advantage. Some agency officials opined that, like plagiarism,
research conflict of interest would be classified as scientific misconduct
and therefore subject to sanctions such as removal from peer review
committees or debarment from the grant process.

The research conflict of interest problem can best be addressed
through amendments to agency conflict of interest regulations. The most
effective solution is to prevent a reviewer from evaluating any application
of a rival researcher or rival institution in a competition for a pool of
funds from which he or his institution is competing. Considerable
criticism in the press lead Congress to amend NEA's statute to adopt this
solution, and it does not appear to have unduly hampered the peer
review process at that agency. This prophylactic solution is likewise
feasible in many scientific research funding programs. If scientists
conducting unrelated research are qualified to evaluate proposals in the
particular field and if they are willing to devote their time to evaluating
research in fields not directly related to their own research interests, then
a ban may be appropriate. In some programs, however, this constraint
may unduly limit the supply of qualified and willing reviewers. For
example, in NSF's Science and Technology Centers Program, where
virtually every major research institution in the country either has or is
applying for a grant, it is difficult to find qualified scientists for mail
reviews who are not associated with a competing institution. Thus, it
may not always be feasible to bar persons with potential research conflicts
of interest from peer review committees, even though these are the
persons who can most effectively blackball rivals and expropriate novel
ideas contained in research proposals.

Still another potential solution is to promulgate a general rule
prohibiting reviewers from using information and ideas gained in peer
review committees in their own research absent the written consent of the
applicant. Any applicant who believed that his ideas were appropriated
could lodge a complaint with the funding agency. If, after a hearing, the
claim was proved to be valid, the agency could suspend further funding
of the offender's research or condition the removal of the suspension on
some more appropriate penalty, such as a public retraction and apology.

The primary cure for research conflict of interest lies in the
professional integrity of the researchers who sit on the committees and
the willingness of other scientists to look unfavorably upon the abuse of
the peer review process to appropriate the ideas of others. The Director
of an important NSF program observed:

As to conflicts of research interests, this is something you really can't
legislate. If you try to define it and write it down, people will use it
as a crutch. Just like Keating in the S & L scandal-if you write down
a rule, then people use it as a reason to get by and play games,
saying you said this, but you didn't say this. They will play games
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with the interpretation of the rule. You just can't legislate
morality.317

Yet there is currently no explicit prohibition of the practice and no
remedy for the damage done by this abuse of the peer review process in
the conflict of interest regulations of most funding agencies. Indeed, it is
even possible that some scientists view this access to the ideas of others as
appropriate compensation for the time spent reviewing proposals.31 The
agencies should assign a high priority to amending their conflict of
interest regulations to address research conflict of interest. Especially in
the scientific agencies, where the potential for monetary gain through
expropriation of ideas is growing dramatically, the agencies should move
rapidly to remove this potential for bias from the peer review process.

3. APPLICANT VETOES
One fairly inexpensive way to enhance the perception of fairness in

the peer review process is to allow an applicant to request the exclusion
of one or more researchers from the list of peers available to evaluate his
or her work. Allowing an applicant to veto one or two potential panelists
should help reassure rejected applicants that they were not blackballed
for personal or idiosyncratic reasons. It may also increase the comfort
level of applicants (especially in programs in which for-profit institutions
are competing for funds) that reviewers will not expropriate their ideas.

Several agencies provide for applicant vetoes in one form or
another. Although NIH regulations do not give applicants the right to
object to particular persons, agency staffers often attempt informally to
accommodate applicant concerns about potentially biased reviewers. The
typical project grant program in NSF allows two forms of challenges.
First, applicants may review the Program's list of potential reviewers and
request that his or her proposal not be sent to specific persons on that
list.319 If the applicant provides good reasons for the request, the Program
Officer usually honors it. Second, after a rejected applicant reads the
comments of the reviewers, he or she may request that a particular
reviewer not be allowed to review his or her applications in the future.
NEA does not currently let applicants review lists of potential panelists to
identify persons with a potential bias. Although EPA does not provide
for applicant vetoes, the staff invites panelists at the first of every meeting
to identify proposals from researchers about whom the panelists have
strong negative views. Of course, this opportunity is rarely invoked, as it
depends entirely upon the candor of the panelists in identifying any
animus that they might harbor toward particular applicants.

The primary disadvantage of applicant vetoes is that they deplete
the supply of potential reviewers. In very narrow fields, the only

317. Harris Interview, supra note 221.
318. See CHUBIN & HACKETT, supra note 4, at 205.
319. NATIONAL SCIENCE FOUNDATION, GRANTs FOR REsEARcH AND EDUCATION IN SCIENCE

AND ENGINEERING-AN APPuCATION GUIDE (Aug. 1990).
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technically qualified reviewers may be potential competitors or existing
rivals. In addition, in some fields, applicant vetoes may allow applicants
"to influence the review of their proposals by challenging the most
competent and incisive reviewers." 320 However, the agency could
discourage such attempts to "game the system" by limiting the number of
vetoes and by requiring challengers to provide adequate reasons for their
challenges. Appropriate reasons could, for example, include animus or
financial or research conflict of interest. However, lack of qualifications
should generally not be a sufficient reason for a veto. The agency staff is
in the best position to determine who is qualified to review an
application.

G. Lobbying Peer Reviewers
One of the most significant advantages of the peer review model is

that it discourages lobbying and influence-peddling. The professionals
and laypersons who participate in the peer review process have a pre-
defined source of information (the grant application) that is meant to
constitute the exclusive decisionmaking "record" upon which the
rankings are based. No additional information is necessary or desirable.
The adjudicatory model's strict prohibition on ex parte contacts seems
entirely appropriate in the granting agencies that rely upon peer review.

Lobbying upper-level advisory committees and upper level agency
staff is an inappropriate technique for securing discretionary grants and
should therefore be prohibited. At the very least, all attempts to sway
peer reviewers and agency staff outside the formal confines of proposal
submittal and review should be noted in writing by the object of the
lobbying efforts. Contact between lower-level agency staff (e.g. Program
Directors in NIH) and applicants should be encouraged, but direct
importuning of peer reviewers and upper-level staff with the power to
accept or reject the recommendations of peer reviewers should not be
allowed.

H. The Role of Agency Staff
Perhaps the best shield against animus and favoritism on the part of

peer reviewers is vigilance on the part of the agency staff serving the peer
review committees. Staffers who attend peer review panel meetings see
the expressions on the faces 6f the reviewers as they make what may be
sarcastic or ad hominum comments. A staff member can also tell when a
panelist has crossed the line between advocacy on the merits and
favoritism for an "old boy" or hallowed researcher. Agency staffers are
also generally more inclined to view mavericks with a sympathetic eye.321

320. Papetti Interview, supra note 112.
321. In general, an agency staffer has invested less of his or her career in pursuit of

research related to a particular paradigm. The staffer's personal prestige is not at risk if
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If the staffer has the de facto power to discount votes that he or she
believes are biased, the objectivity of the system is enhanced.

However, it may be expecting too much of a busy staffer to draw
such fine distinctions. Most staffers have training in the subject matter
that the panel addresses, not in psychology or politics. Empowering the
staff to reverse or discount panelist votes may simply invite the staffer to
second guess the experts on the merits or to express his or her own biases.
Once the agency has decided to draft rules or guidelines on bias and
conflict of interest, however, the staff can play a very important role in
ensuring that peer reviewers are well-educated about them and that they
strictly observe them.

In some of the agencies studied in connection with this Article, the
agency staffer has a great deal of influence on the ultimate success or
failure of the application, while in others the staffer's influence is
marginal. For example, in NIH, the Scientific Review Administrator is
supposed to be a silent observer of peer review meetings, speaking only
when spoken to, and he or she plays only a limited role at Advisory
Council meetings and in the upper-level decisionmaking process. The
NSF Program Officer, on the other hand, is responsible for ranking the
proposals and making the initial recommendations whether or not to
fund, and the outside mail reviewers are merely advisors to the Program
Officer. One former NSF peer reviewer, who is now a staffer responsible
for grants in another agency, reported that it is not uncommon for the
NSF Program Officer subtly to suggest to the outside reviewers how they
might view the proposals. Many interviewees noted particularly the
powerful position occupied by the NSF Program Officers. Agency
staffers with biases of their own can distort the peer review process so
that it does not result in funding the most scientifically meritorious
proposals.

One relatively easily implemented device for shielding the process
from staff bias is to rotate the staff periodically to ensure that no single
staffer establishes his or her own "barony" and thereby influences the
course that research takes in an entire field. Although this would deprive
the system of the expertise that the staffer might acquire over the years in
a single program, that disadvantage might easily be outweighed by the
advantage of interjecting fresh blood into the system.

I. Auditing the Peer Review Process
The openness in the peer review grants process inspired by the

Privacy Act, the Freedom of Information Act and the Federal Advisory
Committee Act should help to insulate the process from animus and
conflict of interest. Because it relies upon the policing activities of
rejected applicants, however, the openness solution to the bias problem
may lack efficacy in the context of chronically underfunded programs in

the paradigm is disproved. Indeed, a staffer's prestige could be considerably enhanced if
he or she were responsible for funding paradigm-shifting research.
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which unsuccessful applicants who rock the boat are and shunned. In
addition, openness by itself does not effectively address favoritism. Even
in an open system, the victims of cronyism or the old boys' network are
not likely to know that less meritorious proposals have been elevated
over theirs for irrelevant reasons. Most rejected applicants will at most
focus on the comments and review summaries that the agencies provide
to them about their own applications. They are not likely to examine the
entire proceedings to see if the process has been systematically or
individually biased toward a particular person or methodological
approach.

One well-known technique for spotting decisionmaking tainted by
inappropriate or irrelevant considerations is the audit process, under
which outside auditors selectively examine individual decisions in
considerable detail for evidence of bias or other impropriety. The audit
idea surfaced during congressional hearings into alleged bias at NSF
conducted during the mid-1970s.32 Although an extensive report by the
subcommittee recommended that NSF adopt an internal auditing
program, little came of the recommendation for many years.3 23 In 1989,
NSF implemented a version of the audit idea with its "Committee of
Visitors" program under which each Directorate must appoint a
committee of outsiders every three years to review the peer review
process in operation. The Committee must be "balanced in terms of its
views on programmatic issues and in regards to the institutional,
geographic and personal characteristics of its members." 324 Each review
must address: "(a) the integrity and efficiency of processes used to solicit,
review, recommend and document proposal actions; (b) the relationship
between award decisions and program goals; and (c) program support of
Foundation-wide initiatives. "3  Although the reviews are generally
positive,326 these systematic "audits" have the potential to detect instances

322. HOUSE COMMITEE REPORT ON NSF PEER REVIEW, supra note 4.
323. The subcommittee recommended that NSF conduct random audits of the decision

processes in NSF for individual grants:
These audits should be performed in sufficient detail to address questions of
relations among Foundation staff members, applicants, and reviewers.
Members of the auditing staff should not normally have responsibilities in
the process of decision-making for individual awards. The audits will not
replace any activities of the General Accounting Office or other
Congressional arms.

HOUSE COMMITTEE REPORT ON NSF PEER REVIEw, supra note 4, at 58.
324. NATIONAL SCIENCE FOUNDATION, MANUAL 1: ADMINISTRATIVE INFORMATION

MANUAL (ADM), ch. VIII, § 340 (Jan. 31, 1991 update). At least two members may not be
serving on any NSF advisory committee and may not have been applicants to the program
under review for at least five years. Id.

325. Id. at § 350. Other topics that should be addressed where relevant include
whether "an adequate number of high quality reviewers with technical competence and
freedom from bias" were selected for each proposal and whether the program
demonstrated a "balance of awards in terms of subject matter, size versus number of
awards, and age, experience and geographic distribution of principal investigators."
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of bias in the grantmaking process. The certainty that the records will be
audited every three years should also deter bias.

It should be feasible to import the audit concept to scientific
decisionmaking in granting agencies that use the peer review model.
Agencies like NSF and NIH could either appoint or hire outside auditors
to examine randomly selected files, including applications, written
comments, telephone logs, conflict of interest statements, and committee
meeting audiotapes or transcripts. The auditors would probe the
relationships between agency staff and reviewers and between reviewers
and applicants for financial and research conflict of interest. The audit
would be strictly confidential; the names of reviewers and the contents of
the reviews would not be made public. If the examination revealed
evidence of bias or impropriety, the auditors could be empowered to
interview participants and to write a report stating their conclusions
about whether the process operated fairly and in accordance with agency
regulations. In those, presumably quite rare, cases in which the audit
detected bias, the agency could investigate the matter more vigorously.

The audit idea has several advantages. First, it allows a motivated
person or group of persons to conduct an intense review of a limited
number of funding decisions without jeopardizing the critical
confidentiality of the process. At the same time, the ever-present
prospect of an audit should act as a substantial disincentive for reviewers
and staff to bend the rules or to invoke improper considerations. If they
are conducted by outsiders, the audits could also shield the agencies from
charges of whitewashing by congressional committees and the general
public. Over time, audits should provide useful evidence of the extent to
which bias exists at various granting agencies.327 If little evidence of bias
results from a large number of audits, the agency could gradually
eliminate them.

Audits have disadvantages as well. They will require resources that
might otherwise be devoted to the pursuit of the agency's primary goals.
The prospect of being audited might discourage qualified reviewers from
voluntarily participating in the process. And it is always possible that an
overly zealous auditor will erroneously find bias in a process in which it
did not exist, thereby disrupting the process for a time. Despite its
expense, it may be possible to implement the audit idea on an
experimental basis. If it proves too expensive, it could be abandoned
with little loss in time or energy. If it proves successful, it could inspire
renewed confidence in the peer review process.

J. Conclusion
Despite its flaws, the peer review system is still the best model for

making exceedingly complex decisions about how to allocate limited

326. Interview with Mr. James McCullough, Program Evaluation Staff Director,
National Science Foundation (Apr. 3, 1992).

327. HOUSE COMMIMrEE REPORT ON NSF PEER REvIEw, supra note 4, at 40-41.
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collective resources to the arts and sciences. One need only examine the
output of NIH, NSF, EPA and NEA to conclude that the peer review
model has produced marvelous results. Yet, there is room for
improvement. The changes advocated here do not go to the heart of the
peer review system. If the granting agencies do not implement them, the
peer review system will continue to function reasonably well. Yet there is
little reason to remain satisfied with flaws in the system if they can be
reduced or eliminated at little cost. With some modest improvements, the
peer review model that has evolved in this country should provide an
example to the world of how a democracy can employ expertise in the
service of artistic and scientific excellence.
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I. INTRODUCTION
On March 22, 1993, at 7:00 a.m. under a beautiful blue Cape

Canaveral sky, the seven member crew of the space shuttle Columbia
strapped in to await the liftoff of their nine-day science mission. At 9:51
a.m. the shuttle liftoff sequence begins...

T-minus 10... 9... 8... 7.
Columbia's three 12 million horsepower engines begin their thundering ignition. First

engine 3,followed by engine 2, and engine 1.
T-minus ... 6...5...
Powerplants in Engine 1 and 2 begin to gush the bright orange flame that will lift Columbia

into the earth's sky and beyond. As the flight nears liftoff, the bright orange flames hit the cooling
pads creating billows of white steam clouds that rise up around the craft. During these final few

seconds before liftoff Columbia's computer performs system checks monitoring hundreds of sensors
fifty times per second.

T-minus... 4... 3...

As the computer was performing one of its thousands of checks in the final few seconds
before liftoff, it observed an unexpected pressure surge in Engine 3. Sensing afailure, the computer
instituted emergency shutdown procedures. As Columbia roared to life, Commander Steve Nagel,
sitting in the shuttle's cockpit, watched the red light come on over the main engine gauge,
indicating that the engine was shutting down. In a split second, the computer shut down engine 3,
followed by engine 2 and engine 1 and suddenly at the moment the astronauts were to blast off,
there was an eery silence.1 Columbia never left the ground.

The space shuttle Columbia became the third launch pad engine
shutdown in space shuttle history and the first aborted mission since the
1986 explosion of the space shuttle Challenger.2 Experts defended the
National Aeronautics and Space Administration's (NASA) decision to
abort the launch. The shuttle's program manager and launch director
praised the safety system for detecting the malfunction and halting the
liftoff.3 Other experts noted: "NASA is doing its job right, the absolute
top priority is the safety of the crew and equipment. This shuttle was not
ready to launch. Even Lufthansa cancels flights when there's a
problem."4 Even young onlookers understood the importance of proper

1. See William Harwood, Malfunction Halts Shuttle Flight Three Seconds Before Flight,
WASH. POST, Mar. 23,1993, at A9.

2. Id.
3. See Paul Hoversten & Robert Davis, Space Shuttle Safety System Does its Job, USA

TODAY, Mar. 23, 1993, at 3A.
4. Paul Hoversten, Canceling of Launch Defended, USA TODAY, Mar. 23, 1993, at 3A

(quoting John Logsdon, space policy analyst from George Washington University).
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safety precautions; a high school student commented, "it is better they
stopped three seconds before than three second later."'

Halting the shuttle launch was an admirable safety move for NASA,
which was under considerable financial pressure to launch from the new
administration.6 NASA was also under political and financial pressure
from the German government, which paid $150 million to charter the
shuttle to perform scientific research.7 Unfortunately, NASA's safety
policy has not always performed as admirably in the past. In 1986, the
space shuttle Challenger exploded 73 seconds after liftoff, despite the
vigorous efforts of engineers involved in the shuttle design to delay the
takeoff. The engineers' cries to postpone the launch were ultimately
ignored by corporate management, who succumbed to NASA's pressure
to launch.8

Unfortunately, the Challenger tragedy is not an isolated incident. It
reflects a failure in the corporate system as a whole-a system in which
management leaves engineers out of the decision making process, and the
corporate ethic outweighs both the engineer's professional ethics and
public safety concerns. In the existing corporate decision-making system,
technical truth is often overshadowed by client demands and the pressure
for corporate profits. Although the last-second launch pad shut down of
the space shuttle Discovery shows that NASA is increasing its awareness
of safety concerns despite the pressures it faces to launch, the corporate
world still lags behind.

This Article examines the existing framework for dealing with
unethical behavior and the safety concerns of engineers in the corporate
world. After finding inadequate mechanisms, training, and guidelines for
dealing with the ethical dilemmas that engineers regularly face in
practice, this Article will consider ways to improve the channels for
dealing with these dilemmas. Specifically, the Article will examine the
method the legal profession has developed to deal with ethical dilemmas
faced by lawyers in practice and consider the application of similar
mechanisms and training to guide engineers in their dilemmas.

This Article suggests that the engineering profession needs to
establish mechanisms to guide engineers faced with dilemmas and to

5. Monica Young, Joy at Hudson High Grounded by Decision, BOSTON GLOBE, Mar. 23,
1993, at 6 (quoting Jennifer Howes, a high-school student who was watching the shuttle's
failed liftoff).

6. Budget cuts by the Clinton administration threaten future NASA projects. The
administration is concerned about the high cost of shuttle flights, which NASA claims cost
$530 million per mission, but which experts price at as much as $1.7 billion, as well as by
cost overruns on the thirty-one billion dollar space station. See Hoversten, supra note 4.

7. Hoversten & Davis, supra note 3. Germany reportedly was losing $600,000 per week
for the delay in the mission. It anxiously pressured NASA to launch. See Mark Carreau,
NASA May Launch Discovery on April 6, HOUSTON CHRON., Mar. 26,1993, at A15.

8. See infra notes 29-31 and accompanying text.
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revolutionize the corporate decision making system to incorporate
engineering-based technical truth into corporate choices, so that the
engineer need not be armed with a whistle in order to assert his
professional ethics. Part II details the Challenger tragedy, which is
indicative of the engineer's dilemma. Part III discusses the existing
framework for dealing with the ethical dilemmas faced by engineers. It
examines the existing training and mechanisms for guidance in making
ethical choices and the tension between the corporate ethic and the
engineer's professional ethic. Part lV considers the existing framework
for the lawyer to obtain guidance in dealing with ethical dilemmas. It
further examines how the lawyer, like the engineer, deals with the tension
between client desires and professional ethical guidelines. Part V argues
that comparing the two frameworks offers guidance that may improve
the mechanisms for dealing with ethical dilemmas in the engineering
profession, and that a system of uniform guidelines would allow
engineers to put down their whistles and assert their professional ethics.

II. THE CHALLENGER DISASTER: THE FAILURE OF A
SYSTEM, NOT JUST AN O-RING

Seventy three seconds after liftoff at 11:38 a.m. on January 28, 1986
the space shuttle Challenger exploded, bursting into flames, and killing
the seven member crew-including school teacher Christa McAuliffe, who
would have been the first private citizen to fly in space.9 All of America
mourned the tragic loss of life.'0 Although NASA officials claimed to be
baffled by the tragic explosion of the space shuttle," engineers at Morton
Thiokol who designed the shuttle's solid rocket motor knew the cause of
the shuttle explosion.' 2 The design engineers at Morton Thiokol had
learned from tests that the O-Ring joints they designed might fail in an
usually cold launch temperature, and they communicated this concern to
NASA, but their fight to stop the launch was to no avail. The engineers'
concerns were ignored when the final decision was made, and the launch
received the go-ahead from Morton Thiokol management and NASA.

9. See William J. Broad, The Shuttle Explodes: 6 in Crew and High-school Teacher are Killed
74 Seconds after Liftoff, N.Y. TIMES, Jan. 29, 1986, at Al; Michael Hirsley, Shuttle Tragedy
Stuns Nation: Spacecraft and Crew Lost in Mystery Blast, C. TRM., Jan. 29, 1986, at Cl; Peter
H. King, Shuttle Explodes: Crew Killed; Challenger Blows Apart Shortly After Perfect Liftoff,
L.A. TIMES, Jan. 29, 1986, at Al.

10. See King, supra note 9; Arthur Spiegelman, Nation Mourns Death in the Family,
Reuters North European Service, Jan. 29,1986.

11. Hirsley, supra note 9. See also King, supra note 9 (NASA officials claimed to have no
idea what triggered the accident).

12. See generally Roger M. Boisjoly, The Challenger Disaster: Moral Responsibility and the
Working Engineer, in ETHICAL ISSUES IN ENGINEERING 6-14 (Deborah G. Johnson ed., 1991).
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The Presidential Commission created to investigate the accident
determined what the Morton Thiokol engineers already knew: the
destruction of a rubber sealed O-Ring designed to prevent hot gases from
leaking through the joint while the rocket motor propellant burned was
the sole cause of the tragedy.13 The Commission found that the O-Ring
design was flawed; it was unacceptably sensitive to temperature. 14 When
the O-Ring joint failed, a 5000 degree jet of flame quickly shot through the
rocket, causing the explosion which destroyed the craft and killed her
crew.'

5

NASA was aware of the O-Ring problem as early as .1979, when it
wrote a memo rejecting the O-Ring joint design, but later accepted the
design because a safer one would have meant a huge increase in costs16 at
a time when NASA was under government pressure to be cost-effective. 17

NASA got away with the cheaper design until the Challenger flight, but
the seals had leaked on nine of the ten flights preceding the Challenger
disaster. Morton Thiokol engineer Roger Boisjoly became concerned
about the leaking seals after the January 1985 shuttle flight, when he
found evidence of a massive blow-by, a near-complete break down of the
joint.'8 The company's engineers began testing the O-Rings, and found
that low temperature affected their performance. Roger Boisjoly
presented this information to Morton Thiokol management and NASA on
July 1, 1985.19 The engineer's concern heightened when no action was
taken to correct the dangerous O-Ring problem. Consequently, in July
1985, he wrote a memo to the Vice President of engineering at Morton
Thiokol, with copies to NASA officials, alerting them to the seriousness of
the problem. The memo stated, "It is my honest and very real fear that if
we do not take immediate action to dedicate a team to solve the problem,
with the field joint having the number one priority, then we stand in
jeopardy of losing a flight along with all the launch pad and facilities."2 °

Boisjoly warned of "a catastrophe of the highest order" if the seals
leaked.2' The night before the space shuttle launch, with the seal problem
still uncorrected, Morton Thiokol engineers frantically tried to stop the
flight.

13. PRESIDENTIAL COMMISSION ON THE SPACE SHUTTLE CHALLENGER ACCIDENT, REPORT TO
THE PRESIDENT, Vol. I, at 40 (1986) [hereinafter COMuSSION REPORT].

14. Id. at 72.
15. See Caroline Click, Challenger Explosion Provides Ethics Lesson, Engineer Says, UPI,

Apr. 11, 1990, available in LEXIS, NEWS Library, ARCNWS file.
16. See Tony ChiuWhistle-blower, LIFE, Mar. 1988, at 17, 20.
17. See infra text accompanying notes 25-26.
18. See Boisjoly, supra note 12, at 6; Chiu, supra note 15, at 20.
19. See Boisjoly, supra note 12, at 7.
20. Id. at 8.
21. John Nielsen, Challenger O-Rings, FORTUNE, Mar. 31, 1986, at 10.
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On January 27, 1986, the night before the launch, Morton Thiokol
engineers and administrators held a teleconference with NASA officials at
Kennedy Flight Center and Marshall Space Flight Center to present their
concerns about the O-Ring joints, and to persuade NASA not to launch,
given the 18-degree Fahrenheit overnight temperature that had been
forecast.22  Roger Boisjoly gave a presentation explaining the
susceptibility of the joints to low temperatures that ended with a
recommendation backed by Morton Thiokol Vice President Bob Lund not
to launch below 53 degrees.23 NASA was not pleased with this
recommendation. 24 NASA was eager to launch the flight, because it had
already been delayed twice from its original launch date in July 1985, and
NASA officials were under political and economic pressure to launch.'

The pressures on NASA were many. They included the need to
secure funding from Congress by meeting an over-ambitious schedule of
24 flights per year by 1990, the pressure to be cost-effective and
productive, the necessity of delivering a payload into orbit by a certain
critical time in order to avoid delaying future NASA experiments, the
media ridicule of NASA's inability to launch according to schedule, the
desire to demonstrate technical capabilities, and the intense public
interest in the "Teacher in Space" program. 26 NASA succumbed to these
pressures, and insisted that the launch take place on schedule.27

Even though the recommendation not to launch was technically
sound, and fully supported by Thiokol engineers and administrators, it
was attacked by NASA officials. 28 Although NASA officials said that they
would not launch over Morton Thiokol's objection, they argued that the
data used to conclude that the seals would not function properly was
inconclusive.29 At this point, Thiokol officials asked for an off-line caucus
to re-evaluate their recommendation. 30 Roger Boisjoly describes what
transpired during the caucus:

... as soon as the mute button was pushed our general manager,
Jerry Mason, said in a soft voice "We have to make a management
decision.' I became furious when I heard this because I knew that an
attempt would be made by management to reverse our
recommendation not to launch.

22. See Boisjoly, supra note 12, at 8.
23. COMMISSION REPORT, supra note 13, at 90; Boisjoly, supra note 12, at 8.
24. See Boisjoly supra note 12, at 8.
25. Boyce Rensberger & Kathy Sawyer, Challenger Disaster Blamed on O-Rings, Pressure

to Launch, WASH. POST, June 10, 1986, at Al.
26. See Rensberger & Swyer, supra note 25; Arie W. Kruglanski, Freeze-Think and the

Challenger, PSYCHOL. TODAY, Aug. 1986, at 48; Chiu, supra note 16, at 17.
27. See Click, supra note 15.
28. See Boisjoly, supra note 12, at 8.
29. See id. at 8; Chiu, supra note 16, at 17.
30. COMMISSION REPORT, supra note 13, at 90.
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Some discussion had started between the managers when Arnie
Thompson [a Thiokol engineer who opposed the launch] moved from his
position down the table to a position in front of the managers and once
again tried to explain our position by sketching the joint and discussing the
problem with the seals at low temperatures. Arnie stopped when he saw
the unfriendly look in Mason's eyes and also realized that no one was
listening to him. I then grabbed the photographic evidence showing the hot
gas blow-by and placed it on the table and, somewhat angered, admonished
them to look and not ignore what the photos were telling us, namely, that
low temperature indeed caused more hot gas blow-by in the joints. I too
received the same cold stares as Arnie with looks as if to say "Go away and
don't bother us with the facts." At that moment I felt totally helpless and
that further argument was fruitless so I, too, stopped pressing my case.

What followed made me both sad and angry. The managers were
struggling to make a pro-launch list of supporting data but unfortunately
for them the data actually supported a decision not to launch. During the
closed manager's [sic] discussion, Jerry Mason asked in a low voice if he was
the only one who wanted to fly. The discussion continued, then Mason
turned to Bob Lund, the vice president of engineering, and told him to take
off his engineering hat and put on his management hat. The decision to
launch resulted .from a yes vote of only the four senior executives since the
rest of us were excluded from both the final decision and the vote poll. The
telecon resumed and Joe Kilminster [a Morton Thiokol vice president] read
the launch support rationale from a handwritten list and recommended that
the launch proceed. NASA promptly accepted the recommendation to
launch without any probing discussion and asked Joe to send a signed copy
of the chart.

... A review of that chart will produce the following conclusions from
anyone having normal powers of reason. The chart lists nine separate
statements, seven of which are actually reasons against the launch, while
one is actually a neutral statement of engineering fact. The remaining
statement concerning a factor of three on soil erosion is not even applicable
to the discussion which had ensued for over an hour. Therefore, Morton
Thiokol senior management reversed a sound technical decision without
one shred of supporting data and without any re-evaluation of the data they
had promised when they requested the caucus.31

Thiokol was under great pressure from NASA to approve the
launch. The customer's insistence to launch, and Thiokol's financial
dependence on NASA's $400 million per year contract, pressured
management to make a decision that contradicted its own experts'
technical conclusions.32 Boisjoly stated, "there was no question in my
mind that we were going to have an explosion." 33  The engineer's
prediction was correct. Seventy-three seconds after liftoff, 5000 degrees of

31. Boisjoly, supra note 12, at 9.
32. See COMMISSION REPORT, supra note 13, at 90; Click, supra note 15; Kruglanski, supra

note 26, at 49.
33. Click, supra note 15 (quoting Roger Boisjoly).
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jet flame caused the Challenger to explode because the low temperature
caused a leak in the O-Ring joint.

After the Morton Thiokol engineers testified before the President's
Commission as to the events preceding the flight, they were shunned by
Thiokol's management and were relegated to lesser positions in the
company.' 4 Charles Locke, Thiokol's chief executive officer, commented
on the testimony the engineers gave at the Presidential Commission:
"People are paid to do productive work for our company, not to wander
around the country gossiping."' Locke's comments reflect the corporate
ethic, which "perpetuates itself by selling a product and turning a
dollar-a worthy pursuit in a nation whose economic keystone is
capitalism .... 36 The corporate ethic places the company's financial
performance and the client's interests before public and project safety.

Although the engineers who testified were applauded for their
honesty by the Commission and the public, they were condemned by
their company and its employees. The engineers were blamed by their
peers for the possible demise of the company-as if the company's demise
would be a result of the testimony, and not the irresponsible, dangerous
decision of Thiokol's management. That decision cost seven people their
lives and cost the government a two billion dollar shuttle.37 "The five of
us who testified called ourselves the lepers. There was a tremendous
morale breakdown at MTI. We were getting blamed for it, though it was
the company itself that pushed the self-destruct button."'

The Challenger did not crash because of a poorly designed O-Ring,
it crashed because of a poorly designed decision-making system-a
system where engineers have little input and no vote.

During his testimony Roger Boisjoly explained this system:
I must emphasize, I had my say, and I never [would] take [away]
any management right to take the input of an engineer and then
make a decision based upon that input, and I truly believe that. I
have worked at a lot of companies, and that has been done from time
to time, and I truly believe that, so there is no point in me doing
anything further that I had already attempted to do... I left the room
feeling badly defeated, but I felt I really did all I could to stop the
launch.39

34. See Click supra note 15; Myron P. Glazer & Penina M. Glazer, Whistleblowing,
PSYCHOL. TODAY, Aug. 1986, at 36, 37.

35. Carole Patton, Engineer vs. Boss: Still a Slugfest over Priorities, Ethics, ELEcTRONIC
DESIGN, June 12, 1986, at 179.

36. Id.
37. See Chiu, supra note 16, at 20.
38. Id. (quoting Roger Boisjoly).
39. COMMISSION REPORT, supra note 13, at 93.
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Commentators have called this attitude, which is prevalent in the
corporate world, 'separatism.'40 Engineers make valuable suggestions,
but are separated from the decision making process, which is left to
management.41 Boisjoly has since stated, "You will never hear me refer to
this as an accident. It could have been prevented."'

Six months after his testimony, Boisjoly left Morton Thiokol on
extended sick leave because of the hostile work environment. He
experienced post-traumatic stress syndrome, for which he underwent two
years of treatment. After leaving Morton Thiokol, Roger Boisjoly has led
a crusade for engineering ethics, speaking at more than fifty universities
and before the major engineering societies. He encourages engineering
students to assert and uphold their professional ethics in the face of
corporate pressure.43 In 1988, Robert Boisjoly was awarded the
prestigious Prize for Scientific Freedom and Responsibility from the
American Association for the Advancement of Science for his campaign
to promote integrity in industrial decision making." Roger Boisjoly's
situation is not unique; practicing engineers face similar dilemmas on a
lesser scale everyday.

III. CURRENT MECHANISMS INADEQUATELY PROTECT
THE ENGINEER'S PROFESSIONAL ETHICS

The Challenger tragedy is a good starting point for considering the
engineer's dilemma and frustration in the corporate world. As the
Challenger tragedy shows, the ethical conduct of the engineer and his
corporate employer hold great importance for society. If the engineer or
his employer acts unethically, bridges collapse, planes crash, cars ignite
upon rear impact, space shuttles explode and nuclear power plants leak.
All of these effects threaten the safety of the public and all of them
depend on the ethical conduct of the product's designer. Despite the
importance of ethics in the engineering profession, there are inadequate
training programs, mechanisms and organizational frameworks for
providing the engineer guidance in dealing with ethical dilemmas. There
are no required classes on professional ethics for engineers, licensing is
not required for one to work as an engineer, and there is no governing
body to look to for guidance when confronted with an ethical dilemma.
Moreover, most engineers work for large corporations where the
managers alone make decisions, where the corporate ethic and client

40. See, e.g., Steven Goldberg, The Space Shuttle Tragedy and The Ethics of Engineering, 27
JuRIMETRIcsJ. 155, 156-58 (1987).

41. See id. at 156-57.
42. Click, supra note 15 (quoting Roger Boisjoly).
43. See Samuel C. Florman, Beyond Whistleblowing, TECH. REV., July 1989, at 20.
44. Chiu, supra note 16, at 17.
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interests outweighs the engineer's professional ethic, and where there is
no mechanism for the engineer to voice objections.

A. Training
The public generally regards engineers as possessing very high

professional ethical standards.4 Yet the budding young engineer is
offered no training in professional ethics prior to graduation and
employment. Accredited engineering schools are not required to offer
courses in engineering ethics, and few of them do.46 "There is concern
that there is no infusion of ethics in the undergraduate engineering
curriculum. The curriculum is so crowded now that there is no room for
professional practice content."47

Massachusetts Institute of Technology (MIT), the top engineering
school in the country,48 with 4500 students in its undergraduate
engineering curriculum, only began offering an elective course in
engineering ethics to undergraduate students in 1990. The first year the
course was offered, only three students registered for the course.49 In
1992, the number of participants increased to twenty-four, but in 1993 the
class size dropped to twelve. MIT is currently considering offering a
graduate course in engineering ethics, but at this time, no such course is
available. Arthur Schwartz, General Counsel of the National Society of
Professional Engineers, comments, "Ethics seems to have a low priority in
the educational system." 0 A study of 259 top science graduate schools
found that few schools offered courses in engineering ethics:5'

In our survey we found that deans [of the 259 science schools
consulted] felt it was terribly important for their students to learn

45. See Jay Matley et al., Engineers and Their Ethics, CHEMICAL ENGINEERING, Sept. 28,
1987, at 119. (This article relies upon a 1986 report prepared for the National Academy of
Engineering in which the public appraised the ethical standards of various professions.
The public perceived engineers as having very high ethical standards, only surpassed by
clergymen and physicians. The survey was also given to a group of engineers and, like
the public, they ranked their ethical standards third only to clergymen and physicians. )

46. See ROBERT J. BAUM, ETHICS AND ENGINEERING CURRICULA 21-23 (1980); ALLAN
FIRMAGE, MODERN ENGINEERING PRACTICE 33 (1980); Vivian Weil, Ethics in Engineering
Curricula, 8 RES. IN PHIL. & TECH. 243, 245 (1985).

47. NSPE Center to Focus on Engineering Ethics, ENGINEERING NEWS-RECORD, Aug. 25,
1988, at 18 (quoting Herbert Koogle, NSPE's National Institute for Engineering Ethics' first
chairman and president of Koogle and Pouls Engineering Inc.).

48. See William J. Cook, America's Best Graduate Schools, U.S.NEWS & WORLD REP., Mar.
22, 1993, at 68.

49. The author was one of the three students who participated in the engineering ethics
course in its first year.

50. NSPE Center to Focus on Engineering Ethics, ENGINEERING NEWS-RECORD, Aug. 25,
1988, at 18.

51. See Philip J. Hilts, Panel Urges Independent Body to Set Ethical Standards in Science,
N.Y. TIMES, Mar 28, 1991, at D21.
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about ethical issues, but most said they had no courses that taught
the subject and no expectation that they would. There is a major gap
between good intentions and practices.5 2

B. Licensing
Most students who graduate from engineering schools take jobs in

large industrial or government organizations without being licensed . 3

Although licensing and registration are available in every state, the
engineering profession, unlike law or medicine, does not require that all
engineers who practice be licensed.' It is estimated that less than one-
third of the 1.5 million practicing engineers in the United States are
registered.55

Most states have standardized their licensing procedures and based
their requirements on the Model Law suggested by the National Council
for Engineering Examiners (NCEE). 6 Licensing and registration
procedures are a tool employed by the states to protect public safety and
ensure that only qualified practitioners represent themselves as
professionals5 State licensing procedures are intended "to set minimum
standards for entry into a profession" and "to provide means for
expelling dishonorable or incompetent practitioners." 8 The licensing of
professionals such as lawyers and doctors is a mandatory requirement in
all states5 9

To qualify for a license, the engineer must pass the Professional
Engineering (PE) examinations, must have an engineering degree, must
work a minimum of four years as an engineer, and must obtain
recommendations from at least three other practicing registered
engineers.60 The PE examination consists of a series of exams on
engineering fundamentals and another exam on the principles and
practices of engineering.61 It is possible to qualify for a license without a
degree in engineering by substituting additional years of experience for

52. Id. (quoting Dr. Judith P. Swazey of the Acadia Institute, which performed the
study).

53. See BAUM, supra note 46, at 15.
54. See id. at 5. It is even possible to be employed and licensed in engineering without

an engineering degree. A professional working as an engineer may actually be trained in
a pure science, holding a degree in physics, mathematics or chemistry. Id. at 5-6.

55. Roughly 400,000 are registered. See ENGINEERING PROFESSIONAUSM AND ETHICS 508
(James H. Schaub & Karl Pavlovic eds., 1986); STEPHEN H. UNGER, CONTROLLING
TEcHNOLOGY: ETHIcS AND THE RESPONSIBLE ENGINEER 110 (1982).

56. See UNGER, supra note 55, at 110.
57. See ENGINEERING PROFESSIONALISM AND ETHIcS, supra note 55, at 507.
58. UNGER, supra note 55, at 110.
59. See FIRMAGE, supra note 46, at 77; UNGER, supra note 55, at 110.
60. See UNGER, supra note 55, at 110.
61. Id.
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the degree requirement.62 A license is only valid in the issuing state, but
many states will grant licenses to engineers who have already acquired a
license from another state without further qualification.63

The field of civil engineering has the highest percentage of
registration," because civil engineers are required by the state to be
licensed if they are involved in certifying plans for public roads or
bridges, or if they oversee the engineering aspects of construction. Since
only civil engineers, and only the subset of civil engineers who want to
participate in the above-mentioned activities, are generally required to be
licensed by the state, the PE exams are geared toward that engineering
discipline. Few electrical or chemical engineers even apply for
registration because it is not necessary for practice in their field, and the
PE exams incorporate little from these disciplines.66 Commentators have
found the PE exams to be an inadequate test of engineering principles. 67

They test for knowledge of obsolete technology, and are not
comprehensive enough to encompass all fields.68

Licensed engineers are required to be ethical, as well as competent.
Section 19 of the Model Law, suggested by the NCEE as a guide for states
to use in developing licensing procedures, incorporates the National
Society of Professional Engineers' (NSPE) Code of Ethics into its licensing
requirements. 69 The first Canon of this Code states: "Engineers, in the
fulfillment of their professional duties, shall: Hold paramount the safety,
health and welfare of the public in the performance of their professional
duties."70

Even those engineers who are required by the state to be licensed
often escape registration and licensing through one of the many broad
exceptions. One such exemption, the government agency exemption,
exempts engineers who work for government agencies from registration
if they work in the service of the government.71 Another exemption, the
industry exemption, exempts engineers who design and manufacture
products that are offered for sale by their company from the registration

62. Id.
63. See ENGINEERING PROFESSIONALISM AND ETHICS, supra note 55, at 508.
64. See FIRMAGE, supra note 46, at 78.
65. See UNGER, supra note 55, at 111.
66. Id.
67. See, e.g., UNGER, supra note 55, at 111.
68. Id.
69. The NSPE is the society of licensed engineers. See Donald E. Wilson, Social

Mechanisms for Controlling Engineers Performance, in ETICAL ISSUES IN ENGINEERING 360,
354-67 (Deborah G. Johnson ed., 1991); UNGER, supra note 55, at 111. For a full listing of
the NSPE Code of Ethics, see Appendix.

70. NSPE CODE OF ETICS FOR ENGINEERS (1987), reprinted in Rena A. Gorlin, ed., CODES
OF PROFESSIONAL RESPONSIBILIITY 69-74 (1990). See Appendix for full listing.

71. See FIRMAGE, supra note 46, at 79.
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and licensing requirement. 72 Finally, an exemption recommended by the
Model Code of the NCEE exempts all employees and subordinates of a
licensed engineer.73 As a result of these exemptions, state licensing
requirements only apply to a small percentage of practicing engineers.

Although the state registration board is empowered to revoke or
suspend licenses for violation of any of the registration laws, this
authority is seldom employed.74 Hence, the current licensing procedures
provide no real guarantee that engineers will behave in accordance with
ethical standards. In addition, state registration boards have no power to
bring disciplinary actions against engineers who are not licensed,
regardless of their incompetence or unethical behavior.7'

C. The American Engineering Association (AEA)

Unlike the practice of law, which is promoted by the American Bar
Association (ABA), or the practice of medicine, which is promoted by the
American Medical Association (AMA), the engineering profession has no
single unified professional organization; there is no AEA. Apart from the
specialty-oriented societies, the two leading organizations in engineering
are the Engineers' Council for Professional Development (ECPD) and the
National Society of Professional Engineers (NSPE). Both of these societies
expound a Code of Ethics to guide engineers in their professional
responsibilities.76 The ECPD's Model Code of Ethics has been adopted by
thirty other professional societies. But there are over 150 separate
engineering societies, and membership in all of them is strictly
voluntary.' There are engineering societies corresponding to each of the

72. See ENGINEERING PROFESSIONALISM AND ETHICS, supra note 55, at 508; Wilson, supra
note 69, at 358. The industry exemption has stirred debate concerning the efficacy of the
registration and licensing laws when the majority of engineers are exempted because they
work in industry. See, e.g., G.J. Kettler, Against the Industry Exemption, in ENGINEERING
PROFESSIONALISM AND ETHICS, supra note 55, at 531-34; Milton F. Lunch, Legislators Play
Dealer's Choice with P.E. Registration Laws, in ENGINEERING PROFESSIONALISM AND ETHICS,
supra note 55, at 520, 522-23. But see M.J. Kolhoff, For the Industry Exemption, in
ENGINEERING PROFESSIONALISM AND ETICS supra note 55, at 526-30.

73. See Wilson, supra note 69, at 359 (discussing MODEL CODE OF PROFESSIONAL
RESPONSIm 23(c) (1981)).

74. See UNGER, supra note 55, at 111; Wilson, supra note 69, at 360-62. Even though
enforcement standards vary by jurisdiction, there are few recorded cases in any
jurisdiction disciplining engineers for violation of the licensing laws. The penalty in those
few cases which have been brought is restricted to suspension or revocation of the license
issued by the state, but this does not prohibit continued practice as an engineer in those
capacities which do not require a license, and few practice areas do.

75. The lack of authority over non-licensed engineers means that over a million
engineers are not subject to state regulation or discipline. Of course, they are still subject
to criminal and civil sanctions for extreme cases of misconduct.

76. See Appendix for the NSPE Code of Ethics.
77. See BAuM, supra note 46, at 7. Membership in a professional organization is purely

voluntary.
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various engineering disciplines and specialties,78 as well as general
organizations that extend membership to any engineer who meets their
requirements?9 Most professional societies exist for the advancement of
technology more than the professional development of the engineer; their
primary functions are holding conferences and publishing journals.8 °

Some engineering societies have codes of ethical conduct to which
members must adhere, but many do not have any such code.81 Even
those societies with codes have few or no existing mechanisms to enforce
their codes.82

The American Society of Civil Engineers (ASCE) is the exception to
this rule; it has rigorously pursued violations of its code of ethics.83 But
its enforcement mechanisms are limited to expulsion from the
organization and the bad publicity that may result from that expulsion.8
In cases of extreme misconduct, the society can recommend that the state
board repeal the engineer's professional license, or, if the engineer has
violated civil or criminal laws, the society can release its findings to the
state for use in further proceedings.8" But engineering professional
societies seldom resort to these enforcement mechanisms, and engineers
rarely lose their licenses.'

Undoubtedly many new engineers enter into the profession each year who
have not seen or heard of any rules of conduct applying to their chosen
profession.... New engineers will quite likely be unknowledgeable of
ethical standards of the profession unless they have enrolled in a college
course that teaches such [and there are few of these] or unless they join a
professional society that has a Code.

FIRMAGE, supra note 46, at 33.
78. For example there is the American Society of Civil Engineers (ASCE) (the oldest

American engineering society founded in 1852), the American Society of Mechanical
Engineers (ASME), the American Institute of Chemical Engineers (AIChE), the American
Institute of Mining, Metallurgical, and Petroleum Engineers (AIME), and the Institute of
Electrical and Electronics Engineers (IEEE) (which is the largest of any of the engineering
societies). See BAUM, supra note 46, at 7.

79. For example there is the National Society of Professional Engineers (NSPE) (open
to all registered engineers), the Engineers Council for Professional Development (ECPD),
the American Association of Engineers (AAE), and the United Engineering Society (UES).

80. See BAUM, supra note 46, at 7.
81. The ASCE promulgated the first Code of Ethics for engineers in the United States in

1914. See FIRMAGE, supra note 46, at 35.
82. See BAUM, supra note 46, at 7.
83. See FIRMAGE, supra note 46, at 39-40.
84. Although this penalty may seem lenient, engineers will go to great lengths to retain

their memberships and maintain a good professional reputation. See FIRMAGE, supra note
46, at 40-41.

85. See id. at 40.
86. Even if the engineer should be expelled from the society or lose his license, he does

not lose the right to practice his profession, and can still be gainfully employed in
engineering.
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Even so, the primary goal of a code of ethics is guidance, not
punishment.

[T]he main purpose of a Code of Ethics of a professional society is
not to serve as a means of removal from membership those who do
not conform. The main purpose [of a Code of Ethics] is to serve as a
guide and an emblem of moral standards for which the profession
subscribes. It is an 'ethic' for the education of students and members
just entering the profession.87

If this goal is to be met, engineers must be educated about ethical
codes, and must subscribe to an organization that promulgates a code.
As set forth above, there are three impediments to meeting this goal.
First, engineers are not required to take courses teaching the ethical
standards of the profession. Second, engineers are not required to join a
professional society. Finally, engineers are not bound by any professional
code of ethics as a condition of practicing their profession.

D. Conflict of Interest: Corporate Ethic vs. Professional Ethic

Detailing the Challenger tragedy elucidates some of the flaws and
inadequacies in the corporate framework; it provides no guidance to
engineers such as Roger Boisjoly when they are caught in ethical
dilemmas, and no mechanism through which such engineers can voice
their concerns. Management frequently makes decisions in which
corporate cost or client interest outweighs public safety-often over the
objections of its own technical experts. For the engineer, there is a
"conflict between employer imperatives on the one hand and
professional, moral or legal norms with respect to the public welfare, on
the other."88 This dilemma was played out in the Challenger incident,
where Morton Thiokol engineers' sound technical decision to stop the
launch in the interests of public safety was overruled by a management
group responding to client pressure. The opposing engineers stated that,
beyond presenting their conclusions to management, they did not believe
there was anything they could do to stop the launch.89 Is this attitude
consistent with the NSPE's Professional Code of Ethics?

The first Canon of this Code states: "Engineers, in the fulfillment of
their professional duties, shall: Hold paramount the safety, health and
welfare of the public in the performance of their professional duties."
Rule 1(a) of the Code requires that engineers "at all times recognize that
their primary obligation is to protect the safety, health, property and
welfare of the public. If their professional judgment is overruled under
circumstances where the safety, health, property or welfare of the public

87. FIRMAGE, supra note 46, at 41.
88. Weil, supra note 46, at 248-49.
89. See supra notes 39-40 and accompanying text.
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are endangered, they shall notify their employer or client and such
authority as may be appropriate."90

In the Challenger case, the engineers disclosed their concerns to
their employer, Morton Thiokol, and to their client, NASA. 91 This case
illustrates the failure of the decision making system; the engineers
fulfilled their duty by informing all concerned, yet the tragedy still
occurred. 92 After the disaster, Thiokol engineers testified to the events
preceding the launch before the President's Commission. But they were
punished for their testimony; both corporate management and fellow
employees shunned the engineers who testified, afraid that the testimony
might endanger corporate profits. The Morton Thiokol engineers'
situation is not unique; practicing engineers face similar dilemmas every
day.

93

Most engineering students graduate from college to take jobs in
large industrial or government organizations.94 In large bureaucratic
organizations, managers-not engineers-make the decisions. Managers
are more likely to make decisions based on costs or client pressure than

90. See Appendix.
91. It may be argued that they should have been required to notify an appropriate

authority. However, this is problematic because the client was an agency of the federal
government, making it unclear who would be the appropriate authority.

92. The engineers did not inform the astronauts themselves; it would be unreasonable
for the engineer to be expected to call each of the products perspective users who may be
injured. But, it may not be unreasonable to expect them to go to the press, as a last resort
when their company's choice endangers the public. Of course, this should only be
attempted after the engineer has exhausted all other avenues and should be at the
engineer's discretion, not a requirement of the ethical codes, since it would almost
certainly result in the loss of employment. There is little protection from retribution by
the employer for the engineer's whistle blowing.

93. The DC-10 crash case is another such recorded instance. The fuselage of the DC-10
jumbo jet was designed by Conair and the plane was marketed by McDonnell-Douglas. In
1972, Conair's senior engineer directing the design project wrote a memo to a company
vice-president detailing the dangers of the present design. He explicitly detailed how the
design could cause the cargo doors to burst open during flight, causing the
depressurization of the passenger cabin, the collapse of the floor of the passenger cabin,
and the loss of control of the plane, resulting in the crash of the aircraft. He stated that it
was inevitable that the defective design would cause crashes. Company management did
not dispute the technical facts or the predictions by his memo, they simply made a
decision not to inform McDonnell-Douglas because of the possible financial liabilities to
the company. The engineer's prediction was correct. In 1974, a fully loaded DC-10
crashed as a result of the cargo doors opening during flight, killing 346. See MIKE W.
MARTIN & ROLAND SCHINZINGER, ETmIcs IN ENGINEERING 43-44 (2nd ed. 1989); Fay Sawyier,
The Case of the DC-10 and Discussion, in ENGINEERING PROFESSIONALUSM AND ETICS, supra
note 55, at 388-401. The engineer who wrote the memo was confronted by a moral
dilemma when the company overruled his safety concerns because of corporate costs. If
he were bound by the NSPE's Code of Ethics he would have been required to inform
McDonnell-Douglas, the client, about his concerns when he realized his employer was not
going to act upon them.

94. See BAUM, supra note 46, at 15; FIRMAGE, supra note 46, at 72.
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safety.95 "Companies thrive or die by their economic performance, so the
instinct or temptation to base corporate actions on purely economic
grounds is hardly surprising. Hence the frequent anguish of individual
engineers in situations where profitability clashes with other values. "96

An engineer's professional ethics are vulnerable to subversion to the
corporate ethic because engineers are not generally self-employed and are
normally economically dependent on their company.97 Disagreeing with
a management decision can mean personal disaster.

Though engineers are members of a profession that holds public
safety paramount, we cannot reasonably expect engineers to be
willing to sacrifice their jobs each day for principle and to have a
whistle ever by their sides ready to blow if their firm strays from
what they perceive to be the morally right course of action.98

Engineers with ethical concerns should be able to get a fair hearing
without endangering their jobs or blowing the whistle.99

In addition to asking how an engineer should respond to moral
quandaries and dilemma, and rather than asking how to educate or
train engineers to be moral heroes, those in engineering ethics
should ask how large organizations can be changed so that they do
not squeeze engineers in moral dilemmas, place them in the position
of moral quandaries, and make them feel that they must blow the
whistle.... The ethical responsibilities of the engineer in a large
organization have as much to do with the organization as with the
engineer. . . .We not only need moral people. Even more
importantly we need moral structures and organizations. 1°°

Companies can begin by opening the channels of communication
between engineers and management. This can be achieved by hiring an
ombudsman whose primary responsibility would be to confidentially
investigate and respond to any ethical concerns or complaints. The
ombudsman should be a high-ranking company official, and should
report directly to the company's chief executive officer or board of
directors. 1°' Two hundred major companies have already hired such an

95. See Veronica Fowler, Engineering and Ethics, Gannet News Service, Feb. 14, 1989,
available in LEXIS, NEWS Library, ARCNWS file. See also Grimshaw v. Ford Motor Co.,
174 Cal. Rptr. 348 (Cal. App. 1981) (discussing the Ford Pinto case, in which punitive
damages were awarded because Ford management, aware of the dangerously designed
rear-end fuel system, nevertheless marketed the product because it was not cost-effective
to install $12 worth of parts per car to make the vehicle safe).

96. Engineers, Employers, Ethics, CHEMICAL ENGINEERING, Mar. 2, 1987, at 5.
97. Id.
98. Richard T. DeGeorge, Ethical Responsibilities of Engineers in Large Organizations: The

Pinto Case, 1 Bus. & PROF. ETHIcs J. 1 (1981).
99. Id. at 11.
100. Id. at 12.
101. See UNGER, supra note 55, at 123.
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ombudsman., and instituted a formal procedure to make this
ombudsman available to employees. 10 2

In the light of public scrutiny that followed the Challenger tragedy,
NASA created a new position, the Associate Administrator for Safety.
This administrator reports directly to the NASA administrator who has
the authority to stop a shuttle launch that may be unsafe. The agency has
also increased its safety and quality staff, and all staffers have been
trained to be more receptive and responsive to safety concerns'0 3

IV. ETHICS IN THE LAW
Like engineers, lawyers face a dilemma when they must weigh their

professional ethics against their duty to their clients. But unlike the
engineering profession, the legal profession has established a detailed
mechanism to guide the lawyer confronted with an ethical problem. This
Article argues that the engineering profession should follow the legal
framework for establishing ethical standards and dealing with ethical
concerns.

Unlike the engineer, the lawyer is well trained in the ethical
responsibilities of his profession. His competency is established through
mandatory licensing. He is governed by a single professional society that
establishes professional rules of conduct. He is bound to follow a
detailed procedure when confronted with a situation in which his
corporate ethic (client interest and financial concerns) is pitted against his
professional ethic (duty to the court and profession).

A. Training
States have always monitored and regulated the training required to

enter the legal profession. Prior to the 1900's, membership in the legal
profession was granted upon successful completion of an apprenticeship,
the length being determined by each individual state.' 04 Training by
apprenticeship was eventually replaced by academic training.

By 1890 nearly one half, by 1920 about three fourths, and by 1940 all
states required some professional study preparatory to admission [to
the legal profession]. The spread of this requirement was gradually
attended by a lengthening of the period of professional preparation,
up to the three-year requirement which by 1940 was fixed in forty
states.

10

102. See Florman, supra note 43, at 22.
103. Id.
104. See James E. Moliterno, An Analysis of Ethics Teaching in Law Schools: Replacing Lost

Benefits of the Apprentice System in the Academic Atmosphere, 60 U. CN. L. REv. 83,85 (1991).
105. JAMES W. HURST, THE GROWrH OF AMERICAN LAW: THE LAw MAKERS 280 (1950).

Vol. 9:1



ENGINEERING ETHICS AND LEGAL ETHICS

At the beginning of the twentieth century, the legal profession
recognized the importance of training practitioners in the profession's
standards of ethical conduct. By 1915, fifty-seven of the eighty-one law
schools in the country offered a course on legal ethics. 106 Today, the
American Bar Association (ABA) only offers accreditation to law schools
that meet all of its requirements'0 7-one of which is a mandatory course in
professional ethics for all law students.' This course must teach
students about the duties and responsibilities of the legal profession, as
well as the ABA Code of Professional Responsibility.

B. Licensing
As early as the Civil War, admission to the legal profession was

regulated by the states."° Initially, admission to the bar to practice law
required only an apprenticeship. In the early 1900's, training in
professional schools followed by a standardized exam replaced
apprenticeship as the primary method of earning admission to the bar."0

Passing the bar examination is required for admission to nearly every
state's bar, and required to practice law in each state. 1 ' Each state sets its
own standards for passing the bar.

From the early twentieth century, the legal profession recognized
the importance of professional responsibility-"2

Even when admissions standards sank to their lowest point,
eligibility was conditioned on the 'good moral character' of the
applicant. Though the states continuously insisted on this factor, up
to the mid-twentieth century they had not found adequate means to
test 'character'. In their nature the bar exams were not adapted to
this end."13

The formal written examinations are now standardized within each
state to assure the public that.all practitioners meet a minimum level
competency and are adequately trained to practice. In addition to
examinations that test the candidate's knowledge of substantive law, a

106. See Moliterno, supra note 104, at 86.
107. See FIRMAGE, supra note 46, at 22-23.
108. See Robert F. Drinan, Moral Architects or Selfish Schemers?, 79 GEO. L.J. 389, 396

(1990); Moliterno, supra note 104, at 83. The ABA requirement that all law schools offer a
mandatory course in legal ethics and professional responsibility to qualify for
accreditation is found in STANDARDS FOR APPROVAL OF LAW SCHOOLS AND INTERPRETATIONS,
Standard 302(a)(iv) (1992).

109. HuRsT, supra note 105, at 277.
110. See GEOFFREY C. HAZARD, JR. & DEBORAH L. RHODE, THE LEGAL PROFESSION:

RESPONSiBiLxTY AND REGULATION 466 (2nd ed. 1988).
111. See David M. White, The Definition of Legal Competence: Will the Circle Be

Unbroken?, 18 SANTA CLARA L. REV. 641,644 (1978).
112. In 1908 the ABA promulgated its Canons of Legal Ethics. See infra note 116 and

accompanying text.
113. Id. at 290.
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majority of states now require the Multi-State Professional Responsibility
Exam (MPRE)."4 The MPRE is a two-hour, fifty-question exam that tests
the applicant on the ethical standards established by the legal
profession." s

C. American Bar Association (ABA)

In 1908, the ABA adopted its Canons of Professional Ethics, and in
1970 it promulgated a Code of Professional Responsibility. The Code was
adopted by every state except California and Illinois, each of which
passed its own Codes of Ethical Conduct."6 The Preamble to the ABA
Code of Professional Responsibility states:

Lawyers, as guardians of the law, play a vital role in the preservation
of society. The fulfillment of this role requires an understanding by
lawyers of their relationship with and function in our legal system.
A consequent obligation of lawyers is to maintain the highest
standards of ethical conduct. 117

The ABA Model Code is comprised of canons, ethical considerations, and
disciplinary rules. 118

In 1983, in response to criticism of the Code from the courts and
commentators, the ABA promulgated a second set of standards, the
Model Rules of Professional Conduct" 9 The ABA intended for all states
to adopt the Model Rules, so that there would be one uniform code of
ethical conduct. 2 ° The majority of states have adopted the Model
Rules,(some with modifications), but fourteen states have continued
using the Model Code.'2 '

The Preamble to the Model Rules states:
A lawyer is a representative of clients, an officer of the legal system
and a public citizen having a special responsibility for the quality of
justice....

In the nature of law practice, however, conflicting
responsibilities are encountered. Virtually all difficult ethical
problems arise from conflict between a lawyer's responsibilities to
clients, to the legal system and to the lawyer's own interest in
remaining an upright person while earning a satisfactory living. The

114. See Drinan, supra note 108, at 396. In 1991, thirty-seven states required applicants
to pass the MPRE for admission to their Bar. See Serena Stier, Legal Ethics: The Integrity
Thesis, 52 Ohio St. L.J. 551, 592 n.167 (1991).

115. See Jeffrey M. Duban, The Bar Exam as a Test of Competence: The Idea Whose Time
Never Came, 63 N.Y. ST. B.J. 34,40 n.22 (1991).

116. See HAZARD & RHODE, supra note 110, at 100.
117. MODEL CODE OF PROFESSIONAL RESPONSIBILITY pmbl. (1981).
118. See FIRMAGE, supra note 46, at 20-22.
119. See HAZARD & RHODE, supra note 110, at 100.
120. See Ralph G. Elliot, With Whom May I Talk and What May I Say? Current Issues in

Legal Ethics, 65 CONN. B.J. 81,82 (1991).
121. See HAZARD & RHODE, supra note 110, at 100.
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Rules of Professional Conduct prescribe terms for resolving such
conflicts. Within the framework of these Rules many difficult issues
of professional discretion can arise. Such issues must be resolved
through the exercise of sensitive professional and moral judgement
guided by the basic principles underlying the Rules. 22

The lawyer is subject to and governed by whichever set of rules his state
chooses to adopt. Either the Code or the Rules apply to every member of
the legal profession.123 Disciplinary action is not pursued by the ABA, but
by each state bar association in accordance with its ethical canons and
oath of admission. 24

D. Conflict of Interest: Corporate Ethic vs. Professional Ethic
The Preamble to the Model Rules aptly describes the lawyer's

dilemma when it states:
In the nature of law practice, however, conflicting responsibilities are
encountered. Virtually all difficult ethical problems arise from
conflict between a lawyer's responsibilities to clients, to the legal
system and to the lawyer's own interest in remaining an upright
person while earning a satisfactory living. 25

The lawyer, who has a duty to his client and a duty to the court, is often
confronted with a dilemma when the two obligations conflict.

At the heart of the attorney-client relationship is the principle that
the lawyer must maintain confidentiality of information relating to
the representation. . . [This guarantee of confidentiality is
important] to promote full and frank disclosure by the client to the
attorney; to assure that counseling is effective and based upon
complete understanding of all facts and circumstances.126

This requirement of confidentiality is codified in Model Rule
1.6(a). 27 It prohibits the attorney from revealing any information that
relates to the representation of his client without the client's consent.128 In

122. MODEL RULES OF PROFESSIONAL CONDUCT pmbl. (1983).
123. For the purposes of analyzing the existing legal framework for guiding attorneys

who face ethical dilemmas, this paper will refer to the Model Rules of Professional
Conduct but acknowledges that some states may have modified the Rules or may still use
the Model Code.

124. See William H. Wisely, The Influence of Engineering Societies on Professionalism and
Ethics, in ENGINEERING PROFESSIONALISM AND ETmCS, supra note 55, at 30, 28-37.

125. MODEL RULES OF PROFESSIONAL CONDUCT pmbl. (1983).
126. Robert J. Jossen, Client Perjury, Fraud and Misconduct, 403 PLI/Lit 579 (1990).
127. MODEL RULES OF PROFESSIONAL CONDUCT Rulel.6(a) (1983). The Model Code also

recognized the duty to keep all attorney-client communications confidential. Under the
Model Code the lawyer's duty to the client is paramount. See MODEL CODE OF
PROFESSIONAL RESPONSIBIITY DR-4-101 (1980).

128. MODEL RULES OF PROFESSIONAL CONDUCT Rule 1.6(a) (1983).
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addition, the lawyer, as an advocate of his client, has a duty to zealously
represent the client.' 29

If the lawyer's only duty were to his client, no dilemma would exist,
but the lawyer also has a duty to the court. The attorney, as an officer of
the court, has a duty "to preserve the effective administration of
justice." 3 ' As an officer of the court, the lawyer has a duty of "candor
toward the tribunal," reflected in Model Rule 3.3.111 Under Rule 3.3, the
lawyer cannot knowingly make any false statement, offer false evidence,
or fail to disclose a material fact if non-disclosure would constitute
assisting the client in a criminal or fraudulent act.132 In addition, lawyers
are prohibited from assisting a client in any criminal or fraudulent
conduct. 33 Under the Model Rules of Professional Conduct, the lawyer's
ethical duty to the court outweighs his duty to his client.' 34 When the two
obligations conflict, the Rules specifically detail the procedure the lawyer
should take for acting in accordance with his duty to the court and his
profession. 35

A second analogy is the dilemma in-house counsel faces when
confronted with possible wrongdoing by corporate officers. A recent
Securities and Exchange Commission (SEC) case, Salomon Brothers,136

highlights the tension between the lawyer's duty to the corporation and
his professional and ethical responsibilities. In Salomon Brothers, the
general counsel became aware of a criminal act committed by the firm.
The firm had submitted a fraudulent bid in the government securities
market. 37  The general counsel advised the corporation's senior
management that the law required that the fraudulent bid be reported. 38

Despite their assurances that they would report the fraud, the top

129. See Don D. Skypeck, Professional Ethics of Criminal Defense Lawyers: Is There a Single
Solution to the Issues Raised by Perjuring Clients?, 16 MEM. ST. U. L. REv. 531, 535 (1986);
Charles F. Thompson, The Attorney's Ethical Obligations when Faced with Client Perjury, 42 S.
C. L. REv. 973,974 (1991).

130. Skypeck, supra note 129, at 534.
131. MODEL RULES OF PROFESSIONAL CONDUCT Rule 3.3 (1983).
132. See id. Rule 3.3(a).
133. See id. Rule 1.2(d).
134. See id. Rule 3.3(b). This Rule states that the lawyer's duty of candor and honesty

to the court applies even if the information the lawyer must disclose is confidential and
even if this information would otherwise be protected from disclosure by Rule 1.6(a). See
also MODEL RULES OF PROFESSIONAL CONDUCT Rule 1.6(b) (1983), which states that the
lawyer may reveal the otherwise privileged confidential communication from his client if
the lawyer reasonably believes it must be revealed in order "to prevent the client from
committing a criminal act that the lawyer believes is likely to result in imminent death or
substantial bodily harm." Id.

135. See id. Rule 3.3 cmt.
136. Matter of Gutfreund, Exchange Act Release No. 34-31554 [1992 Transfer Binder]

Fed. Sec. L. Rep. (CCH) 85,067 (Dec. 3,1992).
137. Id. at 83,599.
138. Id. at 83,601.
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executives took no such action. 39 This inaction left the general counsel in
a dilemma. Was he required to report the fraudulent bid himself,
violating client confidences and risking his job in the process, or to remain
quiet and allow the crime to go unreported? The SEC stated that when
in-house counsel knows that management is not implementing his advice
he has three alternatives: (1) go to the board of directors; (2) resign; or, (3)
disclose the wrongdoing to the appropriate authority.14°

The general counsel in Salomon Brothers would have had an easier
choice had the senior management simply refused to follow his advice
outright. In such a situation, the attorney would be bound by the explicit
provisions of Model Rule 1.13. Under Model Rule 1.13, if the attorney
knows that officers or employees of the corporation intend to act in a
manner that is likely to cause substantial injury to the organization, the
lawyer can: (1) ask the officer to reconsider the matter; (2) advise the
corporation to seek a separate legal opinion on the matter; or, (3) refer the
matter to a higher authority in the organization.14 ' If the corporate
officers refuse to act in accordance with the law and the corporation is
likely to suffer substantial injury, the in-house counsel may resign." But
even if the in-house counsel's advice is rejected outright, he may not have
any legal duty to report the trading violation. 43 In fact, reporting the
improper bid might violate the duty of confidentiality that he owes to his
client under Model Rule 1.6, unless the lawyer is aware that the client
plans to continue making improper bids. In this case, the lawyer may
have a duty to disclose or possibly resign. 144 Although there may still be
some gray areas where the lawyer's duty is unclear, the Model Rules
guide attorneys who struggle with ethical dilemmas to reach a solution
that is consistent with the goals and duties of the profession.

All fifty states require bar applicants to take an oath that they will
not purposely mislead the bench, and that they will adhere to the Rules of
Professional Responsibility adopted by that state. 45 The Rules provide a
framework of ethical conduct to which the lawyer must adhere in order to
practice in the legal profession. The integrity of the profession is
maintained through rigorous enforcement of these professional conduct
rules. The attorney commits professional misconduct if she violates any
of the rules set forth in the Rules of Professional Conduct as adopted by

139. Id. at 83,602.
140. Id. at 83,609. For a more detailed discussion of the Salomon Brothers case, see C.

Evan Stewart, Corporate Counsel as Whistleblower, N.Y.L.J., July 1, 1993, at 5.
141. MODEL RULES OF PROFESSIONAL CONDucr Rule 1.13(b) (1983).
142. See id. Rule 1.13(c).
143. See Michael Orey, Salomon's Hot Seat, AMERIcAN LAWYER, Mar. 1993, at 5.
144. See MODEL RULES OF PROFESSIONAL CoNDucr Rule 1.2(d) cmt. (1983).
145. Skypeck, supra note 129, at 534.

1994



116 HIGH TECHNOLOGY LAW JOURNAL VoL 9:1

their licensing state. 146 Under many circumstances, the lawyer also has a
duty to report the professional misconduct of any colleague, lawyer or
judge who violates the rules of professional conduct. 147 This obligation
ensures that the profession, through self-regulation, will maintain high
ethical standards.

V. COMPARING LAW AND ENGINEERING
Those involved in the engineering profession could benefit by

considering the framework that the legal profession has developed to
assist the attorney in resolving ethical dilemmas. In order to function as a
profession, the engineering field needs to develop a more structured
framework to uniformly impart ethical standards to the profession's
members, and to assure the public that all those who call themselves
engineers meet minimum standards of competency and have requisite
training in dealing with ethical dilemmas that arise in the practice of their
field.'48 The engineer would not be confronted with the frustration and

146. See MODEL RULES OF PROFESSIONAL CONDUCT Rule 8.4 (1983). This rule defines
professional misconduct for a lawyer to include violating or assisting another in violating
the rules of professional conduct, committing any criminal act, or engaging in any conduct
that reflects adversely on the lawyer's fitness to practice, honesty, integrity, or
trustworthiness.

147. See MODEL RULES OF PROFESSIONAL CONDUCT Rule 8.3 (1983).
148. Even though the legal profession has well established and effective mechanisms

for the training and guidance of its practitioners, the public appraises the ethical standards
of lawyers lower than those of engineers. See Matley et al., supra note 45, at 119. This
article relies upon a 1986 report prepared for the National Academy of Engineering. In
this article, the author details the explanations given by the study's participants for their
perceptions. Respondents believed that since engineers deal with facts and figures and
reach their conclusions through the application of mathematical calculations, there was
little room for misconduct. People feel that engineers can be relied upon to report their
findings and recommendations because they are reporting the results of calculations or
experiments, unlike lawyers who give opinions, where there is more room for unethical
conduct. The survey participants, like the public were generally mystified by engineering,
they had little understanding of what engineers actually do. Since lay people (non-
scientists) are often intimidated by science and mathematics, they seldom feel qualified to
question the engineer's conduct or standards. On the other hand, the public often believes
that they know as much as the lawyer does. This results in resentment of lawyers who
don't appear to be building anything or performing any service that the client couldn't do
themselves. Since lawyers are in the business of dispensing opinions, judgements, and
advice, (something that every person feels qualified to do) people often question their
conduct. The public's perception of engineers as maintaining higher ethical standards
than lawyers could also be based upon the notion that law is subjective and lawyers are
always finding ways around laws. While engineers on the other hand, are bound by a law
which forces engineering decisions to be made objectively and never exceeding the
bounds of the laws of nature and its physical properties. This author tends to agree with
public perception of engineers as highly ethical, yet this is not inconsistent with the
premise that the engineering profession is in desperate need of improving their
framework for training and guiding engineers confronted with dilemmas, and that the
engineering profession can benefit by modeling their ethical framework after the one
established by the legal profession.
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feeling of helplessness experienced by Roger Boisjoly, who was caught in
the conflict between corporate ethics and professional ethics.

Ethically conscious engineers bound by a professional code would
promote consumer health and welfare by increasing awareness of safety
concerns. Our tort system, which provides deterrents against the
manufacture of unreasonably dangerous products, could be enhanced if
engineers, bound by a code of professional ethics, had a stronger role in
corporate decision making. Engineers obliged to "hold paramount the
safety, health and welfare of the public in the performance of their
professional duties" 149 would be bound by the obligations of their
profession to voice their safety concerns. Moreover, if the engineering
profession required that its practitioners be licensed, engineers would be
more accountable for their work.150 Their professional livelihood would
be threatened by the design of an unsafe product. 15'

This section argues that the engineering profession needs to
revolutionize its training and licensing procedures, modeling them after
those developed by the legal profession.

A. Training

Commentators agree that a course in ethics in the engineering
curriculum is necessary to train the engineer in the standards of ethical
conduct established by the profession.5 2 The engineering curriculum
should be expanded to include such a course. Like lawyers, engineers
should be required to take a course in professional responsibility that
teaches the duties and responsibilities of the profession and familiarizes
them with a code of professional responsibility. In order to add another
requirement to the already overcrowded list of mandatory engineering
courses, universities may need to expand the engineering program from
four to five years.

Engineering, .... differs from such well-established professions as
law and medicine. Whereas the established professions developed a
graduate curriculum on a base of undergraduate liberal or pre-

149. NSPE CODE OF ETHIcs Canon 1. See Appendix.
150. See infra note 155 and accompanying text.
151. The possibility of product liability litigation arising from marketing an unsafe

product only influences management when the costs of injuries the product may cause
exceed the costs of making the product safer. At that point the fear of tort litigation will
deter the company from the production of an unsafe product. Increasing the ethical
awareness of engineers and holding them accountable would get engineers more involved
in the decision making process because their professional reputations (as well as the
company pocketbook) will be on the line; the result will be more concern for product
safety.

152. See, e.g., BAUM, supra note 46, at 17-20; FIRMAGE, supra note 46, at 41; Heinz C.
Luegenbiehl, Codes of Ethics and the Moral Education of Engineers, 2 Bus. & PROF. ETHICS J.
41, 57 (1983); Weil, supra note 46, at 249-50.
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professional courses, engineering education has, since its beginnings
in the nineteenth century, offered professional training at the
undergraduate level in a period of four years. This has placed
considerable strain on the content of engineering curricula, which
attempt to cover basic and applied science, mathematics,
engineering design and tool courses, and liberal studies in a
relatively short period of time. The result is a curriculum of great
density, few electives, and only scant attention (less than a year) to
courses in the humanities and social sciences.153

As an alternative, engineers could be required to attend a fifth year
of training for an engineering Masters that would include a required
course in engineering ethics. Commentators have argued in favor of such
a professional engineering program."s If the Engineering Masters were
created, engineering, like law and medicine, would require a student to
complete independent training beyond the Bachelor's degree to achieve
professional status.

B. Licensing

Licensing and registration procedures are tools employed by the
states to protect the public safety and ensure that only qualified
practitioners represent themselves as professionals.' There is no
justification for allowing the majority of practicing engineers to go
unlicensed. State licensing procedures are intended "to set minimum
standards for entry into a profession" and "to provide means for
expelling dishonorable or incompetent practitioners."" s These goals can
not be met if more than two-thirds of the practitioners are exempted from
required licensing. Therefore, commentators have argued that there
should be mandatory licensing for all engineers. 5 7

It has been argued that the status of the engineering profession
would be enhanced and the public interest better served if all
engineers were required to be licensed. Gains would result,
according to this thesis, from the fact that relatively uniform
standards of knowledge, experience, and character would have to be
met by everyone entitled to be called an engineer. On the one hand,
engineers would be more accountable, in a legal sense, for the results
of their work, and on the other hand, being more competent and
more respected, they would have more leverage in disputes with
managers attempting to ignore or overrule their professional

153. Richard L. Schott, Professions and Government: Engineering as a Case in Point, in
ENGINEERING PROFESSIONALISM AND ETI-CS, supra note 55, at 93, 91-102.

154. See, e.g., BAuM, supra note 46.
155. ENGINEERING PROFESSIONALISM AND ETIcS, supra note 55, at 507.
156. UNGER, supra note 55, at 110.
157. See Morton Fine, Registration Viewed as Bond to Practice of Learned Profession, in

ENGINEERING PROFESSIONALISM AND ETmIcs, supra note 55, at 511, 512-13; UNGER, supra note
55, at 112; Wilson, supra note 69, at 358-64, 366.
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judgements. In addition, the argument continues, courts might look
with considerably more disfavor on employers who discharge
engineers who acted in consonance with their legally defined
responsibilities.15

8

Licensing is the hallmark of professionalism.'" 9 Licensing is the
public's guarantee that only qualified, competent and ethical practitioners
will achieve professional status. If all engineers are licensed, then
disciplinary actions and penalties can be useful tools to enforce the
standards of the profession, rather than the ineffective exercises that they
are today.

Mandatory adherence to a code of ethics in order to retain one's
license to practice as an engineer would benefit not only the public, but
the engineers themselves. Engineers like Roger Boisjoly would not have
to face the disdain of their peers and superiors when they try to adhere to
professional standards.

As in the legal profession, where (with a very minor exception in
California) only those who have earned a degree from an accredited law
school can attain professional status, a person should only be granted a
license to practice as an engineer if he has graduated from an accredited
engineering school. The PE exams need to be updated and broadened to
cover all major engineering disciplines. Moreover, they should include
an examination on the ethical standards of the profession, including the
Engineer's Code of Ethics. 6 ° At present, there are no questions on
engineering ethics on the PE exams- 6'

The ethical standards of the engineering profession could be
revolutionized if states would do away with the many exemptions that
allow the majority of engineers to escape licensing. If licensing were
required of all engineers, and a prerequisite to such licensing included
passing an examination on a Code of Professional Responsibility for
engineers, engineering schools would be forced to incorporate such an
ethics course into their curricula.

158. UNGER, supra note 55, at 112.
159. There are corresponding requirements in medicine and law which require all

practitioner's to be licensed in order to practice the profession. See supra notes 111-112 and
accompanying text.

160. This requires that engineers uniformly adopt a single code of ethics, since there
are currently too many different codes to expect a student to be aware of the details of all
of them. This is similar to the legal profession where law graduates must pass a bar which
tests their substantive knowledge of the law of the state in which they wish to practice as
well as a professional responsibility bar which tests them on the Model Code of
Professional Responsibility.

161. See FIRMAGE, supra note 46, at 33.
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C. The American Engineering Association (AEA)

If engineering is to be a true profession, it needs to require
membership in a single umbrella organization that would cross over
engineering specialty lines. 62 Such an organization is the best way to
regulate the ethical conduct of the profession as a whole. It would serve
to establish, review, and enforce ethical standards:

In medicine, law, and architecture the existence of but one major
professional society for each 'learned art' has greatly simplified the
establishment, administration, and enforcement of ethical standards,
as well as related education functions within and outside these
professions. In each case the standards are under constant review,
and are amended as necessary to meet changing conditions.
Standing committees or similar bodies are maintained to provide
official interpretation of standards as needed, and to monitor current
problems. Procedures for handling ethical violations have been
developed through many years of experience, and enforcement has
been diligently pursued regardless of cost and occasional legal
counteraction.1

63

There is at least some support for such an organization in the
profession.

There have been continuing efforts during all of the more than one
hundred-year history of the professional engineering societies to
establish a single organization that would represent and serve the
interest of all engineers, but none of these efforts has been successful
to date.164

The engineering profession could accomplish this goal if all the
specialty societies would agree to be governed by an umbrella
organization, such as the ECPD or the NSPE,165 which would address
itself to the advancement of the profession in a broad sense. The specialty
societies could retain their autonomy for purpose of furthering the
technology that is particular to their disciplines, while the general AEA
could concentrate on broader issues concerning the licensing standards
and standards for professional conduct for the entire profession. The
AEA could promulgate a single Code of Ethics for the profession, which
states could adopt in their licensing requirements, thereby assuring the
continued ethical conduct of the engineers. Uniformity is essential. The
engineering profession needs to have a single code so that engineers are
not confused about which set of standards apply to them.

162. A basic attribute of a profession is the concern for the professional motivation and
ethical conduct of the profession's members. If this is a condition precedent to earning the
distinction as a professional, the engineering profession has not yet met the standard.

163. Wisely, supra note 124, at 35.
164. BAUM, supra note 46, at 7.
165. The EPCD already represents sixteen major engineering societies. Thirty

engineering societies have adopted the ECPD's Code of Ethics for Engineers. See BAUM,
supra note 46, at 7.
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D. Conflict of Interest: Corporate Ethic vs. Professional Ethic

Current mechanisms are inadequate to provide the engineer with
guidance when confronted with an ethical dilemma. The Challenger
tragedy illustrates just such a dilemma. A second and perhaps more
typical example of an ethical dilemma that the corporate engineer
confronts is when her company accepts her technical evaluations,
including a calculated risk to human life, and decides to go forward
despite the risk because management finds the degree of risk acceptable.
In such a case, a strict construction of Rule 1(a) would force the engineer
to notify the proper authority. Rule 1(a) applies when the engineer
believes that the public is endangered by the decision, but management
has overruled his professional judgment. But the construction of the rule
is less clear when the dilemma arises because management and technical
experts simply disagree on how much harm is too much. In such a case,
the engineer may pursue a course of action dictated by his personal ethics
that may include leaving the company, informing the proper authorities,
or perhaps even informing the public. Because this is a value judgment,
as opposed to a technical judgment of the sort in the Challenger case,
engineers may have difficulty persuading management to concur in their
judgments.

To begin the process of revolutionizing the corporate decision
making system, the engineering profession needs to develop more
detailed procedures for the engineer to follow when confronted with the
Challenger type dilemmas. The legal counterpart of the Challenger
tragedy is the dilemma of the perjurious client.'66 Although both the
engineer and the lawyer are dependent on their clients for economic
survival, the lawyer is not free to ignore ethical considerations in the
practice of his profession. The Model Rules explicitly detail the
procedures for a lawyer to follow when he discovers that his client
intends to commit perjury. He is required to attempt to dissuade the
client from this course of action, and to inform the client of the
consequences of this action-including the lawyer's own duty to disclose
this fraud to the court. 67 If the lawyer believes this attempt has been

166. Another illustration of a lawyer's dilemma for which the Model Rules offer
detailed assistance is the lawyer's duty to prevent the client from committing a criminal
act that the lawyer believes will result in imminent death or substantial bodily harm. In
this circumstance, the lawyer's duty to his client is subordinate to his professional
responsibility. Model Rule 1.6 allows but does not require that the lawyer reveal the
client's confidences to whatever extent necessary to prevent the crime. But, the lawyer is
required to withdraw from representation, if the lawyer's services would further the
criminal conduct. MODEL RULES OF PROFESSIONAL CONDUCT Rule 1.16 (1983).

167. See MODEL RULE OF PROFESSIONAL CONDucT Rule 3.3(a) (1983); ABA Comm. on
Ethics and Professional Responsibility, Formal Op. 87-353 (1987).
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unsuccessful, he must attempt to withdraw from representation.'6 If the
court orders the attorney to proceed, as is often the case, he has no choice
but to obey.'69 If the lawyer cannot effectively withdraw from the
proceeding, he must either attempt to limit the client's testimony to the
issues on which he will testify truthfully, or refuse to allow the client to
testify17 0 If neither of these options are possible, the lawyer must disclose
to the court the client's intent to commit perjury.1 1 This clear guidance in
the face of an ethical dilemma is the framework that the engineering
profession desperately needs to copy.

Rule 1(a) of the NSPE's Code of Ethics is a good example of the
procedures that are needed, but the profession needs more specific
guidance. Rule 1(a) requires that the engineer confront his company
management and inform the client and appropriate authorities when
management overrules his technical recommendation, endangering the
public."1

The engineer's code must relieve peer pressure on practicing
engineers by defining professional misconduct in terms of knowingly
allowing the public to be endangered. It could do so by enacting
requirements like Model Rule 8.3, which demands that the professional
report the misconduct of his peers."73 Mandatory compliance with this
new code, which would be achieved through licensing and rigorous
enforcement, would work to solve the engineer's dilemma, ensure the
public's safety, and prevent another space shuttle from exploding.

VI. CONCLUSION
The last second launch pad shut down of the space shuttle

Discovery shows that NASA has increased its awareness of safety
concerns. It is encouraging that these concerns outweighed NASA's
many pressures to launch. But it was NASA's computer, not its
personnel, that actually stopped the launch. Would NASA officials have
acted the same way?

Unlike the engineering profession, which largely chooses to ignore
the ethical dilemma the engineer faces when client or corporate interests
conflict with professional responsibility, the legal profession recognizes
that the lawyer may be placed in a moral dilemma when his client's
interests conflict with his professional responsibilities. In the legal
profession, established guidelines are available to assist the attorney to

168. Id.
169. See Thompson, supra note 129, at 979-80.
170. See ABA Formal Op. 87-353, supra note 167.
171. Id.
172. See Appendix.
173. See MODEL RuLES OF PROFESSiONAL CONDuCT Rule 8.3 (1983).
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resolve this conflict. The engineering profession should look to the legal
profession for guidance in developing a more extensive framework to
assist the practitioner confronted with conflicting obligations.

In order to alleviate the engineer's ethical dilemma, the engineering
profession must require stricter licensing of its members. To effectively
protect the public from incompetent, unethical engineers, states must
repeal the exemptions which currently allow engineers to escape
licensing. States must also make licensing contingent upon passing an
examination on the ethical standards of the profession, like the lawyer's
MPRE. Once this professional responsibility requirement is established,
engineering schools will be forced to integrate a course in engineering
ethics into their curriculum. Engineering, as a profession, must also
adopt a single code of ethics and create a single governing body (AEA) to
address the advancement of the profession in a broad sense. The AEA
can co-exist with existing specialty societies, as long as they adopt the
general Code of Ethics.

The Engineer's Code of Ethics needs to recognize and address itself
to the dilemmas that engineers face in practice, much as the Model Rules
have done in the legal profession. The code must state when the
engineer's duty to the public and his profession outweighs his duty to his
employer and client. It needs to detail mandatory procedures for the
engineer to follow if she believes that her company management has
endangered the public by overruling or ignoring her technical
recommendation, much as the Model Rules detail the procedures for the
attorney to follow when he believes his client intends to commit perjury.

All engineers must not only be bound by the code, but have a duty
to uphold it. This code will be useless unless enforced; states will need to
evaluate engineers' conduct and discipline those who violate the code.
This enforcement will act as a deterrent, preventing other engineers from
similar misconduct.

Perhaps the greatest benefit to be derived from stricter licensing of
engineers would be that engineers would command more respect and
have more leverage in disputes with company management. Detailed
procedures for informing the authorities when management endangers
the public would discourage companies from making decisions that
might otherwise elevate corporate ethics over professional ethics. These
procedures will be especially effective when management is comprised of
engineers who could lose their licenses to practice if they violate the rules
of professional conduct.

The engineering profession must implement changes to assist its
practitioners in dealing with ethical dilemmas. Until it does, we are only
waiting for the next disaster. Until it does, engineering schools should
hand their graduates not only diplomas, but whistles.
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APPENDIX

National Society of Professional Engineers (NSPE) Code of
Ethics.

PREAMBLE

Engineering is an important and learned profession. The members of the
profession recognize that their work has a direct and vital impact on the quality

of life for all people. Accordingly, the services provided by engineers require
honesty, impartiality, fairness, and equity, and must be dedicated to the
protection of the public health, safety and welfare. In the practice of their
profession, engineers must perform under a standard of professional behavior

which requires adherence to the highest principles of ethical conduct on behalf of
the public, clients, employers and the profession.

L FUNDAMENTAL CANONS

Engineers, in the fulfillment of their professional duties, shall:
1. Hold paramount the safety, health and welfare of the public in the

performance of their professional duties.
2. Perform services only in the areas of their competence.
3. Issue public statements only in an objective and truthful manner.
4. Act in professional matters for each employer or client as faithful

agents or trustees.
5. Avoid deceptive acts in the solicitation of professional employment.

II. RULES OF PRACTICE

1. Engineers shall hold paramount the safety, health and welfare of the

public in the performance of their professional duties.
a. Engineers shall at all times recognize that their primary

obligation is to protect the safety, health, property and welfare of
the public. If their professional judgment is overruled under
circumstances where the safety, health, property or welfare of
the public are endangered, they shall notify their employer or
client and such authority as may be appropriate.

b. Engineers shall approve only those engineering documents
which are safe for public health, property and welfare in
conformity with accepted standards.

c. Engineers shall not reveal facts, data or information obtained in a
professional capacity without the prior consent of the client or

employer except as authorized or required by law or this Code.
d. Engineers shall not permit the use of their name or firm name

nor associate in business ventures with any person or firm which
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they have reason to believe is engaging in fraudulent or
dishonest business or professional practices.

e. Engineers having knowledge of any alleged violation of this
Code shall cooperate with the proper authorities in furnishing
such information or assistance as may be required.

2. Engineers shall perform services only in the areas of their competence:
a. Engineers shall undertake assignments only when qualified by

education or experience in the specific technical fields involved;
b. Engineers shall not affix their signatures to any plans or

documents dealing with subject matter in which they lack
competence, nor to any plan or document not prepared under
their direction and control;

c. Engineers may accept assignments and assume responsibility for
coordination of an entire project and sign and seal the
engineering documents for the entire project, provided that each
technical segment is signed and sealed only by the qualified
engineers who prepared the segment.

3. Engineers shall issue public statements only in an objective and
truthful manner.

a. Engineers shall be objective and truthful in professional reports,
statements or testimony. They shall include all relevant and
pertinent information in such reports, statements or testimony.

b. Engineers may express publicly a professional opinion on
technical subjects only when that opinion is founded upon
adequate knowledge of the facts and competence in the subject
matter.

c. Engineers shall issue no statements, criticisms or arguments on
technical matters which are inspired or paid for by interested
parties, unless they have prefaced the comments by explicitly
identifying the interested parties on whose behalf they are
speaking, and by revealing the existence of any interest the
engineers may have in the matters.

4. Engineers shall act in professional matters for each employer or client
as faithful agents or trustees.

a. Engineers shall disclose all known or potential conflicts of
interest to their employers or clients by promptly informing
them of any business association, interest, or other circumstances
which could influence or appear to influence their judgment or
the quality of their services.

b. Engineers shall not accept compensation, financial or otherwise,
from more than one party for services on the same project, or for
services pertaining to the same project, unless the circumstances
are fully disclosed to, and agreed to by, all interested parties.
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c. Engineers shall not solicit or accept financial or other valuable
consideration, directly or indirectly, from contractors, their
agents, or other parties in connection with work for employers or
clients for which they are responsible.

d. Engineers in public service as members, advisors or employees
of a governmental body or department shall not participate in
decisions with respect to professional services solicited or
provided by them or their organization in private or public
engineering practice.

e. Engineers shall not solicit or accept a professional contract from
a governmental body on which a principal or officer of their
organization serves as a member.

5. Engineers shall avoid deceptive acts in the solicitation of professional
employment.

a. Engineers shall not falsify or permit misrepresentation of their,
or their associates', academic of professional qualifications. They
shall not misrepresent or exaggerate their degree of
responsibility in or for the subject matter of prior assignments.
Brochures or other presentations incident to the solicitation of
employment shall not misrepresent pertinent facts concerning
employers, employees, associates, joint ventures or past
accomplishments with the intent and purpose of enhancing their
qualifications and their work.

b. Engineers shall not offer, give, solicit or receive, either directly or
indirectly, any political contribution in an amount intended to
influence the award of a contract by public authority, or which
may reasonably construed by the public of having the effect or
intent to influence the award of a contract. They shall not offer
any gift, or other valuable consideration in order to secure work.
They shall not pay a commission, percentage or brokerage fee in
order to secure work except to a bona fide employee or bona fide
established commercial or marketing agencies retained by them.

III. PROFESSIONAL OBLIGATIONS

1. Engineers shall be guided in all their professional relations by the
highest standards of integrity.

a. Engineers shall admit and accept their own errors when proven
wrong and refrain from distorting or altering the facts in an
attempt to justify their decisions.

b. Engineers shall advise their clients or employers when they
believe a project will not be successful.

c. Engineers shall not accept outside employment to the detriment
of their regular work or interest. Before accepting any outside
employment, they will notify their employers.
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d. Engineers shall not attempt to attract an engineer from another
employer by false or misleading pretenses.

e. Engineers shall not actively participate in strikes, picket lines, or
other collective coercive action.

f. Engineers shall avoid any act tending to promote their own
interest at the expense of the dignity and integrity of the
profession.

2. Engineers shall at all times strive to serve the public interest.
a. Engineers shall seek opportunities to be of constructive service in

civic affairs and work for the advancement of safety, health and
well-being of their community.

b. Engineers shall not complete, sign, or seal plans and/or
specifications that are not of a design safe to the public safety,
health and welfare and in conformity with accepted engineering
standards. If the client or employer insists on such
unprofessional conduct, they shall notify the proper authorities
and withdraw from further service on the project.

c. Engineers shall endeavor to extend public knowledge and
appreciation of engineering and its achievements and to protect
the engineering profession from misrepresentation and
misunderstanding.

3. Engineers shall avoid all conduct or practice which is likely to
discredit the profession or deceive the public.

a. Engineers shall avoid the use of statements containing a material
misrepresentation of fact or omitting a material fact necessary to
keep statements from being misleading or intended or likely to
create an unjustified expectation; statements containing
prediction of future success; statements containing an opinion as
to the quality of the Engineers' services; or statements intended
or likely to attract clients by use of showmanship, puffery, or
self-laudation, including the use of slogans, jingles, or
sensational language or format.

b. Consistent with the foregoing, Engineers may advertise for
recruitment of personnel.

c. Consistent with the foregoing, Engineers may prepare articles for
the lay or technical press, but such articles shall not imply credit
to the author for work performed by others.

4. Engineers shall not disclose confidential information concerning the
business affairs or technical processes of any present or former client
or employer without his consent.

a. Engineers in the employ of others shall not without the consent
of all interested parties enter promotional efforts or negotiations
for work or make arrangements for other employment as a
principal or to practice in connection with a specific project for
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which the Engineer has gained particular and specialized
knowledge.

b. Engineers shall not, without the consent of all interested parties,
participate in or represent an adversary interest in connection
with a specific project or proceeding in which the Engineer has
gained particular specialized knowledge on behalf of a former
client or employer.

5. Engineers shall not be influenced in their professional duties by
conflicting interests.

a. Engineers shall not accept financial or other considerations,
including free engineering designs, from material or equipment
suppliers for specifying their product.

b. Engineers shall not accept commissions of allowances, directly or
indirectly, from contractors or other parties dealing with clients
or employers of the Engineer in connection with work for which
the Engineer is responsible.

6. Engineers shall uphold the principle of appropriate and adequate
compensation for those engaged in engineering work.

a. Engineers shall not accept remuneration from either an
employee or employment agency for giving employment.

b. Engineers, when employing other engineers, shall offer a salary
according to professional qualifications.

7. Engineers shall not attempt to obtain employment or advancement or
professional engagements by untruthfully criticizing other engineers,
or by other improper or questionable methods.

a. Engineers shall not request, propose, or accept a professional
commission on a contingent basis under circumstances in which
their professional judgment may be compromised.

b. Engineers in salaried positions shall accept part-time engineering
work only to the extent consistent with policies of the employer
and in accordance with ethical consideration.

c. Engineers shall not use equipment, supplies, laboratory, or office
facilities of an employer to carry on outside private practice
without consent.

8. Engineers shall not attempt to injure, maliciously or falsely, directly or
indirectly, the professional reputation, prospects, practice or
employment of other engineers, nor untruthfully criticize other
engineers' work. Engineers who believe others are guilty of unethical
or illegal practice shall present such information to the proper
authority for action.

a. Engineers in private practice shall not review the work of
another engineer for the same client, except with the knowledge
of such engineer, or unless the connection of such engineer with
the work has been terminated.
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b. Engineers in governmental, industrial or educational employ are
entitled to review and evaluate the work of other engineers
when so required by their employment duties.

c. Engineers in sales or industrial employ are entitled to make
engineering comparisons of represented products with products
of other suppliers.

9. Engineers shall accept responsibility for their professional activities;
provided, however, that Engineers may seek indemnification for
professional services arising out of their practice for other than gross
negligence, where the Engineer's interest cannot otherwise be
protected.

a. Engineers shall conform with state registration laws in the
practice of engineering.

b. Engineers shall not use association with a non-engineer, a
corporation, or partnership, as a "cloak" for unethical acts, but
must accept personal responsibility for all professional acts.

10. Engineers shall give credit for engineering work to those to whom
credit is due, and will recognize the proprietary interests of others.

a. Engineers shall, whenever possible, name the person or persons
who may be individually responsible for designs, inventions,
writings, or other accomplishments.

b. Engineers using designs supplied by a client recognize that the
designs remain the property of the client and may not be
duplicated by the Engineer for others without express
permission.

c. Engineers, before undertaking work for others in connection
with which the Engineer may make improvements, plans,
designs, inventions, or other records which may justify
copyrights or patents, should enter into a positive agreement
regarding ownership.

d. Engineers' designs, data, records, and notes referring exclusively
to an employer's work are the employer's property.

11. Engineers shall cooperate in extending the effectiveness of the
profession by interchanging information and experience with other
engineers and students, and will endeavor to provide opportunity for
the professional development and advancement of engineers under
their supervision.

a. Engineers shall encourage engineering employees' efforts to
improve their education.

b. Engineers shall encourage engineering employees to attend and
present papers at professional and technical society meetings.

c. Engineers shall urge engineering employees to become
registered at the earliest possible date.
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d. Engineers shall assign a professional engineer duties of a nature
to utilize full training and experience, insofar as possible, and
delegate lesser functions to subprofessionals or to technicians.

e. Engineers shall provide a prospective engineering employee
with complete information on working conditions and proposed
status of employment, and after employment will keep
employees informed of changes.
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I. INTRODUCTION
The scene is a local police precinct. After obtaining proper

authorization, the police establish a wiretap vital to their ongoing
investigation of a suspected drug kingpin. The call is placed, the police
listen intently, but they only hear garbled noise-the suspect is using a
telephone equipped with encryption technology. Upon realizing that the
sophisticated encryption scheme cannot be broken by even the most
advanced computers, the police abandon their efforts. Their inability to
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decipher the encryption scheme has severely obstructed their ongoing
investigation.

As these incidents grow in number, the Federal Government and
law enforcement agencies become increasingly concerned with the
obstruction imposed by encryption, both of voice and data. Any desire to
remedy this problem, however, is tempered by the recognition that data
encryption telephones are used primarily by businesses and citizens
seeking to prevent others from listening to their conversations.' To
accommodate law enforcement goals without compromising legitimate
encryption needs, the Federal Government is considering using a
mandatory Clipper scheme. A mandatory Clipper scheme would
prohibit the use of all forms of private data encryption technology in
telephones and require that those wishing to use data encryption devices
use only authorized equipment. The authorized equipment would
provide secure telephone conversations to thwart private eavesdroppers
while enabling law enforcement officers to decrypt intercepted
conversations using special computer keys. As a safeguard, law
enforcement officials could only acquire the computer keys after first
obtaining legal authorization for the electronic surveillance.

This Comment argues that a mandatory Clipper scheme violates the
Fourth Amendment requirement that searches be conducted with
sufficient particularly.2 Part II describes the current conflict between the
proliferation of data encryption technology and electronic surveillance
efforts by law enforcement officials, and postulates a Federal Government
sponsored mandatory Clipper scheme as a solution. Part III presents the
two-part evaluation currently used by the judiciary to evaluate the
propriety of an electronic surveillance under the Particularity Clause:
examining first the ordinance enabling the surveillance, and second the
conduct of the officers executing the surveillance. Part IV argues that
although the officers executing a surveillance under a mandatory Clipper
scheme can act within the dictates of the Particularity Clause, courts
should find that a mandatory Clipper scheme, on its face, violates the
Particularity Clause.

1. Keeping voice and data lines secure from industrial espionage costs large
corporations and small businesses billions of dollars per year. See Stephen M. Williams,
Companies Compile Dossiers on Rivals, THE HARTFoRD COURANT, June 7, 1993, at 1.

2. The Fourth Amendment to the Constitution of the United States provides:
The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the persons
or things to be seized.

U.S. CoNST. amend. IV (emphasis added)[emphasized portion hereinafter the Particularity
Clause].

Vol. 9:1
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II. THE CLIPPER SCHEME: AN EFFORT TO MAINTAIN
THE INTEGRITY OF ELECTRONIC SURVEILLANCE

A. The Current Proposal: "Optional Clipper"
In use for millennia for military3 and civilian purposes, data

encryption is the process by which a message is sent in cryptic form to a
recipient who, in turn, decodes the message with a "key." These keys can
be as diverse as a letter substitution table or a computer program. Julius
Caesar used a code where each letter was replaced by the third later letter
in the Latin alphabet.4 In a perfect encryption scheme, no one other than
the intended recipient of a message can decode, and therefore
understand, the contents of the message.

Currently, consumers can purchase, from private parties, special
telephones equipped with data encryption technology so advanced that
eavesdroppers cannot understand conversations spoken on these
telephones.6 The same encryption technology, however, can be used to

3. Encryption technology has often been associated with the military. Even today, the
U.S. Munitions List is the repository for encryption regulation. See 22 C.F.R. § 121.1(b)(1)
(1992).

4. See James L. Massey, Contemporary Cryptology: An Introduction, in CONTEMPORARY

CRYPTOLOGY 3, 6 (Gustavus J. Simmons ed., 1992). "COLUMBIA" in Caesar's code would
become "FROXPELD". See also Ernst L. Leiss, PRINCIPLES OF DATA SECURITY 178-79
(1982)(discussing the mathematical theory behind the dual key algorithm, one of the most
secure encryption schemes available).

5. See John Eckhouse, New Phones Keep Trade Secrets Safe, S.F. CHRON., July 9, 1993, at
El.

6. The RSA public key algorithm is one of the best-known data encryption systems. It
would take a computer that performs 1 trillion operations per second approximately 1000
years to break a standard RSA encryption. See James Nechvatal, Public Key Cryptography,
in CONTEMPORARY CRYPTOLOGY 177,207-08 (Gustavus J. Simmons ed., 1992).

The possibility that an encryption scheme can be so effective that it cannot be
decrypted at all can be better understood by analyzing properties of one-way
mathematical functions. In general, a mathematical function takes a parameter, x, and
yields a result, y. For example the cube function can be expressed as:

y=x
3

The inverse of the function takes the result, y, and yields the parameter x. The inverse
of the above equation, the cube root function, is:

Functions that are easier to compute in their normal form than in their inverse form are
known as one-way functions. The cube function is such a function because it is easier to
compute the cube of 3 than the cube root of 27.

To illustrate by hypothetical, S wants to send R a message using the cube code. The
message is the number 12.1 (assume the message is in numerical form). S encrypts the
message by using the cube function producing the number 1771.561 and sends that
number to R. Assume further that the message is intercepted by Z and Z knows that the
encryption was accomplished via the cube function. Z will need to expend more effort to
decrypt the message using the inverse of the cube function (i.e. the cube root function)
than S did in encrypting the message. Obviously, Z will be able to decrypt the message by
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shield criminals from Government surveillance since law enforcement
officials engaged in authorized electronic surveillance cannot understand
encrypted conversations.7 The recent increase in electronic surveillance
by Government officials only exacerbates this problem.8

To resolve this quandary, the Clinton administration introduced the
Clipper Chip initiative on April 16, 1993. The briefing by the White
House proposing the Clipper initiative included the following: "While
encryption technology can help Americans protect business secrets and
unauthorized release of personal information, it also can be used by
terrorists, drug dealers, and other criminals." 9

The Clipper initiative envisions the use of a government
manufactured computer chip to encrypt telephone signals.'0 The
resulting encryption would be highly effective because the chip's
encryption algorithm is more secure than any data encryption technology
currently available," thereby providing effective protection from private

using a calculator or a cube root table. If S were to use a more complicated one-way
mathematical function, Z would have more difficulty in decrypting the message even if Z
knows the function. Effective encryption techniques take advantage of this fact. See Bob
Metclafe, One-way Functions are the Key to Security, INFOWORLD, Sept. 27, 1993, at 65.

7. James E. Kallstrom, the FBI's chief of investigation technology, commenting on the
optional Clipper scheme, stated: "We feel we need these tools to do our job." John Mintz
& John Schwartz, Chipping Away at Privacy?, WASH. POST, May 30, 1993, at H1. Kallstrom
feared the consequences that might result if Clipper is not implemented. "I don't have a
lot of dead bodies laying around here or dead children from an airplane explosion that we
haven't been able to solve-yet." Id.

8. Each year, the Director of the Administrative Office of the United States Courts
transmits a report to Congress summarizing the use of electronic surveillance by law
enforcement officials in the past year. See 18 U.S.C. § 2519(3) (1988). 738 applications
submitted for the authorization of electronic surveillance were approved in 1988. This
represented a 10% increase over the approvals in 1987. See THE STATISTICAL ANALYSIS AND
REPORTS DIVISION, ADMINISTRATIVE OFFICE OF THE U.S. COURTS, REPORT ON APPLICATIONS
FOR ORDERS AUTHORIZING OR APPROVING THE INTERCEPTION OF WIRE, ORAL OR ELECTRONIC
COMMUNICATIONS (WIRETAP REPORT) FOR THE PERIOD JANUARY 1, 1988 TO DECEMBER31, 1988
2 (1989).

9. Dee Dee Myers, Statement at The White House, April 16, 1993. Development of the
Clipper initiative actually began during the Bush administration. The National Security
Agency and the National Institute of Standards and Technology started development on
Clipper in 1989. See Richard Lipkin, Making the Calls in a New Era of Communication,
INSIGHT, Jul. 12, 1993, at 6.

10. The Federal Government has designated Mykotronx, a company located in
Torrance, California, to manufacture the Clipper chips. See Dee Dee Myers, Statement at
The White House, April 16, 1993 and attachments thereto.

11. Clipper employs the Skipjack algorithm which uses an 80-bit key, more powerful
than the 56-bit key used by the popular Data Encryption Standard (DES) developed by
IBM in 1976. See Dorothy E. Denning, Cryptography, Clipper, and Capstone (Draft of May 11,
1993), in THE THIRD CPSR CRYPTOGRAPHY AND PRIVACY CONFERENCE SOURCE BOOK (David
Banisar & Marc Rotenberg eds. 1993), at 3-5. Skipjack is a classified algorithm developed
by the National Security Agency. The secret nature of the Skipjack algorithm caused
particular concern in the private sector because of the possibility that the National Security
Agency had left a "trap door" in the Clipper chip. If present, the trap door would allow
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citizens eavesdropping on each other. Thus, Clipper would protect
legitimate business encryption needs while allowing access for authorized
law enforcement officials.'2

To insure that law enforcement officials will not abuse the Clipper
initiative, the initiative requires that the computer key for each Clipper
chip be split in half and housed in repositories maintained by two
separate government agencies. 13 Before obtaining these half-keys, law
enforcement officials must obtain proper authorization for an electronic
surveillance. After obtaining proper authorization and encountering a
Clipper encrypted message, law enforcement officials obtain the Clipper
chip's unique serial number from the intercepted transmission. The law
enforcement officials then present this serial number and a copy of the
electronic surveillance authorization to both escrow agencies, each of
which would release its half of the decryption key for that chip.'4 The
officials can then combine the two half-keys into a whole key, allowing
decryption of the intercepted conversation.'5

summary decryption of conversations without the need to obtain the necessary decryption
keys from the repository agencies via a court authorization.

To ally these fears, the Federal Government invited five computer scientists to examine
the classified algorithm in the summer of 1993. Although the scientists were forbidden to
discuss their specific findings, they claimed no trap door exists in Clipper. See Robert L.
Holtz, Computer Code's Security Worries Privacy Watchdogs, L.A. TIMES, Oct. 4, 1993, at Al.

12. The Clipper initiative proposal contains the following: "This new technology will
help companies protect proprietary information, protect the privacy of personal phone
conversations and prevent unauthorized release of data transmitted electronically. At the
same time this technology preserves the ability of federal, state and local law enforcement
agencies to intercept lawfully the phone conversations of criminals." Dee Dee Myers,
Statement at The White House, April 16, 1993 and attachments thereto.

This statement reflects the Federal Government's desire to convince the public that it is
striking the correct balance between the legitimate needs of law enforcement and the
desires of private citizens to maintain the privacy of conversations.

13. The two repository agencies for the keys are the National Institute of Standards
and Technology (NIST) and an as yet unnamed Treasury department division. See Sharon
Fisher, Who'll Hold Clipper Keys?, COMMUNICATIONS WEEK, Sept. 27, 1993, at 35.

14. See Presentation of Raymond G. Kammer, Acting Directior of the National Institute
of Standards and Technology on a U.S. Technology Initiative for Secure Telephone
Communcations (April 16, 1993), in THE THIRD CPSR CRYPTOGRAPHY AND PRIVACY
CONFERENCE (David Banisar and Marc Rotenberg, eds. 1993); Robert L. Holtz, Demanding
the Ability to Snoop, L.A. TIMES, Oct. 3,1993, at Al.

15. What remains unevaluated is why any criminal would use a telephone with a
government installed computer chip that would enable the Government to listen to
incriminating conversations. Optional Clipper does not address this question. Although
this Comment will not address this issue, a possible response would be that criminals
have used regular telephones for years even though those conversations can also be
intercepted by the Government.
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B. A Hypothetical Extension: "Mandatory Clipper"

The actual Clipper initiative is not yet mandatory, but only a
suggestion by the Federal Government as to how telecommunications
companies should direct their technological development. The current
Clipper thus suggests that telephone manufacturers use the Clipper chip,
but it does not require them to do so. Since the ultimate effectiveness of
the Clipper initiative requires widespread use of the Clipper chip by the
telephone manufacturers, however, it is likely that the Government will
eventually require telephone manufacturers to use the Clipper chip.16

The analysis in this Comment is based on the assumption that the
Federal Government will soon take the Clipper initiative one step further
and mandate that Clipper be the sole encryption technology used. To
maintain clarity, this Comment will refer to the current, optional Clipper
approach as "optional Clipper" and the hypothetical, mandatory Clipper
approach as "mandatory Clipper."

Similar to other Federal agencies overseeing technology,1 7

mandatory Clipper would authorize an administrative body, the "Clipper
Commission," to promulgate the mandatory standards in data encryption
technology. As a key part of this, the Clipper Commission would require
all publicly sold telephones containing data encryption devices to only
use a Government manufactured computer chip.'8 Thus, mandatory
Clipper redirects the evolution of telecommunications technology in
order to accommodate the needs of law enforcement officials. All other
aspects of mandatory Clipper would be the same as for optional
Clipper."

16. In fact, this approach has already been suggested by Clinton administration
sources. "Administration sources said if the current plan doesn't enable the NSA and FBI
to keep on top of the technology, then Clinton is prepared to introduce legislation to
require use of its encryption technology, which is crackable by the NSA, and to ban use of
the uncrackable gear." Mintz & Schwartz, supra note 7, at H1.

Discussing this hypothetical sidesteps the issue of at what point actions taken by the
Federal Government constitute "state action." It is well settled that Fourth Amendment
scrutiny only applies to such "state action." See Burdeau v. McDowell, 256 U.S. 465, 475
(1921); Honeycutt v. Aetna Insurance Co., 510 F.2d 340,348 (7th Cir.), cert. denied 421 U.S.
1011 (1975).

17. See, e.g., The Computer Security Act of 1987, Pub. L. No. 100-235, 101 Stat. 1724
(1988) (codified at 15 U.S.C. §§ 271 note, 272, 278g-3, 278g-4, 278h (1988), 40 U.S.C. §§ 759,
759 note (1988)) (establishing, inter alia, a Computer System Security and Privacy Advisory
Board to advise the Secretary of Commerce on security and privacy issues relating to
Federal computer systems).

18. Telephone companies could, however, continue to sell non-encrypted telephones as
before.

19. See supra Part I.A.
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III. THE PARTICULARITY CLAUSE: LIMITING THE SCOPE
OF AN ELECTRONIC SURVEILLANCE
Electronic surveillance must conform to the Fourth Amendment

requirement that search warrants "particularly describ[e] the place to be
searched, and the persons or things to be seized."2" Part A reviews the
Supreme Court cases Berger v. New York"' and Katz v. United States22 ,
which jointly establish the criteria necessary for an electronic surveillance
to be valid under the Particularity Clause. Part B uses the current federal
electronic surveillance statute, Title III, as an example of how the legal
criteria apply to electronic surveillance similar to mandatory Clipper.

A. Particularity Clause Requirements For A Valid Electronic
Surveillance
The Framers incorporated the Particularity Clause into the Fourth

Amendment to counter the fear of a general warrant used against the
colonists by the English crown.23 British officials obtained general
warrants using writs of assistance empowering them, at their discretion,
to search suspected places for smuggled goods placing the liberty of
every man in the hands of every officer.24 The Particularity Clause
requires a warrant to specify the exact nature of a search in order to
preclude any independent discretion on the part of the executing officer.25

This requirement is designed to curtail potential abuse that may result
from an officer being allowed to conduct a search with unbridled
discretion. If a warrant is issued in violation of the Particularity Clause,
the ensuing search is invalid even if the officers actually exercise proper
restraint in executing their search.26

20. U.S. CONST. amend. IV.
21. 388 U.S. 41 (1967).
22. 389 U.S. 347 (1967).
23. See Maryland v. Garrison, 480 U.S. 79, 84 (1987) ("By limiting the authorization to

search to the specified areas and things for which there is probable cause to search, the
requirement ensures that the search will be carefully tailored to its justifications, and will
not take on the character of the wide-ranging exploratory searches the Framers intended
to prohibit."). See also Entick v. Carrington, 19 Howell's State Trials 1029, 1074 (Court of
Common Pleas, Mich. Term: 6 George III, 1765) (refusing to recognize the validity of a
general warrant used by messengers of the King).

24. Boyd v. United States, 116 U.S. 616, 625 (1886). See also id. at 624-630 (detailing the
historical background as to why the Framers adopted the Fourth Amendment).

25. See Marron v. United States, 275 U.S. 192, 196 (1927) ("The requirement that
warrants shall particularly describe the things to be seized makes general searches under
them impossible and prevents the seizure of one thing under a warrant describing
another. As to what is to be taken, nothing is left to the discretion of the officer executing
the warrant."); United States v. Crozier, 777 F.2d 1376, 1380 (9th Cir. 1985).

26. "[P]rosecutors and policemen simply cannot be asked to maintain the requisite
neutrality with regard to their own investigation." Coolidge v. New Hampshire, 403 U.S.
443, 450-51 (1971). "[T]he rights against unlawful search ... and seizure are to be
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In 1967, the Supreme Court defined the criteria necessary for
electronic surveillance to be valid under the Particularity Clause in Berger
v. New York27 and Katz v. United States.28 In Berger, the Supreme Court
reviewed New York's electronic surveillance statute which allowed a
judge to issue an ex parte sixty day authorization for electronic
surveillance on the basis of a law enforcement official's testimony that the
surveillance might reasonably produce evidence of a crime.29 Although
the statute required that law enforcement officials "particularly describ[e]
the person or persons whose communications, conversations or
discussions are to be overheard"3' before a warrant could be issued, the
Court found the statute to be inconsistent with the Particularity Clause.
For example, the Court found fault with the statute's failure to require the
officer to describe the type of conversations sought and thus allowing a
general interception of all conversations without sufficient showing of
probable cause. Additionally, an unlimited sixty-day authorization for
electronic surveillance constituted an impermissibly broad license for
continuous surveillance of all conversations.3 The significance of this
decision is that the Court did not merely exclude the evidence that had
been obtained; instead, the Court struck down the statute, itself, as
violating the Particularity Clause.32

In Katz, the Federal Government introduced evidence at trial that
had been obtained from a properly authorized surveillance device placed
outside of a public telephone booth33 that recorded the defendant's

protected even if the same result might have been achieved in a lawful way." Id. (quoting
Silverthorne Lumber Co. v. United States, 251 U.S. 385, 392 (1920)). See also United States
v. George, 975 F.2d 72, 75-76 (2d Cir. 1992) (holding that a warrant's general language
could not be overcome by officer's affidavit that made clear that only evidence relating to
the crime in question was seized).

27. 388 U.S. 41 (1967). Berger implicitly overruled Olmstead v. United States, 277 U.S.
438, 466 (1928), the first electronic surveillance case to reach the Supreme Court. Berger,
388 U.S. at 64 (Douglas, J. concurring). Olmstead held that electronic surveillance was not
an intrusion into the home and therefore did not trigger Fourth Amendment scrutiny:
"The reasonable view is that one who installs in his house a telephone instrument with
connecting wires intends to project his voice to those quite outside, and that the wires
beyond his house and messages while passing over them are not within the scope of
Fourth Amendment." Olmstead, 277 U.S. at 466.

28..389 U.S. 347 (1967).
29. 1958 N.Y. Laws 1513-14 (repealed 1967). The current New York electronic

surveillance statute is codified at N.Y. CRIM. PRoc. LAW §§ 700.05-700.65 (McKinney 1984
& Supp. 1993).

30. 1958 N.Y. Laws 1513.
31. Berger, 388 U.S. at 58-60.
32. Id. at 63.
33. Before Katz, the legality of an electronic surveillance generally turned on the

invasion of a constitutionally protected area. The Court had upheld the use of a recording
device placed outside an office wall to record conversations within, see Goldman v. United
States, 316 U.S. 129, 134-35 (1942), but held that installing a surveillance device that
penetrated into a suspect's house was a violation of the Fourth Amendment. See
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conversations within the booth.34  The Court found that three
requirements of the Particularity Clause had been satisfied by the search.
First, the Federal agents had sufficient probable cause that the suspect
was using the telephone for illegal activity before undertaking the
surveillance. Second, the agents limited their surveillance in scope and
duration to the specific purpose of establishing the contents of the
suspect's calls. Third, the agents only listened to the suspect's calls and
exercised great effort not to listen to other's calls made from the phone
booth. 35  Nevertheless, the Court ruled that the surveillance was
unconstitutional because no judge or magistrate had overseen the
procedures of the Government officials. 36

Berger and Katz together reveal the criteria necessary for an
electronic surveillance to be valid under the Particularity Clause. Berger
requires that the actual statute enabling the electronic surveillance must
provide significant limitation on the scope of each surveillance. Under
Berger, the Court used the Particularity Clause to invalidate an electronic
surveillance statute based on the overly broad elements found within the
statute. Katz focuses on what officers executing an electronic surveillance
must do: have probable cause to execute the surveillance, make an effort
to limit interceptions only to pertinent conversations and obtain prior
independent judicial overview. In sum, these two cases together establish
complementary approaches in the evaluation of electronic surveillance
under the Particularity Clause: Berger reviews the statute that authorizes
the surveillance whereas Katz concentrates on the conduct of the officers
conducting the surveillance.

B. An Example: Particularity Clause Analysis of Title III
To determine how courts might evaluate mandatory Clipper, it is

useful to examine how courts have analyzed the current Federal
electronic surveillance statute, Title Mn.37 To ensure that the statute, itself,

Silverman v. United States, 365 U.S. 505, 509-11 (1961). Such areas of constitutional
protection did not necessarily correspond to traditional notions of property. See Warden,
Maryland Penitentiary v. Hayden, 387 U.S. 294, 304 (1967) (property interests do not
control the right of the Government to search and seize under the Fourth Amendment);
Silverman, 365 U.S. at 511 (1961) (no trespass under local property law necessary to
encroach upon a constitutionally protected area).

34. Katz, 389 U.S. at 348.
35. Id. at 354.
36. Id. at 356-57.
37. Title III of the Omnibus Crime Control and Safe Streets Act of 1968, 82 Stat. 218,

Pub. L. No. 90-351 (codified at 18 U.S.C. §§ 2510-2521 (1988)) [hereinafter Title III].
Congress updated Title III in 1986 by amending the phrase "wire or oral communication"
to "wire, oral or electronic communication" throughout the statute, 100 Stat. 1848, Pub. L.
No. 99-508 (1986), in order to accommodate changing telecommunications technology. See
S. REP. No. 541, 99th Cong., 2d Sess. 1 (1986), reprinted in 1986 U.S.C.C.A.N. 3555, 3555.

1994
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satisfied Berger, Congress included restrictions within Title 11m that limited
the scope and availability of electronic surveillance. Once law
enforcement officials obtain a valid electronic surveillance
authorization,' Title M requires that they diligently refrain from listening
to irrelevant conversations.39 Title III also requires a law enforcement
official to show probable cause that the suspect is involved with the
commission of a crime and that the surveillance will obtain
communications concerning the crime to the judge issuing a surveillance
authorization.'

Although Congress sought to ensure that Title III satisfied Berger,41

four defendants challenged the statute in United States v. Cox.42 The court
found that Title Il fulfilled nine criteria listed in Berger.43 The court noted

State agencies are subject to this statute as well as the law of their state. See generally, ABA
Standards for Criminal Justice, app. at 2.75-2.78 (2d ed. 1980 & Supp. 1986) (comparing the
Federal electronic surveillance law with many of their state counterparts including history
of passage and differences in content). Because Clipper is a Federal initiative, this
Comment will focus on the Federal electronic surveillance statute.

38. Each electronic surveillance authorization is valid only until the objective of the
authorization has been fulfilled, or thirty days, whichever is earlier. See 18 U.S.C.
§ 2518(5). Judges can grant unlimited thirty day extensions until the purpose of the
surveillance has been accomplished. Id. Nevertheless, the judge must include in his or
her authorization order "a statement as to whether or not the interception shall
automatically terminate when the described communication has been first obtained." 18
U.S.C. § 2518(4)(e).

39. 18 U.S.C. § 2518(5). See United States v. Sisca, 361 F. Supp. 735, 745 (S.D.N.Y. 1973),
affd, 503 F.2d 1337 (2d Cir.), cert. denied, 419 U.S. 1008 (1974). Recognizing the difficulty in
determining the relevance of every conversation at the beginning of a surveillance, courts
permit Government officials to listen to all of the conversations on a surveyed telephone
for a limited time enabling them to identify the speakers and determine their pertinence to
the investigation. See United States v. Gotti, 771 F. Supp. 535, 550 (E.D.N.Y. 1991)
(allowing spot checks at the beginning of all conversations throughout the surveillance
period). These spot interceptions usually last from one to two minutes. See United States
v. Willis, 890 F.2d 1099, 1102 (10th Cir. 1989); United States v. Angiulo, 847 F.2d 956,
978-80 (1st Cir. 1988). But they can often be longer without tainting the surveillance. See,
e.g., Salzman v. State, 430 A.2d 847, 857 (Md. App. 1981) (ten minutes); United States v.
Hinton, 543 F.2d 1002, 1012 (2d Cir.)(five minutes), cert. denied sub nom. Carter v. United
States, 429 U.S. 980 (1976). Once the Government officials identify parties they are not
authorized to overhear, a duty exists for the surveyors to refrain from monitoring calls
involving those parties. See United States v. Abascal, 564 F.2d 821, 827 (9th Cir. 1977), cert.
denied sub nom. Frakes v. United States, 435 U.S. 942 (1978). See also Clifford S. Fishman,
The "Minimization" Requirement in Electronic Surveillance: Title III, The Fourth Amendment
and the Dread Scott Decision, 28 Am. U. L. REV. 315, 326-29 (1979) (discussing procedures
Government officials use to limit the interception of surveyed conversations).

40. 18 U.S.C. §§ 2518(3)(a)-(b). But cf. Fed. R. Crim. P. 41(c)(1) (requiring a higher
standard of probable cause for a search warrant to be served during the nighttime than
during the daytime.).

41. See Berger, 388 U.S. at 58-59; S. REP. No. 1097,90th Cong., 2d Sess. 102 reprinted in
1968 U.S.C.C.A.N. 2112,2191.

42. 462 F.2d 1293 (8th Cir. 1972), cert. denied, 417 U.S. 918 (1974).
43. The nine requirements are:
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that the only portion of Title III that could be seriously questioned as
failing the rigors of Berger is the provision allowing the surveillance
orders to last thirty days.4 The court determined that, having fulfilled
each of the procedural safeguards mentioned in Berger, Title III is not
rendered unconstitutional solely because it authorizes wiretaps which
may last several days and encompass multiple conversations. 4

While Berger applies to the statute enabling the electronic
surveillance, Katz applies to the conduct of the law enforcement officials.
By the directive of Katz, the judicial branch must review the viability of
the probable cause presented by the law enforcement officials. 46 The
requirement of Katz that officers limit the scope of their surveillance,

(1) that the applicant procure "[from] a neutral and detached authority,"
which Katz says must be a judicial officer, an order permitting the wiretap;
(2) that to procure the order, or renewal thereof, the applicant must show
probable cause that an offense has been or is being committed and must
state with particularity (3) the offense being investigated, (4) the place being
searched (i. e., the telephone being tapped or place being bugged), and (5)
the things (conversations) to be seized; (6) that the order must be executed
with dispatch; (7) that it must not continue beyond the procurement of the
conversation sought and thereby become "a series of intrusions, searches,
and seizures pursuant to a single showing of probable cause;" (8) that it
overcome the lack of notice by requiring a showing of exigent circumstances
as a precondition to the order; and (9) that it require a return on the warrant.

Id. at 1302-1303. The following sections of Title III address respectively each of the
above-enumerated criteria: (1) 18 U.S.C. § 2516; (2) §§ 2518(1)(f) and (2); (3) § 2518(1)(b)(i);
(4) §§ 2518(1)(b)(iii), (4)(a) and (4)(b); (5) §§ 2518(1)(b)(iii) and (4)(c); (6) § 2518(6); (7)
§§ 2518(1)(d), (4)(e) and (5); (8) §§ 2518(1)(c), (3)(c) and (8)(d); (9) §§ 2518(8)(a) and (8)(b).
See Cox, 462 F.2d at 1303 n.14.

44. See 18 U.S.C. § 2518(5).
45. Cox, 462 F.2d at 1303. When faced with a similar issue one district court judge did

not follow the Cox decision in affirming Title III's constitutionality. In United States v.
Whitaker, 343 F. Supp. 358, 363-366 (E.D. Pa. 1972), rev'd per curiam, 474 F.2d 1246 (3d Cir.),
cert. denied, 412 U.S. 953 (1973), the district court granted the defendant's motion to
suppress evidence obtained via a Title III wiretap because the statute violated the
Particularity Clause. "Title III permits the government to conduct lengthy continuous
searches with great discretion in the hands of the executing officers, thus violating the
Fourth Amendment's prohibition against general searches." Id. at 363. Although the
court considered Title III superior to the New York surveillance statute struck down in
Berger, the court justified its holding by noting Title III can authorize "continuous searches
for months on end if a fresh showing of probable cause can be made once a month." Id. at
365. On appeal, the Third Circuit overturned the district court's ruling, stating that its
holding in a previous case had definitively affirmed the constitutionality of Title III.
Whitaker, 474 F.2d 1246, 1247 (3d Cir.) (per curiam), cert. denied, 412 U.S. 953 (1973). The
previous case was United States v. Cafero, 473 F.2d 489 (3d Cir. 1973), cert. denied sub nom.
Carero v. United States, 417 U.S. 918 (1974). Though no longer valid as precedent, the
Whitaker district court opinion occupies a special place in history because of its disparity
with an otherwise united judiciary holding Title III to be constitutional. See, e.g., United
States v. Leta, 332 F. Supp. 1357, 1360-61 (M.D. Pa. 1971) (holding that a continuous thirty
day wiretap was not offensive to Fourth Amendment because length of search was
reasonable).

46. See Katz, 389 U.S. at 356-57.
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however, cannot be judged until after the surveillance has been
completed. The Particularity Clause thus requires independent judicial
review after each surveillance to insure that its requirements were
actually met. This review is triggered when a defendant seeks to
suppress the admission of evidence obtained from a Title I surveillance.

In Scott v. United States, the Supreme Court analogized from other
Fourth Amendment cases 48 and held that an objective standard is
required to determine if the requirements of the Particularity Clause have
been met during a given electronic surveillance. 49 This holding renders
irrelevant the mindset of the officer engaged in the surveillance.-" If a
court finds that an objective violation of the Particularity Clause occurred,
the exclusionary rule prevents the admission at trial of any evidence
obtained from that electronic surveillance.5

IV. The Particularity Clause As Applied To Mandatory Clipper

Courts will employ the dual approach of Berger and Katz to evaluate
the propriety of the Clipper scheme under the Particularity Clause.
Mandatory Clipper satisfies Katz because the Clipper Commission can
insure that the safeguards required by Katz will be present in mandatory
Clipper. Nevertheless, courts should use Berger and its progeny as

47. 436 U.S. 128 (1978).
48. The Court, 436 U.S. at 137, cited Terry v. Ohio, 392 U.S. 1 (1968), where Chief

Justice Warren, delivering the Opinion of the Court, wrote:
The scheme of the Fourth Amendment becomes meaningful only when it is
assured that at some point the conduct of those charged with enforcing the
laws can be subjected to the more detached, neutral scrutiny of a judge who
must evaluate the reasonableness of a particular search or seizure in light of
the particular circumstances. And in making that assessment it is
imperative that the facts be judged against an objective standard: would the
facts available to the officer at the moment of the seizure or the search
warrant a man of reasonable caution in the belief" that the action taken was
appropriate? Anything less would invite intrusions upon constitutionally
guaranteed rights based on nothing more substantial than inarticulate
hunches ....

Terry, 392 U.S. at 21-22 (citations omitted). The Court also cited, 436 U.S. at 138, United
States v. Robinson, 414 U.S. 218 (1973) (permitting full bodied search of a defendant by an
officer when probable cause existed that the suspect was operating a motor vehicle with a
revoked license).

49. Scott, 436 U.S. at 136-37.
50. Id. at 138.
51. The Supreme Court ruled in Weeks v. United States, 232 U.S. 383, 398 (1914), that

items obtained in violation of a suspect's Fourth Amendment rights could not be
introduced into evidence at trial. In Wolf v. Colorado, 338 U.S. 25,33 (1949), the Supreme
Court ruled that the Fourth Amendment was applicable to the States via the Fourteenth
Amendment, but that the exclusionary rule of Weeks was not a necessary component of the
Amendment. Overruling Wolf, the Court held in Mapp v. Ohio, 367 U.S. 643, 654-55
(1961), that adherence to the exclusionary rule by the states was mandatory.
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precedent to invalidate the Clipper scheme because of its intrusive and
permanent nature.

A. The Katz Analysis: Evaluating the Conduct of the
Surveying Officers

Similar to current Title III electronic searches, a search under
mandatory Clipper presents unique difficulties under the Particularity
Clause when compared to conventional searches. In a conventional
search, the articles subject to search or seizure already exist. The
executing officer must simply retrieve the objects in accordance with the
specifications of the authorization, 2 thus limiting the discretion of the
executing officer as required by the Particularity Clause. Even the most
clearly written Clipper authorization, however, cannot overcome the fact
that the target of a Clipper surveillance-a future conversation-may never
occur.5 3  An officer executing a Clipper surveillance must exercise
discretion in what conversations to overhear, the very type of discretion
prohibited by the Particularity Clause.'

As discussed above,5 however, courts have allowed electronic
surveillance to pass muster under the Particularity Clause despite these
problems. Because the requirements for an officer's conduct under
mandatory Clipper would likely be similar to that for current Title III

52. But see Dalia v. United States, 441 U.S. 238, 247-48 (1979) (stating that Fourth
Amendment does not require an electronic surveillance authorization to explicitly permit
breaking and entering into a suspect's home to install equipment necessary for the
surveillance).

53. In arguing that electronic surveillance falls outside of the Fourth Amendment,
Justice Black, dissenting in Katz stated:

[T]he language of the second [Particularity] clause indicates that the
Amendment refers not only to something tangible so it can be seized but to
something already in existence so it can be described. Yet the Court's
interpretation would have the Amendment apply to overhearing future
conversations which by their very nature are nonexistent until they take
place. How can one 'describe' a future conversation, and, if one cannot, how
can a magistrate issue a warrant to eavesdrop on one in the future? It is
argued that information showing what is expected to be said is sufficient to
limit the boundaries of what later can be admitted into evidence; but does
such general information really meet the specific language of the
Amendment which says 'particularly describing'?

Katz, at 365-66 (Black, J. dissenting). See also United States v. Sklaroff, 323 F. Supp. 296, 307
(S.D. Fla. 1971) ("It would be virtually impossible for the applicant for the order to predict
in advance the exact language of a conversation which has not yet occurred.")

54. See United States v. Weber, 923 F.2d 1338, 1342 (9th Cir. 1990) (stating that
particularity requirements require a warrant to be no broader than the probable cause on
which it is based).

55. See supra Part III.B.
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searches, the courts will probably uphold mandatory Clipper under the
requirements of the Particularity Clause as delineated in Katz.'

For example, Katz requires a showing of probable cause in order to
obtain authorization for an electronic surveillance. The Clipper
Commission would satisfy this directive by allowing officers to obtain a
surveillance authorization only where probable cause exists. The
surveillance authorization would be a necessary requirement before the
officers could access the computer keys needed for decryption. The
Clipper Commission would also satisfy the Katz requirement that officers
limit the scope of their surveillance by mandating that officers conducting
Clipper surveillance limit interceptions to pertinent conversations.

Katz also requires an independent judicial review after each
surveillance. To fulfill this requirement, the Clipper Commission could
explicitly grant the courts the right to undertake ex post evaluation of a
Clipper search when the defendant so desires. As explained earlier, any
such review would likely be an objective evaluation without a subjective
inquiry into the motives of the surveying officers. If the court finds the
officers violated the Particularity Clause, the exclusionary rule would
prohibit the introduction of evidence obtained from the surveillance.5 7

B. The Berger Analysis: Evaluating the Mechanism That
Enables the Surveillance
The direction of inquiry under Berger differs from that under Katz.

While a Katz inquiry focuses on the implementation of the mechanism 58

56. See, e.g., United States v. Turner, 528 F.2d 143, 154-55 (9th Cir.), cert denied sub nom.,
Grimes v. United States, 423 U.S. 996 (1975) (upholding a Title III electronic surveillance
warrant under the Particularity Clause because it was as precise as the circumstances
permit).

57. In defending mandatory Clipper, the Government might further argue that citizens
actually gain more protection from the threat of unauthorized wiretaps than existed
before mandatory Clipper. Previously, Government officials could have easily set up an
unauthorized electronic surveillance in secret. Under mandatory Clipper, Government
officials can only violate citizen's constitutional rights by secretly obtaining the computer
keys from the repository government agencies and executing an illegal surveillance. This
additional step might serve as an added deterrent to government agencies contemplating
an illegal electronic surveillance because of the additional paper trail. However, if
mandatory Clipper contains a "back door" (a secret entry point or password known to
only a few people) similar to one suspected to exist in optional Clipper, there would be
nothing to prevent opportunistic Federal agencies from executing an illegal Clipper
surveillance. See supra note 11.

Courts may ignore this line of argument entirely as the potential abuse of a power has
been held to be irrelevant when determining whether the actual exercise of the power is
valid under the Constitution. See Bailey v. Richardson, 182 F.2d 46, 62 (D.C. Cir. 1950),
affd per curiam, 341 U.S. 918 (1951).

58. I use the term "mechanism" to refer to the class of items that authorize a search.
The most common example of such a mechanism is a search warrant; the warrant is the
item which authorizes officials to conduct a search. Alternatively, a statute may also be a
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that enables the electronic surveillance, a Berger inquiry dissects the
propriety of the enabling mechanism, itself. To understand how the
courts might apply Berger to mandatory Clipper, it may be useful to
examine how courts have applied the Particularity Clause in other
situations.

Because it would be impossible to describe every item targeted in a
search, the courts has made allowances for the specificity required by the
Particularity Clause. In Andresen v. Maryland,9 the Supreme Court
reviewed a search warrant that contained the phrase "together with other
fruits, instrumentalities and evidence of crime at this [time] unknown,"
when the subject of the search was incriminating business papers." The
defendant argued that the phrase allowed the police too much discretion
in choosing which papers to seize, thus creating a general warrant
forbidden under the Particularity Clause. The Court disagreed, choosing
to read this phrase as an extension of the antecedent text which
authorized the police to seize a set of papers.6 In upholding the warrant,
the Court declared that the defendant could not use the defense of a
general warrant to hide behind the complex nature of the crime.62

The lower courts extended this notion by upholding broadly written
warrants authorizing seizures related to suspect items. For example, the
Second Circuit found no violation of the Clause when a law enforcement
officer exercised minimal discretion over which items to search under a
warrant that contained an incomplete list of drug items.63 Similar
holdings from circuit courts found broadly written search warrants not to
violate the Particularity Clause when the subjects of the searches were tax
documents, 6 burglary tools,65 motor vehicles' and firearms. 67

In some cases, however, the courts have not been willing to
overlook broadly written warrants. In Stanford v. Texas,68 the Supreme
Court struck down the validity of a search warrant authorizing officers to
seize all the papers in the home of a suspected member of the Communist

mechanism authorizing a search. Examples include Title III, see supra Part III.B, and the
mandatory Clipper statute.

59. 427 U.S. 463 (1976).
60. Id. at 479.
61. Id. at 479-482.
62. Id. at 480 n.10.
63. See United States v. Riley, 906 F.2d 841, 844-45 (2d Cir. 1990); see also United States

v. Hayes, 794 F.2d 1348, 1354 (9th Cir. 1986), cert. denied 479 U.S. 1086 (1987) (search
warrant upheld under similar circumstances).

64. See In re Grand Jury Subpoena, 920 F.2d 235,239-40 (4th Cir. 1990).
65. See United States v. Martin, 866 F.2d 972, 977-78 (8th Cir. 1989).
66. See United States v. Shoffner, 826 F.2d 619, 630-32 (7th Cir.), cert. denied, 484 U.S.

958 (1987).
67. See United States v. Wolfenbarger, 696 F.2d 750, 752 (10th Cir. 1982).
68. 379 U.S. 476 (1965).

1994
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Party.69 The Court held that when the targets of a warrant are books and
the basis of the seizure is the ideas which the contain, the Particularity
Clause must be applied with the "most scrupulous exactitude."' In other
cases, courts have invalidated warrants as too general when the objectives
of the search were the books and papers of a school suspected of
defrauding the Federal Government, 1 electronic tapes suspected of
copyright abuse' and printed seditious matter.73

These decisions reveal a judicial tendency to apply the Particularity
Clause with differing degrees of scrutiny based on factors other than just
the language of the search warrant.74 The unique features of mandatory
Clipper require that the Particularity Clause be applied with especially
strict scrutiny.

One unique feature of mandatory Clipper is that it requires
implantation of a computer chip into an entire class of telephones only
because these telephones may someday be used to commit a crime. The
anticipatory approach undercuts the probable cause needed for any
search-a reasonable ground of suspicion supported by circumstances
sufficiently strong to warrant a reasonably cautious and prudent person
in believing that a crime has been or is being committed, 75 but not on the
belief that a crime will be committed.76

This application of probable cause in the Berger analysis differs from
that required by Katz. As explained earlier, Katz requires a judicial
overview of each warrant to insure that probable cause exists for the

69. Id. at 477-79.
70. Id. at 485.
71. See Lafayette Academy, Inc. v. United States, 610 F.2d 1 (1st Cir. 1979).
72. See United States v. Klein, 565 F.2d 183, 186-87 (1st Cir. 1977).
73. See United States v. McSurely, 473 F.2d 1178, 1190 (D.C. Cir. 1972).
74. Cf. Whiteley v. Warden, Wyoming State Penitentiary, 401 U.S. 560, 564-66 (1971)

(stating that the validity of a search warrant must be appraised by the facts revealed to the
magistrate and not those later found to exist by executing officers); United States v.
Wuagneux, 683 F.2d 1343, 1349 (11th Cir. 1982), cert. denied, 464 U.S. 814 (1983) ("It is
universally recognized that the particularity requirement must be applied with a practical
margin of flexibility, depending on the type of property to be seized, and that a
description of property will be acceptable if it is as specific as the circumstances and
nature of activity under investigation permit.")

75. See Draper v. United States, 358 U.S. 307, 313 (1959).
76. But compare the legislative history of Title III that envisions a judge issuing an

electronic surveillance to consider probable cause that a crime "is being, has been, or is
about to be committed by a particular person." S. REP. No. 1097, 90th Cong. 2d Sess. 102
reprinted in 1968 U.S.C.C.A.N. 2191 (emphasis added). The Senate Report, citing Berger,
states that this definition "is intended to reflect the test of the Constitution." Id. It appears
to be erroneous to rely on Berger to justify the proposition that probable cause can be
based on a crime that is about to be committed. The relevant excerpt of Berger states:
"The purpose of the probable cause requirement of the Fourth Amendment, to keep the
state out of constitutionally protected areas until it has reason to believe that a specific
crime has been or is being committed ...." There is no mention of crimes that will be
committed.
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specific search at issue.' Berger, on the other hand, focuses on aspects of
the statute that would almost certainly later lead to a violation of the
probable cause requirement. In Berger, the Court found that the New
York statute, by generally allowing interception of all conversations,
would authorize search warrants even where sufficient probable cause
did not exist.78 Similarly, mandatory Clipper fails under Berger because it
implants the Clipper chip in anticipation of future surveillance without
the need to show any probable cause at the time of implantation.
Therefore, any search warrant obtained under mandatory Clipper would
be a result of this unjustified initial implantation.79

Another unique feature of mandatory Clipper is its permanence. In
a conventional search as well as a Title I electronic surveillance, any
equipment used by a law enforcement organization is removed after the
search is completed. In mandatory Clipper, however, the Clipper chip
remains in the telephone indefinitely.8" Thus, whereas a conventional
search is directed to one specified area and whereas a Title IIn electronic
surveillance is similarly limited in scope," mandatory Clipper is directed
to an entire class of telephones. Courts should consider this permanent
intrusion by the Federal Government into the telephone-a device not
inherently linked with criminal activity8 2 where citizens expect their

77. See Katz, 389 U.S. at 356-57.
78. Berger, 388 U.S. at 58-60.
79. The Particularity Clause applies only after the execution of a valid search warrant,

founded upon "probable cause" and "supported by Oath or affirmation." U.S. CONST.

amend. W.
80. Mandatory Clipper thus also raises related First Amendment concerns because of

its control on how citizens can converse with each other. Cf. John Markoff, Federal Inquiry
on Software Examines Privacy Programs, N.Y. TIMES, Sept. 21, 1993, at D1 (quoting Eben
Moglen, faculty member of Columbia Law School: "[tihe Government has no particular
right to prevent you from speaking in a technological manner even if it is inconvenient for
them to understand.")

81. See supra Part II.A.
82. See, e.g., United States v. Falon, 959 F.2d 1143, 1148-49 (1st Cir. 1992) (annulling a

warrant authorizing the seizure of books and computers because they were just as likely
to be used for personal use as for criminal use); United States v. Spilotro, 800 F.2d 959,
967-68 (9th Cir. 1986) (disallowing a warrant because court could not sever particularized
sections from the broad general language of the warrant).
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conversations will be kept private8 3-when evaluating its propriety under
the Particularity Clause.84

V. CONCLUSION
The mere fact that Title III surveillance has withstood examination

under Berger does not require the same result for mandatory Clipper
surveillance. Applying a Berger analysis, the courts should invalidate
mandatory Clipper because of the totality of problems caused by its
implementation. A computer chip-a device required for any successful
search-is placed into an entire class of telephones in the anticipation of a
future crime. Moreover, an authorization for a mandatory Clipper
surveillance may never have sufficient probable cause since the
authorization would be partially based on an unwarranted assumption
that a crime might be committed. Finally, mandatory Clipper's
unprecedented, permanent intrusion into an entire class of telephones is
at odds with the intent of the Particularity Clause to limit the scope of an
authorized search.85 In sum, it is the duty of the courts to examine the
Clipper scheme critically to insure that the protections of the Fourth

83. Fourth Amendment scrutiny is tied to the expectations of the person being
searched that his or her conduct will not be observed by the Government. The Katz court
stated:

For the Fourth Amendment protects people, not places. What a person
knowingly exposes to the public, even in his own home or office, is not a
subject of Fourth Amendment protection. But what he seeks to preserve as
private, even in an area accessible to the public, may be constitutionally
protected.

Katz, 389 U.S. at 351-52 (citations omitted).
84. The permanent nature of mandatory Clipper alone, however, would likely not

invalidate the scheme. When not activated, the Clipper chip is a dormant entity and is not
part of any search. It is the combination of this permanent nature and its widespread use
in an entire class of telephones that makes it an unprecedented means for the Federal
Government to engage in surveillance.

85. In striking down the Clipper scheme, a court should not overly concern itself with
the fear that its interpretation of the Particularity Clause applies Fourth Amendment
doctrine too broadly. In Griswold v. Connecticut, 381 U.S. 479, 484 (1965), Justice
Douglas, writing for the Court about a constitutional right to privacy stated that "specific
guarantees in the Bill of Rights have penumbras, formed by emanations from those
guarantees that help give them life and substance."

Moreover, applying a section of the Fourth Amendment liberally to mandatory Clipper
is not unprecedented even when considering a legitimate interest of the government to
enforce laws effectively. The Supreme Court stated in Gouled v. United States, 255 U.S.
298, 304 (1921), that the Fourth Amendment "should receive a liberal construction, so as to
prevent stealthy encroachment upon or 'gradual depreciation' of the rights secured by [it],
by imperceptible practice of courts or by well-intentioned, but mistakenly over-zealous,
executive officers."
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Amendment remain unwavering from the Federal Government's
attempts to narrow them in the name of effective law enforcement. 86

Ultimately, the path the judiciary chooses when deciding the fate of
mandatory Clipper will depend on the evaluation of the public policy
issues presented by the scheme. Without mandatory Clipper, it is
conceivable that electronic surveillance will cease to be an effective tool
for law enforcement.87 As a result, the abolition of Clipper might lead to
fewer arrests and convictions. It also might, however, force law
enforcement organizations to redirect their efforts into other, less
intrusive means.

Over sixty years ago, Justice Brandeis warned: "The progress of
science in furnishing the government with means of espionage is not
likely to stop with wiretapping." 88 Our next millennium will see
technology continue to proliferate into all areas of daily life. One
heralded example, the "information superhighway," will enable
information exchange on a massive scale.89 If the courts uphold
mandatory Clipper, it would establish the precedent that the Federal
Government has the right to direct the development of technology in a
manner amenable to its own interests. The judiciary should preclude this
governmental intervention by invalidating mandatory Clipper.

86. See also Mincey v. Arizona, 437 U.S. 385, 393 (1978) ("[T]he mere fact that law
enforcement may be made more efficient can never by itself justify disregard of the Fourth
Amendment.")

87. Since law enforcement has come to rely heavily on electronic surveillance, the effect
of Clipper's demise would be hard to predict. See Fishman, supra note 39, at 317 n.8.

88. Olmstead, 277 U.S. at 474 (Brandeis, J., dissenting).
89. See Colin McEnroe, Guide to High-tech Information Networks, HARTFORD COURANT,

Nov. 8, 1993, at A6. Cf. Melissa J. Perenson, PC Execs Educate Congress on National
Information Superhighway, PC MAG., Nov. 23,1993, at 32.
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I. INTRODUCTION

The business of innovation is increasingly competitive, as products
quickly become obsolete in the face of rapidly evolving technology.
Essential to the success of the technology-based firm are skilled
employees with the knowledge and experience necessary to convert
information into marketable products. The fast pace of development in
the computer industry causes a high rate of employee turnover because
companies need to compete for workers proficient in the latest
technology. While this increase in employee mobility promotes
competition, it also means that employers lose valuable information to
their competitors. This problem is particularly acute in the computer
industry.

The law of trade secrets protects certain types of confidential
information from wrongful disclosure or use. Applied to the
employment relationship, the employer's interest in proprietary
confidential information must be balanced against an employee's right to
use his or her skills to earn a living. Trade secret law attempts to strike a
balance between these competing concerns. However, trade secret law
turns upon an uncertain distinction between trade secrets, which are
protectable, and an employee's own knowledge and skill, which the
employee may take to a new job. This uncertainty frustrates the goals of
promoting innovation by employers through protection of legitimate
trade secrets and allowing employees mobility in their chosen field.

The task of this Comment is to: (1) outline the uncertainties in the
law of trade secrets, (2) identify the guidelines courts have used to
distinguish protected trade secrets from unprotected employee
knowledge and experience, and (3) propose a revision in the Uniform
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Trade Secrets Act' that reformulates the standard for defining a trade
secret by including a specific balancing test to distinguish an employer's
protectable "know how" from the employee's unprotectable "general
knowledge and skill." This revision will make the law more certain and
allow courts reasonable discretion in deciding each case on its specific
facts.

II. THE TRADE SECRET LAW IN THE EMPLOYMENT
CONTEXT CREATES TENSIONS BETWEEN COMPETING
INTERESTS.

The trade secret law protects an employer's confidential information
from misappropriation by an employee. Yet' an employee has the right to
market his or her general knowledge and experience to new employers.
A conflict arises where the employee's knowledge and experience is
inextricably tied to the trade secrets that belong to a former employer.

A. Definition of a Trade Secret

The Restatement (First) of Torts2 served as the pattern for state
trade secret law until 1979, when the National Conference of
Commissioners on Uniform Laws approved the Uniform Trade Secrets
Act3 (UTSA). To date, thirty-six states and the District of Columbia have
adopted the UTSA with different variations.4 In addition to the
Restatement (First) of Torts and the UTSA, the recently drafted
Restatement of Unfair Competition covers trade secret law.

The Restatement (First) of Torts (Restatement (First)) defines a trade
secret as: "any formula, pattern, device or compilation of information
which is used in one's business, and which gives him an opportunity to
obtain an advantage over competitors who do not know or use it."6 The
information must be secret: "Matters of public knowledge or of general
knowledge in an industry cannot be appropriated by one as his secret."
The UTSA defines a trade secret as:

1. UNIFORM TRADE SECRETS ACT §§ 1-12, 14 U.L.A. 437-467 (1990 & Supp. 1993)
[hereinafter UTSA].

2. RESTATEMENT (FIRST) OF TORTS § 757 (1939).

3. UTSA, supra note 1.
4. The following states have adopted the UTSA: Alabama; Alaska; Arizona; Arkansas;

California; Colorado; Connecticut; Delaware; District of Columbia; Florida; Hawaii; Idaho;
Illinois; Indiana; Iowa; Kansas; Kentucky; Louisiana; Maine; Maryland; Minnesota;
Mississippi; Montana; Nebraska; Nevada; New Hampshire; New Mexico; North Dakota;
Oklahoma; Oregon; Rhode Island; South Dakota; Utah; Virginia; Washington; West
Virginia; Wisconsin. AIz. REV. STAT. ANN. § 44, ch. 4, art. 1 (1993).

5. RESTATEMENT OF THE LAW OF UNFAIR COMPETITION (Tentative Draft No. 4, 1993)
[hereinafter RESTATEMENT OF UNFAIR COMPETITION].

6. RESTATEMENT OF TORTS, supra note 2, cmt. b.
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information, including a formula, pattern, compilation, program,
device, methods, technique, or process, that: (i) derives independent
economic value, actual or potential, from not being generally known
to, and not being readily ascertainable by proper means by, other
persons who can obtain economic value from its disclosure or use,
and (ii) is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy. 7

Unlike the Restatement (First) definition, which emphasizes the use
of information, the UTSA focuses on the information and expands the
definition of a trade secret to include programs, methods, techniques, and
processes.8 The UTSA also protects information that has either potential
or actual value, and eliminates the requirement that a trade secret be used
continuously in the holder's business. Therefore, the UTSA has expanded
the definition of what constitutes a trade secret.

The proposed Restatement of Unfair Competition, which is
currently being circulated in draft form, takes the more expansive
approach of the UTSA. It defines a trade secret as "any information that
can be used in the operation of a business or other enterprise and that is
sufficiently valuable and secret to afford an actual or potential economic
advantage over others."9

B. Secrecy

Secrecy, or confidentiality, has emerged as one of the core concepts
in trade secret law. It is well-recognized that an employee in the
computer industry is entitled to use experience gained while working for
a company in subsequent employment. If, however, an employee
possesses confidential information or knowledge gained at the
employer's expense, the employee has a duty to maintain its secrecy.
This principle was applied in one case to prohibit the employee from
using technical knowledge of a computer system gained through an
employer's training course, or from taking a competitive position that
inevitably required the employee to use the protected knowledge.'" The
employee was free to apply his knowledge of the computer industry, as
long as he did not service the employer's system.

7. UTSA, supra note 1, § 1.
8. Thus, trade secret law protects information and expression that is specifically not

protected by the Copyright Act. 17 U.S.C. § 102(b) ("In no case does copyright protection
for an original work of authorship extend to any idea, procedure, process, system, method
of operation, concept, principle, or discovery, regardless of the form in which it is
described, explained, illustrated, or embodied in such work.").

9. RESTATEMENT OP UNFAIR COMPETITION, supra note 5, § 39 (emphasis added).
10. ISC-Bunker Ramo v. Altech, 765 F. Supp. 1310, 1338 (N.D. IMI. 1990) (granting

preliminary injunction against the use of trade secrets by a competitor that hired former
employees of plaintiff).
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Where the employer fails to take reasonable precautions to protect
the secrecy of its computer operations, an employee has no duty to
maintain confidentiality. Further, absent reasonable precautions, an
employee's knowledge of the company's computer system may be
considered unprotected general knowledge and experience. In one
frequently-cited case, the Supreme Court of Minnesota held that the
absence of an understanding not to disclose particular information about
the employer's computer system rendered that information part of the
employee's general skill and experience.12 The court reasoned that the
employer's failure to take reasonable precautions to protect the
confidentiality of its alleged trade secret was such that "the defendant
employees could not be expected to have known what was confidential
and what was not, what was unfair to disclose and what was not." 13 To
assert trade secret rights in information, the firm or individual must
maintain the information at some minimal level of confidentiality or
secrecy.

C. The Problem of Concurrent Interests
The central policy conflict in employment trade secret cases is

between the employer's interest in protecting its proprietary information
and the employee's right to use his or her knowledge and skill to earn a
living.'

4

This problem can be characterized as "concurrent interests." The
concurrent interests in information potentially covered by trade secret
law are best illustrated by cases in which, during the term of
employment, an employee acquires skills, information, and knowledge
that become unavoidably integrated into her professional identity. The
same skills, information, and knowledge can be characterized as the
employer's, because the employer has made investments by training the
employee and developing the information. When the employee uses her
skills in new employment, some of those skills may be unalterably tied to
the trade secret information of the former employer. An employee who
changes jobs, but remains in the same profession, may find it impossible
to avoid drawing upon the skills and the experience developed at the
previous job. Both parties' interests include private ethical and legal

11. See Fishing Concepts v. Ross, 226 U.S.P.Q. (BNA) 692, 695 (D. Minn. 1985)
(commenting that the law of trade secrets only protects secret information; where the
employer voluntarily reveals information about its computer system, there is no trade
secret).

12. Josten's Inc. v. National Computer Systems, 318 N.W.2d 691 (Minn. 1982).
13. Id. at 702.
14. See generally MELVIN F. JAGER, TRADE SECRETS LAW § 8.01[3] (rev. 1992); ROGER

MrLGRiM, MiLGRIM ON TRADE SECRETS § 5.02 (rev. 1990).
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conceptions of ownership, investment, and the freedom to pursue one's
profession.

Public policy considerations such as fostering innovation, advancing
science and technology, and promoting free competition serve as the basis
for trade secret law. Because of its broad reach, trade secret law's impact
on technological innovation is great. Trade secret protection may,
however, limit or discourage innovation. Broad legal protection for
confidential information benefits an employer and encourages innovation
and investment in new technology, because the firm that invests in the
research and development of new ideas is protected from "free riders"
who can exploit its investment. 15 At the same time, limited protection
frees technical workers to use their knowledge and skill in various
competing employment opportunities. 16

Trade secret jurisprudence should enable both employer and
employee to pursue their innovative goals by offering clear legal
standards that enable the parties to distinguish between protectable and
unprotectable skills, information, and knowledge.

D. The Conflict Between the Rights of the Employer and the
Rights of the Employee is Particularly Acute in Technology
Industries.

The concurrent interest problem is particularly acute in
technology-based industries. The computer industry is an archetypal
environment for trade secret disputes and concurrent interest problems
for two reasons: high employee mobility, and the computer industry's
heavy reliance on research and development, which is in turn dependent
on information. The highly specialized skills involved and the volatile
computer product market combine to cause a great deal of mobility
among workers in the computer industry. There is intense competition
for employees proficient in the latest technology.

15. Kewanee Oil Co. v. Bicron Corp., 416 U.S. 470, 481 (1974) (the "encouragement of
invention" is one of the policies behind trade secret law); E.I. duPont de Nemours & Co. v.
American Potash & Chem. Corp., 200 A.2d 428,437 (Del. Ch. 1964) (trade secret protection
tends to encourage "substantial expenditures to find or improve ways and means of
accomplishing commercial and industrial goals").

16. This dilemma represents the basic conundrum in all of intellectual property law:
the tension between securing rights for innovators by granting them monopolies and the
need for the open exchange of information. Cf. Stephen Breyer, The Uneasy Case for
Copyright, 84 HARV. L. REv. 281 (1970); Zechariah Chaffee, Reflections on the Law of
Copyright, 45 COLUM. L. REV. 503, 506-511 (1945); see also, Sony Corp. of Am. v. Universal
City Studios, 464 U.S. 417, 429 (1984) (stating that congressional interpretation of the
intellectual property clause of the Constitution "involves a difficult balance between the
interests of authors and inventors in the control and exploitation of their writings and
discoveries on the one hand, and society's competing interests in the free flow of ideas,
information and commerce on the other").
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Because the pace of change in the computer business and computer
applications is so rapid, members of the industry change jobs very
quickly. According to a 1989 Computer Weekly survey, only catering staff
change jobs more often than those working in the computer industry.17

The instability is caused by several factors. Voluntary and involuntary
departure programs, such as the one IBM used in 1991, are becoming
widespread in high-tech firms needing to down-size to stay competitive.
In addition many computer firms have had no opportunity to develop
employee loyalty due to their relative youth. Finally, a growing pool of
independent contractors in the computer work force has made long-term
employment with a single firm more unusual.

Hiring employees in high-technology firms often places the
employer in a difficult predicament. The scientists and engineers who
come to a high-technology company do so with considerable experience
and knowledge of their own. In the computer industry, most firms hire
these employees because they have knowledge of and experience with
particular processes. These processes are, however, often considered
proprietary by the employee's prior firm. This exposes firms to potential
liability each time it hires a new employee.

In a computer firm, ideas and methodologies are viewed by
management as property. Often, knowledge is evaluated solely in terms
of market access. More simply, ideas are the primary assets of a
computer firm.

In contrast, computer industry employees view information in
terms of idea development and career advancement. 18 Most employees
within the computer industry view ideas and methodologies not as
property, but as means towards discoveries. The scientific community
that produces most high-tech workers is process oriented, and
emphasizes the disclosure of discoveries through publication or lecture so
that discoveries may be duplicated and verified by others. For scientists
and engineers, success is measured by progress and development, rather
than in market terms. Thus, employees of computer firms with scientific
backgrounds are not accustomed to maintaining the secrecy of scientific
discoveries. Further, they may be disinclined to stop publishing or
otherwise disclosing their inventions for fear of foreclosing the possibility
of an academic career. 19

A recent Federal Bureau of Investigation probe presents an extreme
example of industry employees' devotion to the information itself. The

17. Jonathan Greer-Armytage, Survey: Staff Mobility, COMPUrER WEEKLY, July 27,1989,
at 86.

18. Cf., MICHAEL EPSTEIN, MODERN INTELLECTUAL PROPERTY, Chapter 11, § II(B)(1) (2d
ed. 1991) (discussing employee backgrounds and conceptions of dissemination in
biotechnology firms).

19. Id.
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Bureau recently investigated a former Apple Computer Corporation
engineer for software theft in connection with the Nu Prometheus
League.2" The group is named after the Greek god who stole fire from the
gods and gave it to man.21 The former Apple engineer was served with a
grand jury subpoena as a suspect in the on-going investigation of the
League's unauthorized mailing of Apple software to other software
developers.22 The group's goal, that "the genius of a few Apple
employees benefit the entire world," is apparently motivated by a desire
to share philosophical information. 23 The attitudes of the Nu Prometheus
League highlight the opposing views of information taken by employees
and management. These divergent views exacerbate the concurrent
interests problem.

E. Trade Secret Law Offers Potentially Much Broader
Protection than Copyright or Patent Law.

Trade secret law is rooted in state common law. Unlike patents,
copyrights, and trademarks,24 it is not preempted from state regulation
under the mandate of Constitution's intellectual property clause.

In Kewanee Oil Co. v. Bicron Corp.,' the United States Supreme Court
held that state trade secret law is not preempted by federal patent law,
although protection might overlap. The Kewanee Court reasoned that
trade secret law does not interfere with the federal policies behind patent
law because it deals with a limited subject matter, offers less protection,
and focuses on conduct rather than on technology. 26

Nor is trade secret law preempted by federal copyright law. In
1992, the United States Court of Appeals for the Second Circuit held in
Computer Associates International v. Altai27 that state law trade secret claims
that arise in connection with copyright infringement are not preempted
by federal copyright law. 28 The Computer Associates court reasoned that
state trade secret law is not preempted by the federal Copyright Act

20. John Markoff, U.S. Inquiry Into Theft from Apple, N.Y. TIMES, Nov. 20, 1989, at D1.
21. Id.
22. Id.
23. Id.
24. The Constitution grants Congress the power to "promote the Progress of Science

and useful Arts, by securing for limited Times to Authors and Inventors the exclusive
Right to their respective Writings and Discoveries." U.S. CONST. art I, § 8, cl. 8. Federal
law controls patent and copyright protection. See Patent Act of 1952, 66 Stat. 792 (1952),
codified at 35 U.S.C. §§ 1-376 (1988); Copyright Act of 1976, Pub. L. No. 94-553,90 Stat. 2541
(1976), codified at 17 U.S.C. §§ 1-810 (1988).

25. 416 U.S. 470 (1974).
26. Id. at 490-93.
27. 982 F.2d 693 (2d Cir. 1992) [hereinafter Computer Associates].
28. Id.
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because trade secret claims require proof of an element not included in a
copyright infringement claim. 9

The independence of state trade secret law from the Copyright and
Patent Acts is significant for several reasons: (1) trade secret law creates
de facto monopolies over information that are potentially infinite, while
copyright and patent law provide monopolies for only a limited
duration; 3° (2) trade secrets can exist without fixation, novelty, or
originality; 31 and (3) trade secret law has emerged from a conflicting body
of common law and through relatively insulated state legislative efforts,32

while the Patent and Copyright Acts were subjected to rigorous
congressional debates before becoming federal law.

F. Emergence of Trade Secret Law in the Computer Industry

Trade secret protection for computer programs is fast emerging as
one of the preeminent grounds for asserting legal rights in software. 33

One of the primary protections for computer software is the federal
Copyright Act.3 The application of the Copyright Act to computer
software has, however, come under severe criticism from commentators
and practitioners, who now describe state trade secret law as new and
valuable protection for computer software.35 The perception that the
Copyright Act alone does not provide adequate protection for computer
software is partly due to the differences between computer software and
other forms of expression covered by the Copyright Act. In the context of
the computer industry, establishing protectable expression can be
difficult.36

Trade secret law, in contrast to copyright law, 37 protects ideas that
have not been fixed in a tangible medium. The most common trade secret
claim in the computer industry deals with the alleged misappropriation

29. Id. at 717.
30. See 35 U.S.C. § 154; see also supra notes 1-15.
31. See Computer Associates, 982 F.2d at 717; see also supra notes 1-15.
32. See supra notes 2-9.
33. See, e.g., Victoria Slind-Flor, More Trade Secret Wars, NAT'L L.J., Mar. 22, 1993, at 1,

34; Michael Greenberger & Robert Wasserman, Keeping Secrets, TEXAS LAWYER, June 14,
1993 at 24 (arguing that recent developments in copyright law suggest that software
developers should not rely on copyright protection alone, but should protect valuable
software as trade secrets) [hereinafter Keeping Secrets].

34. 17 U.S.C. §§ 1-810 (1988).
35. See Keeping Secrets, supra note 33, at 1, 34.
36. Several recent cases illustrate the complexity and difficulty of establishing

protectable expression. See Atari Games Corp. v. Nintendo of Am., 975 F.2d 832 (Fed. Cir.
1992); Sega v. Accolade, 785 F. Supp. 1392 (N.D. Cal. 1992).

37. 17 U.S.C. § 102(a) (1973).
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of computer software.3 Computer programs have qualified as trade
secrets under both the common law definition of a trade secret9 and the
UTSA definition.4 The UTSA includes the word "program" in its
definition of a trade secret.41 Some states have gone further and amended
the definition to specifically cover computer programs. For example, the
Idaho statute adds "computer program" 42 to the definition, Montana
added "computer software," 4 Alabama omitted "program"44 but added
"computer software," and Nebraska added "code."'

For a computer program to be granted trade secret protection, it
must be "secret," or not generally known in the industry. Several courts
have, however, held that a "unique combination" of programs that are
individually generic and publicly known may be protected as a trade
secret. In Computer Associates International v. Bryan, the Eastern District of
New York held that a trade secret may consist of an accumulation of
generic computer programs in the public domain which are linked
together in a way not generally known outside the firm. 46 The court
reasoned that a trade secret can exist in a combination of characteristics
and components, each of which, by itself, is in the public domain, but the
unified process and operation of which, in unique combination, affords a
competitive advantage.47 Trade secret law can thus protect an enormous
amount of information that is not protectable by other means.48

38. Trade secret issues also arise with respect to computer hardware, and "shrink-
wrap" licenses for widely-distributed software. JAGER, supra note 14, § 9.02[1]-[3].

39. Integrated Cash Management Serv. v. Digital Transactions, 920 F.2d 171, 174 (2d
Cir. 1990) (the architecture of plaintiff's utility programs was a trade secret under
Restatement of Torts § 757); Trandes Corp. v. Guy F. Atkinson Co., 798 F. Supp. 284, 288
(D. Md. 1992) (computer program consisting of six modules written in object code
qualified for trade secret protection under Maryland common law).

40. Avtec Sys. v. Peiffer, 805 F. Supp. 1312, 1319-20 (E.D. Va. 1992) (finding that
plaintiff's use of a computer program as a demonstration and marketing device qualified
the program as a trade secret under the Virginia Code); ISC-Bunker Ramo v. Altech, 765 F.
Supp. 1310 (N.D. Ill. 1990) (holding that plaintiff's computer systems were trade secrets
under Illinois trade secrets act); Aries Info. Sys. v. Pacific Management Sys. Corp., 366
N.W.2d 366, 369 (Ct. App. Minn. 1985) (plaintiff's financial accounting computer program
was a trade secret under the Minnesota Trade Secrets Act).

41. UTSA, supra note 1, § 1.
42. IDAHO CODE § 48-801 (1993).
43. MONT. CODE ANN. § 30-14-402 (1985).
44. ALA. CODE § 8-27-1 (1987).
45. NEB. REV. STAT. § 87-502 (1988).
46. 784 F. Supp. 982,988 (E.D.N.Y. 1992).
47. Id.
48. See, e.g., Integrated Cash Management Servs. v. Digital Transactions, 920 F.2d 171,

173-74 (2d Cir. 1990)(sustaining relief for misappropriation of trade secrets, after plaintiff
withdrew copyright infringement claim); Avtec Sys. v. Peiffer, 805 F. Supp. 1312, 1319-20
(E.D. Va. 1992) (court granted relief for trade secret claim, but rejected copyright claim);
Cybertek Computer Prods. v. Whitfield, 203 U.S.P.Q. (BNA) 1020, 1024 (Cal. Super. Ct.
1977) (holding that the entire bundle or combination of general concepts not subject to
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In Computer Associates v. Altai, the Second Circuit noted: "Precisely
because [the] trade secret doctrine protects the discovery of ideas,
processes, and systems which are explicitly precluded from coverage
under copyright law, courts and commentators alike consider it a
necessary and integral part of the intellectual property protection
extended to computer programs."49 The Computer Associates court echoed
Milgrim, who stated "[tirade secret protection remains a 'uniquely
valuable' weapon in the defensive arsenal of computer programmers." 0

Therefore, trade secret law can provide perpetual monopolies over
computer programs and surrounding information wholly apart from the
heavily legislated copyright and patent laws. Such protection can have a
direct impact on technological innovation in this country.

III. THE CURRENT STATE OF TRADE SECRET LAW
GENERATES UNCERTAINTY.
The concurrent interest problem and the potential for unrestricted

liability, which was created without the extensive policy debates that
characterized federal intellectual property legislation," are exacerbated
by a legal doctrine steeped in uncertainty and imprecision. The lack of a
definitive rule in this area has led the courts to engage in fact-specific,
case-by-case analysis, resulting in little uniformity among the computer
trade secret decisions. This leaves firms and industry professionals with
little or no guidance on how to assess trade secret protection or liability.

The origins, the conflicting theories of liability from which the law
developed, and the ill-defined distinction between what is protectable
and unprotectable frustrate the legal and social policies that serve as the
basis for trade secret law. Knowledge and information are divided
between the vague categories of general knowledge and skill, which an
employee may freely use in subsequent employment, and know how,
which an employer may protect as a trade secret. These categories
neither further predictability of trade secret law nor help to establish
what is or is not protectable information.

A. Origins of Trade Secret Law: Property or Relationships?

The overall lack of clarity in trade secret jurisprudence can be
traced, in part, to the concepts from which the law evolved. Trade secret

protection, as utilized by the plaintiff in its computer system, constituted protectable trade
secrets).

49. Computer Assoc. Int'l. v. Altai, Inc., 983 F.2d 693, 717 (2d Cir. 1992).
50. MILGRiM, BusINEss ORGANIZATIONS, § 2.06A[5][c] (1982).
51. Patent Act of 1952, 66 Stat. 792 (1952), codified at 35 U.S.C. §§ 1-376 (1988);

Copyright Act of 1976, Pub. L. No. 94-553, 90 Stat. 2541 (1976), codified at 17 U.S.C. §§ 1-810
(1988).
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law is rooted in two distinct legal theories, property and tort, that each
raise duties based on special relationships. The emerging view among
many state courts is that trade secrets involve rights in property.5 2 In
1984, the Supreme Court in Ruckelshaus v. Monsanto5 3 recognized that
trade secrets, although intangible, qualify as property rights and may be
protected by the takings clause of the fifth amendment. The Ruckelshaus
court noted that trade secrets share many of the characteristics of tangible
forms of property, such as assignability, the ability to form the res of a
trust, and the ability to be passed to a trustee in bankruptcy. 4

Earlier courts took an entirely different view of the legal
foundations of trade secret protection, finding that trade secret protection
is based on the existence of a confidential relationship between the
parties.' An example of the relationship-based conception of trade secret
law is Justice Holmes's opinion in E.I. DuPont de Nemours Powder Co. v.
Masland. 6 In Masland, Justice Holmes expressed the view that property is
not the starting point in trade secret analysis. Rather, Justice Holmes
stated:

The word property as applied to trademarks and trade secrets is an
unanalyzed expression of certain secondary consequences of the
primary fact that the law makes some rudimentary requirements of
good faith. Whether the plaintiffs have any valuable secret or not,
the defendant knows the facts, whatever they are, through a special
confidence he accepted. The property may be denied but the
confidence cannot be. Therefore the starting point for the present
matter is not property or due process of law, but that the defendant
stood in confidential relations with the plaintiffs, or one of them. 57

Significantly, some state courts still agree with this view, and have
adopted the principle that trade secret protection is based on a
confidential relationship.' The relationship between employer and
employee is a quintessential example of a confidential agency
relationship, in which the employee has a duty to refrain from disclosing

52. MILGRIM, supra note 14, § 1.01 ("[C]ourts have overwhelmingly supported the
property view.").

53. 467 U.S. 986 (1984).
54. Id. at 1002.
55. See, e.g., Peabody v. Norfolk, 98 Mass. 452,461 (1868).
56. 244 U.S. 100 (1917).
57. Id. at 102.
58. See, e.g., Wiebold Studio v. Old World Restorations, 484 N.E.2d 280,284 (Ohio App.

1985) ("The employer who has discovered or developed trade secrets is protected against
unauthorized disclosure or use, not because he has a property interest in the trade secrets,
but because the trade secrets were made known to the employee in a confidential
relationship.").
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the employer's confidential information in a way which would harm the
employer.59

There are thus two opposing theories of trade secret protection-one
emphasizing the nature of the plaintiff's property rights in secret
information and the other emphasizing the tort of a defendant's
misconduct. The view of trade secrets as property focuses on the status of
the information itself, because the party who asserts trade secret rights
must establish that the information at issue has been preserved as a
protectable trade secret. In contrast, the view of trade secret
misappropriation as a tort stresses the conduct of the defendant in
breaching a duty to maintain the confidentiality of the trade secret.

Commentators have long complained that courts do not agree on
the proper legal rationale for granting trade secret protection.6° It could
be argued that both theories are reflected in the law because the law
requires that a plaintiff prove the existence of a trade secret as well as
misappropriation by the defendant.61 However, the divergent views on
the legal rationales have created jurisprudential difficulties and fostered
the uncertainties that exist within trade secret law.62

B. Liability for Misappropriation of a Trade Secret

Although the law is not settled, the trend regarding
misappropriation is to impose liability, not only for the wrongful use or
disclosure of another's trade secret, but also for improper acquisition of
another's trade secret. The common law approach imposes liability upon
one who discloses or uses another's trade secret if the secret was
discovered by improper means.63 This approach is based on the tort
theory of trade secret protection and focuses on acquisition by "improper
means," which is equivalent to breach of a confidential relationship."

59. See Ungar Elec. Tools v. Sid Ungar Co., 192 Cal. App. 2d 398,403 (1961) (noting that
courts protect the use of confidential information acquired by an employee in the course
of his employment).

60. Laura Wheeler, Trade Secrets and the Skilled Employee in the Computer Industry, 61
WASH. U. L.Q. 823, 826-27 (1982); see MILGRIM, supra note 14, at 1-6 to 1-7 n.15.

61. See UTSA, supra note 1.
62. See supra note 60.
63. RESTATEMEr (FIRsT) OF TORTS, supra note 2. The Restatement also imposes liability

when: "(2) the disclosure/use constitutes a breach of confidence which arose as a result of
the other's disclosure of the trade secret; or (3) the trade secret was learned from a third
person with notice of its secrecy and of the third person's having discovered it through
improper means, or that the third person's disclosure was otherwise a breach of duty to
the other; or (4) the secret was learned with notice of its secrecy and that it was disclosed
by mistake." Id.

64. This concept was articulated by Justice Pitney in the seminal case of International
News Serv. v. Associated Press, 248 U.S. 215,235-45 (1918).
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In contrast, the UTSA imposes liability for misappropriation based
on the acquisition of another's trade secret by a person who knows or has
reason to know that the trade secret was acquired by improper means.'
This is broader than the common law approach, which required an actual
use of the trade secret.66 The UTSA also imposes liability for
misappropriation based on the disclosure or use of another's trade secret
without express or implied consent.67 This type of misappropriation is
entirely consistent with the prior common law. In addition, the UTSA
imposes liability when, at the time of disclosure or use, the person knew
or had reason to know that his knowledge of the trade secret was either
derived from someone who used improper means to acquire it, acquired
under circumstances giving rise to a duty to maintain its secrecy or limit
its use, or derived from someone who owed a duty to the plaintiff to
maintain its secrecy or limit its use.68 These provisions, which are based
on a duty of confidentiality, are readily applicable to cases involving
former employees. Finally, the UTSA imposes liability for
misappropriation for disclosure or use of a trade secret where, before a
material change of his position, the person disclosing or using the trade
secret knew or had reason to know that the information was a trade secret
and that knowledge of it had been acquired by accident or mistake.69

Thus, the common law and the UTSA differ on whether mere
acquisition of trade secret, without actual use, is enough to trigger
liability. This is crucial to cases involving employment in the computer
industry, because employees will inevitably bring potential trade secret
information into their new firms. As a result, under the common law
approach, liability may exist even absent any malicious act of
misappropriation. The draft Restatement of Unfair Competition
essentially follows the UTSA with respect to liability for appropriation of
a trade secret. Both impose liability for the simple acquisition of another's
trade secret by improper means.7'

65. Under the UTSA, misappropriation is also centered around breach of a duty of
confidence and the use of "improper means," yet with some crucial differences from the
Restatement of Torts standard. The UTSA defines "improper means" to include theft,
bribery, misrepresentation, breach or inducement of a breach of duty to maintain secrecy,
or espionage through electronic or other means. Reverse engineering or independent
derivation alone do not constitute improper means. UTSA, supra note 1, §§ 1(1)-(2).

66. Droeger v. Welsh Sporting Goods Corp., 541 F.2d 790, 792-93 (9th Cir. 1976)
(holding that it is the defendant's wrongful use of the plaintiff's trade secret which gives
rise to liability for damages).

67. UTSA, supra note 1, § 1(2)(ii)(A).
68. Id. § 1(2)(ii)(B).
69. Id. § l(2)(ii)(C).
70. RE rAT EMr OF UNFAIR COMPETITION, supra note 5, § 40.
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C. The Tension Between Protectable "Know How" and
Unprotectable "General Knowledge and Skill"

Traditionally, courts have separated protectable and unprotectable
information by using the term "know how" to denote protectable
information and "general knowledge and skill" to denote non-protectable
information. However, these terms do little to clarify or delineate the
boundaries of trade secret protection. One commentator defines "know
how" as referring to information that enables one to accomplish a
particular task or to operate a particular device or process.7' Others
define "general skill" as personal knowledge based on an employee's
education, ability, and experience, and general to the trade as a whole, as
opposed to knowledge peculiar to the employer.72

Courts recognize that the meaning of "know how" is unclear and
sometimes overlaps the unprotectable general knowledge of an
employee.73 In 1985, the Third Circuit commented that: "the concept of
'know how' is ... a very fuzzily defined area, used primarily as a
short-hand device for stating the conclusion that a process is protectable.
It covers a multitude of matters, however, which in the broad sense are
not protectable, e.g., an employee's general knowledge and skill."74

The line between an employer's protectable "know how" and an
employee's personal knowledge and skill is especially unclear in the case
of an employee who holds a technical or engineering position for a long
period of time. In this situation, the employee has usually enhanced his
knowledge and skill through exposure to the employer's trade secrets
and through his own contribution to its development: "it is just such
exposure and activities which are part of the experience that enters into
the knowledge and skill which define a scientist or engineer."75

Distinguishing know how and general skill is particularly difficult in the
high technology area.

For example, in a recently filed trade secret dispute between
manufacturers of ultrasound diagnostic equipment, Advanced
Technology sued Siemens Medical Systems, who hired an engineer away
from Advanced Technology. The engineer designed ultrasound probes,
the crucial component that emits and receives the impulses from an

71. J. THOMAS MCCARTHY, McCARTHY's DESK ENCYCLOPEDIA OP INTELLECTUAL PROPERTY
180 (1991).

72. JAGER, supra note 14, § 8.0113], at 8-13.
73. SI Handling Sys. v. Heisley, 753 F.2d 1244, 1261 (3d Cir. 1985) (quoting Van Prods.

Co. v. General Welding & Fabricating Co., 213 A.2d 769,777 (Pa. 1965)).
74. Id.
75. Dynamics Research Corp. v. Analytic Sciences Corp., 400 N.E.2d 1274, 1286-87

(Mass. App. 1980) (holding that plaintiff employer was not entitled to restrain the
defendant's use of knowledge gained while working on the plaintiffs system, as plaintiff
failed to keep the system sufficiently secret).
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unborn child that make ultrasound technology useful.76 Advanced
Technology was successful in gaining a temporary restraining order to
entirely prevent the engineer from working on such probes at his new
employer, despite the fact that the design of them was his field of
expertise.' This ruling effectively prevented the engineer from engaging
in his area of specialization-ultrasound probes.

1. THE RESTATEMENT OF TORTS AND THE UTSA

The Restatement of Torts, which is still followed by many
jurisdictions, offers no clear rule regarding what constitutes "general
knowledge."7 8 The Restatement comes closest to addressing this issue,
albeit indirectly, through its articulation of one of the factors that
compose the test for whether information constitutes a trade secret: "the
extent the information is known outside of the business."'

The present formulation of the UTSA also does not adequately
confront the problem of defining the terms "general knowledge and skill"
or "know how." The UTSA expanded the definition of a trade secret to
expressly include "programs" and "know how." Nevertheless, the
definition is circular; the designation "know how" merely denotes
protectable information. 8° The UTSA does not specifically define "know
how," and, like the Restatement of Torts, the UTSA is silent as to what
constitutes unprotectable "general knowledge" and skill. This absence of
an express definition has led to an inconsistent and often unfair
application of trade secret law in the courts.

2. INCONSISTENCY IN TRADE SECRET DECISIONS

Structural Dynamics Research Corp. v. Engineering Mechanics Research
Corp.8 ' was a trade secret action in which Engineering Mechanics
employed a former Structural Dynamics employee. The dispute centered
around computer software that Structural Dynamics developed to
implement isoparametric elements in structural analysis. 82 The Eastern
District of Michigan stated in dictum that no duty to refrain from using or
disclosing information arises where the trade secret is created through the
employee's initiative. In such a case, the employee has an interest in the
information that is at least equal to that of the employer; the knowledge is

76. Rami Grunbaum, Advanced Tech Takes Siemens to Court, PUGET SOUND BUSINESS
JOURNAL, Dec. 17, 1993, at 1-4 [hereinafter Advanced Tech].

77. Id.
78. RESTATEMENT OP TORTS, supra note 2.
79. Id.
80. UTSA, supra note 1, § I ant.
81. 401 F. Supp. 1102, 1111 (E.D. Mich. 1975).
82. Id.
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part of his skill and experience. 3 The court held, however, that the
employees were liable for subsequent use or disclosure of the technology
because they had signed an express "Employee Patent and Confidential
Information Agreement.""

The Fifth Circuit followed this reasoning in Plains Cotton Co-op v.
Goodpasture Computer Services,8" where the defendant employee[s]
developed particular ways to use the software. The software, Telcot, was
designed to provide information regarding cotton prices and availability
to the members of a cotton growing trade association. 6 The Plains Cotton
court found that the defendant[s] had brought significant expertise in
software development to the plaintiff firm. 7 Based on this finding, the
court denied the plaintiff's motion for a preliminary injunction to prevent
the defendant[s] from using the software functions in other applications.'
Although the court acknowledged that the defendant employees had
access to Telcot's object and source code, 9 the court found no evidence of
copying, because the defendants used their expertise to develop the new
software at the defendant firm.9°

The same reasoning appeared again in Universal Analytics v.
MacNeal-Schwendler Corporation,91 which involved a trade secret claim
brought pendant to an antitrust claim under the Sherman Act.92 In
Universal Analytics, both parties employed some of the same employees
simultaneously. The federal district court reasoned that "[s]ecrets
acquired and developed as a result of a long employment in the particular
trade may be carried over and put to use by the new employer." 93

The line of authority established in Structural Dynamics, Universal
Analytics, and Plains Cotton allows employees who substantially
participate in the development of computer software to continue using
the experience gained in their previous firm, even where the new firm's
software is similar in application to the previous firm's software. This
line of cases is not, however, the only approach.

83. Id. at 1114-1116.
84. Id.
85. 807 F.2d 1256, 1263 (5th Cir. 1987)
86. Id. at 1258.
87. Id.
88. Id.
89. Id.
90. Id.
91. 707 F. Supp. 1170,1178 (C.D. Cal. 1989).
92. Id. at 1177.
93. Id. at 1178; see also Sarkes Tarian, Inc. v. Audio Devices, Inc., 166 F. Supp. 250 (S.D.

Cal. 1958); Josten's, Inc. v. National Computer Sys., Inc., 318 N.W.2d 691, 701, 702 (Minn.
1982).
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The Court of Appeals for North Carolina recently upheld a
preliminary injunction in Barr-Mullin, Inc. v. Browning.94 The Barr-Mullin
court found that a prima facie case of misappropriation existed where the
defendant helped to develop and service computer software during his
employment with plaintiff, then subsequently developed similar software
after leaving the plaintiff employer's firm.95 The software was developed
for the woodworking industry to optimize the way lumber is cut.96 The
employee, a former vice president of engineering at the plaintiff firm,
claimed that he had independently derived the subsequently developed
software.97 The court reasoned that the employee's contribution to the
defendant's software development demonstrated his knowledge of the
alleged trade secret and proved that he had access to copies of the source
code prior to his resignation.98 Contrary to Plains Cotton, the Barr-Mullin
court made no mention of the employee's rights to his knowledge and
skills in its reasoning. Further, the Barr-Mullin court held that access to
the original software prevented the defendant employee's assertion of
independent development. 99

Other cases challenge the logic of Structural Dynamics, Universal
Analytics, and Plains Cotton. In the recent case of Avtec Systems, Inc. v.
Peiffer,100 Avtec asserted trade secret rights in a computer program that
the defendant developed as a marketing tool while employed by Avtec. 10'
The employee used the program as a demonstration and marketing
device several times on plaintiff's behalf. °2 The Eastern District of
Virginia found that the plaintiff acquired a trade secret in the program's
use for demonstrations and marketing in a manner similar to an
employer's possession of "shop rights" in an employee's invention. °3

The court held that the use of the program by the defendant was a

94. 424 S.E.2d 226,230 (N.C. App. 1993).
95. Id. at 228.
96. Id.
97. Id.
98. Id. at 230.
99. Id.
100. 805 F. Supp. 1312, 1320 (E.D. Va. 1992).
101. Id. at 1320.
102. Id.
103. The doctrine of shop rights permits an employer to use an idea submitted by an

employee, without compensation to the employee, to the extent that the idea pertains to
the employer's business and was generated on company time using company materials
and personnel. JAGER, supra note 14, § 8.02. The issue of employers' and employees'
respective rights regarding employee inventions also arises in patent and copyright law,
and is regulated by statute in some states See, e.g., CAL. LAB. CODE § 2870; ILL. REV. STAT.
ch. 140, § 301; MINN. STAT. ANN. §181.78; N.C. GEN. STAT. § 66-57.1; WASH. REV. CODE ANN.
§ 49.44.140.
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misappropriation of his former employer's trade secret. 104 Like the
Barr-Mullin court, the Avtec Systems court made no mention of an
employee interest in the information used to create the software, even
though the employee substantially assisted in developing it.'05 These
cases demonstrate the pattern of inconsistency present in trade secret
decisions involving computer software.

There is so much confusion in this area that nearly identical facts
can produce different conclusions. Compare two cases that arose in the
chemical industry: Wexler v. Greenberg"° and Basic Chemicals v. Benson.' 7

In Wexler, defendant Greenberg was head chemist at plaintiff's chemical
company, where he developed various formulas for plaintiff in the course
of his duties. Greenberg came to know all of the plaintiff's formulas, as
well as their methods and costs of production. Greenberg left his job with
the plaintiff to work for one of plaintiff's distributors, which soon began
to manufacture the same products it had formerly bought from
plaintiff. 8 The Pennsylvania Supreme Court held that Greenberg did not
violate any confidential relationship "in disclosing or using formulas
which he developed or were developed subject to his supervision... this
information forms part of the technical knowledge and skill he has
acquired by virtue of his employment with [the plaintiff] and which he
has an unqualified privilege to use." '09

Faced with an almost identical set of facts, the Supreme Court of
Iowa reached the opposite result in Basic Chemicals v. Benson. In Basic
Chemicals, the court held that the employee-developed formulas used by
plaintiff were trade secrets."0 The Basic Chemicals court found that the
protectability of the information was not affected by the fact that Benson,
the employee and defendant, developed the formulas; Benson's right to
use the secrets in competition with Basic Chemicals was no greater than
any other employee's.111 The court's reasoning rested on the fact that
Benson had previously referred to the formula as his employer's "know

104. 805 F. Supp. at 1320. In one closely watched case currently being litigated, IBM is
seeking an injunction barring a former employee specially skilled in the field of magnetic
resonance heads for computer disk drives from working for a competitor in a position
involving development of magnetic resonance disk drive heads, as he would inevitably
disclose IBM's trade secrets in this technology. Seagate Technology v. IBM Corp., 962 F.2d
12 (8th Cir. 1992).

105. Id.
106. 160 A.2d 430 (Pa. 1960).
107. 251 N.W.2d 220 (Iowa 1977).
108. 160 A.2d at 433-436.
109. Id. at 437.
110. 251 N.W.2d at 230.
111. Id. at 229-30.
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how."' Consequently, the court barred Benson from using the formulas
in later employment.

Another example of different results being based on similar facts is
evident when AMP Inc. v. Fleischhacker"3 is compared with Air Products &
Chemicals v. Johnson. 1 4 Each case involved a high-level managerial
employee who used knowledge of marketing and business operations
gained while employed by the plaintiff in a subsequent position with the
plaintiff's competitor. In AMP, the Seventh Circuit, following Illinois law,
held that the former employer was not entitled to injunctive relief because
the business and technical information at issue was general knowledge,
widely known in the industry."5 AMP found that, although an employee
derives some benefits from his access to the collective experience of his or
her employer, "[sluch information comprises general skills and
knowledge acquired in the course of employment. Those are things an
employee is free to take and use in later pursuits." 1 6 In contrast, the Air
Products court ruled that information known to the employee, including
knowledge of market opportunities, research and development projects,
and pricing methods, was not "generally known in the industry" and was
thus protectable as a trade secret. The Air Products court enjoined the
employee from working for the plaintiff's competitor."7 Although both
courts applied the same common law definition of a trade secret, the end
results were diametrically opposed.

The uneven application of trade secret law in the context of
employment in the computer software and technical fields, illustrated by
the above cases, can frustrate both an employee's ability to obtain new
employment"' and an employer's right to hire skilled employees. When
an employee changes jobs within the same profession or trade, it is often
impossible for him or her to avoid using skills and experience gained in
previous positions. 1 9 The exception from trade secret protection for
employee skill and knowledge is essential to fostering employee mobility
and the competitive basis of our free market economy: "[any other rule

112. Id.
113. 823 F.2d 1199 (7th Cir. 1987).
114. 442 A.2d 1114 (Pa. Super. 1982).
115. 823 F.2d at 1205-06.
116. Id.
117. 442 A.2d at 1122.
118. C.f. Maloney v. E.I. DuPont de Nemours & Co., 352 F.2d 936, 939 (D.C. Cir. 1965)

(stating in the context of employment contracts that employers "will wish to avoid even
the threat of [trade secret] litigation").

119. See, e.g., E.I. Du Pont de Nemours & Co. v. American Potash & Chem. Corp., 200
A.2d 428, 437 (Del. Ch. 1964) (acknowledging the inherent conflict created when an
employee is asked "to work in a trade secret area and thereby circumscribe his possible
future liberty of action and the use of the knowledge and skills which are inextricably
interwoven with his knowledge of the trade secrets").
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would force a departing employee to perform a prefrontal lobotomy on
himself or herself."120 The current state of the law leaves firms and
employees with little guidance as to what a new employee may bring to a
new position at a competing firm.

D. Lack of Clarity in the Law of Trade Secrets Hinders
Innovation and Frustrates the Purpose of the Law.

The uncertain state of trade secret law has a very real impact on
computer and other technology-based firms that cannot readily
distinguish protectable information from non-protectable information.
As a consequence, the engagement or disengagement of employees
subjects firms to unknowable risks and does not allow for proper risk
allocation and decision-making. The uncertainty in trade secret law
creates societal costs as well, because high litigation expenses reduce
resources available for the development of new technology.

Litigating intellectual property disputes is expensive. For example,
in the recent patent and trade secrets litigation over data-compression
software between Microsoft and Stac Electronics, Stac spent
approximately $500,000 per month-nearly $7 million for the entire trial.'2'
Gary Clow, Stac's chief executive officer, stated, "I've got the most
expensive legal education in the United States."" 2 The case "transformed
Stac from a company banking on its technology to a company praying for
its lawyers."' 23 Another trade secret dispute occurred between Titan
Linkabit Corporation and Conquest Technologies after Conquest hired
former Titan employees. 24 According to Conquest's founder, Titan's suit
was merely an attempt to put his start-up out of business before it got off
the ground by burying it in litigation costs.'25 Litigation thus drains
valuable capital. The uncertainty in the area of trade secret law further
aggravates the situation because companies do not know where they
stand with respect to potential liability.

The uncertain status of what constitutes unprotectable employee
knowledge and skill is inefficient because it results in both
over-deterrence and under-deterrence. The deterrent effect arises from
the remedies under trade secret law, which sanction an employee's
improper use or acquisition of information, and deter the employee, as

120. AMP v. Fleischhacker, 823 F.2d at 1205 (quoting Fleming Sales Co. v. Bailey, 611 F.
Supp. 507,514 (N.D. IMl. 1985)).

121. Craig Rose, Microsoft May Gain From Stac's Win, SAN DIEGO UNIoN-TRmUNE, Mar.
1, 1994, at Cl [hereinafter Microsoft May Gain].

122. Id.
123. Id.
124. Pamela Wilson, Titan Linkabit Sues Former Exec, SAN DIEGO DAILY TRANSCRIT, June

11, 1991, at Al.
125. Id.
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well as a prospective employer, from appropriations that trigger a cause
of action. The ambiguity in the law frustrates this deterrent effect because
the uneven application of an ambiguous doctrine creates rules which
either permit too much misappropriation, or overly restrict employee
mobility. Under-deterrence allows the employee to unfairly exploit
confidential information. gained in a former position for the benefit of
himself or a new employer. Over-deterrence impedes the employee who
has a legitimate right to use knowledge gained through employment. A
more certain rule would help to adjust the risks of litigation so that
neither misappropriating employees nor over-protective employers may
take advantage of the rule's lack of clarity.

Over-deterrence occurs in a situation when the parties lack an
understanding of what constitutes a trade secret. For example, the
possibility of litigation may discourage an employee from using his or her
skills and experience to pursue a position at another firm. This creates
over-deterrence because it inhibits an employee's ability to change jobs,
which creates an economic inefficiency. The fear of a potential trade
secret suit may also over-deter potential employers from hiring a
competitor's former employees, even in industries with high employee
mobility.

126

Ambiguity in the law also creates under-deterrence. The absence of
a distinct legal rule gives both employees and their prospective
employers an incentive to capitalize on information that is not rightfully
theirs. The employer may not be able to assess whether the information is
protectable as a trade secret. Moreover, the parties will be uncertain as to
who will ultimately prevail in litigation. The uncertainty of prevailing
combined with the high costs of litigation reduces the risk of loss to the
employee who then has a greater incentive to misappropriate. A more
certain rule would help to adjust the risks of litigation so that neither
party will take advantage of an unclear rule.

Finally, greater clarity is necessary because the number of trade
secrets suits being brought by employers is rapidly growing. 27 The lack
of clear rules prevents quick resolution of trade secret disputes, which can
be very costly and have a significant impact on the reputation and
viability of a firm. 1 The time consumed and prestige lost in such suits
drain computer firms' resources as much as the monetary costs of the
litigation.

126. AMP, 823 F.2d at 1205 ,(quoting Harley & Lund Corp. v. Murray Rubber Co., 31
F.2d 932, 934 (2d Cir. 1929): "[I]t has never been thought actionable to take away another's
employee, when the defendant wants to use him in his own business, however much the
plaintiff may suffer. It is difficult to see how servants could get the full value of their
services on any other terms .... ").

127. Slind-Flor, supra note 33, at 1.
128. See Advanced Tech, supra note 76, at 1-4; Microsoft May Gain, supra note 121, at C1.
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The well-publicized dispute between Symantec, a Silicon Valley
software producer, and Borland International is a good illustration.
Symantec now faces both civil and criminal suits for trade secret
misappropriation because it hired Eugene Wang, a senior executive at
Borland, who is accused of misappropriating trade secrets. 29 Symantec's
stock plunged on news of the dispute and its chief executive officer,
Gordon Eubanks, claimed that he spends about one hour per day on the
dispute. 130 This time would have been spent more efficiently on the
company's business.

IV. STRATEGIES FOR GENERATING MORE CERTAINTY IN
THE LAW OF TRADE SECRETS IN THE HIGH
TECHNOLOGY EMPLOYMENT CONTEXT.

A. The UTSA Should be Revised to Deal More Directly with
the Issue of Concurrent Interests.

Federal regulation of trade secrets is not the answer. Congress has
failed to respond to the continued judicial confusion in the area of trade
secret law with respect to the problem of concurrent interests in the
employment context.131 National legislation would likely be politically
difficult.132 A more realistic strategy is that of the UTSA, which was
formulated by the American Bar Association. The UTSA has helped to
bring some uniformity to the law, but it has not been adopted by all
states. The main problem with the UTSA is that it merely codifies the
Restatement (First) of Torts when identifying trade secrets and resolving
the problem of concurrent interests. The UTSA should be revised to meet
the needs of the modem employment relationship. Once the revisions
have been implemented, all of the fifty states should adopt the UTSA.

Resolving uncertainty in trade secret law presents a significant
challenge to policy makers. An effective approach must evenly apply
trade secret protection to increase certainty in the employment
relationship in high technology areas. To ensure even application and
consideration of the concurrent interest problem, the current standards
articulated by the UTSA should be changed to incorporate a secondary
test that balances employer and employee interests. While such an
approach is not novel, it would acknowledge the tension between an

129. Jonathan Weber, Software's Symantec Weathers Stormy Seas, L.A. TIMES, Oct. 5, 1992,
at D2.

130. Id.
131. Wheeler, supra note 60, at 843.
132. See Wheeler, supra note 60, at 843, 846 (proposing that statutes be expanded to

encompass a definition of parties' ownership rights in trade secrets, and noting that a
federal statute is warranted though not likely).
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employer's right to protect its investments and an employee's right to
practice her profession.

It would be difficult-if not impossible-to construct a single
definition of "general knowledge" or "know how" that would apply in all
cases. Thus, trade secret analysis in the employment context must
balance relevant considerations. A few courts have employed balancing
tests in the past;133 but to promote consistency and fairness, the courts
should look at the facts of a case within an established, uniformly applied
framework.

1. BASIS FOR THE TEST

The newly-drafted Restatement of Unfair Competition significantly
advances the development of the trade secret law because it sets forth
several relevant considerations and expressly addresses the issue of
whether information comprises an employer's protectable trade secret or
an employee's general skill, knowledge, training, and experience. Yet the
proposed Restatement falls short of resolving the outstanding issues; it
only discusses the factors to be considered in delineating
employer/employee interests in information in comment d to section 42,
which covers employee liability. 3 Thus, the proposed draft only tacitly
addresses the problem of identifying general knowledge and know how
as metaphors for employee and employer interests.

The factors outlined in the proposed Restatement include: (1)
whether the information at issue is specialized and unique to the
employer's business or is "widely known in the industry or derived from
skills generally possessed by persons employed in the industry"; (2) the

133. See, e.g., In re Innovation Constr. Sys., 793 F.2d 875, 879 (7th Cir. 1986) (supporting
a balance between the competing interests of employers in precluding employees from
exploiting specialized knowledge gained through their employment and employees in the
general use of their skills and training); Amoco Prod. Co. v. Lindley, 609 P.2d 733, 745
(Okla. 1980) (noting that courts balance the equities between the right of the company to
use its employees and resources to its advantage against the right of the highly developed
mind and skill of the employee).

The Amoco court also set forth several factors to be considered:
how many of the innovative elements in the newly developed process are
available in the prior art; how closely tied is the development to intrinsic
knowledge of the innovator ... is it possible to sort out the process from the
inner workings of a man's knowledge; did the company treat the innovation
with the requisite secrecy to place others on notice of its claim... [olther
considerations are time and money and company facilities used in its
production, and the employer's own knowledge thereof.

Id.
134. Section 42 of the Restatement of Unfair Competition provides, "An employee or

former employee who discloses or uses a trade secret owned by the employer or former
employer in breach of a duty of confidence is subject to liability for appropriation of the
trade secret... ." REsTATEMENT OF UNFAIR COMPETTION, supra note 5, § 42.
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"relative contribution of the employer and the employee to the
development of the information"; (3) whether "other competitors have
been unsuccessful in independent attempts to develop the information";
(4) whether the employee, upon termination of the employment,
appropriates some "physical embodiment" of the information; and (5)
whether the information is "so closely integrated with the employee's
overall employment experience that protection would deny the employee
the ability to obtain employment commensurate with the employee's
general qualifications." 13

This analysis functions as a valuable default rule, which comes into
play when there is no confidentiality agreement between the parties.
These factors help to articulate and identify the concurrent interests of
employers and employees and take into account the highly fact-specific
nature of trade secret disputes involving former employees. By focusing
on the nature of the information itself, as well as on the conduct of both
the employer and the employee, the test acknowledges the competing
goals of protection of confidential information and promotion of
employee mobility. Courts should use these factors to guide their
determinations, allowing parties to anticipate their trade secret rights and
duties and to plan accordingly.

The balancing test should not be part of the plaintiff's prima facie
case, but becomes relevant only after the plaintiff alleges the existence of a
trade secret and the employee raises the defense that the information
forms part of his general knowledge and skill. The plaintiff must prove
some basic level of secrecy or confidentiality before the court addresses
the concurrent interest problem; absent confidential information, there is
no need to balance. In addition, the plaintiff must show misappropriation
of the confidential information. Only after the plaintiff has shown the
existence of a protectable trade secret should the court seek to identify the
concurrent interests by addressing the issue of general knowledge versus
know how.

2. TEST FOR DELINEATING "GENERAL KNOWLEDGE AND
SKILL" FROM "KNOW HOW"

Under this test, a court should determine whether information is a
protectable trade secret or part of the employee's general knowledge and
skill by weighing the following factors:

(1) Did the employee develop the disputed information? This factor
incorporates the Wexler line of cases, which recognize an
employee's interest in information or a process which he or she
originated. If, however, the employee signed an agreement
assigning all rights in any inventions to the employer, the fact

135. Id. at cmt. d., p. 95.
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that the employee developed the information will not support a
finding that the information is part of the employee's own
general skill and knowledge.

(2) Is the information unique to the employer's business? This factor
helps to determine whether the information is part of the
collective knowledge of individuals employed in the industry.

(3) Have competitors been unsuccessful in independent attempts to
develop the disputed information? This factor helps to clarify
the second factor because a competitor's failure to develop or
produce the information indicates that it is particular to the
employer and may thus qualify as a trade secret.

(4) Has the employee, upon termination of the employment,
appropriated some physical embodiment of the information,
such as a written formula, blueprint, plan, or list? If so, this
points toward a finding that the information is a trade secret.
When, to the contrary, an employee draws on information in his
memory, the information is more likely part of the employee's
general knowledge and experience.' 36 A defendant's reliance on
memory should not, however, preclude trade secret protection
in every case. 137 A protectable trade secret is not always written
down or otherwise recorded. In contrast to copyright law, the
distinction between knowledge of a concept or idea and a fixed
expression of information is unimportant because trade secret
law expressly protects intangible information such as methods,
techniques, and processes that an employee may have
memorized. 138

(5) Is the information so closely integrated with the employee's
overall experience that granting trade secret protection would
deny the employee the ability to obtain employment
commensurate with his or her general qualifications? This last
factor addresses the public interest in employee mobility.

The balancing test should be flexibly applied, with no one factor
being determinative. All factors should be given relative weight by the
court. This is necessary because the variety of factual scenarios which
trade secret litigation presents requires flexibility.

The suggestion that courts should engage in a balancing test in cases
involving employee knowledge may be disquieting to some. After all, it
only adds to an already extensive list of elements that must be established
to prevail on a claim for misappropriation of trade secrets. Such a

136. AMP Inc. v. Fleischhacker, 823 F.2d 1199,1204-05 (7th Cir. 1987) (refusing to grant
an injunction for the employer in the absence of any evidence that the defendant
employee "ever systematically recorded, copied, compiled, or even purposefully
memorized any of AMP's confidential business information....").

137. See, e.g., Allen v. Johar Inc., 823 S.W.2d 824, 827 (Ark. 1992) (finding that whether
the information used was written down or memorized is immaterial; the proper issue is
whether it is protectable as a trade secret).

138. The Copyright Act of 1976 states that: "In no case does copyright protection for
an original work of authorship extend to any idea, procedure, process, system, method of
operation, concept, principle, or discovery ...." 17 U.S.C. §102(b) (1988).
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balancing test, it may be argued, does not help to clarify the law but
instead makes the law more complex. The answer to such an argument is
that the balancing test clarifies the existing factors and gives notice to
potential litigants of the application of the factors. As a result, the
balancing approach, which is based on the UTSA and the Restatement of
Unfair Competition, would streamline trade secret law by adding
clarification and specificity and by fostering more fair and efficient
results. 39

The parties may contract around these factors, if they so desire. The
balancing test operates as a default rule, providing direction when there
is no agreement between the parties.

The nature of the conflict between employers and employees
suggests this solution. The tension between employee mobility and the
protection of rights in confidential information cannot be reconciled with
a single bright-line rule because it is impossible to satisfy both interests at
the same time. Surely, an employee is not free to take a job in his field of
expertise if his former employer is able to enjoin him from using
knowledge and experience gained while working for the former
employer. Conversely, an employer's rights in confidential information
lose much of their value if that same information is being used by a
former employee who is now working for a competitor.

The balancing test proposed in this Comment would provide better
guidance to employers and employees as to their respective rights, and
would assist courts deciding trade secret cases in reaching fair and
consistent results. Further, the balancing test will help minimize trade
secret misappropriation and groundless trade secret cases while
promoting employee mobility and employer development.

B. The Dissolution Theory Is Problematic Because the Main
Remedy in Trade Secret Law is Injunctive Relief.
Various commentators have suggested solutions to the underlying

policy dilemma present in current trade secret law. In 1988, Suellen
Lowry presented a compelling argument in which she characterized the
problem of the competing interests in trade secret law as cases of
"inevitable disclosure." 14°

These are the hard cases where employees acquire skills and
knowledge directly related to an employer's- trade secrets then seek

139. A similar factor-based approach is used by the Ninth circuit in trademark
infringement cases brought under the Lanham Act for determining likelihood of
confusion. See, e.g., AMF Corp. v. Sleekcraft Boats, 599 F.2d 341, 348-49 (9th Cir. 1979).

140. Suellen Lowry, Inevitable Disclosure Trade Secret Disputes: Dissolutions of Concurrent
Property Interests, 40 STAN. L. REV. 519, 539-44 (1988).
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employment at another firm.14 1 Lowry asserted that in these situations,
the information will inevitably be disclosed. Lowry argued that in
"inevitable disclosure" trade secret cases, the problem should be seen as
involving a dissolution of concurrent property interests, such as in the
law of tenancies in common and community property." She argued for a
new regime patterned on marital dissolutions.143 Under Lowry's
proposal, courts would engage in a valuation of the trade secret, and then
would allocate the value between the parties.'" The court would, in
effect, create a licensing scheme.' 4s

There are three problems with this approach. First, the primary
remedy sought in trade secret cases is injunctive relief. Any type of an
enforced license frustrates the purpose of an injunction which is to
completely restrict the employee or the new firm from using the protected
information. An injunction is an important remedy because the original
firm could be ruined by the mere disclosure of the confidential
information to its competitors. Second, Lowry's proposal could be
abused by a firm that first sought a license but was refused, then sued for
one under dissolution theory. Third, arriving at appropriate valuations of
concurrent trade secret interests will be difficult. Judicial valuations that
use market values of information may not be accurate, because the
plaintiff firm may not have made a profit before the misappropriation.
Because of the difficulty in making valuations, Lowry's approach does
not further predictability before litigation.

C. The Criminal Approach is Not Practical and Shifts the
Enforcement from the Parties

In some states, criminal sanctions, in addition to civil liability, are
available against a former employee who steals scientific or technical
information. 146  While several recent appellate cases have upheld
convictions under these statutes,147 criminal trade secret cases are much
less common than civil suits; the law concerning what constitutes a trade

141. Id.
142. Id.; see also Bruce Alan Kugler, Limiting Trade Secret Protection, 22 VAL. U. L. REv.

725, 757 (1988) (proposing that trade secrets should be categorized as either "property
quality" or "nonproperty quality" using a quasi-patent analysis, and that "property
quality" trade secrets would require only implied notice to the employee and be protected
for an unlimited amount of time, while "nonproperty quality" trade secrets would require
actual notice to the employee and have a restricted period of protection).

143. Id.
144. Id.
145. Id.
146. See, e.g., CAL. PENAL CODE § 499c (b) (West 1988); TEX. PENAL CODE ANN. § 31.05

(West 1989).
147. Schalk v. State, 823 S.W.2d 633 (Tex. Ct. Crim. App. 1991) (en banc); Leonard v.

State, 767 S.W.2d 171 (Tex. 1988); People v. Gopal, 171 Cal. App. 3d 524 (1985).
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secret under various penal codes is still developing. As discussed above,
both criminal and civil cases involving the use of electronic mail by two
top executives at Symantec Corporation, a Silicon Valley software firm,
are pending. 48 The computer industry is closely following the Symantec
case due to its possible impact on the definition of a trade secret under
criminal law. 49

While increased criminalization of trade secret law would function
as a potent deterrent to misappropriation, it may create more problems
than it resolves. For example, it would further deter employee mobility
in the computer industry. At the same time, it does not adequately
address the problem of securing enforceable rights for employers
engaged in technological innovation.

The competing concurrent interests in information also make it
difficult to asses criminal culpability, because ownership in the
information is subject to uncertainty. Moreover, the limited resources of
most prosecutors' offices makes criminal enforcement possible only in the
clearest cases. Donald Ingraham, Assistant District Attorney for Alameda
County, has commented that if a company believes they have a trade
secret dispute, "the first step is not to call the local district attorney's
office." His office turns away over half of the trade secret cases reported
on the initial call.

D. Employment Contracts and Non-Disclosure Agreements

One way a firm can achieve certainty about what is a protected
trade secret is to draft non-competition and non-disclosure agreements.
A majority of courts will enforce a covenant restricting an employee from
competing with a former employer so long as it is reasonable in scope,
territory, and duration, and is necessary for the protection of the
employer.'50 Some jurisdictions, however, take a more strict view and ban
all restrictions on an individual's ability to engage in a profession.'5'

Covenants not to compete are distinct from non-disclosure or
confidentiality agreements, which prohibit only an employee's
unauthorized disclosure of an employer's confidential information, and
which are generally upheld.5 2

148. Tom Abate, Symantec Chief Charged in Trade Secrets Case, S.F. EXAMINER, Mar. 5,
1993, at A-1 [hereinafter Chief Charged].

149. Ken Siegmann, 2 Symantec Execs Indicted in Secrets Case, S.F. CHRONICLE, Mar. 5,
1993, at D1; Chief Charged, supra note 148, at A-1.

150. JAGER, supra note 14, § 13.01[2].
151. See, e.g., CAL. Bus. & PROF. CODE § 16600 (West 1987) ("every contract by which

anyone is restrained from engaging in a lawful profession, trade or business of any kind is
to that extent void").

152. JAGER, supra note 14, § 13.01 [1].
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Contractual agreements regarding confidentiality and ownership of
technological information can be critical to the determination of liability
in computer industry trade secrets cases.'53 Besides helping to define
exactly what it is that an employer considers to be its trade secret, a
written nondisclosure agreement serves notice to an employee of the
confidential nature of the employer's proprietary information. While the
mere existence of such a contract will not be determinative, it greatly
increases the probability that an employer will obtain relief for breach of
contract, even where the confidential information or technology does not
qualify as a trade secret.'-

In most computer trade secret cases in which the employee signs a
nondisclosure agreement, the computer programs at issue are found to be
trade secrets and the courts rule in favor of the employer-" s For example
in Healthcare Affiliated v. Lippany,'s Healthcare Affiliated hired Lippany to
develop computer programs for hospital management systems. Lippany
signed a contract agreeing that any processes or methodologies
developed by him during his employment with the plaintiff were the
property of the plaintiff and agreeing to preserve the confidentiality of
plaintiff's methodologies (which included a computer system defendant
developed). The Western District of Pennsylvania granted a preliminary
injunction in favor of the plaintiff, based on the defendant's having
agreed that his efforts toward developing and enhancing the plaintiff's
computer systems would inure to the plaintiff's benefit: "Equity will not
permit him to appropriate plaintiff's systems, methodologies and
programs for his own personal benefit."" 7

Having key employees sign a confidentiality agreement which
states that any computer system, methodology, or product information

153. See, e.g., Cybertek Computer Prods. v. Whitfield, 203 U.S.P.Q. (BNA) 1020, 1023
(Cal. Super. Ct. 1977) (Employee Nondisclosure Agreement executed by former employee
which provided that all techniques and methods relating to plaintiff employer's computer
system were trade secrets and confidential was given "considerable weight" in the court's
finding that defendant was liable for disclosing and utilizing substantial aspects of
plaintiff's system in the development of a similar system for a competitor).

154. See, e.g., Structural Dynamics Research Corp. v. Engineering Mechanics Research
Corp., 401 F. Supp. 1102, 1114 (E.D. Mich. 1975).

155. Cases holding that computer program information covered by a confidentiality
agreement was a protectable trade secret include: Integrated Cash Management Serv. v.
Digital Transactions, 920 F.2d 171, 174 (2d Cir. 1990); ISC-Bunker Ramo Corp. v. Altech,
Inc., 765 F. Supp. 1310, 1323 (N.D. Ill. 1990); Healthcare Affiliated v. Lippany, 701 F. Supp.
1142, 1146 (W.D. Pa. 1988); Aries Info. Sys. v. Pacific Management Sys. Corp., 366 N.W.2d
366, 367 (Ct. App. Minn. 1985); J & K Computer Sys. v. Parrish, 642 P.2d 732, 734 (Utah
1982); and Cybertek Computer Prods., v. Whitfield, 203 U.S.P.Q. (BNA) 1020 (Cal. Super.
Ct. 1977). But see, Amoco Production Co. v. Lindley, 609 P.2d 733, 745 (Okla. 1980) (no
trade secret protection available where the program at issue was not an "invention"
within the meaning of the parties' contract).

156. 701 F. Supp. 1142 (W.D. Pa. 1988).
157. Id. at 1155-56.
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now in existence, or that may be developed by an employee, is
confidential and not to be disclosed to anyone outside of the company
without appropriate controls to insure its confidentiality, is vital to a
high-technology company's success in maintaining trade secret protection
for its computer operations. Courts have tended to uphold such
agreements, which provide a basis for contractual remedies; moreover, a
valid nondisclosure agreement can facilitate proving the confidential
relationship necessary for trade secret protection of the information at
issue.

1. PROBLEMS WITH CONFIDENTIALITY AGREEMENTS

The problem with confidentiality agreements is that they are not
always available to new or smaller firms, which have only limited access
to legal counseling. Disputes usually arise after the employment
relationship has ended, whereas confidentiality agreements must be
secured at the outset of the employment relationship when its termination
is often not contemplated by either party. Additionally, employees
generally do not anticipate changing firms when they are signing
non-disclosure agreements. There is also the problem of trying to protect
the unknown-it may be impossible to define the trade secret at the outset
of the employment relationship, because the underlying research and
development has not yet been done.

Scientists and engineers who understand the mercurial nature of the
technology industry are reluctant to sign confidentiality agreements
because they do not want to sacrifice their future mobility. This can cause
problems for emerging firms who need to attract top technical workers.
In larger firms, technical workers do not have the leverage to abstain from
executing an agreement because they have less bargaining power. In
these situations, employees are generally not compensated for their
decreased mobility.

Employees who have signed confidentiality contracts may discover
that potential new employers are skittish about hiring them because they
fear litigation."5 8 For example, an employee with a confidentiality
agreement with Microsoft will not be an attractive hire to a company with
a small litigation budget because Microsoft has a legal department of over
50 lawyers and has a reputation for aggressive litigation. 59

158. Magee Harett, Wait! Don't Sign That Employment Contract, EDN, Nov. 14, 1991, at
57.

159. Microsoft May Gain, supra note 121, at C1.
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2. RECOMMENDATIONS FOR DRAFTING EMPLOYMENT
NONDISCLOSURE AGREEMENTS

To provide protection for confidential proprietary information, a
firm should use an employment nondisclosure agreement which includes
the following provisions:

1. All aspects of information not published or generally known in
the industry are to be treated as the employer's confidential or
proprietary information until they become publicly available.

2. Employees agree that they will not discuss confidential
information outside of the workplace. All publications or presentations
dealing directly or indirectly with the confidential information must be
cleared by the employer in advance.

3. All documents containing confidential information must be
stamped "Proprietary Information" or "Company Confidential," and may
be distributed only to those who have a need for the information in their
work. Documents should not be reproduced unnecessarily, and should
be disposed of in a manner which ensures that they will not be available
to unauthorized persons. Employees agree to return all tangible forms of
confidential information to the firm upon termination or at the firm's
request.

4. Employees agree to disclose and assign to the employer all
rights in all inventions or ideas relating to their work at the firm or that
are aided by the use of the firm's equipment, facilities, or supplies.

5. Employees agree to hold in confidence, and not use or disclose
without the firm's written authorization, any information obtained or
created during the period of employment, which pertains to any aspect of
the firm's business and is unknown to actual or potential customers.

6. Employees represent that they have not brought and will not
bring or use in the performance of their duties any proprietary or
confidential information, whether or not in writing, of a former employer
without that employer's written authorization.

7. The agreement survives the employee's employment at the firm.

V. CONCLUSION

In the context of the employment relationship, trade secret law has
become one of the primary tools for protecting computer software and
other high-technology information. Protecting an employer's exclusive
trade secret rights in properly guarded confidential information is critical
to technological development and economic growth,. especially in
computer and technology based firms. Yet trade secret protection must
not be used as a weapon by employers to restrain employee mobility or
the development of new technologies.
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Trade secret law remains uncertain and subject to uneven
application. Such uncertainty creates difficulties for firms because they
cannot readily distinguish between protectable and non-protectable
information.

In response, the UTSA should be revised to include a specific test to
determine whether information is part of an employee's general
knowledge and experience or an employer's protectable trade secret.
Such a test will balance competing social policies using the specific
considerations articulated in the proposed Restatement of Unfair
Competition. This approach will inject more certainty into the law and
promote fair competition in those cases where the parties have not
clarified their respective rights by contract.
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