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The United States regulates the provision of broadband Internet ac-

cess service asymmetrically. A cable television system operator is not 
regulated in its sale of cable modem service. In contrast, an incumbent 
local exchange carrier (“ILEC”) that offers digital subscriber line 
(“DSL”) service faces price regulation as well as the obligation to offer 
competitors the use of its broadband network on a wholesale (or, “un-
bundled”) basis. The social costs of asymmetric regulation are by now 
familiar. The Federal Communications Commission (“FCC”) could re-
move its own asymmetric regulation. It could reclassify broadband Inter-
net access as an “information service,” which is largely unregulated. Or, 
it could forbear from regulating ILEC provision of broadband Internet 
access. A third, and more incremental, approach would be for the FCC to 
declare ILECs “nondominant” in the provision of advanced services, in-
cluding broadband Internet access. In this Article, we evaluate the em-
pirical case against asymmetric regulation of broadband Internet access 
through the lens of the FCC’s approach to deciding petitions for non-
dominance. We use a nested-logit discrete-choice model to produce 
econometric estimates of the own-price elasticity of demand for DSL ser-
vice and the cross-price elasticity of demand for cable modem service 
with respect to DSL service. Our findings suggest that demand for DSL 
service is price-elastic, that DSL and cable modems are in the same 
product market, and that DSL providers lack market power. The FCC 

                                                                                                                         
 © 2002 Robert W. Crandall, Hal J. Singer, and J. Gregory Sidak   
 † This Article is an outgrowth of a declaration that we submitted to the Federal 
Communications Commission on behalf of SBC Communications’ petition to be deemed 
nondominant in the provision of advanced services. The views expressed here are solely 
those of the authors and not those of the Brookings Institution or the American Enterprise 
Institute, neither of which takes institutional positions on specific legislative, regulatory, 
adjudicatory, or executive matters.  
 †† Senior Fellow, The Brookings Institution. 
 ††† F.K. Weyerhaeuser Fellow in Law and Economics Emeritus, American Enter-
prise Institute for Public Policy Research; Emeritus, American Enterprise Institute for 
Public Policy Research. 

†††† Senior Vice President, Criterion Economics, L.L.C., Washington, D.C.   
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would advance the public interest by ruling that the ILECs are non-
dominant in the mass-market broadband services market. 
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I. INTRODUCTION 

The United States has asymmetric regulation of the provision of 
broadband Internet access service. A cable television system operator is 
not regulated in its sale of cable modem service. In contrast, an incumbent 
local exchange carrier (“ILEC”) that offers digital subscriber line (“DSL”) 
service faces price regulation as well as the obligation to offer competitors 
the use of its broadband network on a wholesale (or, “unbundled”) basis 
so that they may offer, in the retail market, DSL services that compete 
with the ILEC’s own retail offering to consumers. 

The social costs of asymmetric regulation are by now familiar. Such 
regulation leads not to deregulation, but to an enduring “managed compe-
tition” far more complex to administer than traditional regulation of a mo-
nopoly service provider ever was.1 The alternative to asymmetric regula-

                                                                                                                         
 1. See, e.g., J. GREGORY SIDAK & DANIEL F. SPULBER, DEREGULATORY TAKINGS 

AND THE REGULATORY CONTRACT: THE COMPETITIVE TRANSFORMATION OF NETWORK 

INDUSTRIES IN THE UNITED STATES 307-92, 403-26 (Cambridge Univ. Press 1997); DALE 

E. LEHMAN & DENNIS WEISMAN, THE TELECOMMUNICATIONS ACT OF 1996: THE 

“COSTS” OF MANAGED COMPETITION (Kluwer Academic Press 2000); ALFRED E. KAHN, 



����@� (03,5,&$/�&$6(�$*$,167�$6<00(75,&�5(*8/$7,21�� ����

�

tion is either symmetric regulation or symmetric freedom from regulation. 
Assuming that the latter alternative is preferred, what actual steps would 
be taken to abolish asymmetric regulation of ILEC provision of broadband 
Internet access?  

Congress could again amend the Communications Act of 1934.2 That 
step, however, would be a daunting one for all the reasons that it took 
many years for Congress to pass the Telecommunications Act of 1996.3 
Alternatively, the Federal Communications Commission (FCC) could re-
move asymmetric regulation that the agency itself previously imposed. 
The FCC could declare that broadband Internet access service is not a 
“telecommunications service,” subject to numerous regulations applicable 
to ILECs, but rather an “information service,” which is free of such regu-
lations. Amid considerable controversy, the FCC invited public comment 
in February 2002 on such a proposed reclassification.4 Or the FCC could 
use its power under section 10 of the Communications Act to forbear from 
regulating ILEC provision of broadband Internet access.5 

A third, and more incremental, approach would be for the FCC to de-
clare ILECs “nondominant” in the provision of advanced services, such as 
broadband Internet access. Nondominant global carriers are exempt from 
price-cap or rate-of-return regulation, as well as the obligation to file tar-
iffs and to establish the reasonableness of those tariffs through the submis-
sion of cost data.6 Understandably, a dominant carrier will seek to be re-
classified as nondominant as soon as market conditions will support such a 
conclusion by regulators. 

Much, if not all, of the economic analysis required to determine 
whether a carrier is nondominant also would be relevant to the FCC’s de-
cision whether to forbear from regulating a particular service or whether to 

                                                                                                                         
WHOM THE GODS WOULD DESTROY, OR HOW NOT TO DEREGULATE (AEI-Brookings Joint 
Center on Regulatory Reform 2001). 
 2. 47 U.S.C. § 1 et seq. 
 3. Pub. L. No. 104-104, 110 Stat. 56 (1996). 
 4. Appropriate Framework for Broadband Access to the Internet over Wireline 
Facilities Universal Service Obligations of Broadband Providers Computer III Further 
Remand Proceedings: Bell Operating Company Provision of Enhanced Services; 1998 
Biennial Regulatory Review—Review of Computer III and ONA Safeguards and Re-
quirements, Notice of Proposed Rulemaking, CC Dkt. No. 02-33, CC Dkts. Nos. 95-20, 
98-10 (released Feb. 15, 2002). 
 5. 47 U.S.C. § 160.  
 6. Deployment of Wireline Services Offering Advanced Telecommunications Ca-
pability, Memorandum Opinion and Order, and Notice of Proposed Rulemaking, CC Dkt 
Nos. 98-147, 98-11, 98-26, 98-32, 98-78, 98-91, 13 F.C.C. Rcd. 24,011, 24,020 ¶ 19 
(1998). 
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1996, the agency has evaluated petitions for nondominance for a longer 
time and consequently has distilled a body of law on the subject.  

In this Article, therefore, we evaluate the case against asymmetric 
regulation of broadband Internet access through the lens of the FCC’s ap-
proach to deciding petitions for nondominance. We examine the economic 
evidence relevant to whether ILECs are nondominant in the provision of 
mass-market broadband services, the most familiar of which is DSL ser-
vice.7 In Part II of this Article, we review the analytical framework that the 
FCC has used in previous nondominance proceedings. FCC rules define a 
dominant carrier as a carrier possessing market power, and a nondominant 
carrier as a carrier not found to be dominant.8 The FCC traditionally has 
considered four factors in determining whether a firm possesses market 
power:  (1) market share and changes therein, (2) demand elasticity, (3) 
supply elasticity, and (4) cost and size disparity.9 In addition to consider-
ing these four factors, the FCC also has considered whether a firm classi-
fied as dominant that lacks market power in the provision of some services 
could, through discrimination, cross-subsidization, and/or the effectuation 
of a price squeeze, quickly acquire market power in those services. The 
FCC has concluded that if a firm does not now have, and could not 
quickly gain, the ability profitably to raise the price of a service by re-
stricting its output, then it is nondominant in the provision of that service. 

In Part III, we apply the FCC’s nondominance framework to the mass-
market broadband services market. We find that all four elements of that 
test point to the conclusion that an ILEC lacks market power with respect 
to DSL and other mass-market broadband services. In particular, we use a 
nested-logit discrete-choice model to produce econometric estimates of the 

                                                                                                                         
 7. For purposes of this analysis, we use the F.C.C.’s definition of advanced ser-
vices, as set forth in the SBC/Ameritech Merger Order: “wireline telecommunications 
services, such as ADSL, IDSL, xDSL, Frame Relay, Cell Relay and VPOP-Dial Access 
Service (an SBC Frame Relay-based service) that rely on packetized technology and have 
the capability of supporting transmission speeds of at least 56 kilobits per second in both 
directions.” As did the F.C.C., we exclude from this definition: (1) data services that are 
not primarily based on packetized technology, such as ISDN; (2) x.25-based and x.75-
based packet technologies; and (3) circuit switched services. See Application of Ameri-
tech Corp, Transferor, and SBC Communications Inc., Transferee, for Consent to Trans-
fer Control of Corporations Holding Commission Licenses and Lines Pursuant to Section 
214 and 310(d) of the Communications Act and Parts 5, 22, 24, 25, 63, 90, 95 and 101 of 
the Commission’s Rules, 14 F.C.C. Rcd. 14,712 (1999) App. C., Merger Conditions, at 1 
¶ 2 [hereinafter SBC/Ameritech Merger Order]. 
 8. See 47 C.F.R. §§ 61.3(o), 61.3(u). 

9. Competition in the Interstate Interexchange Marketplace, CC Dkt. No. 90-132, 6 
F.C.C. Rcd. 5880, 5882 (1991) [hereinafter AT&T Streamlining Order]. 
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to DSL and other mass-market broadband services. In particular, we use a 
nested-logit discrete-choice model to produce econometric estimates of the 
own-price elasticity of demand for DSL service and the cross-price elastic-
ity of demand for cable modem service with respect to DSL service. We 
find that the own-price elasticity of DSL service is high, which suggests 
that demand for DSL service is price-elastic. Moreover, the cross-price 
elasticity of demand for cable modem service with respect to a change in 
the price of DSL service is high as well, which is evidence that DSL and 
cable modems are in the same product market, and that DSL providers 
lack market power. Having concluded on the basis of both empirical and 
qualitative evidence that an ILEC does not now have market power in the 
provision of DSL service, we explain why an ILEC could not leverage its 
purported market power in the local exchange market into the mass-
market broadband services market. 

We conclude that the FCC would advance the public interest by ruling 
that the ILECs are nondominant in the mass-market broadband services 
market. Doing so would be an important first step toward the elimination 
of asymmetric regulation of broadband Internet access service. 

II. THE FCC’S FRAMEWORK FOR ANALYZING 
NONDOMINANCE 

The FCC defines a dominant carrier as “a carrier that possesses market 
power” and a nondominant carrier as “a carrier not found to be dominant 
(that is, one that does not possess market power).”10 In the Fourth Report 
in the Competitive Carrier proceeding, the FCC defined market power as 
the “ability to raise and maintain price above the competitive level without 
driving away so many customers as to make the increase unprofitable.”11 
The Commission affirmed this definition in the Bell Operating Company 
(“BOC”) Classification Order, concluding that “the BOC interLATA af-
filiates should be classified as dominant carriers in the provision of in-
region, interstate, domestic interLATA services only if the affiliates have 
the ability to raise prices of those services by restricting their own out-

                                                                                                                         
 10. 47 C.F.R. §§ 61.3(o), 61.3(t).  
 11. Policy and Rules Concerning Rates for Competitive Common Carrier Services 
and Facilities Authorizations Therefore, Fourth Report and Order, 95 F.C.C.2d 554, 558 
¶ 7 (1983) (citing William M. Landes & Richard A. Posner, Market Power in Antitrust 
Cases, 94 HARV. L. REV. 937, 945-52 (1981); Valley Liquors, Inc. v. Renfield Importers, 
Ltd., 678 F.2d 742, 745 (7th Cir. 1982); H&B Equip. Co., Inc. v. Int’l Harvester Co., 577 
F.2d 239, 243 (5th Cir. 1978); ALFRED E. KAHN, THE ECONOMICS OF REGULATION: 
PRINCIPLES AND INSTITUTIONS 65-66 (MIT Press 1988)). 
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put.”12 Notably, in affirming this definition, the FCC rejected arguments 
that a BOC affiliate should be deemed dominant if it could obtain unfair 
advantages over its competitors by virtue of its association with the BOC. 
The Commission held that dominant carrier status was designed to address 
anticompetitive pricing by the affiliate, not anticompetitive practices by 
the BOC and, therefore, should be imposed only when the affiliate would 
be able to raise its own prices by restricting its own output.13 The FCC’s 
dominance analysis is grounded in well-accepted antitrust principles of 
market power.14  

The analytical framework currently used by the FCC to assess market 
power is based on a framework first articulated in 1991, when the FCC 
streamlined its regulation of certain AT&T business services.15 In that or-
der, the FCC identified four primary factors to be used in assessing market 
power:  (1) AT&T’s market share and changes therein, (2) the extent to 
which AT&T’s competitors had excess supply capacity, (3) the price elas-
ticity of demand of AT&T’s services, and (4) the disparity in size, re-
sources, and cost structures between AT&T and other interexchange carri-
ers (IXCs).16  

The FCC applied this same analytical framework in its 1995 order de-
claring AT&T nondominant in its provision of domestic interexchange 
interstate services.17 The FCC began its analysis by identifying the rele-
vant product and geographic markets for assessing AT&T’s market power. 
It concluded, based on the market definitions used in the Competitive Car-
rier proceeding and notwithstanding arguments that AT&T maintained 
market power in discrete services, that all interstate, domestic, interex-
change services would be considered a single product market.18 It con-
cluded, further, that there was a single national geographic market for such 
services. Having so defined the relevant product and geographic market, 

                                                                                                                         
 12. Regulatory Treatment of LEC Provision of Interexchange Services Originating 
in the LEC’s Local Exchange Area and Policy and Rules Concerning the Interstate, Inter-
exchange Marketplace, CC Dkt. No. 96-149, 12 F.C.C. Rcd. 15,756, 15,804 ¶ 85 (1997) 
[hereinafter BOC Classification Order]. 
 13. Id. at 15,815 ¶ 103. 
 14. See 2A PHILLIP E. AREEDA, HERBERT HOVENKAMP & JOHN L. SOLOW, ANTI-

TRUST LAW: AN ANALYSIS OF ANTITRUST PRINCIPLES AND THEIR APPLICATION 83-302 
(1995); Landes & Posner, supra note 11, at 939-52. 
 15. Competition in the Interstate Interexchange Marketplace, CC Dkt. No. 90-132, 6 
F.C.C. Rcd. 5880 (1991) [hereinafter AT&T Streamlining Order].  
 16. Id. at 5882 ¶ 10. 
 17. Motion of AT&T Corp. to be Reclassified as a Nondominant Carrier, 11 F.C.C. 
Rcd. 3271 (1995) [hereinafter AT&T Reclassification Order].  
 18. Id. at 3285-86 ¶¶ 20-22. 



����@� (03,5,&$/�&$6(�$*$,167�$6<00(75,&�5(*8/$7,21�� ����

�

the FCC concluded, based on the four factors identified above, that AT&T 
lacked market power in this market. The FCC subsequently applied this 
same four-part nondominance methodology in both the AT&T Interna-
tional Nondominance Order19 and the COMSAT Nondominance Order.20  

In the BOC Classification Order,21 the FCC revised its approach to 
defining product and geographic markets and amplified its nondominance 
analysis to account for firms that could be dominant in the provision of 
some, but not all, services. With respect to market definition, the Commis-
sion adopted the approach taken in the 1992 Merger Guidelines.22 Under 
that approach, a relevant market encompasses any service or group of ser-
vices for which there are no close demand substitutes.23 The Commission 
noted that, under this approach, there could be multiple product markets 
for domestic, interstate, interexchange services, and that each route that 
allows a connection from one location to another would be a separate geo-
graphic market.24 Nevertheless, noting that it would be impracticable and 
inefficient to recognize and analyze every such market, the FCC con-
cluded that it need only do so if there was credible evidence suggesting 
that there is or could be a lack of competitive performance with respect to 
a particular service or group of services or in a particular area.25 Using this 
approach, the FCC concluded that all domestic, interstate, interexchange 

                                                                                                                         
 19. Motion of AT&T Corp. to be Declared Nondominant for International Service, 
11 F.C.C. Rcd. 17,963, 17,977 ¶ 36 (1996) [hereinafter AT&T International Nondomi-
nance Order]. 
 20. COMSAT Corp., Petition Pursuant to Section 10(c) of the Communications Act 
of 1934, as amended, for Forbearance from Dominant Carrier Regulation and for Reclas-
sification as a Nondominant Carrier, 13 F.C.C. Rcd. 14,083, 14,118-19 ¶ 67 (1998) [here-
inafter COMSAT Nondominance Order].  
 21. BOC Classification Order, supra note 12, at 18,042 ¶ 28.  
 22. Although under the Merger Guidelines, markets are defined primarily based on 
demand elasticity, the F.C.C. will assume that two services are in the same product mar-
ket if production substitution among these services is nearly universal—that is, if the 
suppliers of one service also supply the other service. See Application of WorldCom, Inc. 
and MCI Communications Corporation for Transfer of Control of MCI Communication 
Corporation to WorldCom, Inc., 13 F.C.C. Rcd. 18,025, 18,041 ¶ 27 & n.66 (1998) (cit-
ing 1992 Horizontal Merger Guidelines, 57 Fed. Reg. at 41,557, § 1.32 n.14) [hereinafter 
WorldCom/MCI Order]. 
 23. BOC Classification Order, supra note 12, at 18,042 ¶ 29. 
 24. Id. at 18,042 ¶ 30. 
 25. SBC/Ameritech Merger Order, supra note 7, at 14,746 ¶ 68 (“As we explained 
in the WorldCom/MCI Order, to define relevant product markets we can identify and 
aggregate consumers with similar demand patterns”). See also id. at 14,747 n.147 (“We 
can consider, as a whole, groups of point-to-point markets where customers face the same 
competitive conditions. We therefore treat as a geographic market an area in which all 
customers in that area will like face the same competitive alternatives for a product”). 
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services could continue to be treated as a single product market and that a 
BOC’s in-region and out-of-region territory be treated as separate geo-
graphic markets. 

In 1998, the Commission amplified its nondominance analysis in the 
BOC Classification Order. The Commission began its analysis by apply-
ing the four-part test first articulated in the AT&T Streamlining Order and 
then applied in subsequent nondominance orders. Because the BOCs were 
new entrants in the long-distance market, the Commission readily con-
cluded that the BOCs would not have market power in the provision of 
domestic in-region, interLATA services immediately upon entry into that 
market. Then, theorizing that this initial lack of market power could sim-
ply reflect the BOCs’ prior exclusion from the market, the Commission 
went on to address whether a BOC could leverage market power in local 
exchange and exchange access services to confer market power on its 
long-distance affiliate upon entry by the affiliate into the market, or 
shortly thereafter.  

As noted, though, the Commission specifically rejected claims that a 
BOC long-distance affiliate should be deemed dominant solely on the ba-
sis of a finding that it could derive advantages in the market through dis-
crimination, cross-subsidization, or other anticompetitive actions by the 
ILEC.26 While acknowledging that such actions could distort the market 
and result in a misallocation of societal resources, the Commission found 
that dominant carrier regulation of the affiliate was a poor tool for dealing 
with those risks.27 Rather, the Commission found, dominant carrier status 
would only be appropriate if the advantages conferred by leveraging were 
so great that, upon entry or soon thereafter, the ILEC’s affiliate would be 
able to raise prices by restricting its own output.28 We now apply the 
FCC’s four-part test to mass-market broadband services, which include 
residential customers and small businesses.  

III. NONDOMINANCE IN THE MASS-MARKET BROADBAND 
SERVICES MARKET 

Mass-market broadband services are provided by cable providers, tele-
phone companies, direct broadcast satellite (“DBS”), and other firms that 
provide mass-market consumers packet switched transport at speeds 

                                                                                                                         
 26. BOC Classification Order, supra note 12, at 15,873-77 ¶¶ 206-10.  
 27. Id. at 15,877 ¶ 211.  
 28. Id. at 15,834 ¶ 133. 
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exceeding 56 kilobits per second in both directions.29 In the following sec-
tions, we elaborate on the relevant product and geographic markets. 

A. Mass-Market Broadband Services as the Relevant Product 
Market 

We consider now the relevant product market and relevant geographic 
market in which DSL service competes. 

1. The Product Market  

Under the 1992 Merger Guidelines, used by the FCC to define product 
markets, a set of services represents a distinct product market if a hypo-
thetical monopoly provider of those services could profitably sustain a 
nontransient, nontrivial price increase—that is, if the monopolist’s profits 
after the price increase would exceed the monopolist’s profits before the 
price increase.30 If the price increase caused enough buyers to shift their 
purchases to a second product to render the increase unprofitable, then the 
second product should be considered to be part of the same product mar-
ket. 

There is broad consensus that all mass-market broadband services are 
in the same product market. In fact, the FCC, the Department of Justice,31 
the Federal Trade Commission,32 and academicians33 have all previously 

                                                                                                                         
 29. See SBC/Ameritech Merger Order, supra note 7, App. C, Merger Conditions at 
1, ¶ 2.  
 30. 1992 Department of Justice and Federal Trade Commission Horizontal Merger 
Guidelines, at 20,572 § 1.0 (defining the relevant product market as “a product or group 
of products such that a hypothetical profit maximizing firm that was the only present and 
future seller of those products (‘monopolist’) likely would impose at least a ‘small but 
significant and nontransitory’ increase in price”). 
 31. Competitive Impact Statement at 9, United States v. AT&T Corp., Civil No. 00-
CV-1176 (D.D.C. filed May 25, 2000) (“A relevant product market affected by [the 
AT&T/MediaOne] transaction is the market for aggregation, promotion, and distribution 
of broadband content and services”). 
 32. Complaint at ¶ 21, Am. Online, Inc., File No. 001-0105, Docket No. C-3989 
(Dec. 14, 2000) (“The relevant product market in which to assess the effects of the pro-
posed merger is the provision of residential broadband internet access service”). 
 33. See Jerry A. Hausman, J. Gregory Sidak & Hal J. Singer, Cable Modems and 
DSL: Broadband Internet Access for Residential Customers, 91 AM. ECON. ASS’N PA-

PERS & PROC. 302 (2001) [hereinafter Hausman, Sidak & Singer, Cable Modems and 
DSL]; Jerry A. Hausman, J. Gregory Sidak & Hal J. Singer, Residential Demand for 
Broadband Telecommunications and Consumer Access to Unaffiliated Internet Con-
tent Providers, 18 YALE J. ON REG. 129 (2001) [hereinafter Hausman, Sidak & 
Singer, Residential Demand for Broadband]. 
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so concluded.34 For example, in the First Advanced Services Report, the 
Commission stated in 1999:   

[W]e see the potential for [the consumer broadband] market to 
accommodate different technologies such as DSL, cable mo-
dems, utility fiber to the home, satellite and terrestrial radio. The 
fact that different companies are using different technologies to 
bring broadband to residential consumers and that each existing 
broadband technology has advantages and disadvantages as a 
means of delivery to millions of customers opens the possibility 
of intermodal competition, like that between trucks, trains, and 
planes in transportation.35 

 
Likewise, in the Fixed Wireless Competition Order, the Commission 

found this year that “DSL technologies remain the most significant com-
petitors to Internet over cable.”36 In the AOL/Time Warner Merger Order, 

the Commission concluded that mass-market broadband services consti-
tute the relevant product market in determining the effects of the proposed 

                                                                                                                         
 34. As explained by Hausman, Sidak, and Singer, broadband access to the Internet 
represents a discrete product market, separate from the market for narrowband, dial-up 
Internet access because, among other things, many of the services supported by broad-
band connections are not available through narrowband connections, and the demand for 
applications that can be supported only by high-bandwidth connections strongly suggests 
that the product markets for narrowband and broadband access are distinct. Moreover, 
empirical research shows that narrowband Internet access prices (including the access 
charge plus the price of a second telephone line) do not constrain broadband Internet ac-
cess prices. See Applications for Consent to the Transfer of Control of Licenses and Sec-
tion 214 Authorizations by Time Warner Inc. and American Online, Inc., Transferors, to 
AOL Time Warner Inc., Transferee, 16 F.C.C. R. 6547, ¶ 71 (2001) (citing Declaration of 
Jerry A. Hausman, Attached to the Comments of America Online, Application for Con-
sent to Transfer TCI to AT&T, CS Dkt. No. 98-178, at ¶¶ 4-10; Declaration of Daniel 
Rubinfeld and J. Gregory Sidak, Attached to the Comments of GTE, Application for 
Consent to Transfer Control of MediaOne to AT&T, at 8) [hereinafter AOL/Time Warner 
Order]; Hausman, Sidak & Singer, Cable Modems and DSL, supra note 33; Hausman, 
Sidak & Singer, Residential Demand for Broadband, supra note 33. 
 35. Inquiry Concerning the Deployment of Advanced Telecommunications Capabil-
ity, Report, 14 F.C.C. R. 2398, 2423-24 (1999). In that same report, the F.C.C. noted that 
“whether a capability is broadband does not depend on the use of any particular technol-
ogy or the nature of the provider.” Id. at 2407. 
 36. Annual Assessment of the Status of Competition in the Market for the Delivery 
of Video Programming, 16 F.C.C. R. 6005, at ¶ 51 (2001). See also Broadband Today, 
F.C.C. Staff Report, at 42 (Oct. 1999) (“as deployment of DSL, satellite, and wireless 
advances, in large part spurred by rapid cable modem deployment, consumers will have 
alternative platforms to use for high-speed data access”). 
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merger on the public interest.37 The Commission also concluded that 
“[t]he main competitor to cable in the market for residential high-speed 
Internet services is currently DSL.”38 

The findings of the FCC, the DOJ, the FTC, and academicians that all 
mass-market broadband services are in the same product market are cor-
rect. Absent a quantitative determination of whether two services are part 
of the same product market, courts have generally included products in the 
same market if they are “reasonably interchangeable” in their use.39  

Applying this standard leaves no doubt that all mass-market broadband 
services, including, most importantly, DSL and cable modem service, are 
part of the same product market. First, from a functional standpoint, the 
services are substantially similar. They all are means by which consumers 
can obtain high-speed access to the Internet. They permit consumers to 
navigate the web on a far more efficient basis than dial-up Internet access, 
and they provide consumers with access to a host of features that require 
high bandwidth, including real-time video programming, on-demand 
video, customized music and video libraries, real-time radio programming, 
interactive multi-player gaming, and high-speed telecommuting. Accord-
ing to surveys conducted by ZDNet and the Yankee Group, the high 
bandwidth common to all broadband services is clearly the principal de-
terminant of consumer decisions to purchase broadband service.40 Other 

                                                                                                                         
 37. See AOL/Time Warner Order, supra note 34. Although the Commission sug-
gested that its finding that residential high-speed Internet access services constitute a dis-
crete product market might be limited to the specific context in which the issue had been 
raised, id. at n.202, we are not aware of any basis upon which application of the 1992 
Merger Guidelines could yield different product market definitions in different proceed-
ings. In any event, the Commission has never, formally or informally, deviated from the 
view that broadband Internet access services constitute a discrete product market. To the 
contrary, the Commission has in numerous other contexts treated the broadband Internet 
access market as a discrete product market. See note 55, infra (presenting market shares 
for “high-speed services for Internet access”). 
 38. Id. at ¶ 65. 
 39. Brown Shoe Co. v. United States, 370 U.S. 294, 325 (1962); ABA ANTITRUST 

SECTION, ANTITRUST LAW DEVELOPMENTS 200 (3d ed. 1992). 
 40. See, e.g., ZDNet Study Suggests Broadband Adoption Will Be Driven by 
Increasing Demand for Access to Music, Video, and Games, PR NEWSWIRE, June 29, 
1999 (63 percent of respondents were interested in broadband due to desire to download 
more audio, video, or game files, while 54 percent were motivated by a desire to enjoy 
streaming audio or video); JP MORGAN H&Q/MCKINSEY & COMPANY, BROADBAND 

2001: A COMPREHENSIVE ANALYSIS OF DEMAND, SUPPLY, ECONOMICS, AND INDUSTRY 

DYNAMICS IN THE U.S. BROADBAND MARKET, Apr. 2, 2001, at 29 [hereinafter JP MOR-

GAN BROADBAND] (finding that, for most broadband users, the most appealing aspect of 
the service is its speed); YANKEE GROUP, RESIDENTIAL BROADBAND: CABLE MODEMS 

AND DSL REACH CRITICAL MASS, Mar. 2001, at 9 [hereinafter YANKEE GROUP BROAD-
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common attributes of mass-market broadband services include the fact 
that they are “always on” and do not require consumers to log on each 
time they want to use the Internet. In addition, unlike dial-up Internet ac-
cess, mass-market broadband services do not use the voice frequency of 
the subscriber’s telephone line, thus enabling a subscriber to access the 
Internet and use his telephone at the same time, without having to pur-
chase a second telephone line. These qualities, as well, are invariably cited 
by broadband subscribers as significant attributes of the service.41 

Second, consumers view these services as substitutes for each other. A 
recent Harris Interactive Consumer TechPoll of more than 69,000 Internet 
users found that “subscribers saw little difference between DSL and cable 
modem services.”42 Echoing this conclusion, a survey jointly conducted 
by the Yankee Group and the Satellite Broadcasting and Communications 
Association found that nearly half of all of those surveyed who were inter-
ested in a broadband connection had no preference as between DSL, cable, 
or satellite service.43 

Third, providers of mass-market broadband services perceive them-
selves as competitors. For example, AT&T promotes its cable modem ser-
vice to both business and residential customers as a competitor to DSL.44 
According to Comcast’s 2001 Form 10-K filing with the Securities and 
Exchange Commission, Comcast considers DSL to be its most important 
competitor in the provision of broadband services:    

Numerous companies, including telephone companies, have in-
troduced DSL service and certain telephone companies are seek-
ing to provide high-speed broadband services without regard to 
present service boundaries and other regulatory restrictions. We 
are unable to predict the likelihood of success of competing 

                                                                                                                         
BAND] (most commonly cited reason by consumers for interest in broadband service was 
their desire for a significantly faster connection to the Internet; next most common reason 
was being able to use their telephone and access the Internet at the same time).  
 41. JP MORGAN BROADBAND, supra 40; United States General Accounting Office, 
Characteristics and Choices of Internet Users, Feb. 2001, p. 25; YANKEE GROUP BROAD-

BAND, supra note 40, at 9. 
 42. Cable or DSL? Consumers See Little Difference, Dec. 1, 2000, at www.-
Cyberatlas.com. 
 43. YANKEE GROUP BROADBAND, supra note 40, at 10. 
 44. Applications for Consent to Transfer of Licenses and Section 214 Authoriza-
tions from MediaOne Group, Inc., Transferor, to AT&T Corp., Transferee, CC Dkt. No. 
99-251, AT&T Reply Comments at 80 (filed Sept. 17, 1999) (calling DSL services “the 
most obvious competitors of broadband cable modem services”).  
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online services offered by our competitors or what impact these 
competitive ventures may have on our business and operations.45 

Similarly, DSL providers mentioned cable modem service as a competitor 
in the market for broadband services.46 

Fourth, the different broadband platforms that serve consumers are 
generally priced similarly enough to support their inclusion in the same 
product market. Indeed, the prices for cable modem access and DSL ac-
cess appear to move together. According to ARS Broadband Provider 
Tracking Service, AT&T charged $39.95 per month for cable modem ser-
vice from August 2000 through May 2001, raised its prices to $45.95 in 
June 2001, and raised its prices once in July 2001 to $50.61.47 In a similar 
fashion, Verizon charged its DSL customers $39.95 per month from July 
2000 through April 2001, and raised its monthly price to $49.95 in May 
2001.48 DirecTV raised the monthly price of its DSL offering in March 
2001 from $43.28 to $49.95.49 The FCC has recognized the similarity in 
pricing between broadband alternatives.50 

For all of these reasons, it is clear that mass-market broadband services 
are “reasonably interchangeable” in use and thus part of a discrete and 
relevant product market. Indeed, we are unaware of any credible argument 
to the contrary.51  

                                                                                                                         
 45. COMCAST CABLE COMMUNICATIONS INC., 2000 SEC FORM 10-K, Mar. 16, 
2001, at 6.  
 46. See, e.g., VERIZON COMMUNICATIONS INC., 2000 SEC FORM 10-K405, Mar. 23, 
2001, at 12; BELLSOUTH CORP., 2001 SEC FORM 10-K, Mar. 2, 2001, at 20. 
 47. Data supplied to SBC Communications by ARS Broadband Provider Tracking 
Service, Sept. 2001. 
 48. Id. 
 49. Id. 
 50. See, e.g., Annual Assessment of the Status of Competition in the Market for the 
Delivery of Video Programming, CS Dkt. No. 00-132, 16 F.C.C. Rcd. 6005, ¶ 53 (2001) 
(“[B]oth cable Internet access providers and DSL operators offer services at around the 
same price[.]”). In a similar fashion, Hausman, Sidak and Singer analyzed price move-
ments of access technologies to show the broadband services were distinct from narrow-
band services. See Hausman, Sidak & Singer, Cable Modems and DSL, supra note 33. 
 51. The fact that DSL or cable modem transport may not be sold directly to the mass 
market by the transport providers, but rather by ISPs that bundle the transport with their 
Internet access, is irrelevant to this analysis of the product market. If one can demonstrate 
that a vertically integrated DSL provider cannot exercise market power in the end-user 
market, then certainly a vertically disintegrated DSL provider could not exercise market 
power in the end-user market, or, for that matter, at any stage of the production process. 
According to Marshall’s rules, the elasticity of demand for inputs is directly related to the 
elasticity of demand for the end product. Applied here, the pricing of transport is con-
strained by the price-elasticity of demand for DSL service. See Jerry A. Hausman & J. 
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Although some have argued that broadband services do not comprise a 
complete product market,52 their position has been that the market is 
broader in scope, not that individual broadband Internet services comprise 
discrete product markets. More specifically, the only debate of which we 
are aware regarding product market definitions for mass-market broad-
band services has centered around the question of whether such services 
are part of a larger market that also includes narrowband Internet access 
services.  

Whether one should include narrowband Internet services in the mar-
ket is largely academic for present purposes. Even assuming, as some have 
claimed, that narrowband and broadband Internet access services are part 
of the same product market, consumers would necessarily have a regulated 
substitute service (narrowband service) available to them even after the 
detariffing of an ILEC’s broadband service. That regulated alternative 
would ensure that a substitute service is available at just and reasonable 
terms, and it would further constrain an ILEC’s ability profitably to raise 
DSL prices to supercompetitive levels. Any such increase would precipi-
tate a migration of customers to alternative broadband platforms, and to 
narrowband access.  

2. The Geographic Market 

Like long-distance voice traffic, a broadband connection to the Internet 
“at its most fundamental level, involves a customer making a connection 
from one specific location to another specific location.”53 As with a long-
distance voice call, customers do not view broadband connections origi-
nating in different locations to be close substitutes for each other.54 In this 

                                                                                                                         
Gregory Sidak, A Consumer-Welfare Approach to the Mandatory Unbundling of Tele-
communications Networks, 109 YALE L. J. 417, 475-77 (1999). For an elaborate discus-
sion of Marshall’s rules, see P.R.G. LAYARD & A.A. WALTERS, MICROECONOMIC THE-

ORY 259 (McGraw-Hill 1978). 
 52. See, e.g., Applications for Consent to Transfer of Licenses and Section 214 Au-
thorizations from MediaOne Group, Inc., Transferor, to AT&T Corp., Transferee, CC 
Docket No. 99-251, AT&T Reply Comments at 71-79 (arguing that high-speed and nar-
rowband Internet access services constitute part of the same market); AOL/Time Warner 
Order, supra note 34, ¶¶ 68-74 (noting that MediaOne, AT&T, Time Warner, and AOL 
have argued, in various proceedings, that narrowband and broadband Internet access ser-
vices constitute a single product market). Ironically, in the AT&T-TCI merger proceeding, 
AOL argued that broadband access services constituted a separate product market. See 
Applications for Consent to the Transfer of Control of Licenses and Section 214 Authori-
zations from Tele-Communications, Inc., Transferor, to AT&T Corp., Transferee, CS 
Dkt. No. 98-178, Comments of America Online at 16. 
 53. See BOC Classification Order, supra note 12, at 15,792-93 ¶ 64.  
 54. Id. 
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respect, the relevant geographic market for mass-market broadband ser-
vices is all possible routes that allow for a connection from one particular 
location to another location (that is, a point-to-point market).55 

But, as the Commission has properly recognized, assessing market 
power in each individual point-to-point market would be administratively 
impractical and unnecessary.56 There is no credible evidence that there is 
any particular point-to-point market or group of point-to-point markets in 
which an ILEC could exercise market power in the provision of DSL ser-
vices. There are numerous providers of competitive broadband service. 
There are more than one dozen providers of cable modem service, includ-
ing, among others, AOL Time Warner, AT&T Broadband, Comcast, and 
Cox Communications.57 Moreover, all of the leading providers of cable 
modem service have upgraded the vast majority of their cable plant so that 
it is broadband-capable. Indeed, as of June 2001, AOL Time Warner had 
upgraded nearly 100 percent of its plant and AT&T had upgraded at least 
75 percent.58 Comcast will have upgraded at least 80 percent of its plant 
by the end of 2001, and Charter Communications as much as 90 percent.59 

                                                                                                                         
 55. Id. 
 56. Id. at 15,794 ¶ 67 (“Unless there is credible evidence suggesting that there is or 
could be a lack of competition in a particular point-to-point market or group of point-to-
point markets, and there is a showing that geographic rate averaging will not sufficiently 
mitigate the exercise of market power, we will refrain from employing the more burden-
some approach of analyzing separate data from each point-to-point market”). 
 57. According to the F.C.C.’s August 9, 2001 report, there at least five providers of 
cable modem service in each SBC state for which data were released. There were ten 
providers of cable modem service in California. See High-Speed Services for Internet 
Access: Subscribership as of December 31, 2000, Industry Analysis Division, Common 
Carrier Bureau, F.C.C., August 2001, at tbl. 5 [hereinafter CCB Subscribership Analysis]. 
 58. See JP MORGAN BROADBAND, supra note 40, tbl.6. 
 59. MediaWeek, Smooth Operators Upgrading Cable’s Big Seven, June 14, 2001, 
downloaded from http://dailynews.yahoo.com/h/bpimw/20010614/ad/_b_hl_smooth_-
operators_upgrading_cable_s_big_seven_hl_b_1.html on June 20, 2001. JP Morgan and 
McKinsey provide the following data on cable plant upgrades for the year 2000: AT&T 
75 percent; AOL Time Warner 100 percent; Comcast 70 percent; Charter 55 percent; Cox 
74 percent; Adelphia 60 percent; and Cablevision 73 percent. For the year 2001 (esti-
mated): AT&T 77 percent; AOL Time Warner 100 percent; Comcast 86 percent; Charter 
69 percent; Cox 84 percent; Adelphia 76 percent; Cablevision 95 percent. See JP MOR-

GAN BROADBAND, supra note 40, at 39 tbl. 6. 
  All of these data on plant upgrades are national in scope. Regional data are un-
available, but there is no reason to believe that the data would be significantly different 
for SBC’s region. If anything, given SBC’s aggressive DSL deployment plans, one would 
expect the pace of cable plant upgrades to be higher than the national average in the SBC 
region. 
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Thus, it is likely that a very large percentage of households in an ILEC’s 
territory have access to cable modem service.  

That conclusion is supported by two recent analyst reports. One, issued 
by the Yankee Group, found that, as of year-end 2001, two thirds of all 
U.S. households will have access to cable modem service and that, by 
year-end 2002, 77 percent of U.S. households would have access to cable 
modem service.60 Another report, issued jointly by JP Morgan and 
McKinsey & Co., found even higher addressability: 74 percent of U.S. 
households at the end of 2000, and an estimated 82 percent at the end of 
2001.61 Finally, the National Cable and Television Association reported in 
September 2001 that 83 percent of all U.S. households would be upgraded 
for cable modem service by the end of 2001.62 

Nationally, fewer than half of all U.S. households have access to DSL 
service.63 For example, SBC is currently able to offer DSL service to only 
50 percent of its customers.64 Given that cable penetration in an ILEC’s 
territory is likely to be at least as high as the national average, there are 
likely to be very few areas in which that ILEC offers DSL service but no 
cable provider offers cable modem service.65 

Even if there are a few such nonoverlapping areas, there are alternative 
broadband platforms in those (and other) areas that compete with an 
ILEC’s DSL service. For example, despite the recent difficulties encoun-
tered by many CLECs, they collectively accounted for about 16 percent of 
the DSL market in December 2000.66 They can lease unbundled loops or 
the high-frequency portion of a loop anywhere in an ILEC’s territory to 
provide DSL service. Satellite and fixed wireless broadband services also 
provide consumers with a broadband alternative. Although wireless tech-
nologies still account for a relatively small share of the mass-market 
broadband services market, they are ubiquitously available and growing 
rapidly. For example, the Strategis Group predicts that the number of U.S. 

                                                                                                                         
 60. YANKEE GROUP BROADBAND, supra note 40, at 4. 
 61. JP MORGAN BROADBAND, supra note 40, at 39, tbl.6. 
 62. Downloaded from National Cable Television Association web site on Sept. 25, 
2001 at http://www.ncta.com/industry_overview/indStat.cfm?ind-OverviewID=2. 
 63. JP MORGAN BROADBAND, supra note 40, at 43 chart 25. 
 64. See SBC Communications, Inc., Strong Growth in Data, Wireless and Long Dis-
tance Highlights SBC’s First-Quarter Results, Press Release, Apr. 23, 2001, available at 
http://www.sbc.com/Investor/Financial/Earning_Info/docs/-1Q_IB_FINAL.pdf.    
 65. JP MORGAN BROADBAND, supra note 40, at 43 chart 25 (as of first quarter of 
2000, only 10 percent of residential households were addressable by DSL but not cable 
modem service). 
 66. ILECs account for about 84 percent of DSL nationwide. See COMM. DAILY, 
Aug. 14, 2001 at 6 (discussing Telechoice study). 
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satellite subscribers will grow to more than four million by 2005.67 It is 
reasonable to believe that satellite services could reach those (rare) areas 
that are served by DSL but not served by cable modems. To be sure, up-
load speeds for satellite broadband service are slow. But as Professors 
Janusz Ordover and Robert Willig have testified on behalf of AT&T, such 
concerns are “irrelevant to the vast majority of users who, if they worry 
about speed at all, are primarily interested in fast download times and do 
not send significant amounts of information.”68 

Irrespective of whether satellite services experience the explosive 
growth that some predict, it is reasonable to conclude that providers of 
those services will fill a market niche, focusing their competitive efforts in 
any areas in which cable modem and/or DSL services are not available. 
Indeed, satellite broadband providers are likely to be most successful in 
areas in which cable service is not available, because it is in those areas 
that consumers are likely to use DBS service for video, and consumers 
who already use satellite service are likely to be the most receptive to sat-
ellite-based Internet access.  

For customers who cannot obtain cable modem access, fixed-wireless 
service is another option. Frost & Sullivan project that the number of 
fixed-wireless broadband subscribers will grow from 79,000 at the end of 
2000 to over 400,000 at the end of 2001 and to almost one million at the 
end of 2002.69 Even if these predictions prove wrong, fixed-wireless ser-
vices, at a minimum, can be expected to fill any niche in which competi-
tion between DSL and cable modem services is less vigorous.  

B. Application of the FCC’s Framework to the Mass-Market 
Broadband Services Market 

With respect to each of the Commission’s criteria, we conclude that 
ILECs are nondominant in the mass-market broadband services.  

1. Market Share 

When the FCC declared AT&T to be nondominant in “interstate, do-
mestic, interexchange telecommunications services” in late 1995, AT&T’s 
market share was estimated to be 60 percent.70 Likewise, AT&T’s overall 
                                                                                                                         
 67. Dan Miller, Who You Going to Call for Broadband?, INDUS. STANDARD, Apr. 
30, 2001. 
 68. Decl. of Janusz A. Ordover and Robert Willig, Applications for Consent to the 
Transfer of Control of Licenses from MediaOne Group, to AT&T Corp., CC Dkt. No. 99-
251 (Sept. 17, 1999). 
 69. FROST & SULLIVAN, NORTH AMERICA BROADBAND WIRELESS ACCESS SER-

VICES MARKET 2001, at I-2. 
 70. AT&T Reclassification Order, supra note 17, at 3305 ¶ 40 & n.173.  
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share of the international long-distance services market was estimated to 
be about 60 percent at the time that the FCC declared AT&T to be non-
dominant in those services, and in a number of countries, AT&T’s market 
share was significantly higher. Its average market share (weighted by 
revenues) in 76 select countries was 74 percent, and it faced no competi-
tion at all in four countries.71 In contrast, an ILEC’s share of the mass-
market broadband services market in its region is about 30 percent—
roughly half of AT&T’s share of the IXC market when the FCC declared 
AT&T to be nondominant.72 

We base this estimate of an ILEC’s market share on numerous sources. 
First, the Commission’s August 9, 2001 report, High-Speed Services for 
Internet Access, estimates the market share of DSL providers to be be-
tween 27.8 percent and 30.6 percent (when counting asymmetric DSL 
only).73 The FCC data are largely consistent with data in analyst reports. A 
survey by Telecommunications Reports International shows that DSL’s 
share of the mass-market broadband services market was 32.4 percent at 
the end of the first quarter of 2001.74 In addition, numerous analyst reports 
show cable modem service to be far outpacing DSL service.75  

Although the Commission has correctly recognized that, in certain cir-
cumstances, market share data are not necessarily a reliable indicator of 
market power, it did so in the context of a company (AT&T) that had a 
large, but declining, market share in an industry characterized by high de-
mand and supply elasticities. In that context, the FCC properly recognized 
that market share is not necessarily indicative of market power.  

Although a large market share does not necessarily indicate market 
power, a low market share usually indicates a lack of market power. That 
is because firms with low market shares cannot usually affect the price of 
a product by restricting their output.76 Courts will almost never conclude 

                                                                                                                         
 71. AT&T International Nondominance Order, supra note 19, at 17,978 ¶ 40. 
 72. Telecommunications Reports Int’l, TR’s Online Census: Free’s Not Always 
Easy, May 2001 [hereinafter TR Census]. 
 73. CCB Subscribership Analysis, supra note 57, at tbl.6.  
 74. TR Census, supra note 72. 
 75. See, e.g., YANKEE GROUP BROADBAND, supra note 40, at 1 (DSL share of 31 
percent); MORGAN STANLEY DEAN WITTER, TELECOM TREND TRACKER, Aug. 17, 2001 
at 15 [hereinafter MORGAN STANLEY TELECOM] (DSL share of 39 percent in 2001).  
 76. See BOC Classification Order, supra note 12, at 15,802-03 ¶ 83 (the ability to 
raise prices by restricting one’s own output “usually requires a large market share.”); id. 
at ¶ 96 (“the fact that each BOC interLATA affiliate initially will have zero market share 
in the provision of in-region, interstate, domestic, interLATA services suggests that the 
affiliate will not initially be able to raise price by restricting its output”). 
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that a firm possesses market power if its market share is less than 40 per-
cent.77 

To be sure, the Commission did not give dispositive weight to the zero 
market share of the BOC long-distance affiliates in the BOC Classification 
Order. Rather, while recognizing that this market share “suggests that the 
affiliate will not initially be able to raise prices by restricting output,” the 
Commission deemed it necessary to address whether the BOC might 
quickly acquire a high market share after entry into the market.78 That de-
cision, however, was made in the context of a BOC entering a new market 
for the first time. In contrast, the ILECs have been actively competing for 
more than two years in the mass-market broadband services market. The 
Commission need not speculate about whether any particular ILEC, upon 
entry or soon thereafter, can acquire market power in broadband services. 
After more than two years of making broadband deployment a top com-
pany priority,79 the ILECs have not come close to acquiring market power.  

Indeed, far from acquiring market power, telephone companies have 
lost ground to their cable competitors in the mass-market broadband ser-
vices market. According to the FCC’s August 9, 2001 report, High Speed 
Services for Internet Access, during the year 2000, cable companies added 
about 2.2 million cable modem lines, while telephone companies added 
about 1.6 million DSL lines. A Yankee Group report, issued in March 
2001, shows an even larger cable modem advantage. According to that 
report, cable operators added 2.6 million cable modem lines in 2000, while 
DSL providers added only 1.3 million lines.80  

2. Demand Elasticities 

An analysis of demand elasticities reinforces the conclusion that the 
ILECs are nondominant in the mass-market broadband services market. In 
                                                                                                                         
 77. ABA ANTITRUST SECTION, ANTITRUST LAW DEVELOPMENTS 213-14 (3d ed. 
1992); United States v. Aluminum Co. of America, 148 F.2d 416, 424 (2d Cir. 1945) (it 
is doubtful whether a 60 percent market share would constitute a monopoly, and certainly 
33 percent does not); see also Landes & Posner, supra note 11, at 938, 959. 
 78. BOC Classification Order, supra note 12, at 15,811-12 ¶ 96. 
 79. See SBC Launches $6 Billion Initiative to Transform it into America’s Largest 
Single Broadband Provider, Press Release, Oct. 18, 1999, available at http://webcast.-
sbc.com/media/news/release.doc (quoting Edward E. Whitacre, Jr., chairman and chief 
executive officer of SBC: “We see a rapidly changing marketplace where traditional dial-
tone is still a staple service, but where millions of our customers will demand the conven-
ience, productivity, availability and reliability of our broadband service—service which 
we call ‘e-tone.’ With Project Pronto, SBC will lead the nation in speeding the wide-
spread availability and meeting the demand for broadband and emerging broadband-
powered services”). 
 80. YANKEE GROUP BROADBAND, supra note 40, at 3. 
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previous nondominance orders, the Commission relied solely on indirect 
evidence of demand elasticity. For example, in the AT&T Reclassification 
Order, the Commission relied heavily on high churn rates in concluding 
that long-distance customers had highly price-elastic demand. It also cited 
its finding in the AT&T Streamlining Order that business customers had 
highly price-elastic demand.  This finding was based on evidence that 
business customers tend to be more sophisticated and knowledgeable pur-
chasers of telecommunications services, are aware of the choices available 
to them, and have no strong bias towards AT&T versus other interex-
change carriers.  

Here we present not only the type of indirect evidence of high demand 
elasticities upon which the Commission has relied in the past, but also di-
rect quantitative evidence of the own-price elasticity of demand for mass-
market broadband services. That quantitative evidence is derived from a 
study conducted in 2000 by Professors Paul Rappoport, Don Kridel, Lester 
Taylor, and Kevin Duffy-Demo. Using Marketing Science survey data for 
Internet use and TNS Telecoms survey data for broadband access avail-
ability and prices, Professors Rappoport, Kridel, Taylor, and Duffy-Demo 
calculated that the own-price elasticity of demand (the percentage change 
in demand for every one-percent increase in price) for DSL services is 
negative 1.462, which implies that for every one-percent increase in the 
price of DSL service, demand decreases by 1.462 percent.81 That result 
suggests that demand for DSL service is, by definition, price-elastic.82 

Because the study by Professors Rappoport, et al., was based on data 
from the first quarter of 2000, we have updated it, using nearly the identi-
cal econometric model and data from the fourth quarter of 2000 and the 
first quarter of 2001. In its quarterly survey, TNS Telecoms obtains de-
tailed Internet usage data from approximately 3,500 respondents. Each 
respondent is asked, among other things, (1) whether DSL and/or cable 
modem access is available in his or her neighborhood, and (2) whether he 
or she subscribes to dial-up access or broadband access, and, if so, at what 
price. Respondents also supply socio-economic information concerning 

                                                                                                                         
 81. Paul Rappoport, et al., Residential Demand for Access to the Internet, Univer-
sity of Arizona Working Paper, Spring 2001, at Table 10; see also Paul Rappoport, et al.,  
An Econometric Study of the Demand for Access to the Internet, in THE FUTURE OF THE 

TELECOMMUNICATIONS INDUSTRY: FORECASTING AND DEMAND ANALYSIS (D.G. Loomis 
& L. D. Taylor eds., Kluwer Academic Publishers 1999).  
 82. See, e.g., WILLIAM J. BAUMOL & ALAN S. BLINDER, MICROECONOMICS: PRIN-

CIPLES AND POLICY 133 (Dryden Press 7th ed. 1994) (demand is elastic whenever “a rise 
in the price will decrease total revenue”).  
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their income, race, occupation, and other characteristics that might influ-
ence the decision to purchase Internet services.  

In the present application, standard regression analysis is not appropri-
ate to estimate the consumer-choice model because the decision to pur-
chase a broadband access technology is a binary (as opposed to continu-
ous) variable. Hence, like Rappoport, et al., we estimated a nested logit 
model, which allows us to examine the discrete choice across all mass-
market broadband alternatives, and the discrete choices within broadband-
access alternatives. Details of the model are described in the Appendix. A 
brief description is provided here. 

The model involves two stages in the estimation procedure. In the first 
stage, we assume that the customer chooses between no Internet access, 
narrowband Internet access, and broadband Internet access based on the 
following variables:  (1) the customer’s income, (2) the customer’s gender, 
(3) the customer’s age, and (4) the customer’s education. In the second 
stage, conditional on choosing broadband Internet access, we assume that 
the customer chooses between cable modem and DSL services based on 
the price of each service. Before estimating the model, we removed from 
the dataset any customer who did not have access to both cable modem 
and DSL services. The output from the regression model appears in the 
Appendix. Table 1 presents the updated elasticity estimates. 

 
Table 1:  Own-Price and Cross-Price 

Elasticities for DSL Service 
Service Price of DSL Price of Cable Modem 

Choice:  DSL -1.184 0.415 

Choice:  Cable Modem 0.591 -1.220 

 
As Table 1 shows, the own-price elasticity of DSL is still high (the 

comparable estimate from Rappoport et al. is -1.462), which suggests that 
demand for DSL service is price-elastic. Moreover, the cross-price elastic-
ity of demand for cable modem with respect to a change in the price of 
DSL is high as well:  for every 1 percent increase in the price of DSL ser-
vice, the demand for cable modems rises by 0.591 percent. The compara-
ble elasticity from Rappoport et al. was 0.766 percent. The high cross-
price elasticity is further evidence that DSL and cable modems are in the 
same product market, and that DSL providers do not have market power. 

Other evidence underscores that DSL subscribers have highly price-
elastic demand. The features that consumers most value from broadband 
services offerings are not unique to DSL service. As noted above, con-



���� %(5.(/(<�7(&+12/2*<�/$:�-2851$/� >9RO��������

�

Other evidence underscores that DSL subscribers have highly price-
elastic demand. The features that consumers most value from broadband 
services offerings are not unique to DSL service. As noted above, con-
sumer surveys show that consumers who choose a broadband service do 
so primarily (1) to increase the speed of ordinary web surfing, (2) to take 
advantage of applications that require greater bandwidth, (3) to obtain an 
“always-on” connection, and (4) to free up their telephone line when they 
are using the Internet. All of these benefits are available not only from 
DSL, but also from cable modem and other broadband options. Finally, 
surveys indicate that many consumers who are interested in broadband 
service are not predisposed towards cable or DSL service. They do not 
care about what platform they use to obtain broadband service—only that 
they obtain the features of a broadband connection.83  

In short, econometric and qualitative evidence indicates that there is 
price-elasticity of demand for DSL service is high, supporting the conclu-
sion that the ILECs are non-dominant in their provision of DSL services.  

3. Supply Elasticities 

A third consideration in determining an ILEC’s nondominant status is 
supply elasticity. In evaluating supply elasticity in its AT&T Reclassifica-
tion Order, the FCC focused on two factors:  (1) the capacity of existing 
competitors to expand supply and (2) low entry barriers for new suppli-
ers.84 It concluded that AT&T’s competitors “can add significant numbers 
of new customers with their existing capacity and add incrementally to 
this capacity as new customers . . . . are added to their networks.”85 

The same is clearly true of the ILECs’ competitors that provide mass-
market broadband service. Those competitors could absorb immediately, 
and without additional investment, a significant number of an ILEC’s DSL 
subscribers and could eventually absorb an ILEC’s entire customer base 
with little or no additional investment. 

 

                                                                                                                         
 83. YANKEE GROUP BROADBAND, supra note 40, at Ex.12. Among actual broadband 
users, there is some evidence that customers prefer cable modem service to DSL service. 
For example, Forrester Research found that cable modem service scored slightly higher 
than DSL service on each of six separate measures of quality, technical performance, and 
customer service. See FORRESTER RESEARCH, CONSUMER TECHNOLOGY MARKET FOCUS 

SURVEY, at fig. 1.2 (2000). 
 84. AT&T Reclassification Order, supra note 17, at 3303 ¶ 57.  
 85. Id. at 3304 ¶ 60. AT&T had argued that its competitors could immediately ab-
sorb 15 percent of AT&T’s switched traffic at no additional cost, and two-thirds of its 
switched traffic within one year at a cost of $660 million. Id. at 3303-04 ¶ 59.  
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First, as discussed above, there are numerous providers of competitive 
mass-market broadband services throughout each ILEC’s region. For ex-
ample, two-thirds or more of the households in the United States are 
served by cable facilities that are capable of providing mass-market 
broadband services. Yet the vast majority of this plant is not being used. 
Table 2 shows that, as of the end of 2000, 95 percent of U.S. homes that 
were upgraded for cable modem services and had not subscribed to the 
service.86 

 
Table 2:  Excess Capacity in Cable Modem Systems 

 
Year 

Households That Are  
Ready for Cable 
Modem Service 
(Millions) 

Cable Modem 
Subscribers 
(Millions) 

 
Excess  
Capacity* 

1999 48.3 1.47 97.0% 
2000 58.6 2.94 95.0% 
2001 64.4 4.99 92.3% 
2002 70.2 7.27 89.6% 
2003 73.2 9.78 86.6% 

Source:  Available at http://www.emarketer.com/analysis/broadband/050800_cable.html.  
Note:  * Equal to 1 minus the ratio of cable modem subscribers to households that are 
cable-modem-ready. 
 

This excess capacity indicates that cable operators alone could absorb 
most of an ILEC’s DSL subscribers with only negligible additional dedi-
cated or shared (downstream) investment. For those homes that are not yet 
cable-modem-ready, it is reasonable to believe that those homes could and 
would soon be wired, because the incremental cost of readying a home for 
cable modem service is estimated to be $468 in 2001—a figure that pales 
in comparison to the expected revenues.87 With respect to shared invest-
ment to alleviate congestion on the cable network,88 we would expect that 
this cost, when averaged across all new subscribers, would be a much 
smaller component than the dedicated component.89 Indeed, the conges-
tion problem does not appear to be specific to any particular access tech-
                                                                                                                         
 86. Available at http://www.emarketer.com/analysis/broadband/050800cable._html. 
 87. JP MORGAN BROADBAND, supra note 40, at 70.  
 88. “Because the design of a cable the network is a shared-bandwidth one, the more 
subscribers accessing the network and transmitting data, the more congestion arises 
across the entire network.” DSL v. Cable: An Internet Boxing Match, COMM. NEWS, Feb. 
1, 2001, at 63.  
 89. The detailed cost analyses that we have reviewed make no mention of the shared 
component when demonstrating the business case for cable modem service.  
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nology.90 It is therefore reasonable to believe that such costs would not 
preclude a cable modem provider from accommodating an ILEC’s DSL 
customers. In the terminology of the U.S. Court of Appeals for the D.C. 
Circuit, an ILEC’s competitors would face an attractive investment-to-
revenue ratio.91 

The rapid rate at which other broadband providers are upgrading their 
networks underscores the fact that the supply of service from the ILECs’ 
competitors is price elastic. Between the end of 2000 and the second quar-
ter of 2002, the percentage of homes passed (by cable television plant) that 
were cable-modem ready increased from 58 to 86 percent, expanding the 
availability of cable modem service from 57 million homes to 84 million 
homes.92 Equally telling is the rate at which cable modem providers are 
adding subscribers. Despite a recent slowing of growth, the five largest 
cable operators added more than 600,000 cable modem subscribers during 
the second quarter of 2001, according to Warren Communications News’ 
Telecom Research Group.93  

4. Cost Structure, Size, and Resources 

Another set of considerations that the FCC factors into its nondomi-
nance analysis is whether the firm at issue has market power by virtue of 
having greater resources, size, financial strength, and a more favorable 
cost structure.94 As the FCC has twice noted, the question is not whether 
the firm at issue has advantages in the relevant market, but “whether any 
such advantages are so great to preclude the effective functioning of a 
competitive market.”95 Indeed, as the FCC recognized, “the competitive 

                                                                                                                         
 90. According to Network Computing, the real bottleneck exists at the back-end 
servers providing content, not in the customer’s immediate vicinity: “Both DSL and cable 
can use content-delivery-network techniques, like caching, content replication and multi-
cast, to improve performance. Here, neither has the advantage.” David Willis, Cable’s 
Edge, NETWORK COMPUTING, Aug. 20, 2001, at 35.  
 91. See AT&T Corp. v. F.C.C., 236 F.3d 729, 733 (D.C. Cir. 2001). 
 92. Information downloaded from NCTA’s web site at http://www.ncta.com/-
industry_overview/indStats.cfm?statID=25. (According to the NCTA, 98.6 million 
homes were passed by cable television plant in December 2001). 
 93. TW Cable Tops AT&T as Biggest High-Speed Provider, Study Shows, COMM. 
DAILY, Aug. 17, 2001 at 2. 
 94. See AT&T Reclassification Order, supra note 17, at 3309 ¶ 73. 
 95. Id. (citing First Interexchange Competition Order, 6 F.C.C.R. at 5891-92). See 
also AT&T Streamlining Order, supra note 15, at 5901 n.187, ¶ 60; COMSAT Nondomi-
nance Order, supra note 20, at 14,130-32 ¶¶ 92-93 (agreeing that COMSAT’s size and 
resources gave it significant competitive advantages but forbearing, nevertheless, from 
dominant carrier regulation of COMSAT).  
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process itself is largely about trying to develop one’s own advantages, and 
all firms need not be equal in all respects for this process to work.”96 

With respect to the market for mass-market broadband services, ILECs 
do not enjoy any advantages over its competitors with respect to size, re-
sources, financial strength, and cost structure. An ILEC certainly does not 
have advantages that are “so great [that they] preclude the effective func-
tioning of a competitive market.”97  

The ILECs compete in their provision of mass-market broadband ser-
vices against, among others, the following multiple system operators 
(MSOs) with the following market capitalizations:  AOL Time Warner 
($147.1 billion), AT&T Corp. ($68.2 billion), Comcast Corp. ($33.9 bil-
lion), Cox Communications, Inc. ($25.1 billion), and Cablevision Systems 
Corp. ($7.2 billion).98 Under no stretch of the imagination could these 
MSOs be called fledgling competitors that lack the size, resources, or fi-
nancial stability to compete with an ILEC. Indeed, the rate at which cable 
operators are upgrading their cable facilities in itself belies any such claim.  

Nor does an ILEC enjoy cost advantages vis-à-vis its competitors that 
effectively preclude competition. To the contrary, an ILEC faces cost dis-
advantages relative to its cable competitors. According to analyst reports, 
the costs of deploying DSL service exceed the cost of deploying cable 
modem service. For example, JP Morgan and McKinsey & Company con-
clude that the average cost per customer of a large ILEC undertaking a 
massive DSL deployment is currently $86 per month per customer.99 That 
cost, they conclude, will decline by 2005 to $38 per month per customer. 
In contrast, the average, per-customer cost of providing cable modem ser-
vice is estimated to be $55, declining by 2005 to $30.100 At no point dur-
ing the next five years is the average cost of providing DSL service ex-
pected to be less than the average cost of providing cable modem service. 
To the contrary, the costs of cable modem providers are projected to re-
main substantially lower throughout that period. The conclusion by JP 
Morgan and McKinsey that cable modem costs are lower than DSL costs 
is echoed in an August 2001 report issued by the Yankee Group, which 
predicted:  “Cable modem prices are likely to remain cheaper than DSL 

                                                                                                                         
 96. AT&T Reclassification Order, supra note 17, at 3309 ¶ 73. 
 97. Id. 
 98. Downloaded from www.yahoo.com on May 22, 2002. 
 99. JP MORGAN BROADBAND, supra note 40, at Chart 45. 
 100. Id. at chart 46. 
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prices for comparable service levels due mainly to the low service provi-
sion costs on the part of MSOs.”101  

In addition to facing the other obstacles, described above, DSL provid-
ers face significant technological constraints. DSL cannot reach customers 
whose copper loops exceed 18,000 feet in length,102 and the cost of de-
ploying service to customers whose loops are routed through digital loop 
carriers far exceeds the cost of reaching customers with all-copper loops. 
Although cable operators face their own constraints due to their service 
architecture, they do not face distance limitations that significantly impair 
their ability to reach large numbers of customers. 

The advantages enjoyed by cable operators are magnified by the 
asymmetric regulation of DSL and cable modem services. As stated by 
SBC and BellSouth in their joint comments in the Cable Open Access pro-
ceeding:   

 
Telephone companies have to “unbundle” the wireline spectrum 
that they use for broadband . . . and make it available to all com-
ers at regulated prices. Cable companies do not. Telephone com-
panies must permit their competitors to “collocate” equipment in 
telephone company premises to make it easier to use that “un-
bundled” spectrum. Cable companies do not. Telephone compa-
nies are almost completely locked-out of the multi-billion dollar 
(and rapidly expanding) Internet backbone service. Cable com-
panies are not. Telephone companies must offer their retail 
broadband transmission services to competitors at a federally 
mandated discount. Cable companies do not. Telephone compa-
nies must pay-in to universal service when they provide broad-
band access. Cable companies do not. And telephone companies 
have been forced to carve-out their broadband transmission ser-
vices into a separate affiliate as a condition to gaining regulatory 
approval of recent mergers. Cable companies have not.103 
 

But the disparity between the ILECs and cable operators is not limited 
to the treatment of their broadband services. The ILECs are highly regu-

                                                                                                                         
 101. See Drew Robb, DSL: Don’t Tread on Me, 31 BUS. COMM. REV. 5861, May 1, 
2001. 
 102. Id. 
 103. Comments of SBC Communications Inc. and BellSouth Corp., GN Dkt. No. 00-
185, at 6-7 (Dec. 1, 2000). 
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lated in their provision of telephone exchange and exchange access ser-
vice. Cable service, in contrast, is largely deregulated.104  

In short, no credible argument can be made that an ILEC enjoys ad-
vantages in the provision of broadband services, much less that it has ad-
vantages that effectively preclude the functioning of that market. The real 
issue is whether the very opposite is true:  Are the advantages enjoyed by 
cable operators so great as to render them dominant in the provision of 
mass-market broadband services? 

C. The Inability to Leverage Market Power from Telephone 
Exchange or Exchange Access Services into the Mass-Market 
Broadband Services Market 

We have demonstrated above that an ILEC does not now have market 
power in the mass-market broadband services market. The final compo-
nent of the FCC’s nondominance framework is to address whether an 
ILEC could nevertheless quickly acquire market power in the mass-market 
broadband services market by leveraging any market power it might have 
in the provision of telephone exchange or exchange access services. For 
purposes of this analysis, the Commission has held that the issue is not 
whether an ILEC might enjoy certain advantages in the broadband market 
by virtue of its position in the local exchange market. The issue is not even 
whether an ILEC might confer advantages on its broadband operations 
through discrimination and cross-subsidization. Rather, the issue is 
whether an ILEC could leverage market power in the local exchange mar-
ket to the point that it quickly acquired market power in the mass-market 
broadband services market. As the FCC explained in the BOC Classifica-
tion Order:   

[I]mproper allocation of costs by a BOC is of concern be-
cause such action may allow a BOC to recover costs from 
subscribers to its regulated services that were incurred by 
its interLATA affiliate in providing competitive interLATA 
services. In addition to the direct harm to regulated rate-
payers, this practice can distort price signals in those mar-
kets and may, under certain circumstances, give the affiliate 
an unfair advantage over its competitors . . . For purposes 
of determining whether the BOC interLATA affiliates 
should be classified as dominant, however, we must con-
sider only whether the BOCs could improperly allocate 

                                                                                                                         
 104. See, e.g., ROBERT W. CRANDALL & HAROLD FURCHTGOTT-ROTH, CABLE TV: 
REGULATION OR COMPETITION?, 4-7 (1996). 
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costs to such an extent that it would give the BOC inter-
LATA affiliates, upon entry or soon thereafter, the ability 
to raise prices by restricting their own output.105 
 

The Commission’s conclusion that dominant carrier regulation of a 
service is appropriate only if the BOC could quickly acquire market power 
in that service is sound. As the Commission noted, “our dominant carrier 
regulations are generally designed to prevent a carrier from raising prices 
by restricting its output . . . We agree with the DOJ that applying dominant 
carrier regulation to an affiliate in a downstream market would be ‘at best 
a clumsy tool for controlling vertical leveraging of market power by the 
parent, if the parent can be directly regulated instead.’”106 Moreover, as 
the Commission noted, “regulations associated with dominant carrier clas-
sification can . . . have undesirable effects on competition.”107 Thus the 
Commission does not impose dominant carrier status on an entity or ser-
vice unless the firm at issue can control price in the market by restricting 
its output of that service. The FCC does not impose dominant carrier 
status simply to ensure what some call “a level playing field.”  

It is inconceivable that any showing of leveraging could be made. As 
noted above, cable operators enjoy significant advantages in the mass-
market broadband services market. To quickly acquire market power, an 
ILEC would not only have to overcome these advantages, but also would 
have to establish its own overwhelming advantages. Considering that the 
services in which an ILEC is ostensibly dominant—local exchange and 
exchange access services—are highly regulated, that outcome is most 
unlikely.  

Of course, the FCC need not speculate on this point. If, soon after en-
tering the mass-market broadband services market, an ILEC could have 
acquired monopoly power in that market, it presumably would have done 
so. Yet the ILECs’ collective market share continues to be dwarfed by 
their cable competitors’ share. Those facts show that an ILEC cannot use 
its position in the local exchange market to obtain dominance in the mass-
market broadband services market.  

In any event, an ILEC could not, even as a theoretical matter, quickly 
acquire market power in the mass-market broadband services market by 
leveraging any market power that it might retain in the local exchange 
market. In its past orders, the Commission has recognized three ways in 

                                                                                                                         
 105. BOC Classification Order, supra note 12, at 15,815 ¶ 103. 
 106. Id. at 15,804 ¶ 85, 15,808 ¶¶ 85, 91 (quoting DOJ Reply, Aug. 30, 1996, at 27). 
 107. Id. at 15,808 ¶ 90. 
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which such leveraging could occur:  cross-subsidization, discrimination, 
and the effectuation of a price squeeze. We address each below in the con-
text of the relevant product market. 

In the BOC Classification Order, the Commission held that BOC long-
distance affiliates could obtain the ability, through cross-subsidization, to 
raise prices by restricting their own output only “if a BOC’s improper al-
location enabled a BOC interLATA affiliate to set retail interLATA prices 
at predatory levels (i.e., below the costs incurred to provide those ser-
vices), drive out its interLATA competitors, and then raise and sustain re-
tail interLATA prices significantly above competitive levels.”108 Thus the 
issue here is whether, through cross-subsidization, an ILEC could set DSL 
prices at predatory levels, drive its broadband competitors out of the mar-
ket, and then raise and sustain its prices significantly above competitive 
levels. 

Even in the unlikely event that an ILEC could drive a cable operator 
into bankruptcy, the bandwidth capacity of that carrier would remain in-
tact, ready for another firm to use (after a liquidation sale) and immediate-
ly undercut an ILEC’s noncompetitive prices. If an ILEC were to attempt 
predatory pricing in the broadband market, it could not expect to recoup 
its investment in sales made below incremental cost. The FCC has ex-
pressly embraced this economic reasoning when it concluded that preda-
tion is implausible with respect to either long-distance fiber-optic net-
works109 or spectrum.110 The argument applies with equal force to the 
fixed broadband infrastructure of a cable operator. 

Clearly such cross-subsidization is not possible. The ILECs have, until 
quite recently, been treated as a nondominant provider of DSL services, 
and their prices for DSL Internet access services—far from being preda-

                                                                                                                         
 108. Id. at 15,815 ¶ 103. 
 109. See Implementation of the Non-Accounting Safeguards of Sections 271 and 272 
of the Communications Act of 1934, as Amended; and Regulatory Treatment of LEC 
Provision of Interexchange Services Originating in the LEC’s Local Exchange Area, No-
tice of Proposed Rulemaking, 11 F.C.C.R. 18,877, 18,943 ¶ 137 (1996) (citing Daniel F. 
Spulber, Deregulating Telecommunications, 12 YALE J. ON REG. 25, 60 (1995)). See also 
SIDAK & SPULBER, supra note 1, at 93-94 (making same argument). 
 110. See Applications of Voicestream Wireless Corp., Powertel, Inc., Transferors, 
and Deutsche Telekom AG, Transferee, for Consent to Transfer Control of Licenses and 
Authorizations Pursuant to Sections 214 and 310(d) of the Communications Act and Peti-
tion for Declaratory Ruling Pursuant to Section 310 of the Communications Act and 
Powertel, Inc., Transferor, and Voicestream Wireless Corp., Transferee, for Consent to 
Transfer Control of Licenses and Authorizations Pursuant to Sections 214 and 310(d) of 
the Communications Act, etc., Memorandum Opinion and Order, 16 F.C.C.R. 9779, ¶ 90 
(2001). 
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tory—are higher than prevailing prices for cable modem service, as are its 
costs.111 Moreover, an ILEC could not possibly finance a predatory pricing 
strategy through cross-subsidization. An ILEC’s basic local exchange 
rates are subject to rigorous price regulation, including price ceilings, in 
each of its states. Thus, an ILEC has no ability to raise basic local ex-
change prices to finance below-cost DSL prices. Similarly, an ILEC’s 
switched-access prices are capped, as a result of the CALLS proceeding, at 
0.55 cents per minute and its special-access rates are constrained by price 
cap regulation in all areas that do not exhibit sufficient competition to 
qualify for pricing flexibility.112 Given these regulatory requirements, an 
ILEC has no ability to finance below-cost DSL prices with price increases 
in telephone exchange or exchange access services.  

In the BOC Classification Order, the Commission expressed concern 
that a BOC could “discriminate against unaffiliated interLATA carriers, 
such as through poorer quality interconnection arrangements or unneces-
sary delays in satisfying its competitors’ requests to connect to the BOC’s 
network.”113 The Commission nevertheless concluded that a BOC could 
not discriminate “to such an extent that [its] affiliate would gain the ability 
to raise prices by restricting its own output upon entry or shortly thereaf-
ter.”114 

In this case, similar concerns about discrimination are misplaced. 
Unlike the long-distance market in 1996, the mass-market broadband ser-
vices market is characterized by significant intermodal competition. Cable 
companies and wireless providers, in particular, are in no way dependent 
upon an ILEC’s services or facilities in their provision of broadband ser-
vices. Thus an ILEC has no ability to discriminate against these entities. 
For that reason alone, it could not possibly acquire market power through 
discrimination.  

In the BOC Classification Order, the Commission held that “the entry 
of a BOC’s affiliate into the provision of in-region, interstate, domestic, 
interLATA services might give the BOC an incentive to raise its price for 
access services . . . to disadvantage its affiliate’s rivals, increase its affili-

                                                                                                                         
 111. Those higher prices are a product both of the higher costs of DSL deployment 
and the Commission’s asymmetric regulatory requirements, which further raise SBC’s 
cost of providing DSL service. 
 112. Access Charge Reform; Price Cap Performance Review for Local Exchange 
Carriers; Low-Volume Long Distance Users; Federal-State Joint Board on Universal Ser-
vice, 15 F.C.C.R. 12,962, 13,029 ¶ 162 (2000).  
 113. BOC Classification Order, supra note 12, at 15,821 ¶ 111. 
 114. Id. at 15,822 ¶111. 
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ate’s market share, and increase the profits of the BOC overall.”115 It con-
cluded nonetheless that “price cap regulation of the BOCs access service 
sufficiently constrains a BOC’s ability to raise access prices to such an 
extent that the BOC affiliate would gain, upon entry or soon thereafter, the 
ability to raise prices of interLATA services above competitive levels by 
restricting its own output of those services.”116 

As with discrimination, the price squeeze concerns addressed in the 
BOC Classification Order are inapt in the present context. Because an 
ILEC’s largest competitors in the mass-market broadband services market 
do not rely on ILEC facilities, an ILEC has no means of raising its rivals’ 
costs to acquire market power in that market. Moreover, those competitors 
that do rely on ILEC facilities—DLECs that purchase unbundled loops—
are able to lease those facilities at TELRIC rates, not allegedly inflated 
access rates. Thus, there is no basis upon which the Commission could 
conclude that an ILEC could acquire market power in their provision of 
mass-market broadband services by effecting a price squeeze.  

D. Summation 

FCC precedent and generally accepted economic and antitrust princi-
ples indicate that mass-market broadband service constitutes a relevant 
product market. The relevant geographic market is a point-to-point market 
but, as a practical matter, FCC precedent would treat the geographic mar-
ket as an ILEC’s entire service region.  

Each of the four considerations in the FCC’s nondominance frame-
work indicate that ILECs lack market power in the mass-market broad-
band services market. With respect to market share, an ILEC’s share of the 
consumer broadband market within its serving area is, on average, be-
tween 28 percent (according to the FCC) and 38 percent (according to 
Morgan Stanley Telecom) of the broadband services market nationwide. 
As the FCC and the courts have recognized, evidence of low market share 
is by itself strong evidence that a carrier lacks market power. In this case, 
it is evidence that ILECs lack market power in the provision of DSL and 
other mass-market broadband services. 

The empirical evidence on demand elasticity is further proof that 
ILECs lack market power in the provision of DSL services. The own-price 
elasticity of demand for DSL is very high (between -1.2 and -1.5). We cor-
roborate our demand elasticity analysis with other evidence, including 
survey data showing that consumers who use broadband services have no 

                                                                                                                         
 115. Id. at 15,829 ¶ 125. 
 116. Id. at 15,829-30 ¶ 126. 
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strong predisposition to DSL or cable modem service and are likely to 
choose the platform that offers the best combination of service and price. 
The FCC has relied heavily on such data in its prior analyses of demand 
elasticity in cases where market power was at issue. 

The evidence on the supply elasticity of an ILEC’s mass-market 
broadband competitors, as well as the evidence on an ILEC’s relative re-
sources, also indicate nondominance. An ILEC competes against numer-
ous mass-market broadband competitors in its region, and an ILEC’s cable 
modem competitors alone have sufficient capacity to absorb a significant 
number (if not all) of an ILEC’s existing DSL subscribers. Moreover, an 
ILEC’s competitors could readily expand their capacity to absorb addi-
tional customers.  

An ILEC does not possess cost or size advantages that give it market 
power in its provision of DSL services. To the contrary, an ILEC com-
petes against some of the nation’s largest companies. Additionally, unlike 
the ILECs, these companies are deregulated not only in their provision of 
mass-market broadband services but also in other services (such as multi-
channel video programming distribution services) in which they likely 
have market power. 

Finally, an ILEC could not leverage its purported market power in the 
local exchange market into the mass-market broadband services market. 
The theory that an ILEC would engage in discrimination or predatory pric-
ing against unaffiliated rivals is not credible. 

IV. CONCLUSION 

There is no economic justification for regulating the ILECs’ mass-
market broadband services. Mandatory tariffing is unnecessary to protect 
DSL customers from unreasonable prices or lack of attractive content, be-
cause competition from cable operators and other broadband access pro-
viders compels an ILEC to maximize consumer choice and to price its ser-
vice at competitive levels. Empirical and qualitative evidence support the 
conclusion that ILECs lack market power in the mass-market broadband 
services market and are therefore nondominant. The FCC would advance 
the public interest by embracing such a conclusion and thereafter forbear-
ing from further regulation of ILECs’ mass-market broadband services 
and facilities. 
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V. APPENDIX:  OUTPUT FOR NESTED LOGIT MODEL 

We estimate a consumer’s probability of choosing a type of Internet 
access using a two-stage nested logit model. The four end choices are no 
Internet, dial-up Internet service, cable modem, or DSL. In the first stage 
of the nested logit, the consumer chooses whether to have no Internet ac-
cess, narrowband access, or broadband access. No Internet access is the 
base category relative to which the other two branches are estimated. The 
independent variables that determine the first-stage choice are education 
dummies, income dummies, and age. If the consumer chooses broadband 
access, the consumer then chooses in the second stage between DSL and 
cable modem. The independent variable that determines the second choice 
is price. 

We use TNS Telecoms survey data of households from the fourth 
quarter of 2000 and the first quarter of 2001. We restrict our sample to 
households who reply that they have access to both DSL and cable modem 
service—7,561 of 62,846 households responded that they had access to 
both DSL and cable modem service and 16,604 had access to either DSL 
or cable modem service at the time of the survey. We also exclude from 
the sample observations with survey weights equal to zero. 

We calculate price information for Internet service using the bill-
harvesting portion of the sample, a survey in which only a fraction of the 
sample participates. Even for consumers who are in the bill-harvesting 
sample, the price of Internet service is available only for the chosen alter-
native for each consumer. We impute missing data for dial-up prices using 
geographic matching within the sample. We impute missing data for DSL 
and cable modem service using the typical price charged by an ILEC (for 
DSL) and incumbent cable provider (for cable modem service) in the geo-
graphic area where the consumer is located. These prices were obtained 
from the companies’ web sites and news reports about price changes. The 
average price for dial-up was $19.25, for cable modem $41.80, and for 
DSL $43.08 in the sample for the fourth quarter of 2000 and first quarter 
of 2001. 

Table A1 presents the means of the independent variables used in the 
first stage of the nested logit model. In certain cases, the higher categories 
of the income and education variables were dropped, because they were 
not identified. 
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Table A1:  Explanatory Variables in the Nested Logit Model 
Variable Mean Standard Error 

Income less than $15,000 0.0746 0.26 

Income between $15,000 and $25,000 0.0946 0.29 

Income between $25,000 and $35,000 0.1230 0.33 

Education less than high school 0.0497 0.22 

High school education 0.2404 0.43 

Some college education 0.2626 0.44 

Age 40.0000 11.58 

 
We used the nested logit routine in the LIMDEP (Version 7) program 

to estimate the nested logit model and calculate the own-price and cross-
price elasticities of demand for Internet access choices. LIMDEP requires 
the user to specify the tree structure for the model as well as the utility 
functions for each alternative at each stage. The nested logit routine can 
then formulate the likelihood function and estimate the nested logit model 
using maximum likelihood. Figure A1 shows the tree structure, and is fol-
lowed by the utility functions that we specified. Table A2 presents the co-
efficient estimates. 

 
Figure A1:  Tree Structure for the Nested Logit Model 

 

�
�
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The utility functions for the nested logit model were as follows:   
 

No Internet Narrowband Broadband 

DSL Cable Modem 
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[1] U (DSL) = "1 +$*price-DSL 
[2] U (Cable) = "2 +$*price-Cable 
[3] U (Dial-up) = "3 +$*price-Dial-up 
[4] U (No Internet) = $*price-No Internet = 0 
[5] U (Broadband) = b1*income1 + b2 *income2 + b3*income3 + c1 

*educ1+ c2 educ2+ c3 *educ3+ d *age  
[6] U (Narrowband) =  e1*income1 +e2*income2 +  
         e3 *income3 + f1*educ1 + f2 *educ2 + f3 *educ3 + g *age 

 

where U( ) are the utility functions for the relevant services; price reflects 
the price for each service; the three income variables are dummy variables 
reflecting different levels of household income;  the three educ variables  
are dummy variables reflecting the level of education of the head of 
household; and age is the age of the head of household. 
 

Table A2:  Estimated Coefficients from the Nested Logit Model 

P (Y = BROADBAND) 
Variable Coefficient Standard Error T-Statistic P-Value 
Income less than $15,000 -1.4977 0.1680 -8.9170 0.0000 
Income between $15,000 and 
$25,000 -1.1317 0.1443 -7.8440 0.0000 
Income between $25,000 and 
$35,000 -0.9080 0.1265 -7.1790 0.0000 
Education less than high 
school -1.3247 0.2067 -6.4100 0.0000 
High school education -1.0906 0.1074 -10.1500 0.0000 
Some college education  -0.3665 0.0995 -3.6830 0.0002 
Age -0.0245 0.0036 -6.7910 0.0000 

 

P (Y = NARROWBAND) 
Variable Coefficient Standard Error T-Statistic P-Value 
Income less than $15,000 -1.3159 0.1021 -12.8870 0.0000 
Income between $15,000 and 
$25,000 -0.7672 0.0914 -8.3930 0.0000 
Income between $25,000 and 
$35,000 -0.6039 0.0859 -7.0260 0.0000 
Education less than high 
school -0.7729 0.1255 -6.1600 0.0000 
High school education -0.5869 0.0751 -7.8170 0.0000 
Some college education -0.1504 0.0784 -1.9170 0.0552 
Age -0.0197 0.0025 -7.7950 0.0000 

 
P (TYPE OF INTERNET ACCESS) 

Variable  Coefficient Standard Error T-Statistic P-Value 
Price -0.0284 0.0069 -4.1140 0.0000 
DSL 0.0972 0.2996 0.3240 0.7456 
Cable modem 0.4374 0.2899 1.5090 0.1314 
Dialup 1.7474 0.1358 12.8700 0.0000 
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The estimates indicate that income below $35,000 and lack of a col-
lege degree significantly decreases a consumer’s propensity to choose a 
broadband access technology. Households that are headed by an older per-
son are less likely to choose a broadband access technology. Finally, in-
creases in the price of the Internet access technology—regardless of the 
type—significantly decreases the consumer’s propensity to choose that 
access technology. 
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This Article seeks to fill a critical gap in the current literature relating 
to the international ordering of cyberspace:  the link between jurisdictional 
assertions by realspace sovereigns and their effects on the global effort to 
administer the Internet. We analyze the United States’ response to disputes 
over domain names, the Anticybersquatting Consumer Protection Act 
(“ACPA”), which permits a trademark owner to seek cancellation or trans-
fer of the domain name by proceeding in rem against the domain name 
itself, thereby expanding the scope of the ACPA to encompass disputes 
with little direct connection to the United States. Congress appears to have 
developed 15 U.S.C. § 1125(d)(2) based on a misunderstanding of the 
constitutional requirements for adjudicative jurisdiction in the U.S. courts; 
and early court decisions interpreting the provision have perpetuated the 
misunderstanding. This Article argues that there exist no cases of foreign 
cybersquatting (aside from certain cases involving anonymous registrants) 
as to which the in rem provision will be both applicable and constitutional. 
The ACPA is notable for its aggressive approach to jurisdiction, and its 
expansive view of jurisdiction reveals the extent to which realspace sover-
eigns have a critical, and yet overlooked, role in the continued viability of 
a global unsegmented domain name system. By mapping the logical con-
trol over the domain name system—the distributed hierarchy that is the 
basis of the system’s design—onto realspace territory, the potential for 
sovereign regulation of the system becomes apparent, either under the rec-
ognized principles of prescriptive jurisdiction in international law or as a 
de facto result of the geographic facts of the domain name system. We 
contend that the ACPA exemplifies uncoordinated actions that are likely 
to result in segmentation of the domain name system and thus a decline in 
social welfare. 
                                                                                                                         
  † Assistant Professors University of Pennsylvania Law School. We thank Stuart 
Benjamin, Paul Berman, Stephen Burbank, Dan Burk, Michael Froomkin, Edward Hart-
nett, Geoffrey Hazard, Mark Lemley, Curtis Reitz and participants at the 29th Research 
Conference on Communication, Information and Internet Policy. Remaining mistakes are 
our own. 
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I. INTRODUCTION 

In the era of the global Internet, realspace sovereigns face new prob-
lems relating to the scope and enforceability of their laws, many of which 
are intended to protect local individuals and commercial entities. How 
these traditional sovereigns respond to these challenges will have far-
reaching implications for the ordering of social and economic behavior 
online.1  In this piece, we take up the case of the domain name system as 
an example of challenges and solutions yet to come.  

                                                                                                                         
 1. There have been many contributions to this field. See, e.g., David Post & David 
Johnson, Law & Borders: The Rise of Law in Cyberspace, 48 STAN. L. REV. 1367 
(1996); Jack Goldsmith, Against Cyberanarchy, 65 U. CHI. L. REV. 1199 (1998); Marga-
ret Jane Radin & R. Polk Wagner, The Myth of Private Ordering: Rediscovering Legal 
Realism in Cyberspace, 73 CHI.-KENT L. REV. 1295 (1998); David Johnson & David 
Post, And How Shall the Net Be Governed? A Meditation on the Relative Virtues of De-
centralized, Emergent Law, in COORDINATING THE INTERNET (Brian Kahin & James Kel-
ler eds., 1997); Trotter Hardy, The Proper Legal Regime for Cyberspace, 55 U. PITT. L. 
REV. 993 (1994); Henry R Perrit, Jr. The Internet is Changing International Law, 73 
CHI.-KENT L. REV. 997 (1998); A Michael Froomkin, Of Governments and Governance, 
14 BERKELEY TECH. L.J. 617 (1999); A. Michael Froomkin, The Internet as a Source of 
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We begin by critically analyzing the United States’ response to inter-
national disputes over domain names, especially the Anticybersquatting 
Consumer Protection Act (“ACPA”).2 The ACPA offers a number of po-
tential remedies to United States trademark owners whose marks are regis-
tered as domain names by alleged cybersquatters, both domestic and for-
eign. It asserts both adjudicative and prescriptive jurisdiction over foreign 
registrants.3 This Article takes up each of those assertions in turn. 

Looking first at the ACPA’s provisions with respect to adjudicative ju-
risdiction, Part II focuses on 15 U.S.C. § 1125(d)(2). This provision pur-
ports to authorize a trademark owner to seek cancellation or transfer of a 
domain name by proceeding “in rem” against the domain name itself in 
cases where the U.S. courts cannot assert personal jurisdiction over the 
alleged cybersquatter. The text and history of the provision indicate that 
Congress intended to authorize in rem proceedings in cases where a for-
eign registrant’s lack of contacts with the United States would render a 
U.S. court’s assertion of personal jurisdiction over the registrant unconsti-
tutional under the Due Process Clause. However, as we discuss below, in 
such cases the registrant’s lack of U.S. contacts will render in rem jurisdic-
tion unconstitutional as well. The ACPA’s in rem provision, therefore, 
fails effectively to reach the cases Congress appears to be targeting.4  

                                                                                                                         
Regulatory Arbitrage (book chapter) in BORDERS IN CYBERSPACE (Brian Kahin & 
Charles Nesson eds., 1997); Jonathan Weinberg, Internet Governance, in TRANSNA-

TIONAL CYBERSPACE LAW (Makoto Ibusuki ed., 2000); Jonathan Weinberg, ICANN and 
the Problem of Legitimacy, 50 DUKE L.J. 187 (2000); Milton Mueller, ICANN and Inter-
net Governance: Sorting Through the Debris of Self-Regulation. 1 INFO 477-500, (1999). 
 2. Pub. L. No. 106-113, Division B, §1000(a)(9), & Appendix I, Title III, § 
3002(a), 113 Stat. 1501, 1531-36, 1501A-521, 1501A-545-48 (1999) (codified in relevant 
part at 15 U.S.C. §1125(d)). 
 3. The term “prescriptive jurisdiction” denotes the power to legislate, while the 
term “adjudicative jurisdiction” refers to the power of a court to hear and determine a 
matter.  See generally IAN BROWNLIE, PRINCIPLES OF PUBLIC INTERNATIONAL LAW 301 
(5th ed. 1998). 
 4. In a recent article, Suzanna Sherry argues that the ACPA, “while not unconstitu-
tional, [is] shortsighted.” Suzanna Sherry, Haste Makes Waste: Congress and the Com-
mon Law in Cyberspace, 55 VAND. L. REV. 309, 311 (2002). Professor Sherry notes that 
some courts have found in rem jurisdiction available under the ACPA despite finding 
insufficient contacts between the registrant and the forum to justify in personam jurisdic-
tion. See id. at 340. Sherry seems agnostic on the question discussed in Part II below: 
whether an in rem suit can proceed in the absence of minimum contacts between the reg-
istrant and the forum. See id. at 343 (noting one court’s conclusion “that the minimum 
contacts test of International Shoe applie[s] to in rem as well as quasi in rem actions,” 
but taking no position on “[w]hether or not that is a fair reading of Shaffer”). Instead, 
Sherry argues that the ACPA’s in rem provision is redundant because in cases where 
courts have proceeded under the ACPA’s in rem provisions, “it is probable that in the 
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Apart from its constitutional deficiencies, though, the in rem provision 
is conceptually intriguing because it turns on the assertion that the res in 
question (the domain name) is located within the forum (the United 
States). The ACPA thus attempts to base in rem jurisdiction on the prem-
ise that a domain name is located in the United States whenever either the 
dealer or the administrator involved in registering or assigning the domain 
name is U.S.-based.5 The theoretical and practical problems with such an 
approach lead naturally to our consideration of the implications of Con-
gress’s assertion of prescriptive jurisdiction over domain name disputes, 
and, more broadly, the role of realspace sovereigns in domain name regu-
lation. 

Our analysis of prescriptive jurisdiction begins by describing the as-
pects of logical control6 over the domain name system. The technological 
facts of the domain name system (in particular the hierarchy in the sys-
tem’s design7) correlate control over certain components (especially the 
root servers) with effective control over the entire system. By mapping 
this logical control structure onto the contours of realspace, the potential 
regulatory authority of realspace sovereigns becomes apparent. This regu-
latory authority can be grounded in either the widely-accepted principles 
of prescriptive jurisdiction or the de facto result of the physical location of 
elements of the domain name system. In the prescriptive jurisdiction case, 
the location of certain elements, specifically the root or TLD servers,8 
within a sovereign’s territory will in almost all cases provide at least sub-

                                                                                                                         
absence of the ACPA the courts would have examined the precedent more carefully and 
found the requisite personal jurisdiction over the defendants.” Id. at 340. 
 5. The terms used by the ACPA are “registrar” and “registry.” See 15 U.S.C. 
§ 1125(d)(2)(A). To help distinguish the functions of these two entities, we use the terms 
“dealer” and “administrator.” See infra note 39. 
 6. By “logical control” we refer to the power conferred by the technological fea-
tures of the domain name system. 
 7. The domain name system is designed as a “distributed hierarchy,” with a very 
large number of components relying on a small number of “root servers” for critical in-
formation. See infra notes 131-137 and accompanying text. 
 8. “TLD” stands for “top level domain.” As one of us has explained previously: 

Internet domain names take the form "[host].[domain].[top-level-domain]." For 
example, "www.stanford.edu," where "www" is known as the hostname, "stan-
ford" is the domain name, and "edu" is the top-level-domain name, or "TLD." 
Because each Internet domain name corresponds uniquely to what is known as 
an "IP address," a series of numbers that is the means by which transmissions 
are routed through the Internet, the domain names themselves are normally used 
as addresses. There are a limited number of TLDs, .com being the best known 
. . . .  

Radin & Wagner, supra note 1, at 1298 n.8. 
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stantial international legal support for the assertion of jurisdiction. Even if 
a sovereign’s jurisdictional claim is not formally recognized or is contro-
versial, de facto control can be exerted via the reality of the technology 
and geography. In either event, the same basic point holds: geography 
matters. 

Importantly, however, while geography may influence the “territorial” 
control over the domain name system, from a technological standpoint it is 
largely irrelevant. The geographic facts of the domain name system are 
uniquely mutable. This provides both the means and the incentive for real-
space sovereigns to increase their regulatory authority by altering the geo-
graphic facts—in our example, by creating and mandating an alternative 
root server system. Part IV argues that this ability to exert regulatory in-
fluence should concern the global Internet community because the crea-
tion of alternative root servers will likely result in the segmentation of the 
domain name system and a concomitant reduction in its value. 

The importance of realspace sovereigns in the regulation of the domain 
name system calls for a reconsideration of the present regulatory ap-
proaches. In particular, the United States, which arguably stands to lose 
the most from the segmentation of the domain name system, should pursue 
international coordination of domain names regulation, rather than the ex-
tensive assertion of jurisdiction found in the ACPA. This Article con-
cludes with suggestions and observations about the steps that the United 
States in particular, and realspace sovereigns more generally, might take to 
effectuate a policy that reflects the substantial interest in an unsegmented 
domain name system.  

II. JURISDICTIONAL OVERREACHING:  THE 
ANTICYBERSQUATTING CONSUMER PROTECTION 
ACT 

 
In 1999, Congress addressed the problem of “cybersquatting”9 by 

passing the ACPA, which prohibits bad-faith registration of a domain 
name consisting of another’s mark.10  However, noting the difficulties of 
suing foreign or anonymous domain name registrants, Congress also cre-
ated an unusual procedural device for use in cases where the registrant 

                                                                                                                         
 9. “Cybersquatting” occurs when a person registers as a domain name a word or 
phrase trademarked by another and does so in the hope of either selling the domain name 
to the trademark holder or earning advertising revenue from the visits of web users who 
are looking for the trademark holder’s web page. See Sherry, supra note 4, at 317-18. 
 10. See 15 U.S.C. § 1125(d).  
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cannot be located or subjected to the jurisdiction of a United States court. 
In such cases, the ACPA authorizes the mark holder to bring an in 
rem suit11 directly against the domain name itself.12 Although the available 
legislative history indicates that Congress believed that the in 
rem provision would close a gap in the enforcement tools available to 
mark holders, in reality this provision adds little to the preexisting jurisdic-
tional bases for ACPA suits. The analysis that follows examines the juris-

                                                                                                                         
 11. In an in personam action, jurisdiction flows from the court’s authority over the 
defendant’s “person” and any resulting judgment is potentially enforceable against any 
assets of the defendant, wherever located. By contrast, in an in rem action of the type 
authorized by the ACPA, jurisdiction is based on the court’s authority over the res—here, 
the domain name—rather than on authority over the defendant’s person. Thus, any judg-
ment in an in rem action is limited to the value of the res and the judgment can be en-
forced only against the res and not against any other interests of the defendant. See, e.g., 
CHARLES ALAN WRIGHT & A RTHUR R. MILLER, 4A FEDERAL PRACTICE AND PROCE-

DURE: CIVIL 3D § 1070, at 281 (2002) (discussing distinctions between in rem and in per-
sonam actions). 
 12. See 15 U.S.C. § 1125(d)(2)(A). The ACPA purports to authorize “an in rem civil 
action.” Id. Technically, the suit authorized by the ACPA should be termed a quasi in 
rem Type 1 action, because it determines the relative rights of the plaintiff and the regis-
trant in the res and not the plaintiff’s rights in the res as against all the world. See Hanson 
v. Denckla, 357 U.S. 235, 246 n.12 (1958) (noting that “[a] judgment quasi in rem affects 
the interests of particular persons in designated property,” and that in one type of quasi in 
rem suit, “the plaintiff is seeking to secure a pre-existing claim in the subject property 
and to extinguish or establish the nonexistence of similar interests of particular persons”). 
  One district court has recently taken a different view, arguing that “ACPA in 
rem actions . . . are of the ‘true in rem’ genre because they involve the rights of a disputed 
mark for every potential rights holder.” Cable News Network L.P. v. CNNews.com, 162 
F. Supp. 2d 484, 490 (E.D. Va. 2001). This assessment seems at odds with the structure 
of the ACPA’s in rem provisions. The notice requirements set forth in those provisions 
focus on the domain name registrant, and no one else: they require that the plaintiff send 
notice of the suit to the registrant and “publish[] notice of the action as the court may 
direct,” 15 U.S.C. § 1125(d)(2)(A)(ii), measures which would satisfy the due process 
requirements for notice of suit with respect to the registrant, but not necessarily with re-
spect to other entities that might have claims to the domain name. 15 U.S.C. § 
1125(d)(2)(A)(ii). Similarly, the ACPA claims turn on the conduct of the registrant, 
rather than on the relative rights of the plaintiff and any person other than the registrant. 
Moreover, the ACPA provides that a successful in rem plaintiff may obtain forfeiture, 
cancellation or transfer of the domain name, but the statute does not suggest that a suc-
cessful ACPA plaintiff is thereby immunized from claims by any other person asserting a 
superior right to the domain name. 
  In any event, the distinction between in rem actions and quasi in rem Type 1 
actions does not affect our analysis of the ACPA’s provisions. Cf. RESTATEMENT (SEC-

OND) OF JUDGMENTS § 6 cmt. a (1980) (questioning “whether the traditional distinction is 
useful for any purpose”). Accordingly, for simplicity we will use the term “in rem” to 
describe the ACPA’s provisions. Cf. Shaffer v. Heitner, 433 U.S. 186, 199 n.17 (1977) 
(for convenience, using “in rem” to denote both in rem and quasi in rem). 
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dictional significance of the in rem provision, and concludes that its great-
est distinction lies not in its utility (which is minimal, due to constitutional 
problems) but rather in its approach to the location of domain names. 

A. The mechanics of the ACPA 

To prevail on a claim under the ACPA, a plaintiff must show that it 
owns a protected mark, and that the defendant registered, trafficked in, or 
used a domain name that is identical to, confusingly similar to, or dilutive 
of the plaintiff’s mark.13 The ACPA also requires the plaintiff to establish 
that the defendant acted with “bad faith intent to profit from th[e] mark.”14 
To assist courts in assessing the element of bad faith, the Act includes a 
nonexhaustive list of nine factors.15 Finally, the Act provides a “safe har-
bor” for registrants who “believed and had reasonable grounds to believe 
that the use of the domain name was a fair use or otherwise lawful.”16 
Where the prohibited acts occurred prior to the Act’s passage, the only 
remedies available are forfeiture or cancellation of the domain name, or 
transfer of the domain name to the mark owner.17 For violations that occur 
after the date of enactment, the Act authorizes the award of damages and 

                                                                                                                         
 13. See 15 U.S.C. § 1125(d)(1)(A).  More specifically, the ACPA applies only to 
domain names that meet one of the following three sets of criteria: (1) a domain name 
that is “identical or confusingly similar to” a mark “that is distinctive at the time of regis-
tration of the domain name”; (2) a domain name that is “identical or confusingly similar 
to or dilutive of” a famous mark “that is famous at the time of registration of the domain 
name”; or (3) a domain name that “is a trademark, word, or name protected by reason of 
section 706 of Title 18 [pertaining to the Red Cross] or section 220506 of Title 36 [per-
taining to the Olympics].” 15 U.S.C. § 1125(d)(1)(A)(ii). 
 14. 15 U.S.C. § 1125(d)(1)(A)(i).  
 15. The factors include: whether the registrant has an intellectual property right to 
the domain name; the extent to which the domain name is commonly used to identify the 
registrant; whether the registrant has previously used the domain name in offering goods 
or services; the registrant’s fair use of the mark in a site accessed by means of the domain 
name; whether the registrant intended to divert web users from the plaintiff’s website to 
the website accessed by means of the domain name; evidence that the registrant’s intent 
was to sell, not use, the domain name; the registrant’s failure to provide accurate contact 
information; the registrant’s acquisition of multiple domain names that resemble pro-
tected marks; and whether the plaintiff’s mark is distinctive and famous. See 15 U.S.C. 
§ 1125(d)(1)(B)(i). 
 16. 15 U.S.C. § 1125(d)(1)(B)(ii). 
 17. See 15 U.S.C. § 1125(d)(1)(C); Anticybersquatting Consumer Protection Act, 
Pub. L. No. 106-113, Appendix I, Title III, § 3010, 113 Stat. 1501A-552 (1999) (provid-
ing that damages remedy “shall not be available with respect to the registration, traffick-
ing, or use of a domain name that occurs before the date of the enactment of this Act”); 
Virtual Works, Inc. v. Volkswagen of Am., Inc., 238 F.3d 264, 268 (4th Cir. 2001) (“The 
only remedy available for ACPA violations that occurred before November 29, 1999 . . . 
is to have the domain name transferred to the owner of the mark or canceled”). 
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costs,18 and permits the plaintiff to elect statutory damages of $1,000 to 
$100,000, as determined by the court.19 If appropriate, the court may 
award treble damages, and in exceptional cases the court may also award a 
reasonable attorney’s fee.20 

B. Anonymous registrants 

The ACPA’s drafters believed that the remedies described above 
would do little good if the plaintiff was unable to discover the registrant’s 
identity. The House Committee report noted that “a significant problem 
faced by trademark owners in the fight against cybersquatting is the fact 
that many cybersquatters register domain names under aliases or otherwise 
provide false information in their registration applications in order to 
avoid identification and service of process by the mark owner.”21 The fed-
eral courts traditionally have disfavored suits against anonymous defen-
dants, and a plaintiff usually must identify and locate the defendant in or-
der to effect service of process.22  

A suit initiated prior to the passage of the ACPA, Columbia Insurance 
Co. v. Seescandy.com,23 illustrates the problem of anonymous defendants. 
The assignee of various trademarks associated with See’s Candy Shops, 
Inc. sued in federal court, asserting federal and state law claims arising 
from the registration of the domain names seescandy.com and see-
candys.com by “someone other than the plaintiff.”24 Because the registrant 
had provided incomplete or false information when registering the domain 
names, the plaintiff was unable “to collect the information necessary to 
serve the complaint” on the registrant.25 The district court recognized the 
plaintiff’s need to ascertain the registrant’s identity, but it balanced this 
need against “the legitimate and valuable right to participate in online fo-

                                                                                                                         
 18. See 15 U.S.C. § 1117(a) (providing that an ACPA plaintiff may recover “(1) 
defendant's profits, (2) any damages sustained by the plaintiff, and (3) the costs of the 
action”). 
 19. 15 U.S.C. § 1117(d). 
 20. See 15 U.S.C. § 1117(a); Shields v. Zuccarini, 254 F.3d 476, 487 (3d Cir. 2001) 
(affirming award of attorney’s fees under ACPA). 
 21. H.R. REP. NO. 106-412, at 14 (1999). 
 22. See, e.g., Columbia Ins. Co. v. Seescandy.com, 185 F.R.D. 573, 577-78 (N.D. 
Cal. 1999) (noting “traditional reluctance for permitting filings against John Doe defen-
dants or fictitious names” and stating that “the default requirement in federal court is that 
the plaintiff must be able to identify the defendant sufficiently that a summons can be 
served on the defendant”). 
 23. Id. 
 24. Id. at 575. 
 25. Id. at 577. 
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rums anonymously or pseudonymously.”26 As a result, the court held that 
the plaintiff must satisfy a four-part test in order to get discovery on the 
issue.27 

The ACPA’s in rem provision addresses the anonymous defendant 
problem by removing the need to identify an evasive registrant. Under 
§ 1125(d)(2)(A)(ii)(II), a mark owner who has an ACPA claim against a 
domain name registrant may sue the domain name instead of the regis-
trant, if the owner is unable to find the registrant by sending a notice to the 
postal and email addresses provided by the registrant to the dealer.28 The 
Act’s requirements that the plaintiff send the notice to the addresses pro-
vided by the registrant, coupled with the additional requirement that the 
plaintiff publish notice of the action,29 satisfy the due process require-
ments for notice of suit.30 Thus, in situations where the registrant cannot 
be identified, the in rem provision holds the promise of “provid[ing] 
meaningful protection to trademark owners while balancing the interests 
of privacy and anonymity on the Internet.”31 

                                                                                                                         
 26. Id. at 578. 
 27. First, the plaintiff “should identify the missing party with sufficient specificity 
such that the Court can determine that defendant is a real person or entity who could be 
sued in federal court.” Id. Second, the plaintiff should “identify all previous steps taken to 
locate the elusive defendant." Id. at 579. Third, plaintiff should show that its claims 
“could withstand a motion to dismiss.” Id. Fourth, the plaintiff should specify, and jus-
tify, the discovery requests and the entities to which those requests would be addressed. 
Id. at 580.  
 28. See 15 U.S.C. § 1125(d)(2)(A)(ii)(II). 
 29. The ACPA requires that the plaintiff in an in rem ACPA suit “send[] a notice of 
the alleged violation and intent to proceed under [the ACPA in rem provisions] to the 
registrant of the domain name at the postal and e-mail address provided by the registrant 
to the registrar; and . . . publish[] notice of the action as the court may direct promptly 
after filing the action.” Id. § 1125(d)(2)(A)(ii)(II).  
 30. See Mullane v. Cent. Hanover Bank & Trust Co., 339 U.S. 306, 314 (1950) (re-
quiring “notice reasonably calculated, under all the circumstances, to apprise interested 
parties of the pendency of the action and afford them an opportunity to present their ob-
jections”). Although the ACPA’s notice provisions will probably fail to provide actual 
notice to a registrant who provides false or incomplete contact information to the dealer, 
or who fails to keep that information current, such a failure should not raise a due process 
problem. Cf. Lehr v. Robertson, 463 U.S. 248, 264 (1983) (approving statutory notice 
scheme, despite its failure to provide actual notice to appellant, because “the right to re-
ceive notice was completely within appellant’s control”). 
 31. 145 CONG. REC. S10513-02, S10516 (daily ed. Aug. 5, 1999) (statement of Sen. 
Hatch). Senator Hatch noted that “some have suggested that dissidents or others who are 
online incognito for similar legitimate reasons might give false information to protect 
themselves and have suggested the need to preserve a degree of anonymity on the Inter-
net particularly for this reason.” Id. The in rem provision addresses this concern by “de-



���� %(5.(/(<�7(&+12/2*<�/$:�-2851$/� >9RO���������

�

C. Registrants over whom in personam jurisdiction is unavailable 

In addition to the problem of anonymous registrants, the ACPA’s 
drafters also intended to tackle cases where “a non-U.S. resident cyber-
squats on a domain name that infringes upon a U.S. trademark.”32 To this 
end, § 1125(d)(2)(A)(ii)(I) provides that the in rem action is also available 
if the mark owner is unable to obtain in personam jurisdiction over the 
registrant.33 The problem with this provision, as we demonstrate below, is 
that there exist no cases of foreign cybersquatting as to which 
§ 1125(d)(2)(A)(ii)(I) is both applicable and constitutional. As we discuss 
in Part II.C.1, in order for a court to have territorial jurisdiction in a par-
ticular case, there must be a basis for jurisdiction, and the exercise of that 
jurisdiction must be constitutional. A review of the pertinent rules shows 
that if the exercise of such jurisdiction is constitutional, there will always 
be a basis for in personam jurisdiction over ACPA claims against foreign 
registrants. Thus, § 1125(d)(2)(A)(ii)(I)’s requirement that in personam 
jurisdiction be unavailable is satisfied only in cases where the exercise of 
in personam jurisdiction would violate due process. Part II.C.2 surveys the 
due process requirements for in personam jurisdiction, and Part II.C.3 ar-
gues that the same due process requirements apply to in rem suits under 
the Supreme Court’s decision in Shaffer v. Heitner.34 Thus, Part II.C con-
cludes that in any ACPA case where the exercise of in personam jurisdic-
tion would violate due process, the exercise of in rem jurisdiction will be 
unconstitutional as well. 

1. Bases for jurisdiction 

For suits in federal court,35 the basis for personal jurisdiction is found 
in Federal Rule of Civil Procedure 4. So long as the exercise of jurisdic-
tion comports with due process, all in personam ACPA actions will fit 
within either Rule 4(k)(1)(A) or Rule 4(k)(2).36 Rule 4(k)(1)(A) authorizes 

                                                                                                                         
creas[ing] the need for trademark owners to join the hunt to chase down and root out 
these dissidents or others seeking anonymity on the Net.” Id. 
 32. H.R. REP. NO. 106-412, at 14 (1999). 
 33. 15 U.S.C. § 1125(d)(2)(A)(ii)(I). 
 34. 433 U.S. 186 (1977). 
 35. It appears that the federal and state courts possess concurrent jurisdiction over in 
personam suits under the ACPA. Cf. Aquatherm Indus., Inc. v. Florida Power & Light 
Co., 84 F.3d 1388, 1394 (11th Cir. 1996) (holding that federal courts do not have exclu-
sive jurisdiction over Lanham Act claims). For purposes of simplicity, this article focuses 
on ACPA suits brought in federal court. 
 36. Neither the ACPA nor the Lanham Act addresses the question of service of 
process for in personam actions. See, e.g., ISI Int’l, Inc. v. Borden Ladner Gervais LLP, 
256 F.3d 548, 550 (7th Cir. 2001) (noting that Lanham Act does not authorize worldwide 
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service of process on a defendant “who could be subjected to the jurisdic-
tion of a court of general jurisdiction in the state in which the district court 
is located.”37 Thus, if a foreign registrant’s contacts with a particular state 
in the U.S. meet the criteria of that state’s long-arm statute, and if the 
minimum contacts and reasonableness requirements of due process are 
met, then Rule 4(k)(1)(A) will provide a basis for the assertion of territo-
rial jurisdiction with respect to the claim against that registrant. If the facts 
of the case do not fit the relevant state’s long-arm statute, or if the regis-
trant lacks minimum contacts with the relevant state, then the plaintiff can 
turn to Rule 4(k)(2). Rule 4(k)(2) authorizes service of process on a for-
eign defendant, in a federal question case, provided that the defendant is 
not subject to jurisdiction in the courts of any state, and provided that the 
exercise of jurisdiction “is consistent with the Constitution and laws of the 
United States.”38 The use of Rule 4(k)(2) is “consistent with” the ACPA 
because nothing in the ACPA forbids worldwide service of process on an 
in personam defendant. However, the use of Rule 4(k)(2) to authorize in 
personam jurisdiction over ACPA claims against a foreign registrant may 
violate due process, in which event Rule 4(k)(2) is, by its own terms, in-
applicable. In sum, Rule 4 will always provide a basis for in personam ju-
risdiction over ACPA claims against foreign registrants, unless the exer-
cise of such jurisdiction violates due process. It is to the constitutional 
analysis, thus, that we now turn. 

2. Constitutionality of in personam jurisdiction 

In personam suits against foreign registrants may be constitutional in a 
number of situations, including cases where the domain name was regis-
tered with a U.S.-based dealer.39 In other instances, such as where the reg-

                                                                                                                         
service of process); Quokka Sports, Inc. v. Cup Int’l Ltd., 99 F. Supp. 2d 1105, 1110 
(N.D. Cal. 1999) (reaching similar conclusion in suit involving claims under Lanham Act 
and ACPA). Thus, Rule 4(k)(1)(D), which permits service of process “when authorized 
by a statute of the United States,” is inapplicable.  
 37. FED. R. CIV. P. 4(k)(1)(A).  
 38. FED. R. CIV. P. 4(k)(2). 
 39. A brief discussion of terminology may be helpful. “Registrars” are entities au-
thorized by the Internet Corporation for Assigned Names and Numbers (“ICANN”) to 
register domain names on behalf of registrants; they function as intermediaries between 
the individual registrants and the domain name “registry.” See Fleetboston Fin. Corp. v. 
Fleetbostonfinancial.com, 138 F. Supp. 2d 121, 123 n.2 (D. Mass. 2001) (discussing dis-
tinctions between registrars and registries). While there are multiple registrars, not all of 
which are based in the U.S., each TLD has only one registry, which maintains the single 
authoritative set of records concerning domain names and their registrants. See id. 
Verisign Global Registry Services, a Virginia-based corporation, operates the registry for 
the .com, .org, and .net TLDs, which account for a very substantial number of all current 
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istrant uses a foreign-based dealer, due process requirements will often not 
be met. To meet the requirements of due process, a defendant must pos-
sess minimum contacts with the United States40 and the exercise of juris-
diction must not be unreasonable.41 The minimum contacts requirement, 

                                                                                                                         
domain names. See Verisign Contact Information, at http://www.verisigngrs.com/-
aboutus/contact.html (last visited July 25, 2002) (stating that Verisign is headquartered in 
Virginia); Smith v. Network Solutions, Inc., 135 F. Supp. 2d 1159, 1161 & n.2 (N.D. Ala. 
2001) (discussing Verisign Global Registry Services’ role as registry for the .com, .org, 
and .net TLDs); Verisign Corporate Overview, http://www.verisign.com/corporate/about-
/index.html (visited July 25, 2002) (asserting that .com, .org and .net domain names rep-
resent 27.3 million web addresses). Thus, the relevant registrar may be either a U.S.-
based or a foreign corporation, but the pertinent registry for most current domain names 
is controlled by a U.S.-based corporation. To help distinguish between the two types of 
entities, we will generally refer to the registrar as the “dealer” and the registry as the 
“administrator.” 
 40. The Supreme Court has not yet decided whether a defendant’s contacts with 
various parts of the United States can be aggregated for purposes of the due process 
analysis under the Fifth Amendment. See Omni Capital International, Ltd. v. Rudolf 
Wolff & Co., 484 U.S. 97, 102 n.5 (1987) (unanimous opinion) (declining “to consider 
the constitutional issues raised by” litigant’s contention that “a federal court could exer-
cise personal jurisdiction, consistent with the Fifth Amendment, based on an aggregation 
of the defendant's contacts with the Nation as a whole, rather than on its contacts with the 
State in which the federal court sits”); Asahi Metal Indus. v. Superior Court, 480 U.S. 
102, 113 n.* (1987) (O’Connor, J., joined by Chief Justice Rehnquist and Justices Powell 
and Scalia) (finding “no occasion . . . to determine whether Congress could, consistent 
with the Due Process Clause of the Fifth Amendment, authorize federal court personal 
jurisdiction over alien defendants based on the aggregate of national contacts, rather than 
on the contacts between the defendant and the State in which the federal court sits”). It 
appears, however, that when a foreign defendant is sued under a federal statute authoriz-
ing nationwide or worldwide service of process, the court may aggregate all of the defen-
dant’s United States contacts in order to assess whether the assertion of jurisdiction 
would comport with due process under the Fifth Amendment. See, e.g., Go-Video Inc. v. 
Akai Elec. Co., 885 F.2d 1406, 1416 (9th Cir. 1989) (holding that “when a [federal] stat-
ute authorizes nationwide service of process, national contacts analysis is appropriate”). 
  Thus, in cases where the defendant lacks minimum contacts with the state in 
which the district court sits, but has contacts with other parts of the United States, the 
contacts can be aggregated to satisfy the minimum contacts analysis under Rule 4(k)(2). 
See, e.g., ISI Int’l, 256 F.3d at 551 (holding that federal court can exercise jurisdiction 
under Rule 4(k)(2) over defendant who has “ample contacts with the nation as a whole, 
but whose contacts are so scattered among states that none of them would have jurisdic-
tion”). Likewise, because the ACPA’s quasi in rem section provides for worldwide ser-
vice of process, see 15 U.S.C. § 1125(d)(2)(A)-(B), this article assumes that a federal 
district court asserting jurisdiction under that section should assess whether the defendant 
possesses minimum contacts with the United States as a whole, rather than with the state 
in which the district court sits.  
 41. See Burger King Corp. v. Rudzewicz, 471 U.S. 462, 476-77 (1985) (discussing 
reasonableness analysis). 
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which is designed to prevent the assertion of jurisdiction over a defendant 
having no significant “contacts, ties, or relations” with the forum,42 is sat-
isfied when a defendant “purposefully direct[s]” its actions at the forum 
and the litigation arises out of or relates to those acts.43  

Several considerations support the argument that a registrant who uses 
a U.S.-based dealer to acquire a domain name creates minimum contacts 
with the United States.44 Although the registrant may communicate with 
the dealer solely over the Internet, the Court has held that minimum con-
tacts may be found even when the defendant never physically enters the 
forum.45 It seems likely that most registrants will be aware of the national-
ity of the dealer they use. The dealer’s website will usually provide rea-
sonable notice that the dealer is a U.S.-based corporation and may even 
reveal the specific location of the dealer’s physical headquarters. In in-
stances where a reasonable person would infer from the dealer’s website 
that the dealer is U.S.-based, registrants who contract with that dealer to 
register a domain name can be seen as purposefully directing their activi-
ties to the United States.46 

                                                                                                                         
 42. Int’l Shoe Co. v. Washington, 326 U.S. 310, 319 (1945). 
 43. Keeton v. Hustler Magazine, Inc., 465 U.S. 770, 774 (1984); see also Helicop-
teros Nacionales de Colombia, S.A. v. Hall, 466 U.S. 408, 414 (1984). “General jurisdic-
tion,” which exists when a defendant’s contacts with the forum are sufficiently extensive 
to support jurisdiction over claims unrelated to the contacts, will usually not be available 
in ACPA cases involving foreign registrants, since such registrants are unlikely to have 
the requisite “continuous and systematic” contacts with the forum. 
 44. Cf. David F. Fanning, Note, Quasi in Rem on the Cyberseas, 76 CHI.-KENT L. 
REV. 1887, 1920 (2001) (arguing that a domain name registrant should be aware “that the 
forum in which her chosen domain name registrar resides has an interest in regulating the 
continuing obligation of the registrar”). 
 45. See Burger King, 471 U.S. at 476 (“So long as a commercial actor's efforts are 
‘purposefully directed’ toward residents of another State, we have consistently rejected 
the notion that an absence of physical contacts can defeat personal jurisdiction there.”). 
 46. Although a defendant’s contract with a forum resident will not always suffice to 
establish minimum contacts, such contacts may be shown by the circumstances of the 
contract. See Burger King, 471 U.S. at 478-79 (explaining that “in determining whether 
the defendant purposefully established minimum contacts within the forum,” a court must 
consider factors such as “prior negotiations and contemplated future consequences, along 
with the terms of the contract and the parties' actual course of dealing”); McGee v. Int'l 
Life Ins. Co., 355 U.S. 220, 223 (1957) (holding that circumstances surrounding insur-
ance contract established minimum contacts where, inter alia, “[t]he contract was deliv-
ered in California, the premiums were mailed from there and the insured was a resident of 
that State when he died”); Compuserve, Inc. v. Patterson, 89 F.3d 1257, 1264-65 (6th Cir. 
1996) (finding minimum contacts with Ohio where defendant entered into a contract with 
an Ohio corporation, “purposefully perpetuated the relationship with [the plaintiff] via 
repeated communications with its system in Ohio,” and “used [the plaintiff corporation] 
to market his wares in Ohio and elsewhere”). In ACPA cases, the defendant will have 
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The allegations by which the plaintiff seeks to meet the ACPA’s bad 
faith element47 may establish further contacts between the registrant and 
the United States.48 In assessing whether the plaintiff has properly alleged 
that the registrant acted with a “bad faith intent to profit from [the plain-
tiff’s] mark,” 49 the ACPA advises the court to consider several factors, 
including “the [registrant’s] intent to divert consumers from the mark 
owner's online location to a site accessible under the domain name,”50 and 
“the [registrant's] offer to transfer, sell, or otherwise assign the domain 
name to the mark owner or any third party for financial gain.”51 Where a 
registrant takes such actions against a U.S.-based mark owner,52 the regis-
trant can be seen as intending to cause an effect within the United States, 

                                                                                                                         
entered into a contract with a U.S. dealer; the registration will have affected U.S. com-
merce; and the defendant may have shown an intent to damage the U.S. business of the 
holder of a mark protected under U.S. law. 
47 47. The statute makes “bad faith” an element of in personam ACPA claims. See 15 
U.S.C. § 1125(d)(1). The ACPA’s in rem provision does not explicitly mention bad faith. 
However, it authorizes a suit in rem if (1) the domain name violates the plaintiff’s trade-
mark rights and (2) the plaintiff is unable to obtain in personam jurisdiction over, or is 
unable to locate, “a person who would have been a defendant in a civil action under” the 
ACPA’s in personam provisions. 15 U.S.C. § 1125(d)(2)(A). A number of courts have 
concluded that this reference to the in personam provisions incorporates the bad faith 
element into the in rem claim as well. See Broadbridge Media, L.L.C. v. Hypercd.com, 
106 F. Supp. 2d 505, 511 (S.D.N.Y. 2000) (holding that bad faith is an element of ACPA 
in rem claims); Harrods Ltd. v. Sixty Internet Domain Names, 110 F. Supp. 2d 420, 425 
(E.D. Va. 2000) (following Broadbridge Media); Hartog & Co. AS v. Swix.com, 136 F. 
Supp. 2d 531, 539 (E.D. Va. 2001) (following Harrods). The Fourth Circuit, however, 
disagrees. See Harrods Ltd. v. Sixty Internet Domain Names, 2002 WL 141428, at *12 
(4th Cir. 2002) (holding that the ACPA’s “in rem provision not only covers bad faith 
claims under § 1125(d)(1), but also covers infringement claims under § 1114 and § 
1125(a) and dilution claims under § 1125(c)”). 
 48. For a detailed argument that the evidence relevant to bad faith under the ACPA 
may also help to establish minimum contacts, see Andrew J. Grotto, Due Process and In 
Rem Jurisdiction Under the Anti-Cybersquatting Consumer Protection Act, 2 COLUM. 
SCI. & TECH. L. REV. 1, 29-45 (2001). Cf. Sherry, supra note 4, at 337 (observing that 
“courts confronted with bad-faith registration of domain names” have “found ways to 
conclude that the defendant had targeted the forum state”). 
 49. 15 U.S.C. § 1125(d)(1)(A)(i). 
 50. 15 U.S.C. § 1125(d)(1)(B)(i)(V). 
 51. 15 U.S.C. § 1125(d)(1)(B)(i)(VI). 
 52. Foreign holders of U.S. trademarks can also sue under the ACPA, but a foreign 
plaintiff presumably would have to show effects on U.S. commerce in order to state a 
claim. Cf. Nintendo of Am., Inc. v. Aeropower Co., 34 F.3d 246, 249 n.5 (4th Cir. 1994) 
(holding that the Lanham Act reaches extraterritorial conduct “which has a significant 
effect on United States Commerce”). 
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thus creating contacts for jurisdictional purposes.53 Moreover, a regis-
trant’s choice of a .com domain name, rather than a domain name based on 
a country-code TLD, may sometimes suggest an intent to target U.S. mar-
kets.54 

It should be noted, however, that in five of the six cases to address the 
question to date55 the court has held that a foreign defendant’s registration 
of a domain name with a U.S. dealer did not create minimum contacts so 
as to confer in personam jurisdiction on a federal court in the district 
where the dealer is located. One early decision under the ACPA did indi-
cate, without discussion, that a registrant’s action in registering the perti-
nent domain name with NSI, a Virginia corporation, sufficed “to satisfy 
due process” for purposes of in personam jurisdiction.56 However, the five 
subsequent decisions have held to the contrary.57 The courts that found a 
due process violation reasoned that “the utility of a domain name depends 
in part on the registrar’s meeting its obligations, and in part on the opera-
tion of the [domain name system], only a small portion of which falls 

                                                                                                                         
 53. See Panavision Int’l, L.P. v. Toeppen, 141 F.3d 1316, 1322 (9th Cir. 1998) 
(finding minimum contacts with California, under Calder v. Jones, 465 U.S. 783 (1984), 
because defendant knew that the scheme of registering plaintiff’s trademarks as domain 
names would have “the effect of injuring [plaintiff] in California where [plaintiff] has its 
principal place of business and where the movie and television industry is centered”). 
 54. See, e.g., Quokka Sports, Inc. v. Cup Int’l Ltd., 99 F. Supp. 2d 1105, 1111-12 
(N.D. Cal. 1999) (finding that New Zealand defendants targeted the United States when, 
instead of choosing a .nz domain name, they registered a .com domain name with a U.S.-
based dealer; defendants “admitted that they sought out a specific domain name to target 
the ‘lucrative American market’”). 
 55. The issue has been addressed in six published opinions, by three district judges 
and one magistrate judge, in the Eastern District of Virginia. See infra notes 56-57; see 
also Porsche Cars N. Am., Inc. v. Porsche.net, 2002 WL 141442, at *3-*4, *8 (4th Cir. 
2002) (implicitly assuming that the federal district court in Eastern District of Virginia 
lacked personal jurisdiction over registrant); Harrods Ltd. v. Sixty Internet Domain 
Names, 2002 WL 141428, at *3 (4th Cir. 2002) (reviewing judgment rendered by federal 
district court in Eastern District of Virginia, and noting without criticism the district 
court’s conclusion  that it lacked personal jurisdiction  over registrant). 
 56. See Lucent Techs., Inc. v. Lucentsucks.com, 95 F. Supp. 2d 528, 531 n.5 (E.D. 
Va. 2000). 
 57. See Am. Online, Inc. v. Huang, 106 F. Supp. 2d 848, 857 (E.D. Va. 2000) (hold-
ing that domain name registration agreements did not “create a sufficient relationship 
between [the registrant] and Virginia to satisfy due process”); Heathmount A.E. Corp. v. 
Technodome.com, 106 F. Supp. 2d 860, 865 (E.D. Va. 2000) (following America 
Online); Banco Inverlat, S.A. v. www.inverlat.com, 112 F. Supp. 2d 521, 522 n.1 (E.D. 
Va. 2000) (following Heathmount); Hartog & Co. AS v. swix.com, 136 F. Supp. 2d 531, 
536 n.5 (E.D. Va. 2001) (following Heathmount); Cable News Network L.P. v. 
CNNnews.com, 162 F. Supp. 2d 484, 489 n.16 (E.D. Va. 2001) (citing America Online 
and Heathmount). 
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within the domain name registrar’s control.”58 Moreover, the typical do-
main name registration transaction is brief, is conducted over the Internet, 
involves no negotiation of terms, and does not require the dealer to per-
form “substantial services” in its home state.59 

Whether or not the use of a U.S.-based dealer creates minimum con-
tacts, it seems clear that the involvement of a U.S.-based administrator, 
without more, should not create the requisite contacts.60 Registrants typi-
cally have no direct interaction with the administrator. Thus, a French reg-
istrant might use a dealer based in France to register a .com domain name, 
unaware that the administrator that will record the domain name is located 
in the United States. Unless other factors indicate that the registrant aimed 
its acts at the United States, such a registrant lacks sufficient contacts with 
the forum to justify the exercise of jurisdiction over the registrant. 

In any event, even if minimum contacts exist, a defendant can secure 
dismissal if it can show that the exercise of jurisdiction would nonetheless 
be unreasonable,61 based on a five-factor test. The test considers the bur-
den on the defendant, the forum’s interest in hearing the dispute, the plain-
tiff’s interest in obtaining relief, the international judicial system’s interest 
in the efficient resolution of controversies, and the shared interests of vari-
ous nations in furthering substantive social policies.62 Admittedly, the 

                                                                                                                         
 58. Am. Online, 106 F. Supp. 2d at 853. 
 59. Id. at 855 n.21; Heathmount, 106 F. Supp. 2d at 866-67. 
  The courts that found a due process violation generally appeared to assume that 
the minimum contacts analysis should look to the registrant’s contacts with a particular 
state, rather than aggregating all of the registrant’s contacts with the United States. As 
noted above, that assumption is open to question. See supra note 40. The courts’ preoc-
cupation with assessing the registrant’s contacts with the state of Virginia, rather than 
with the United States as a whole, may have altered some factors in the analysis. Thus, 
for instance, while it may be true that the registrant of a .com domain name would be 
unaware that NSI is located in Virginia, see Heathmount, 106 F. Supp. 2d at 866 & n.7, it 
is far less plausible that such a registrant would be unaware that it was dealing with a 
U.S. dealer. On the whole, however, it does not appear that nationwide aggregation of 
contacts would have altered these courts' conclusions that registration with a U.S. dealer 
is insufficient to create minimum contacts. 
 60. The fact that no published opinion to date addresses the latter question suggests 
that potential plaintiffs agree with this assessment. 
 61. See Burger King Corp. v. Rudzewicz, 471 U.S. 462, 487 (1985) (indicating that 
defendant has burden of demonstrating unreasonableness). 
 62. When the Court enunciated these five factors in World-Wide Volkswagen Corp. 
v. Woodson, 444 U.S. 286, 292 (1980), and applied them in Burger King, 471 U.S. at 
476-77, 482-84, it was evaluating state courts’ assertions of jurisdiction over defendants 
located outside the forum state but within the United States. Accordingly, the Court de-
scribed the last two factors in terms applicable to interstate, rather than international, dis-
putes: “the interstate judicial system’s interest in obtaining the most efficient resolution 
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burden on a foreign defendant of litigating an ACPA claim in the United 
States will be considerable.63 In addition, the policies of other nations with 
respect to the regulation of trademarks, and domain names in particular, 
may differ substantially from those of the United States, and a United 
States court’s adjudication of an ACPA claim may contravene such poli-
cies.64 Balanced against the burden on the defendant and the effect on 
other countries’ trademark policies, however, are the United States’ inter-
est in adjudicating the dispute and the plaintiff’s interest in obtaining ef-
fective relief.65 The ACPA grew out of congressional concern that U.S. 
businesses lacked recourse against cybersquatters, including foreign cy-
bersquatters.66 Its remedies are presumably available only to holders of a 
mark protected under United States law; and though neither the plaintiff 
nor the defendant need be a U.S. citizen, the ACPA applies only in cases 
where the bad-faith registration has a significant effect on U.S. com-

                                                                                                                         
of controversies” and “the shared interest of the several States in furthering fundamental 
substantive social policies.” World-Wide Volkswagen, 444 U.S. at 292. The Court has 
since noted that the application of these two factors to the assertion of jurisdiction over a 
foreign defendant “calls for a court to consider the procedural and substantive policies of 
other nations whose interests are affected by the assertion of jurisdiction.” Asahi Metal 
Indus. v. Superior Court, 480 U.S. 102, 115 (1987) (holding California state court’s as-
sertion of jurisdiction over Japanese defendant unreasonable under the circumstances). 
 63. See Asahi, 480 U.S. at 114 (“The unique burdens placed upon one who must 
defend oneself in a foreign legal system should have significant weight in assessing the 
reasonableness of stretching the long arm of personal jurisdiction over national bor-
ders.”). 
 64. On the other hand, Asahi’s treatment of the reasonableness factors also suggests 
that the social policies of other nations may weigh more heavily in the defendant’s favor 
when a state court asserts jurisdiction than when a federal court asserts jurisdiction under 
a federal statute. The Asahi Court noted that a state court’s assertion of jurisdiction over 
an alien defendant must be assessed in light of the federal government’s interest in guid-
ing foreign relations. Asahi, 480 U.S. at 115. Where Congress has enacted legislation 
authorizing suit against a foreign cybersquatter, a federal court’s assertion of jurisdiction 
may be less open to question because the concern of state interference with federal for-
eign policy does not arise. 
 65. See Asahi, 480 U.S. at 114 (“When minimum contacts have been established, 
often the interests of the plaintiff and the forum in the exercise of jurisdiction will justify 
even the serious burdens placed on the alien defendant.”). It could also be argued that the 
fifth factor—the international interest in efficient dispute resolution—favors the plaintiff, 
because an ACPA suit provides a means to determine the rights of each party in the rele-
vant domain name. 
 66. See H.R. REP. NO. 106-412, at 14 (1999) (noting the need to address situations 
where “a non-U.S. resident cybersquats on a domain name that infringes upon a U.S. 
trademark”). 
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merce.67 Accordingly, the reasonableness analysis may on balance favor 
the exercise of jurisdiction. 

3. Constitutionality of in rem jurisdiction 

As we have seen, the exercise of in personam jurisdiction over ACPA 
claims against foreign registrants will sometimes be constitutional, but in 
other cases it will violate due process. In the latter instances, 
§ 1125(d)(2)(A)(ii)(I) purports to make in rem jurisdiction available. Con-
trary to the apparent expectations of the ACPA’s drafters, however, due 
process requires that there be “minimum contacts” between the registrant 
and the forum, no matter whether the ACPA claims are denominated in 
personam or in rem.68 In cases where the assertion of in personam juris-
diction would violate due process, the assertion of in rem jurisdiction 
would likewise be unconstitutional.69 

The drafters of the ACPA apparently assumed that a foreign registrant 
who registered a domain name in bad faith70 would lack contacts sufficient 
to justify the exercise of personal jurisdiction,71 but that the in rem provi-
sion would help to fill this gap. The ACPA’s drafters predicted that in 
rem suits would not offend due process, “since the property and only the 
property is the subject of the jurisdiction, not other substantive personal 
rights of any individual defendant.”72 In keeping with this view, a number 

                                                                                                                         
 67. Cases under other provisions of the Lanham Act indicate that a major factor in 
determining the Lanham Act’s reach is whether the defendant’s alleged conduct had a 
significant effect on U.S. commerce. See, e.g., Buti v. Perosa, 139 F.3d 98, 104 n.2, 105 
(2d Cir. 1998) (affirming dismissal of foreign defendant’s Lanham Act counterclaim be-
cause defendant failed to use its mark in commerce in the United States and the mark was 
not a famous mark); Nintendo of Am., Inc. v. Aeropower Co., 34 F.3d 246, 249 n.5 (4th 
Cir. 1994) (holding that the Lanham Act reaches extraterritorial conduct “which has a 
significant effect on United States Commerce”). 
 68. See infra text accompanying notes 74-93. 
 69. See infra text accompanying notes 94-97. 
 70. The ACPA also prohibits bad-faith trafficking in or use of domain names. See 
15 U.S.C. § 1125(d)(1)(A). For purposes of simplicity, however, we focus on bad-faith 
registration. The jurisdictional issues raised in suits alleging trafficking or use would be 
similar to those in cases of bad-faith registration; if anything, the case for jurisdiction 
might be stronger in trafficking or use cases, to the extent that such activities provided 
additional contacts between the defendant and the United States. 
 71. See H.R. REP. NO. 106-412, at 14 (1999) (stating that “personal jurisdiction 
cannot be established over the domain name registrant” when the registrant is not a U.S. 
resident). 
 72. H.R. REP. NO. 106-412, at 14. Damages are not available in ACPA in rem ac-
tions. See 15 U.S.C. § 1125(d)(2)(D)(i) (“The remedies in an in rem action under this 
paragraph shall be limited to a court order for the forfeiture or cancellation of the domain 
name or the transfer of the domain name to the owner of the mark.”). 
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of the courts that have applied the ACPA have accepted the notion that in 
rem jurisdiction is available despite the absence of minimum contacts for 
in personam purposes.73 Such a conclusion, however, contravenes the Su-
preme Court’s statement in Shaffer v. Heitner74 that all assertions of juris-
diction,75 whether in personam, in rem or quasi in rem, must meet the 
minimum contacts requirements developed in International Shoe Co. v. 
Washington76 and its progeny.77 

Shaffer involved attachment jurisdiction, also known as quasi in 
rem Type 2 jurisdiction, but the Shaffer Court made clear that the princi-
ples it set forth also apply to in rem and quasi in rem Type 1 jurisdiction. 
In Shaffer, the plaintiff brought a shareholders’ derivative suit in Delaware 
state court against officers and directors of a Delaware corporation,78 
based on the attachment, pursuant to a Delaware statute, of corporate stock 
and options owned by the individual defendants.79 The plaintiff alleged 
that the individual defendants had breached their duties to the corporation 
by causing the corporation and a subsidiary to engage in activities in Ore-
gon that led to a civil damages award and a large criminal contempt fine.80 

                                                                                                                         
 73. See Harrods Ltd. v. Sixty Internet Domain Names, 2002 WL 141428, at *3, *6 
(4th Cir. 2002) (assuming that in personam jurisdiction was unavailable over registrant in 
Eastern District of Virginia, and holding nonetheless that “courts in Virginia, the state 
where the Domain Names are registered, may constitutionally exercise in rem jurisdiction 
over them”); Porsche Cars N. Am., Inc. v. Porsche.net, 2002 WL 141442, at *8-*9 (4th 
Cir. 2002) (assuming that the district court in Eastern District of Virginia lacked in per-
sonam jurisdiction over registrant, but holding that the district court had in rem jurisdic-
tion over domain names); Heathmount A.E. Corp. v. Technodome.com, 106 F. Supp. 2d 
860, 867-68 (E.D. Va. 2000) (finding insufficient contacts for the exercise of in per-
sonam jurisdiction, but allowing quasi in rem claim to proceed); Banco Inverlat, S.A. v. 
www.inverlat.com, 112 F. Supp. 2d 521, 522 n.1 (E.D. Va. 2000) (same); Hartog & Co. 
AS v. swix.com, 136 F. Supp. 2d 531, 536 & n.5 (E.D. Va. 2001) (same); Cable News 
Network L.P. v. CNNnews.com, 162 F. Supp. 2d 484, 491 (E.D. Va. 2001), (same). 
 74. 433 U.S. 186, 212 (1977). 
 75. The statement in Shaffer pertained to “assertions of state-court jurisdiction,” 433 
U.S. at 212, but the Court’s reasoning is equally applicable to the exercise of jurisdiction 
by federal courts. See infra text accompanying notes 122-123. 
 76. Int'l Shoe Co. v. Washington, 326 U.S. 310 (1945). 
 77. The argument that Justice Scalia’s opinion in Burnham v. Superior Court, 495 
U.S. 604 (1990), limits Shaffer’s statement concerning minimum contacts, is addressed 
below. See infra notes 110-114 and accompanying text. 
 78. The suit named as defendants Greyhound Corp., Greyhound’s wholly owned 
subsidiary Greyhound Lines, Inc., and twenty-eight current or former officers or directors 
of one or both entities. Shaffer, 433 U.S. at 189-90. 
 79. Shaffer, 433 U.S. at 190-94. Under a Delaware statute, the stock of a Delaware 
corporation was deemed to be located within the state for purposes of attachment. Id. at 
192 n.9. 
 80. Id. at 190. 
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The Delaware courts denied the defendants’ jurisdictional challenge, rea-
soning that quasi in rem jurisdiction, which traditionally was based on at-
tachment of property within the jurisdiction, did not require that the de-
fendants have contacts with the forum.81 The Supreme Court, however, 
reversed, rejecting both the jurisdictional conclusion and its premise. Not-
ing that under International Shoe, “the relationship among the defendant, 
the forum, and the litigation” had become “the central concern of the in-
quiry into personal jurisdiction,”82 the Court proceeded to consider 
whether the International Shoe standard “should be held to govern actions 
in rem as well as in personam.”83 Because “judicial jurisdiction over a 
thing” (the traditional conception of in rem jurisdiction) is merely “a cus-
tomary elliptical way of referring to jurisdiction over the interests of per-
sons in a thing,”84 the Court concluded that “in order to justify an exercise 
of jurisdiction in rem, the basis for jurisdiction must be sufficient to jus-
tify” in personam jurisdiction—i.e., it must meet “the minimum-contacts 
standard elucidated in International Shoe.”85 The Court made clear that 
this standard applied to all assertions of in rem jurisdiction, not just to the 
type of quasi in rem jurisdiction that was at issue in Shaffer itself:  the 
Court stated flatly that “all assertions of state-court jurisdiction must be 
evaluated according to the standards set forth in International Shoe and its 
progeny,” and it added that “[t]o the extent that prior decisions are incon-
sistent with this standard, they are overruled.”86 

Consistent with its stated intention to set a standard for application to 
all in rem cases, the Court took pains to assess the likely effect of its new 
approach on different types of in rem jurisdiction.87 Under International 
Shoe, although the mere fact that property is present within the forum will 
not in itself justify jurisdiction, that fact is nevertheless relevant, for it can 
help to provide the requisite minimum contacts between the defendant and 
                                                                                                                         
 81. Id. at 196. 
 82. Shaffer, 433 U.S. at 204. 
 83. Id. at 206. 
 84. Id. at 207 (quoting RESTATEMENT (SECOND) OF CONFLICT OF LAWS § 56, Intro-
ductory Note (1971)). 
 85. Id. 
 86. Id. at 212 & n.39. 
 87. Justice Powell’s concurrence in Shaffer provides a further indication of the 
scope of the majority opinion. Justice Powell wrote separately to express the following 
caveat: “I would explicitly reserve judgment . . . on whether the ownership of some forms 
of property whose situs is indisputably and permanently located within a State may, with-
out more, provide the contacts necessary to subject a defendant to jurisdiction within the 
State to the extent of the value of the property.” Shaffer, 433 U.S. at 217 (Powell, J., 
concurring). The fact that Justice Powell felt it necessary to state this reservation suggests 
that he viewed the Court’s opinion as having a potentially broad sweep. 
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the forum. As the Court put it, “when claims to the property itself are the 
source of the underlying controversy between the plaintiff and the defen-
dant, it would be unusual for the State where the property is located not to 
have jurisdiction,” since “the defendant’s claim to property located in the 
State would normally indicate that he expected to benefit from the State’s 
protection of his interest.”88 Moreover, in such cases the forum will often 
have “strong interests in assuring the marketability of property within its 
borders and in providing a procedure for peaceful resolution of disputes 
about the possession of that property,” and relevant evidence and wit-
nesses will often be found within the forum89—factors which would sup-
port the argument that the exercise of jurisdiction would be reasonable. 
Accordingly, the Court concluded that its extension of the International 
Shoe standard to all assertions of state-court jurisdiction was unlikely to 
affect jurisdiction over most in rem actions other than those in which the 
property attached was unrelated to the claim.90 

The Court recognized, however, that in quasi in rem Type 2 cases such 
as Shaffer itself, the imposition of the International Shoe standard would 
“result in significant change,” because the defendant’s ownership of prop-
erty within the forum would be unrelated to the plaintiff’s cause of ac-
tion.91 Where the cause of action does not relate to, or arise out of, the de-
fendant’s contacts with the forum, those contacts will not meet the Inter-
national Shoe standard unless they are continuous and systematic—a test 
that will not be met by the mere ownership of property within the forum.92 
In Shaffer, the Court concluded that neither the defendants’ ownership of 
stock in the Delaware corporation nor their positions as officers or direc-
tors of that corporation provided the requisite minimum contacts for pur-
poses of the shareholders’ derivative suit. Accordingly, it held that the 
Delaware courts’ assertion of jurisdiction violated due process.93  

Although it might at first seem that the ACPA’s in rem provisions sat-
isfy the minimum contacts analysis sketched out in Shaffer, such an argu-
ment does not withstand scrutiny. The argument is that a plaintiff can 
bring an ACPA in rem suit only when the domain name was registered by 
a U.S. dealer or administrator, that in such instances, the ACPA deems the 

                                                                                                                         
 88. Id. at 207-08. 
 89. Id. at 208. 
 90. Id. 
 91. Id. 
 92. Continuous and systematic contacts with the forum have been held sufficient for 
the exercise of jurisdiction over an unrelated claim against a corporation. See Perkins v. 
Benguet Consol. Mining Co., 342 U.S. 437, 447-48 (1952). 
 93. See Shaffer, 433 U.S. at 213-17. 
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domain name to be property located within the United States, and that the 
plaintiff’s claim thus arises directly out of a claim to the registrant’s prop-
erty located within the forum. However, as the Shaffer Court noted, even 
in cases where the plaintiff’s cause of action arises out of, or relates to, the 
defendant’s claim of ownership of the pertinent property, the presence of 
that property within the forum will not always support the inference of 
contacts between the defendant and the forum.94 

The Shaffer Court’s caveat foreshadows the issues raised by the 
ACPA. The ACPA’s in rem provision authorizes suits against domain 
names registered with a U.S. dealer or administrator.95 Assuming that 
Congress has the authority to designate domain names as a form of prop-
erty that can be subjected to attachment for purposes of in rem jurisdic-
tion,96 and assuming further that Congress has the authority to provide that 
such domain names are located within the United States whenever the 
dealer or administrator involved in registering the domain name is located 
within the United States, the resulting “presence” of the domain name 
within the United States does not, without more, provide minimum con-
tacts between the registrant and the United States.97 If, for example, the 
registrant registered the domain name with a foreign dealer and had no 
idea that the domain name would be administered by a registry based in 
the United States, the “presence” of the domain name within the United 
States would not indicate the existence of minimum contacts between the 
registrant and the United States. In sum, the “presence” of the domain 
name within the United States adds nothing to the minimum contacts 
analysis; either the registrant has minimum contacts so as to satisfy due 

                                                                                                                         
 94. The Court suggested that such an inference might be unfounded, for example, in 
cases where a chattel was brought into the forum without the owner’s consent or where 
the plaintiff’s fraud induced the owner to send the chattel into the forum. See Shaffer, 433 
U.S. at 208 n.25 (citing RESTATEMENT (SECOND) OF CONFLICTS OF LAWS § 60 cmts. c & 
d). 
 95. Such suits are to be brought “in the judicial district in which the domain name 
registrar, domain name registry, or other domain name authority that registered or as-
signed the domain name is located.” 15 U.S.C. § 1125(d)(2)(A). 
 96.  See Porsche Cars N. Am., Inc. v. Porsche.net, 2002 WL 141442, at *9 (4th Cir. 
2002) (“Congress may treat a domain name registration if it chooses, without violating 
the constitution”). 
 97. Cf. Fleetboston Fin. Corp. v. Fleetbostonfinancial.com, 138 F. Supp. 2d 121, 
135 (D. Mass. 2001) (refusing to interpret the ACPA as permitting suit in any district 
where documents establishing control of the domain name are deposited with the court, 
because “a statute that creates a res out of an intangible bundle of rights, and then gives 
to any plaintiff with a colorable claim the right to transfer that res to the forum of its 
choice, anywhere in the nation, offends notions of fair play”). 
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process, or else the International Shoe standard will bar the exercise of 
any type of jurisdiction, either in rem or in personam.98 

Under Shaffer, then, the ACPA in rem provision is of use only in cases 
involving anonymous registrants; in cases where, instead, the registrant is 
known but cannot be subjected to an in personam ACPA claim, the regis-
trant’s lack of minimum contacts with the United States will similarly bar 
the assertion of in rem jurisdiction. Two district courts in the Eastern Dis-
trict of Virginia have resisted this conclusion, arguing that Shaffer does 
not require the application of minimum contacts analysis to ACPA in rem 
actions.99 For example, the court in Cable News Network L.P. v. 
Cnnews.com (“CNN”) held that “in an ACPA in rem action, it is not nec-
essary that the allegedly infringing registrant have minimum contacts with 
the forum.”100 The arguments advanced to support this assertion fall into 
three general categories:  (1) that Shaffer’s requirement of minimum con-
tacts is dictum as applied to the in rem cause of action created by the 
ACPA and can thus be disregarded;101 (2) that Justice Scalia’s opinion in 
Burnham v. Superior Court102 somehow overruled Shaffer’s requirement 

                                                                                                                         
 98. Shaffer also forecloses the argument that the limited nature of the remedies 
available through an in rem suit loosens the requirements of due process. See, e.g., Am. 
Online, Inc. v. Huang, 106 F. Supp. 2d 848, 858 n.32 (E.D. Va. 2000) (holding that regis-
tration of a domain name did not create contacts sufficient to justify in personam jurisdic-
tion, and distinguishing a quasi in rem ACPA case on the ground that “the registrant’s 
contact with [the registrar] satisfied due process” in light of “the limited relief available 
under the in rem proceeding, namely forfeiture of the domain name in question”). While 
the Shaffer Court recognized that “the potential liability of a defendant in an in rem ac-
tion is limited by the value of the property,” it found this fact irrelevant to the due process 
analysis because the fairness of subjecting the defendant to jurisdiction “does not depend 
on the size of the claim being litigated.” Shaffer, 433 U.S. at 207 n.23. 
 99. See Cable News Network L.P. v. CNNews.com, 162 F. Supp. 2d 484, 491 (E.D. 
Va. 2001) (holding that because ACPA actions are “properly categorized as 'true in rem,' 
there is no requirement that the owner or claimant of the res have minimum contacts with 
the forum”); Caesars World, Inc. v. Caesars-palace.com, 112 F. Supp. 2d 502, 504 (E.D. 
Va. 2000) (holding that in ACPA actions “it is unnecessary for minimum contacts to 
meet personal jurisdiction standards” because “under Shaffer, there must be minimum 
contacts to support personal jurisdiction only in those in rem proceedings where the un-
derlying cause of action is unrelated to the property which is located in the forum state”). 
The drafters of the ACPA also appear to have relied on this contention See H.R. CONF. 
REP. NO. 106-464, at 114 (1999) (quoting a district court’s statement that “[i]n a true in 
rem proceeding . . . due process requires only that the property itself have certain mini-
mum contacts with the territory of the forum”). 
 100. Cable News Network L.P. v. CNNews.com, 162 F. Supp. 2d 484, 491 (E.D. Va. 
2001). 
 101. See id. 
 102. 495 U.S. 604 (1990). 
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of minimum contacts for in rem actions;103 and (3) that other authorities 
provide some basis for a refusal to apply the minimum contacts test to 
ACPA in rem claims.104 However, each of these arguments fails. 

As demonstrated above, the Shaffer Court clearly intended to extend 
the International Shoe framework to all cases of in rem jurisdiction; and 
whether that extension was dictum or holding, it should be applied to the 
in rem provisions of the ACPA.105 Notably, the Shaffer Court itself char-
acterized as a “holding” its conclusion “that any assertion of state-court 
jurisdiction must satisfy the International Shoe standard.”106 Moreover, 
Shaffer’s core principle—that jurisdiction over a thing is merely another 
way of describing jurisdiction over the interests of persons in that thing—
applies with equal force to all in rem cases, irrespective of whether the 
cause of action is related to the property that forms the basis for jurisdic-
tion. Indeed, recognizing this, the majority in Shaffer analyzed the prob-
able effects of the holding on cases in which “claims to the property itself 
are the source of the underlying controversy.”107 Even if Shaffer’s state-
ment is dictum as it applies to in rem and quasi in rem Type 1 cases,108 it 

                                                                                                                         
 103. See Cable News Network, 162 F. Supp. 2d at 491 nn.19 & 20. 
 104. See id. at 491 n.19 and accompanying text. 
 105. See Fleetboston Fin. Corp. v. Fleetbostonfinancial.com, 138 F. Supp. 2d 121, 
134 (D. Mass. 2001) (“The logic of Shaffer’s limitations would appear to extend to ac-
tions in which the existence of the property in the state cannot fairly be said to represent 
meaningful contacts between the forum state, the defendant, and the litigation. While this 
will generally be type II quasi in rem actions, it will not be so exclusively”); Paul Schiff 
Berman, The Globalization of Jurisdiction: Cyberspace, Nation-States, and Community 
Definition, 151 U. PA. L. REV. (forthcoming 2002) (manuscript at *, on file with authors) 
(noting that although “[s]ome courts read Shaffer narrowly,” dicta in the Shaffer majority 
opinion suggest “that the . . . Court intended its holding to extend . . . to all in rem juris-
diction,” so that “Shaffer may be taken to stand for the proposition that Congress cannot 
avoid the Constitutional requirements of fair play and substantial justice simply by call-
ing an action in rem, and by limiting recovery to the res itself”). 
 106. Shaffer v. Heitner, 433 U.S. 186, 208 (1977) (“It appears . . . that jurisdiction 
over many types of actions which now are or might be brought in rem would not be af-
fected by a holding that any assertion of state-court jurisdiction must satisfy the Interna-
tional Shoe standard.”). 
 107. Id. at 207. Although the Court then proceeded to focus on the application of the 
minimum contacts test to the assertion of quasi in rem Type 2 jurisdiction, that focus 
arose not only from the fact that Shaffer itself involved quasi in rem Type 2 jurisdiction, 
but also from the Court’s belief that “acceptance of the International Shoe test would 
most affect this class of cases.” Id. at 209. 
 108. It is not self-evident that the statements concerning these types of in rem juris-
diction should be viewed as dictum. See Michael C. Dorf, Dicta and Article III, 142 U. 
PA. L. REV. 1997, 2040 (1994) (arguing that the distinction between holding and dictum 
should turn on the rationale articulated by the court, rather than simply on “facts and out-
comes”). 
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is carefully considered dictum. When the Supreme Court articulates a gen-
eral principle of constitutional doctrine, and especially when the Court 
takes pains, as it did in Shaffer, to assess the implications of that principle 
for contexts other than that of the case at hand, lower courts should be 
slow to brush the principle aside as mere “dictum.”109 

The CNN court acknowledged that “there is language in Shaffer that 
could be read to require that all in rem cases conform to the same due 
process constraints as in personam cases,” but asserted that “the greater 
weight of (and more persuasive) authority holds that the language of 
Shaffer requires minimum contacts only for quasi in rem II-type cases.”110 
The authorities referred to, however, are either inapposite or erroneous. 
For example, the court cites Justice Scalia’s opinion in Burnham, a case in 
which the Court upheld a state court’s assertion of in personam jurisdic-
tion over a defendant who was personally served with process while 
physically present in the forum state.111 In the portion of the Burnham 
opinion cited by the CNN court, Justice Scalia, joined by Chief Justice 

                                                                                                                         
 109. It is a truism that dictum does not constitute binding precedent. As Chief Justice 
Marshall stated, “general expressions, in every opinion, are to be taken in connection 
with the case in which those expressions are used. If they go beyond the case, they may 
be respected, but ought not to control the judgment in a subsequent suit when the very 
point is presented for decision.” Cohens v. Virginia, 19 U.S. 264, 399 (1821). Nonethe-
less, the lower federal courts customarily accord substantial weight to Supreme Court 
dictum that was carefully considered by the Court. See, e.g., Guidry v. Sheet Metal Wkrs. 
Int’l Assoc., Local No. 9, 10 F.3d 700, 706 n.3 (10th Cir. 1993) (“If [Supreme Court] 
dicta had clearly resolved the issue in this appeal we would be bound by that decision.”); 
McCoy v. Mass. Inst. of Tech., 950 F.2d 13, 19 (1st Cir. 1991) (“[F]ederal appellate 
courts are bound by the Supreme Court’s considered dicta almost as firmly as by the 
Court’s outright holdings, particularly when . . . a dictum is of recent vintage and not 
enfeebled by any subsequent statement.”); Nichol v. Pullman Standard, Inc., 889 F.2d 
115, 120 n.8 (7th Cir. 1989) (stating that the Court of Appeals “should respect considered 
Supreme Court dicta”); United States v. Underwood, 717 F.2d 482, 486 (9th Cir. 1983) 
(en banc) (“The Supreme Court cannot limit its constitutional adjudication to the narrow 
facts before it in a particular case. In the decision of individual cases the Court must and 
regularly does establish guidelines to govern a variety of situations related to that pre-
sented in the immediate case. The system could not function if lower courts were free to 
disregard such guidelines whenever they did not precisely match the facts of the case in 
which the guidelines were announced.”); Jordon v. Gilligan, 500 F.2d 701, 707 (6th Cir. 
1974) (“Even the Court’s dicta is [sic] of persuasive precedential value.”); Fouts v. Md. 
Cas. Co., 30 F.2d 357, 359 (4th Cir. 1929) (“[D]icta of the United States Supreme Court 
should be very persuasive.”); cf. United States v. Bell, 524 F.2d 202, 206 (2d Cir. 1975) 
(stating that “considered or ‘judicial dictum’ where the Court . . . is providing a construc-
tion of a statute to guide the future conduct of inferior courts,” though not binding, “must 
be given considerable weight”). 
 110. Cable News Network, 162 F. Supp. 2d at 490-91. 

111.  See Burnham, 495 U.S. 604 (1990)  
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Rehnquist and Justice Kennedy, argued that the International Shoe mini-
mum contacts analysis need not be applied to the Burnham defendant, and 
distinguished Shaffer on the basis that it involved an “absent defendant,” 
rather than one who is physically present within the forum state at the time 
of service of process. “The logic of Shaffer’s holding—which places all 
suits against absent nonresidents on the same constitutional footing, re-
gardless of whether a separate Latin label is attached to one particular ba-
sis of contact—does not compel the conclusion that physically present de-
fendants must be treated identically to absent ones.”112 Notably, Justice 
Scalia’s description of Shaffer’s “logic” actually supports Shaffer’s appli-
cation to “all suits against absent defendants”—including ACPA in rem 
actions.113 

It is true that Justice Scalia also argued that the result in Burnham 
should turn on the historical pedigree of “tag” jurisdiction, and that this 
reliance on tradition contradicts the Court’s approach in Shaffer, which 
applied minimum contacts analysis to in rem jurisdiction despite its “an-
cient form.”114 Justice Scalia’s reasoning in Burnham, however, would not 
validate the use of the ACPA’s in rem procedure, because as he acknowl-
edged, “[f]or new procedures, hitherto unknown,” the due process inquiry 
is guided by International Shoe.115 Although in rem jurisdiction has a long 
historical pedigree, the same cannot be said of the application of in rem 
jurisdiction to Internet domain names. Rather, the ACPA’s attempt to use 
domain names and Internet contacts as a basis for jurisdiction is an indis-
putably modern construct. Justice Scalia’s appeal to tradition in Burnham 
thus provides no support for the constitutionality of the ACPA’s in rem 
provisions. In any event, no part of Justice Scalia’s opinion in Burnham 
gained the votes of a majority of the Justices. 

Of the other authorities cited by the CNN court, the only sources that 
directly support CNN’s holding116 are one district court case and one law 

                                                                                                                         
 112. Id. at 621. 
 113. ACPA in rem suits involve “absent defendants,” because in all such suits—other 
than cases involving anonymous registrants—the registrant will be located outside the 
forum. Accordingly, Justice Scalia’s discussion in Burnham, which turned on the pres-
ence of the defendant within the forum state, is by its own terms inapposite. 
 114. Burnham, 495 U.S. at 622 (Scalia, J., joined by Rehnquist, C.J., and Kennedy, 
J.). 
 115. Id. 
 116. The CNN court cites four other authorities which are inapposite. 
  In Amoco Overseas Oil Co. v. Compagnie Nationale Algerienne de Navigation, 
605 F.2d 648 (2d Cir. 1979), the court upheld the assertion of quasi in rem Type 1 juris-
diction because the attached funds were payments that the plaintiff had made to the de-
fendant with respect to the contract at issue in the case, and the payments were in the 
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review article.117 In Caesars World, Inc. v. Caesars-palace.com,118 the 
court rejected the argument that the minimum contacts requirement ap-
plies to the assertion of in rem jurisdiction under the ACPA, reasoning that 
Shaffer is limited to cases in which the cause of action “is unrelated to the 
property which is located in the forum state.”119 This argument, which is 
merely a restatement of the “Shaffer as dictum” argument, fails for the 

                                                                                                                         
relevant New York bank account pursuant to the contract. See id. at 655. The court also 
noted that the doctrine of jurisdiction by necessity supported the exercise of jurisdiction 
because there was no indication that the defendant would be amenable to suit anywhere 
else in the world. See id. at 655. Finally, the court reasoned that “jurisdiction by attach-
ment of property should be accorded special deference in the admiralty context.” Id. 
  In Schreiber v. Allis-Chalmers Corp., 611 F.2d 790 (10th Cir. 1980), a case in-
volving in personam jurisdiction, the court held that Shaffer did not undermine the hold-
ing of Perkins v. Benguet Consolidated Mining Co., 342 U.S. 437 (1952). In Perkins, the 
Court had held that a corporation that carries on continuous and systematic activities 
within a state can be sued in the courts of that state on a claim unrelated to the corpora-
tion’s in-state activities. See Perkins, 342 U.S. at 447-48. Far from being at odds with the 
International Shoe minimum contacts requirement, Perkins articulates the nature of that 
requirement in cases of general jurisdiction. Shaffer’s statement that the International 
Shoe analysis governs all state court assertions of jurisdiction does not undermine Per-
kins. Thus, the court’s statement in Schreiber that “Shaffer is distinguishable,” Schreiber, 
611 F.2d at 793, is both correct and utterly irrelevant to the question presented by the 
ACPA. 
  In John N. John, Jr., Inc. v. Brahma Petroleum Corp., 699 F. Supp. 2d 1220 
(W.D. La. 1988), the court found Shaffer inapposite because “the property attached is the 
very subject of the cause of action. Id. at 1222. Since the property in question was tangi-
ble and the plaintiff shipped it into the jurisdiction on the defendant's behalf, see id. at 
1220, the property’s presence within the forum might well be seen to provide contacts 
between the defendant and the forum. Moreover, the court found that “sufficient con-
tacts” existed because the defendant had purposefully availed itself of the privilege of 
conducting activities within the state, by contracting to do business within the state. Id. at 
1222. 
  Finally, the CNN court cites a law review article that does not support the 
court’s argument. See Walter W. Heiser, A “Minimum Interest” Approach to Personal 
Jurisdiction, 35 WAKE FOREST L. REV. 915, 967-68 (2000) (noting that “in Shaffer, the 
Supreme Court concluded that the minimum contacts standard was applicable to all asser-
tions of jurisdiction,” and proposing a “minimum interests test” that “would produce the 
same due process results in property-based actions as those identified by the Shaffer 
Court”). 
 117. See Caesars World, Inc. v. Caesars-palace.com, 112 F. Supp. 2d 502 (E.D. Va. 
2000); Thomas R. Lee, In Rem Jurisdiction in Cyberspace, 75 WASH. L. REV. 97, 137-40 
(2000). 
 118. 112 F. Supp. 2d 502 (E.D. Va. 2000). 
 119. Id. at 504. Despite its assertion that “it is unnecessary for minimum contacts to 
meet personal jurisdiction standards,” the Caesars World court proceeded to address the 
question of minimum contacts, and concluded that “the fact of domain name registration 
with Network Solutions, Inc., in Virginia supplies” such contacts. Id. 
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reasons discussed above. The law review article, likewise, relies mainly on 
the contention that Justice Scalia’s Burnham opinion weakens the force of 
Shaffer120—an assertion which is unpersuasive for the above reasons.121 

There remain two possible arguments not yet advanced by the courts 
that have rejected Shaffer’s application to ACPA cases:  first, that Shaffer 
by its terms applies only to assertions of jurisdiction by state, not federal 
courts, and second, that even if Shaffer ordinarily would require minimum 
contacts for ACPA in rem suits, such suits should be allowed to proceed 
under the doctrine of jurisdiction by necessity.122 Neither argument, how-
ever, is likely to succeed. 

Admittedly, the limitations imposed by the due process clause of the 
Fifth Amendment on the exercise of territorial jurisdiction by federal 
courts differ in some respects from the limitations imposed on state courts 
through the due process clause of the Fourteenth Amendment. For in-
stance, it appears likely that the Fifth Amendment due process analysis 
can in appropriate cases look to an absent defendant’s contacts with the 
United States as a whole, rather than just to the defendant's contacts with 
the state in which the federal court sits.123 However, in other respects the 
doctrines of federal-court territorial jurisdiction draw heavily upon the due 
process analysis developed under the Fourteenth Amendment;124 and 
though the Shaffer Court referred only to state-court jurisdiction, the logic 
of the opinion supports a similar analysis with respect to federal-court ju-
risdiction as well. Accordingly, Shaffer’s requirement that the defendant 
have minimum contacts with the forum should apply equally to federal 
court assertions of in rem jurisdiction under the ACPA, although the 
minimum contacts analysis would focus on the registrant’s contacts with 
the United States as a whole. 

The doctrine of jurisdiction by necessity also does not validate the 
ACPA’s in rem provision. That doctrine has been argued to support a 

                                                                                                                         
 120. See Lee, supra note 117, 137-40. Lee also seems to suggest that Shaffer itself 
does not require minimum contacts analysis in in rem or quasi in rem Type 1 proceed-
ings, and he asserts that in any event the registration of a domain name with NSI in Hern-
don, Virginia provides the requisite minimum contacts for an ACPA suit. See id. at 141-
43. 
 121. See supra text accompanying notes 111-115. 
 122. See Fanning, supra note 44, at 1923-26 (discussing application to ACPA of doc-
trine of jurisdiction by necessity); see also Grotto, supra note 48, at 26-28. 
 123. See supra note 40. 
 124. For example, courts analyzing the scope of federal-court in personam jurisdic-
tion under the Fifth Amendment due process clause use the International Shoe minimum 
contacts analysis. See, e.g., Pinker v. Roche Holdings Ltd., 292 F.3d 361, 368-69 (3d Cir. 
2002). 
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court’s exercise of jurisdiction over defendants, despite the defendants’ 
lack of minimum contacts with the forum, if no other court would have 
territorial jurisdiction over the defendants.125 For example, the Court in 
Shaffer noted, but did not consider, “the question whether the presence of 
a defendant’s property in a State is a sufficient basis for jurisdiction when 
no other forum is available to the plaintiff.”126 The Court subsequently in-
dicated, however, that such a theory is unavailable in cases where the de-
fendant is subject to suit in a foreign court.127 The courts of the country 
where a domain name registrant is located presumably will have territorial 
jurisdiction over claims against that registrant.128 Moreover, domain name 
registrants are subject to nonjudicial proceedings under ICANN’s Uniform 
Domain Name Dispute Resolution Policy, and those proceedings provide a 
successful claimant the same remedies as the ACPA’s in rem provi-

                                                                                                                         
 125. Commentators have argued that Mullane v. Central Hanover Bank & Trust Co., 
339 U.S. 306 (1950), provides support for the doctrine of jurisdiction by necessity. In 
Mullane, the Supreme Court held that the New York state courts had power “to determine 
the interests of all claimants, resident or nonresident,” in a trust created under New York 
law. Id. at 313. The Court emphasized “the interest of each state in providing means to 
close trusts that exist by the grace of its laws and are administered under the supervision 
of its courts.” Id. Commentators have adduced this reasoning as support for the argument 
that “defendants who do not have contacts with the state [should] be subject to the juris-
diction of the state for purposes of settling their claims” in cases involving absent trust 
beneficiaries or claimants to land located within the state. LARRY L. TEPLY & RALPH U. 
WHITTEN, CIVIL PROCEDURE 278-79 (2d ed. 2000). However, such considerations do not 
justify the assertion of jurisdiction by necessity in litigation under the ACPA. Although 
the U.S. played a dominant role in the formation of the Internet, domain names are not 
creatures of United States law in the way that the trust in Mullane was a creature of New 
York state law. Nor does the federal government supervise the administration of the do-
main name system, as the New York courts supervised the administration of New York 
trusts: rather, the administration of the domain name system is currently supervised by 
ICANN. Moreover, as noted in the text, ICANN has its own mechanism for resolving 
domain name disputes, so that an assertion of jurisdiction by U.S. courts probably would 
not be considered “necessary.” 
 126. Shaffer v. Heitner, 433 U.S. 186, 211 n.37 (1977). 
 127. In Helicopteros Nacionales de Colombia, S.A., the Court rejected the plaintiffs’ 
jurisdiction by necessity argument on the ground that the plaintiffs “failed to carry their 
burden of showing that all three defendants could not be sued together in a single forum 
. . .  for example, . . .  in either Colombia or Peru.” Helicopteros Nacionales de Colombia, 
S.A. v. Hall, 466 U.S. 408, 419 n.13 (1984). 
 128. Admittedly, the fact that a foreign court would have territorial jurisdiction over 
the registrant does not necessarily mean that the foreign court would also have subject 
matter jurisdiction over an ACPA claim against that registrant, or that foreign law would 
provide any similar remedy. However, these questions are academic, because the avail-
ability of the UDRP procedures should remove any argument that jurisdiction by neces-
sity validates the ACPA’s in rem provisions. See infra note 129. 
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sions.129 Accordingly, the doctrine of jurisdiction by necessity seems 
unlikely to validate those provisions. 

In sum, contacts between a registrant and the United States will suffice 
for in rem jurisdiction only if the contacts are extensive enough to support 
in personam jurisdiction as well. If the requisite minimum contacts exist, 
in personam jurisdiction will be available, and thus § 1125(d)(2)(A)(ii)(I) 
will not apply. As a result, the only cases in which § 1125(d)(2)(A)(ii)(I) 
provides a basis for in rem jurisdiction are those in which the exercise of 
jurisdiction would violate due process. Once the courts recognize this con-
stitutional problem, the ACPA’s in rem provision will be of no use to a 
mark owner seeking to sue a foreign domain name registrant who lacks 
minimum contacts with the United States. Indeed, the provision already is 
of little use, as most mark owners choose to proceed under the ICANN 
Uniform Domain Name Dispute Resolution Policy instead of suing in fed-
eral court under the ACPA.130 Thus, the significance of the in rem provi-
sion lies mainly in Congress’ aggressive assertion of jurisdiction over do-
main name disputes involving foreign registrants, and in Congress’ at-
tempt to ground the exercise of jurisdiction in the purported “presence” of 
the domain name within the United States, which in turn depends on the 
location of the dealer or administrator within the United States. Similarly, 
as we discuss below, the strength of the United States' claim to prescrip-
tive jurisdiction over international domain name disputes depends largely 
on the present geographical location of the registry in charge of adminis-
tering the key top-level domains. But while the in rem provision’s use of 
dealer and administrator locations is of conceptual rather than practical 
interest, as the in rem provision is unconstitutional according to our analy-
sis, the significance of geography in the prescriptive jurisdiction analysis 
has real-world consequences. 

                                                                                                                         
 129. See ICANN, Uniform Domain Name Dispute Resolution Policy, §§ 3(c), 4(i), at 
http://www.icann.org/dndr/udrp/policy.htm (last visited May 15, 2002) [hereinafter 
UDRP] (stating that the remedies available in UDRP proceeding are the cancellation or 
transfer of the domain name). Admittedly, there may be cases where a mark holder would 
not be able to proceed under the UDRP; while “[t]he ACPA applies to registration, traf-
ficking, or use of a domain name, . . . the UDRP requires both registration and use.” 
David E. Sorkin, Judicial Review of ICANN Domain Name Dispute Decisions, 18 SANTA 

CLARA COMPUTER & H IGH TECH. L.J. 35, 50 (2001) (citing ICANN Uniform Domain 
Name Dispute Resolution Policy § 4(a)(iii)). It seems likely, however, that in most in-
stances a mark owner with an ACPA claim could also proceed under the UDRP. 
 130. See Sherry, supra note 4, at 355 (noting that the UDRP “is apparently much 
more popular with trademark owners than is the ACPA: there are only about forty re-
ported ACPA cases, but there have been over 4,000 arbitrations under the UDRP”). 
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III. NAMING JURISDICTION:  REALSPACE SOVEREIGNS & 
DOMAIN NAMES  

This Article now turns from the adjudicative to the legislative, and 
from the constitutional to the strategic. Part III considers the implications 
of the present far-reaching Congressional approach to legislative jurisdic-
tion over domain name disputes, noting that this U.S.-centric view in this 
new economic structure would not be in the long-term interests of either 
the global electronic commerce community as a whole, or the U.S. partici-
pants in particular.131 

A. Distributed Hierarchy:  The Control of Domain Names 

As presently constituted,132 the domain name system133 is nothing 
more (and nothing less) than a distributed hierarchical database—a simple 
list of names and their corresponding IP addresses.134 No single computer 
contains the entire database; the computers that do contain the database 
(called “DNS servers”) are located in myriad locations worldwide, both 
physically and logically. Yet the hierarchical nature of the system means 

                                                                                                                         
 131. See Sherry, supra note 4. Sherry argues that the ACPA is potentially ill-advised 
for several reasons: (1) the inherent confusion resulting from new statutory enactments, 
id. at 342-43; (2) possible First Amendment concerns as a result of confusion in im-
plementing the new provisions, id. at 343-48; (3) the ACPA’s limited utility in the face 
of changing technology, id. at 347-50; and (4) its limited utility in light of the expansion 
of the DNS namespace (by adding TLDs) and the dispute resolution provided by ICANN, 
id. at 354. While we generally agree with Sherry’s suggestion that the ACPA is troubling, 
only reason (4) describes a concern particular to the ACPA—as opposed to concerns 
about legislation more generally. In addition, the expansion of the DNS namespace is 
unlikely to diminish domain name disputes. Cf. id. Instead, the expansion of the name-
space may actually generate more disputes, because the truly scarce (and thus valuable) 
resource involved is web surfers’ time and attention, not domain names per se. Note, for 
example, the drop-off in renewal rates for domain names starting in summer 2001. See, 
e.g., Gwendolyn Mariano, It’s a Smaller World Wide Web After All, CNET NEWS.COM, at 
http://news.com.com/2100-1023-801088.html?legacy=cnet (Jan. 2, 2002). 
 132. circa summer 2002. 
 133. We assume that readers have a working understanding of the domain name sys-
tem. Brief, non-technical introductions to the domain name system can be found in a va-
riety of places, both online and off. See, e.g., Radin & Wagner, supra note 1, at 1303; 
Diane Cabell, Name Conflicts, in LEARNING CYBERLAW IN CYBERSPACE (1999), at 
http://www.cyberspacelaw.org/cabell/index.html. 
 134. Internet communications are “packet-based,” meaning that transmissions are 
separated into small data units, wrapped in addressing (and other) information, and sent 
across the Internet. In order to reach their destination, packets must be addressed with the 
appropriate “IP address”—a unique number corresponding to each machine connected to 
the Internet. When an Internet user requests a page using a domain name (say, for exam-
ple, www.yahoo.com, the domain name system provides the correct IP address.  
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that some parts of the database are more important than others. For the 
purpose of illustrating this point, the Article will consider the system as 
having three distinct levels:  the “root” level, the “TLD” level, and the 
“user” level, as shown in Figure 1. 

 
Figure 1:  Domain Name Hierarchy 

 

        
 

The user DNS servers respond to individual groups of users or ma-
chines—for example, subscribers to a particular ISP or those within a cor-
porate or university network. That is, the user DNS servers for the Univer-
sity of Pennsylvania contain the addressing information for the machines 
relating to upenn.edu, the University of Pennsylvania’s assigned domain 
name, and serve DNS queries sent by these machines.135  

The TLD servers hold the addressing information for the user DNS 
servers about an entire top-level-domain. Here, the .edu TLD server would 
contain (among others) the addressing information for the upenn.edu DNS 
server.136  

                                                                                                                         
 135. For example, the IP address for the machine with the name law.upenn.edu is 
130.91.144.200. This information is maintained by the Penn DNS servers, the primary 
one of which is located at 128.91.254.4. 
 136. This information is easily found by conducting a “whois” query on the appropri-
ate database. A web-based user interface to one such database can be found at 
http://www.netsol.com/cgi-bin/whois/whois. The whois record for upenn.edu contains the 
following DNS data (last visited July 21, 2002): 

User DNS Servers 

TLD Servers 

Root Servers
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The “root servers” hold addressing information relating to the TLD 
servers, such as the location of the .edu TLD server.137 Because DNS re-
quests for out-of-network resources (say a user in the Penn network re-
quests the address corresponding to www.yahoo.com) will in theory138 re-
quire requests to each level of the DNS system described above, it be-
comes apparent that the hierarchy of the system determines the number of 
requests to which the various servers must respond. That is, the .edu TLD 
server will (absent caching) be involved in all out-of-network requests in-
volving the .edu domain, and the root server will be involved in essentially 
all DNS requests. 

This distributed hierarchy, then, has unquestionable regulatory signifi-
cance:  involvement in DNS requests means an ability to exert power, at 
least over the immediately higher (in our Figure 1) DNS level. Indeed, the 
regulatory significance of the DNS hierarchy is what ICANN, the present 
administrator of the public root server system, uses to ensure universal 
adoption of the Uniform Dispute Resolution Policy (UDRP). Because 
ICANN controls the root servers, it determines the status of the TLD serv-
ers. Further, ICANN can essentially exert full regulatory control over the 
domain name system by mandating that any TLD administration applicant 
either:  (a) agree to require its domain name registrants to consent to the 
provisions of the UDRP; or, (b) seek ICANN’s specific approval for any 
alterations from the UDRP.139 

                                                                                                                         
Domain servers in listed order: 
noc3.dccs.upenn.edu 128.91.254.4 
noc2.dccs.upenn.edu 128.91.254.1 
dns1.udel.edu  128.175.13.16 
dns2.udel.edu  128.175.13.17 
 137. As of Summer 2002, the TLD servers for .edu were: 
a.root-servers.net. 
h.root-servers.net. 
c.root-servers.net. 
g.root-servers.net. 
f.root-servers.net. 
b.root-servers.net. 
i.root-servers.net. 
e.root-servers.net. 
d.root-servers.net. 
 138. As a practical matter, local DNS servers often “cache” recent requests. 
 139. See ICANN, New TLD Application Process Overview, at http://www.icann.org/-
tlds/application-process-03aug00.htm (Aug. 3, 2000) (“For unsponsored TLDs, ICANN 
will have policy-formulation responsibility for the new TLD and the policies will initially 
be generally defined as the existing policies for .com, .net, and .org . . . ”). Of course 
ICANN can (and does) delegate some policymaking authority to TLD operators, most 
prominently in the case of a “sponsored” TLD—where ICANN delegates some policy-
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B. Mapping Control:  Geography and the Domain Name System 

Thus far we have described what might be called “logical” control 
over the domain name system:  the technological ability to exert power by 
virtue of administration of the important components of the DNS sys-
tem.140 And yet while this alone raises a number of interesting ques-
tions,141 we want to raise a slightly different set of issues:  those surround-
ing the realspace sovereigns’ approach to regulation of the domain name 
system. 

The domain name system unquestionably exists in realspace. It is 
merely a collection of computer hardware and software (and people who 
administer and maintain them); each of these constituent components is 
“real” in any sense of the word, and can be found at various geographic 
points throughout the world. As such, it is possible to map the domain 
name system onto realspace, where concepts like borders and sovereignty 
are crucially important (at least from a regulatory perspective). Thus, the 
resulting map of the distributed hierarchy of the domain name system has 
what might be called "territorial" regulatory significance. It is to the impli-
cations of this territorial regulatory significance that we now turn. 

C. The Significance of Territorial Regulation 

Territorial significance plays out in at least two ways. First, as an in-
ternational legal matter, the geographic location of the domain name sys-
tem may be widely recognized as supporting a strong claim to prescriptive 
(or legislative) jurisdiction over various disputes that arise relating to the 
system. Second, even if a prescriptive jurisdictional claim is not widely 
recognized, the geographic location of the domain name system may 

                                                                                                                         
making authority to the sponsoring organization. See ICANN, New TLD Program, at 
http://www.icann.org/tlds/ (last updated July 18, 2002) (“Generally speaking, an 'unspon-
sored' TLD operates under policies established by the global Internet community directly 
through the ICANN process, while a 'sponsored' TLD is a specialized TLD that has a 
sponsor representing the narrower community that is most affected by the TLD. The 
sponsor thus carries out delegated policy-formulation responsibilities over many matters 
concerning the TLD"). Nonetheless, the control (provided by administration of the root 
server system) is there. 
 140. This general view—the correlation between control over technology and poli-
cymaking—is a common theme in recent “cyberlaw” scholarship. For an excellent over-
view, see LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE (1999). 
 141. Many issues surround the ICANN's establishment as the authoritative body for 
the present public root server system. See generally Jonathan Weinberg, ICANN and the 
Problem of Legitimacy, 50 DUKE L.J. 187 (2000); Milton Mueller, supra note 1, at 477-
500. See also the excellent material relating to ICANN collected by ICANN Watch, a 
watchdog organization, at http://www.icannwatch.org/. 
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nonetheless determine whether (and to what extent) realspace sovereigns 
can regulate the system. However, the geographic location of the domain 
name system is essentially arbitrary. That is, while the logical regulatory 
significance of the hierarchy of the domain name system is inherent in the 
technology, the geography is not. Put simply, the root servers could move, 
taking with them the territorial regulatory significance. Furthermore, a re-
alspace sovereign142 set on increasing the present regulatory authority 
available to itself—either recognized under international law or de facto—
could alter the geographic facts, by creating additional root servers and 
requiring their use. This observation suggests a reconsideration of the aims 
of present regulation of the domain name system by realspace sovereigns, 
in particular the United States’ approach embodied in the ACPA. We take 
up this final point in Section IV below, while first discussing the dual im-
plications of territoriality and the domain name system.  

1. Recognized Authority:  Prescriptive Jurisdiction & Domain 
Names 

We turn first (and briefly) to the significance of prescriptive jurisdic-
tional claims.143  

a) The Principles of Prescriptive Jurisdiction 

As a general matter, international law widely recognizes at least two 
bases of prescriptive jurisdiction:144 the principles of territoriality145 and 
nationality.146  

                                                                                                                         
 142. Or set of sovereigns, of course. For example, a group of sovereigns, perhaps 
organized regionally or culturally, might establish and mandate its own root server sys-
tem, with shared or delegated policy authority. 
 143. This subsection is not intended as a comprehensive description of the issues 
surrounding prescriptive jurisdiction. Rather, our goal is to provide context to support our 
argument that the geography of the domain system will have realspace regulatory impli-
cations. 
 144. We use the terms “legislative jurisdiction” and “prescriptive jurisdiction” inter-
changeably here, given the context in which we write: the analysis of the scope of Con-
gressional authority to legislate on the matter of domain names. See, e.g., RESTATEMENT 

OF THE LAW, THIRD, FOREIGN RELATIONS LAW OF THE UNITED STATES, § 401(a) (1987) 
[hereinafter RESTATEMENT]. 
 145. See RESTATEMENT, supra note 144, § 402(1); BARRY CARTER & PHILIP TRIM-

BLE, INTERNATIONAL LAW 728-733 (2d ed. 1995). 
 146. RESTATEMENT, supra note 144, § 402(2); CARTER & TRIMBLE, supra note 145, 
at 728. Other recognized principles of prescriptive jurisdiction include: (a) the “protec-
tive” principle; (b) the “passive personality” principle; and, (c) the “universality” princi-
ple. See CARTER & TRIMBLE, supra note 145, at 728-733. Each of these, while estab-
lished in international law, is applied in specific circumstances unlikely to implicate dis-
putes over domain names. See, e.g., RESTATEMENT, supra note 144, § 402 cmt. f (de-
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“Territoriality” refers to the notion that a sovereign state has a claim to 
prescribe conduct within its physical territory,147 and the “status of per-
sons, or interests in things, present within its territory.”148 Although some 
commentators have suggested that the territorial principle should be the 
complete basis for asserting prescriptive jurisdiction,149 the modern view 
recognizes that the territorial principle is both under- and over-inclusive:  
it fails to account for cases in which states have a legitimate claim to pre-
scriptive jurisdiction, and must yield in certain circumstances to extraterri-
torial principles that have developed to address the under-inclusiveness.150 
Indeed, some commentators question the continuing viability of the terri-
torial principle in the context of the international economic system and the 
United States’ role in the world economy.151 

The principle of “nationality” is also rooted in traditional notions of 
state sovereignty, though in this case the “sovereignty” refers to the state’s 
citizens or subjects, rather than the state’s physical territory.152 As typi-
cally stated, nationality refers to the right to prescribe “the activities, inter-

                                                                                                                         
scribing protective principle); RESTATEMENT, supra note 144, § 402 cmt. g (describing 
passive personality); RESTATEMENT, supra note 144, § 404 (describing universality). See 
generally CARTER & TRIMBLE, supra note 145, at 777-89; MARK JANIS, INTRODUCTION 

TO INTERNATIONAL LAW 329-330 (2d ed. 1993); J.G. STARKE, INTRODUCTION TO INTER-

NATIONAL LAW 225-226 (9th ed. 1984).  
 147. “It is an essential attribute of the sovereignty of this realm, as of all sovereign 
independent States, that it should possess jurisdiction over all persons and things within 
its territorial limits and in all causes civil and criminal arising within these limits.” J.G. 
STARKE, supra note 146, at 194 (quoting Lord Macmillan). “The principles of the territo-
rial sovereignty and the jurisdiction of states have been two of the most fundamental 
principles of international law.” JANIS, supra note 146, at 322-23. 
 148. RESTATEMENT, supra note 144, § 402(1)(b). 
 149. “[T]he character of an act as lawful or unlawful must be determined wholly by 
the law of the country where the act is done. . . . For another jurisdiction, if it should hap-
pen to lay hold of the actor, to treat him according to its own notions rather than those of 
the place where he did the acts, not only would be unjust, but would be an interference 
with the authority of another sovereign, contrary to the comity of nations, which the other 
state concerned justly might resent.” Am. Banana Co. v. United Fruit Co., 213 U.S. 347, 
356-357 (1909) (Holmes, J.). 
 150. This recognition, however, is not without controversy. See infra note 160 and 
accompanying text. 
 151. See generally Jonathan R. Turley, “When in Rome”: Multinational Misconduct 
and the Presumption Against Extraterritoriality, 84 NW. U. L. REV. 598 (1990). See also 
Stephen B. Burbank, The World in Our Courts, 89 MICH. L. REV. 1456, 1464 (1991) 
(noting the difficulty of currently-justifying a presumption against extraterritoriality). 
 152. See, e.g., Blackmer v. United States, 284 U.S. 421, 437 (1932) (“Nor can it be 
doubted that the United States possesses the power inherent in sovereignty to require the 
return to this country of a citizen, resident elsewhere, whenever the public interest re-
quires it, and to penalize him in the case of refusal”).  
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ests, status, or relations of its nationals outside as well as within its terri-
tory.”153 

While the invocation of basic international legal principles upon which 
sovereigns may prescribe behavior at least implies limits upon the scope of 
such jurisdictional claims,154 the modern reality is rather different. The 
trend since early in the twentieth century, particularly with respect to the 
United States, has been towards “increasingly expansive” views of pre-
scriptive jurisdiction.155 For example, the Restatement (Third) of Foreign 
Relations Law of the United States suggests that prescriptive jurisdiction 
clearly exists with respect to any activities that have “substantial effect[s]” 
in the United States.156 The U.S. Supreme Court has vacillated confusingly 
on this issue,157 but it is nonetheless clear that, to the extent that they exist 
at all,158 limitations on prescriptive jurisdiction in this context are largely a 
matter of international political considerations.159 

The generally hortatory nature of international legal limitations on pre-
scriptive jurisdiction paradoxically illuminates the importance of such as-
sertions that are based largely on the traditionally-accepted bases of terri-

                                                                                                                         
 153. RESTATEMENT, supra note 144, § 402(2). 
 154. See, e.g., GARY B. BORN, INTERNATIONAL CIVIL LITIGATION IN UNITED STATES 

COURTS 493 (3d ed. 1996). 
 155. Id. at 501. See also RESTATEMENT, supra note 144, pt. IV, ch. 1, introductory 
note; Burbank, supra note 151, at 1460-61 (noting the parallel nature of the “loosening of 
mandatory controls on the exercise of lawmaking power” in both domestic and interna-
tional cases in United States courts).  
 156. RESTATEMENT, supra note 144, § 402(1)(c). Such extraterritorial application is, 
according to the RESTATEMENT § 403, limited by what Professor Burbank describes as 
“the jurisdictional ‘rule of reason’.” Burbank, supra note 151, at 1464.  
 157. Compare EEOC v. Arabian Am. Oil Co. (ARAMCO), 499 U.S. 244, 248 (1991) 
(invoking a presumption against extraterritorial application of laws in refusing to extend 
Title VII to extraterritorial application), with Hartford Fire Ins. Co. v. California, 509 
U.S. 764, 795-99 (1993) (extending application of Sherman Act to extraterritorial con-
duct by virtue of effects in the United States).  
 158. See BORN, supra note 154, at 510-511 (noting that it is “well established” that 
U.S. laws may violate customary international law and yet be enforceable—at least in 
U.S. courts); United States v. Alcoa, 148 F.2d 416, 443 (2d Cir. 1945). See also Burbank, 
supra note 151, at 1463 (noting the weakness of international legal limits on prescriptive 
jurisdiction). 
 159. As a practical matter such issues arise in the U.S. context because (and when) 
Congress has failed to specify the scope of a statute’s jurisdiction. See Burbank, supra 
note 151, at 1463; BORN, supra note 154, at 510-11. Thus questions of “limits” on U.S. 
legislative jurisdiction are analyzed chiefly through the lens of statutory interpretation, 
and international principles of jurisdiction are implemented as presumptions in favor of 
one statutory construction versus another. See, e.g., ARAMCO, 499 U.S. at 248; Hartford 
Fire, 509 U.S. at 795-99. See generally Burbank, supra note 151, at 1463-65.  
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toriality and nationality. That is, recent history demonstrates that the ex-
pansion of (at least) U.S. prescriptive jurisdiction beyond these boundaries 
generates substantial international controversy160; accordingly, where such 
assertions of jurisdiction comport with territoriality and nationality, we 
can expect—at minimum—less international dispute. 

b) Prescribing Domain Names 

If territoriality and nationality are important bases of international pre-
scriptive jurisdiction—at least in a political economy, if not practical, 
sense—then it follows that the interaction between these principles and the 
geographic and technologic realities of the domain name system will have 
regulatory significance. Because we are especially interested in the United 
States’ present regulatory approach (i.e., the ACPA, especially the in rem 
provisions161), and because the current geographic facts of the domain 
name system are remarkably U.S.-based, this discussion will necessarily 
be heavily U.S.-focused. (Note that in the particular context in which 
Congress has presently acted—legislating for domain name disputes as 
they relate to trademarks—there will be one or more registered U.S. 
trademarks involved.162 For purposes of our argument, however, we set 
aside the international trademark issues.163) 

                                                                                                                         
 160. One commentator notes more than fifteen “blocking statutes” passed by other 
nations in response to extraterritorial application of the United States antitrust laws. See 
Joseph P. Griffin, United States Antitrust Laws and Transnational Business Transac-
tions: An Introduction, 21 INT'L LAW. 307, 308-309 (1987). See also BORN, supra note 
154, at 584-587 (noting “protests” against extraterritorial application); Thomas C. 
Fischer, Case Two: Extraterritorial Application of United States Law Against United 
States and Alien Defendants (Sherman Act), 29 NEW ENG. L. REV. 577, 586 & n.38 
(1995). 
 161. 15 U.S.C. § 1125(d) (2000).  
 162. See 15 U.S.C. § 1125(d) (allowing claims based on infringement of a “mark”). 
Federal trademarks are registered by application to the United States Patent and Trade-
mark Office, pursuant to 15 U.S.C. §§ 1051-72. 
 163. It is an understatement to say that the application of trademark law to the online 
context presents difficult international law issues. Dinwoodie has noted that the continued 
expansive interpretation of national trademarks in the online context threatens to “re-
duce” trademark rights to “their most destructive form”—the mutual ability to block (or 
at least interfere with) the online use of marks recognized in other countries. Graeme 
Dinwoodie, Private International Aspects of the Protection of Trademarks (Jan. 19, 
2001) (WIPO Doc. No. WIPO/PIL/01/4), available at http://wipo.int/pilforum/en/-
documents/pdf/pil_01_4.pdf. Accordingly, the World Intellectual Property Organization 
(WIPO) approved in Fall 2001 a resolution calling for a more flexible recognition of 
“use” of trademarks on the Internet, one that would provide protections from liability for 
legitimate users of marks who disclaimed the intent to conduct commerce in a particular 
country. See WIPO. Joint Recommendation Concerning Provisions on the Protection of 



����@� 352%/(06�:,7+�7+(�$&3$� �����

�

Our analysis suggests that the present form of the domain name system 
offers the United States a strong claim of prescriptive jurisdiction along 
several dimensions of the analysis. Maintaining our focus on the bases of 
nationality and territoriality, we note the following important factors in-
volved in this analysis: 

Citizenship. The citizenship of the parties to the dispute obviously in-
vokes the nationality principle, supporting the prescriptive claim for any 
corresponding sovereign. 

TLD Server Location. Because almost all domain name disputes will 
arise in the context of second-level domain names, the most direct author-
ity over and responsibility for these domain names will rest with the 
operation of the relevant TLD server, thereby supporting the prescriptive 
claim of the sovereign in which that server is located.164 

Root Server Location. As noted above, control over the root server al-
lows at least some level of control over the entire system, though at times 
this support will be indirect.165 As such, the geographic location of the root 
server will support—though to a lesser degree than the location of the 
TLD server—the assertion of prescriptive jurisdiction based on the princi-
ple of territoriality. 

Focusing on the United States, we note that the primary root server 
(a.root-servers.net) is located within the United States.166 The array of 
possibilities for prescriptive claims are: 

                                                                                                                         
Marks, and Other Industrial Property Rights in Signs, on the Internet (October 2001) 
(WIPO Pub. No. 845), available at http://www.wipo.org/aboutip/en/development_-
iplaw/pub845.htm. 
  We set aside the issues specific to international application of US trademark law 
for several reasons. Most generally, we consider the truly notable question here to be 
Congress’ approach to the regulation of domain names, especially the self-styled in rem 
provisions of the ACPA; in this view, the effects on the international regulation of trade-
marks are parasitic on a particular view of domain names as what one of us has described 
as “a species of mutant trademark.” Margaret Jane Radin & R. Polk Wagner, The Myth of 
Private Ordering: Rediscovering Legal Realism in Cyberspace, 73 CHI.-KENT L. REV. 
1295, 1303 (1999). Here, looking beyond the mutant trademark aspects of domain names 
allows, we hope, for a more focused consideration of the challenges facing sovereigns in 
cyberspace. 
 164. Note that for simplicity, we are conflating the location of the actual hardware 
(i.e., the machine) that constitutes the TLD server, and the location of the administrative 
authority. We assume, for the purposes of our argument, that the hardware will typically 
be in the same country as the administrators and system operators. 
 165. See supra text accompanying note 139. 
 166. As of July 30, 2002, a lookup of a.root-servers.net reveals an IP address of 
198.41.0.4. Using the “NetGeo” form available at http://netgeo.caida.org/perl/netgeo.cgi, 
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Table 1:  U.S. Prescriptive Jurisdictional Claims 

case party citizenship TLD server location recognized prescrip-
tive claim 

1 US US US 

2 mixed US US 

3 non-US US US 

4 US non-US US 

5 mixed non-US US 

6 non-US non-US unclear 

 
Cases 1 and 2 are relatively easy:  in each, both nationality and territo-

riality support the U.S. claim; in Case 2, there is a potential competing 
claim based on nationality, but the clear weight of the interests balances in 
favor of the U.S.167 Case 3 is perhaps more controversial. If the non-US 
citizens are from separate countries, then there are at least three potentially 
competing claims. Among the three, we suggest that none will have a 
“clearly greater” interest than the U.S. If the non-US citizens are from the 
same country, then the relative claim of that country would seem 
stronger.168 In Cases 4 and 5, the U.S. claim is supported by nationality, as 
well as the basis for territoriality provided by the location of the root 
server.169 In our view, the location of the TLD server does not provide a 
“clearly greater” claim in this context, though we admit these Cases are 
close. 

                                                                                                                         
the physical location of a.root-servers.net is revealed as Herndon, Virginia, USA (or ap-
proximately 38º 98’ N, 77º 39’ W). 
 167. Where multiple sovereign states have significant and potentially-conflicting 
claims to jurisdiction, courts will often resort to devices that compare—or balance—the 
relative strengths of the interests. For example, pursuant to RESTATEMENT § 403(3), su-
pra note 144, when multiple countries have competing claims, a “clearly greater” claim 
must be recognized. See also Burbank, supra note 151, at 1463-64 (noting the techniques 
for resolving these conflicts). 
 168. See, e.g., Heathmount v. Technodome.com, 106 F. Supp. 2d 860 (E.D. Va. 
2000) (ACPA action between Canadian citizens). The court in Heathmount did not ad-
dress this issue. 
 169. Note that the analysis of the “effects” of domain name activity is likely to ap-
proximate a wash in cases where the DNS system is available worldwide. That is, the 
effects of a domain name in the United States is likely to be similar to the effects of the 
same domain name in another country; both states might be able to note the effects in 
their territory, but it seems unlikely that either effect would be clearly greater than the 
other.  
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Case 6 has an uncertain result. Of course, the U.S. would have at least 
some support from the principle of territoriality as a consequence of the 
location of the root server. We think, however, that this support would be 
less than the support provided by the location of the TLD server. Yet that 
would be the full extent of the support for the U.S. claim, leading us to 
conclude that the U.S. claim will likely (though not certainly) be out-
weighed by a competing claim, especially if the location of the TLD 
server and the citizenship of at least one of the parties corresponds. 

This exercise leads us to two points. First, even though the U.S. Con-
stitution severely limits the impact of the in rem provisions of the 
ACPA,170 the U.S. prescriptive jurisdictional claim (under the widely-
recognized principles of territoriality and nationality) appears to be quite 
strong generally. Second, as far as recognizable claims of prescriptive ju-
risdiction goes, geography matters:  the physical location of the TLD and 
root servers plays a crucial role in evaluating potentially competing claims 
of prescriptive jurisdiction, at least according to the traditional bases of 
territoriality and nationality. Here, the geographic fact that the root servers 
(at least the primary one and its administration) and the most populated 
TLD servers are geographically located within the United States, grants 
the United States a considerable amount of regulatory latitude under rec-
ognized principles of international jurisdiction. And while the U.S. gov-
ernment has, we think, a limited ability to exercise jurisdiction over do-
main name disputes as a Constitutional matter, other sovereigns may not 
be so limited.171 As we note below, this insight has substantial implica-
tions. 

2. De Facto Regulatory Significance 

Even if a particular sovereign’s claims for prescriptive jurisdiction are 
unrecognized or controversial under international legal principles, the ge-
ography of the domain name system can nonetheless provide substantial 
regulatory leverage. This de facto regulatory significance flows from the 
distributed hierarchy of the domain name system:  a sovereign can exer-
cise control over the domain name system to the extent that elements of 
the domain name system are under its potential physical control. This 

                                                                                                                         
 170. As we analyzed in section II above, these in rem provisions, found in 15 U.S.C. 
§ 1125(d)(2) apply to cases of anonymous registrants and cases involving registrants 
lacking minimum contacts with the United States. In the latter cases, the assertion of in 
rem jurisdiction over the domain name will violate due process.  
 171. This assumes the same level of geographic connections to the critical features of 
the domain name system. As we note in Section IV below, sovereigns can also take steps 
to alter the geographic facts in their favor. 
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typically comes from the elements being geographically located within the 
sovereign’s territory. For example, because the administration of the root 
server offers logical control over the entire domain name system,172 sover-
eign control over the root server would then allow de facto control over 
the domain name system. 

For example, consider the case of the United States, under the present 
geographic and technical facts of the domain name system. In principle, 
Congress could pass laws (or an agency could issue regulations) directed 
to the public root server system. Perhaps these laws might specify the 
standards by which TLDs would get access to the root servers, or even 
specify the TLDs and their policies themselves. These laws might give 
preferences to U.S. companies and individuals in domain name disputes, 
charge taxes on any entity using a domain name, or specify the types of 
uses that domain names can be put to.173 By controlling the root server, the 
U.S. government could effectively control the TLD servers by threatening 
banishment from the public root server system and the concomitant loss of 
operation. And by controlling the TLD servers, the U.S. government could 
exercise de facto control over the entire range of second-level domain 
names available in the public root server system. 

There is no evidence at all, we think, that the United States govern-
ment is planning any activities of this sort.174 Nor, of course, are we advo-
cating such a course, as we argue in some detail below. At present, even 
the most aggressive assertion of jurisdiction we describe here—the in rem 
provisions of the ACPA—falls well short of the sort of widespread de 
facto control set forth above. Yet the point we noted above remains:  geog-
raphy matters. Put simply, both recognized and de facto control over the 
domain name system are remarkably correlated with geographic facts. 
This, we think, has considerable implications for the future of the domain 
name system. 

                                                                                                                         
 172. At least over the domain name system utilizing that root server. As we noted 
above, this is how ICANN presently exerts nearly complete policy control over the do-
main name system. See supra notes 139 and accompanying text. 
 173. Obviously, the U.S. Constitution would provide an important limit to such regu-
lations, especially those that might implicate rights of free expression. See, e.g., U.S. 
CONST. amend. I. Note, however, that such constraints would not necessarily restrict 
similar actions by other sovereigns. 
 174. See generally William J. Clinton and Albert Gore, A Framework for Global 
Electronic Commerce (The White Paper) (July 1, 1997), available at http://www.-
ejus.it/db/data/Framework_Electronic_commerce_1-7-97.htm; U.S. Dept. of Commerce, 
Memorandum of Understanding Between the U.S. Department of Commerce and Internet 
Corporation for Assigned Names and Numbers (Nov. 25, 1998), available at http://-
www.ntia.doc.gov/ntiahome/domainname/icann-memorandum.htm. 
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IV. THE CRUCIAL ROLE OF REALSPACE SOVEREIGNS 

Thus far we have analyzed the aspects of logical and territorial control 
over the domain name system, arguing that in the context of realspace 
sovereigns, the mapping of the logical control structure onto the physical 
world results in a regulatory hierarchy. That is, those states with critical 
components of the domain name system in their territory could have great 
regulatory leverage over the system as a whole. This argument leads to 
two other important observations. First, we note that the geographic facts 
of the domain name system are both essentially arbitrary and uniquely mu-
table attributes,175 thereby providing realspace sovereigns with an impor-
tant hook to attempt to alter the geographic facts in their favor. Second, 
and following from the first, we argue that the likely result of greater regu-
latory activism by various realspace sovereigns will be the segmentation 
of the domain name system, and the dramatic reduction in utility provided 
by the system itself. 

A. Geographic Alteration:  The Virtual Land Grab 

Assume that Country X decides that the present quasi-U.S. approach to 
the regulation of the domain name system is not in its interest. Perhaps this 
country is troubled by the present strong protection of commercial trade-
marks embedded in both the ICANN-mandated policies and the ACPA.176 
Or perhaps Country X disagrees with the principles of free expression that 
have been held to extend to domain name disputes.177 Or Country X might 
simply see the domain name system as a potential source of revenue.178 

Whatever the reason, it is clear that Country X would have substantial 
ability to at least attempt to alter the geographic facts. Country X could 
establish a root server system of its own, and mandate that local networks 

                                                                                                                         
 175. Given the distributed hierarchical nature of the DNS, the geographic location of 
the “A” root servers is not especially relevant to the operation of the system. See supra 
text accompanying notes 132-139. 
 176. See supra note 129 and accompanying text, and the Introductory Section. 
 177. See, e.g., Bally Total Fitness Holding Corp. v. Faber, 29 F. Supp. 2d 1161, 1166 
(C.D. Cal. 1999) (rejecting trademark claim against use of a domain name because of, 
inter alia, First Amendment concerns). See generally L.L. Bean, Inc. v. Drake Publishers, 
Inc., 811 F.2d 26 (1st Cir. 1987) (discussing First Amendment and Trademark Law). 
 178. See, e.g., Anna Soderblom, Island Joins the Dots and Will Net Fortune, THE 

TIMES (LONDON), Nov. 6, 2000 (noting that the island nation of Tuvalu expects to net 
over $50 million from registrations in the .tv TLD space, “or about three times Tuvalu's 
gross domestic product”). The Tuvalu case is slightly different than what we suggest 
here, of course, as Tuvalu controls only the .tv TLD, rather than the root server. 
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use the “official” root server.179 In a fairly benign form of this “virtual 
land grab,” the Country X root server might mirror or link to the existing 
public root server system, and merely offer additional TLDs.180 Country X 
would be able to exert regulatory control over the additional TLDs, while 
the remaining TLDs would be unaffected and remain available to Country 
X users. A more troubling arrangement would be if Country X limited, or 
reassigned the TLDs available in the new root server, or otherwise created 
conflicts between its root server and the public server. This second set of 
circumstances creates great potential for the segmentation of the world-
wide domain name system, and the dramatic reduction in the value of the 
system. 

B. Segmenting Domain Names 

The domain name system becomes “segmented” when:  (1) the same 
DNS requests sent by users in different networks yield different results; or 
(2) some number of TLDs are unavailable to users, depending upon the 
root server system they use. Both of these circumstances arise when dif-
ferent root server systems are used—though the existence and use of dif-
ferent root servers is a necessary but not a sufficient condition.181  

Segmentation arises when the various root server systems in use are ei-
ther in conflict, or do not accurately reflect the content of other root serv-
ers. For example, the official “Country X Root Server” might send re-
quests for the .com TLD to a different server than the ICANN a.root-
servers.net, thereby creating a conflict—resulting in, for example, a re-
quest for www.yahoo.com yielding a different web page in different net-
works.182 Or the Country X Root Server might ignore requests for the .com 
TLD altogether, rendering a large part of the domain name system unus-
able (for its users). An even more likely case is that any additional TLDs 

                                                                                                                         
 179. Alternatively, the regulations could identify a private “alternative” root server 
system—perhaps as part of a wider agreement involving policies, taxation, etc. Such al-
ternative root server systems already exist. See, e.g., New.net, Mission Statement, at 
http://www.new.net/about_us_mission.tp (last visited July 25, 2002).  
 180. This type of arrangement has been described as a “virtual inclusive root”. See S. 
Higgs, Root Zone Definitions, at http://www.simon.higgs.com/net/draft-higgs-root-
definitions.txt (May 2001). 
 181. As noted in S. Higg’s Root Zone Definitions, multiple root server systems pres-
ently exist with little, if any, problems for the system. Higgs, supra note 180. Higgs in 
particular describes “private” root server systems, which are not publicly available and 
are intended to serve only a single network, as well as “inclusive” root servers, which 
expand the TLDs available on the standard root server system. Id. 
 182. This would not necessarily be the case, of course. Depending upon the details of 
Country X’s redistribution plan, Yahoo!, Inc. might purchase the rights to yahoo.com in 
the County X Root Server zone. 
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established by Country X may not be recognized by the public root server 
system, thereby making them unavailable to the Internet user community 
at large.183 

We predict that segmentation would result under the following cir-
cumstances:   

First, a new root server system (formed or mandated by a sovereign’s 
regulatory activity) could create conflicts with the existing public root 
server system. These conflicts could result in unexpected behavior or the 
inability for certain segments of the global Internet to utilize TLDs pub-
licly available elsewhere. 

Second, and perhaps even more importantly, segmentation must be 
considered a potential response by one or more sovereigns to any others’ 
attempts to exert unwanted regulatory influence over the domain name 
system. For example, if Country X established its own root server system, 
and established policies for expanded TLDs that were in conflict with the 
policies of Country Y, a potential response for Country Y would be to re-
sponsively create (or mandate) a root server system that effectively 
“blocked” the Country X TLDs. Lest this possibility seem farfetched, con-
sider China’s recent suggestion that it would take steps to ensure that it 
controlled the distribution and administration of all Chinese-character do-
main names—a task that certainly implicates the creation of alternative 
root server systems, or the threat thereof.184 

                                                                                                                         
 183. Note that we distinguish here between what we call “segmentation” of the do-
main name system and the present use and availability of “alternative” or “inclusive” root 
server systems. In terms of numbers of users, the major alternative root server systems 
differ from the hypothetical segmented system we outline above because they explicitly 
include the information provided by the public root server system, and because they are 
created by and backed with market forces, not sovereign government regulatory action. 
We recognize that such alternative root server systems may stimulate much-needed inno-
vation and competition in the field of domain name administration. Yet the increasing 
popularity of such services only increases the chances that true segmentation develops. 
 184. See, e.g., Rachel Ross, China Demands Jurisdiction Over Domain Names In 
Chinese, TORONTO STAR, Nov. 13, 2000 (“We think that as 97.5 per cent of the people 
using Chinese characters live in the mainland and Taiwan, the U.S. government has no 
right to authorize any company to manage Chinese domain names with Chinese charac-
ters,’ said CNNIC director Hu Qiheng . . . . ‘A company shouldn't be allowed to provide 
Chinese domain names registration services in China without the approval of the Chinese 
government.’”); Character Debate: CNNIC Opposes Foreign Firms Registering Chinese-
Language Domain Names, CHINAONLINE, Nov. 3, 2000 (explaining how China is object-
ing to the registration and use of Chinese-character domain names by foreign entities); 
Furious Fight Arises in Registration of Chinese Domain Names, Xinhua General News 
Service, Nov. 17, 2000 (same); China to Strengthen Management of Chinese-Character 
Domain Names, CHINAONLINE, Nov. 15, 2000 (same); China Channel, CNNIC Disagree 
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As should be easily apparent, segmentation of the domain name sys-
tem would dramatically decrease its value to the Internet user commu-
nity.185 As a means of searching and selecting online resources, the do-
main name system’s value is directly related to its scope; its value is at its 
highest when the system includes all named online resources. Importantly, 
if the domain name system cannot reliably be considered authoritative of 
the resources available, its value diminishes remarkably—if an Internet 
user does not have confidence that typing www.yahoo.com will yield the 
information she expects, then the DNS request will be of far less value. 
And while there are good arguments that the domain name system has out-
lived its usefulness as a uniform means of addressing the Internet search-
ing problem, we think that an unsegmented domain name system remains 
a significant value to Internet users.186 This premise—that an unsegmented 
domain name system is desirable—has substantial policy implications for 
realspace sovereigns.  

C. Unsegmenting Policy:  Realspace Sovereigns and Domain 
Names 

The present United States approach to domain name regulation—at 
least as reflected in legislation187—appears to be focused solely on the po-

                                                                                                                         
Over Chinese Character International Domain Names, CHINAONLINE, Oct. 10, 2000 
(same). At present, the ICANN-approved registrars are still registering such domain 
names. See Verisign, Key Points About the VeriSign Global Registry Services Interna-
tionalized Domain Name Testbed, at http://www.verisigngrs.com/idn/testbed/keypts.html 
(last visited July, 26 2002). 
 185. This appears to be a nearly universal sentiment. See, e.g., Internet Architecture 
Board (Network Working Group), IAB Technical Comment on the Unique DNS Root, at 
http://www.faqs.org/rfcs/rfc2826.html (May 2000); ICANN, ICP-3: A Unique, Authorita-
tive Root for the DNS, at http://www.icann.org/icp/icp-3.htm (July 9, 2001). 
 186. We think a significant argument can be made that the development of a seg-
mented domain name system would dramatically devalue the current system and generate 
alternatives to the searching and selection problem that may prove at least as effective as 
the present domain name system. One obvious example might be an increasing invest-
ment in web search engines or directories. Or the development of new technologies, such 
as the former RealNames “keywords” system. See, e.g., RealNames Corp., About Internet 
Keywords, at http://web.archive.org/web/20011031162600/www.realnames.com/Virtual.-
asp?page=Eng_Corporate_How_Work (last visited July 25, 2002).The rise of and even-
tual replacement by alternatives to the domain name system should not necessarily be 
viewed as unfortunate. Nonetheless, an unsegmented domain name system appears at 
present to be high on the list of valuable approaches to the searching problem. 
 187. An interesting aspect of this issue is the apparent tension between the assertive 
approach taken by the Congress in passing the ACPA, especially the in rem provisions, 
and the more “hands off” version followed by the Clinton Administration. See, e.g., Clin-
ton & Gore, supra note 175; U.S. Dept. of Commerce, supra note 175. 
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tential for harm to a particular form of indigenous commercial interests:  
trademarks. Little legislative attention has be paid to the significant value 
in the unsegmented domain name system, or more particularly, the signifi-
cant diminishment in value should the system become segmented. This 
omission becomes all the more serious when one considers that the ag-
gressive assertion of jurisdiction in the ACPA188 may well satisfy the con-
ditions under which the domain name system becomes segmented:  the 
encouragement of responsive actions on the part of other sovereigns.189 
This is a perilous path, one that risks harming the growth and development 
of the global Internet, and correspondingly portends harm to United States 
interests. 

In this section, we briefly discuss the justifications and contours of a 
more encompassing approach to the regulation of domain names by real-
space sovereigns—in particular the United States. Such an approach, we 
argue, would result in greater deference to and support of the growth of 
nonterritorial regulatory devices for this uniquely global asset, thereby de-
creasing the momentum towards segmentation. 

1. Encompassing Interests 

Given that the growth of e-commerce development thus far has largely 
benefited U.S. commercial interests,190 the continued development of the 
Internet should be viewed as beneficial; concomitantly, obstacles to such 
growth should be avoided.191 We have established above that an unseg-
mented domain name system is significantly more valuable to the global 
Internet community than one that is partially or fully segmented. It fol-

                                                                                                                         
 188. A claim, we suggest, that can be seen most expansively in the ACPA’s in rem 
proceedings. See 15 U.S.C. § 1125(d). 
 189. See supra Section III.C.1. 
 190. Measurement of the commercial activity online is, of course, subject to various 
problems. But under any set of criteria, the United States seems to be doing quite well. 
The top ten most visited “web properties” worldwide are all U.S. companies. See Neil-
sen/Netratings, Top 25 Web Properties, available at http://www.nielsennetratings.-
com/pr/pr011113.pdf (Nov. 14, 2001). The top ten electronic commerce sites (measured 
in terms of customer sales) are entirely American. See NextCard, Ecommerce Index, at 
http://www.nextcard.com/Indexes/sept_index_movers10_05_01.html (Sep. 2001). The 
top ten e-commerce businesses in terms of market share are entirely American. See 
Nearly Half of All Americans Buy Online, According to Nielsen//NetRatings and Harris 
Interactive; $3.5 Billion Spent Online in March, Jumping 36 Percent in Past Year, BUSI-

NESSWIRE,, at http://www.harrisinteractive.com/news/allnewsbydate.asp?NewsID=273 
(Apr. 24, 2001). 
 191. Note here we are setting aside the many (and significant) non-commercial 
United States’ interests in the growth of the Internet—for example the spread of democ-
ratic values. 
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lows, then, that avoiding segmentation must be included as a significant 
factor in the regulatory calculation for realspace sovereigns. 

We can review this broader approach by explicitly considering the 
harm due to segmentation. Stylizing the situation under a two-player 
game, we will assume two binary choices:  either to assert prescriptive ju-
risdiction and regulate, or defer to other sovereign entities.192 We consider 
three outcomes, with arbitrary numbers assigned for illustrative purposes. 
First, if both states defer, the system will remain unsegmented. If only one 
state regulates (and no other state retaliates by segmenting), the system 
will remain unsegmented, with some additional benefit flowing to the 
regulator. And if both states regulate, the system becomes segmented, re-
sulting in a diminishment of value. Figure 2 sets forth this basic situation, 
with the payoffs as noted. 

 
Figure 2 

 
Here, the U.S. decision would be to regulate, on the assumption that 

State X’s response would be to defer.193 Thus, the Figure 1 example might 

                                                                                                                         
 192. As should be apparent, there are a number of “middle grounds” here that these 
models fail to adequately capture. 
 193. This is a form of a dynamic game with complete information, as State X can 
easily see the U.S. decision. The sub-game represented by the top branch has expected 
payoffs of (100, 125), while the bottom branch has payoffs of (125, 100). Accordingly, 
the U.S. decision will be to regulate. See H. SCOTT BIERMAN & L UIS FERNANDEZ, GAME 

THEORY WITH ECONOMIC APPLICATIONS 124-135 (2d ed. 1998); DOUGLAS BAIRD ET AL., 
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be said to describe the present status quo—where the U.S. has regulated to 
some degree,194 and other nations appear to be more deferential. 

Yet an adjustment in the payoffs could dramatically alter the nature of 
this game, as shown in Figure 3. 

 
Figure 3 

 
Here, we have adjusted the payoff State X perceives if the United 

States regulates and it does not. This reduction in payoff could be due to 
variety of factors, a few of which we have noted above.195 Under these 
new conditions, State X will choose to respond to the U.S. regulation with 
regulation, and the domain name system will become segmented. Accord-
ingly, the best U.S. decision is to defer. 

Figure 4 notes one final example, where the U.S. payoff to State X 
regulation is reduced as well. 

 
 
 
 
 
 

                                                                                                                         
GAME THEORY AND THE LAW 50-77 (1994); ERIC RASMUSSEN, GAMES & INFORMATION 
108 (3d ed. 2001). 
 194. At least to the extent of the in rem provisions of the ACPA. 
 195. See supra Section IV.A. 
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Figure 4 

 

 
Here again, the best U.S. decision is to regulate. That such a decision 

yields the suboptimal condition of segmentation reveals the nature of this 
game as a form of the prisoner’s dilemma.196 

(Note of course that a still better view of this problem is as a repeated 
game—that is, each sovereign has many opportunities to decide whether 
to regulate or defer. Thus, if the United States considered the assertion of 
regulation by another sovereign to be more harmful to its interests, it could 
take the next opportunity to respond by regulating—and thereby further 
confirm the suboptimal nature of this situation.) 

2. Towards Coordination 

The concerns outlined above describe a substantial danger that the pre-
sent domain name system will become segmented. And yet, as with most 
prisoner’s dilemmas, coordination provides a solution.197 In particular, our 
analysis here establishes the strong interests that realspace sovereigns, and 
especially the United States, have to coordinate their regulatory behavior 
with an eye to avoiding segmentation. 

                                                                                                                         
 196. The expected payoffs for the top branch are (25, 125), while the expected pay-
offs for the bottom branch are (50, 50).  
 197. See, e.g., BIERMAN & FERNANDEZ, supra note 193, at * (noting the difference in 
outcomes between cooperative games and noncooperative games); BAIRD ET AL., supra 
note 193, at * (observing the importance of “binding agreements” between parties facing 
a prisoner’s dilemma). 
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Such coordination will invariably require greater deference to nonterri-
torial domain name regulatory bodies. The paradigmatic example of this, 
of course, is ICANN. As many have observed, there are a number of sub-
stantial problems with the present form of ICANN.198 However, advocat-
ing international coordination does not, we think, necessarily require en-
dorsement of the present policies and procedures established by ICANN, 
or the way in which that organization has been developed. 

The challenge of integrating sovereign interests into a coherent inter-
national regulatory framework is plainly considerable,199 and we will not 
solve that problem here.200 Instead, having noted in particular the perverse 
incentives created by the current United States regulatory regime, and the 
strong interests the United States has in avoiding segmentation, we offer a 
few observations and suggestions for future consideration. 

1. The in rem provisions of the ACPA are misguided and 
should be repealed or substantially revised. They are of only 
limited value,201 and appear to serve primarily as a particu-
larly obnoxious example of expansive U.S. claims to regu-
late domain names.202 

2. The United States government (and other realspace sover-
eigns) should take a more active role in supporting the de-
velopment of international domain name policy coordina-
tion. The present ICANN approach of avoiding any signifi-

                                                                                                                         
 198. Such problems include questions about ICANN’s legitimacy, as well as its al-
leged bias against non-trademark holders. See, e.g., Jonathan Weinberg, ICANN and the 
Problem of Legitimacy, 50 DUKE L.J. 187 (2000) (discussing legitimacy concerns); Mi-
chael Geist, Fair.com?: An Examination of the Allegations of Systemic Unfairness in the 
ICANN UDRP, 27 BROOK. J. INT'L L. (alleging bias in the ICANN UDRP process). But 
see, e.g., Michael Kaplan, Never Cry Wolf: A Response to Professor's Geist's Condemna-
tion of the ICANN UDRP 1-11 (2002) (unpublished manuscript, on file with authors) 
(disputing any showing of bias). 
 199. See, e.g., Jonathan Baert Wiener, On the Political Economy of Global Environ-
mental Regulation, 87 GEO. L.J. 749, 760-88 (1999) (discussing the theories by which the 
development of international environmental regulation might be viewed); Barbara Stark, 
Economic Rights in the United States and International Human Rights Law: Toward an 
"Entirely New Strategy," 44 HASTINGS L.J. 79, 79-82 (1992) (discussing obstacles to 
adoption of international human rights law). See generally CARTER & TRIMBLE, supra 
note 145. 
 200. For a recent effort along these lines, see generally Paul Schiff Berman, The 
Globalization of Jurisdiction: Cyberspace, Nation-States, and Community Definition, 151 
U. PA. L. REV. (forthcoming 2002). 
 201. See supra notes 94-98 and accompanying text. 
 202. See supra note 155 and accompanying text. 



����� %(5.(/(<�7(&+12/2*<�/$:�-2851$/� >9RO���������

�

cant government involvement, and instead attempting to 
build a strictly nongovernmental regulatory authority, fails to 
grasp the unavoidable involvement of realspace sovereigns 
in domain name regulation.203 Such support would include 
diplomatic efforts as well as concrete actions that lend addi-
tional credibility to these organizations. 

 3. Finally, Congress should consider revising the ACPA to 
reflect greater deference to the decisions of international 
regulatory bodies. For example, Congress might consider 
implementing a requirement that disputing parties seek reso-
lution from the international domain name regulatory body 
prior to filing a federal lawsuit.204 Alternatively, lawsuits 
concerning a dispute where a decision has been made by the 
domain name body might be more limited in their scope, in 
the nature of an appeal process rather than an initial ac-
tion.205 

We are under no illusions that the kind of coordination required to 
effectively regulate the domain name system will be simple or uncon-
tested. Yet if we are to maintain the value of the domain name system as a 
solution to the searching and selection problem, realspace sovereigns must 
recognize the urgent importance of coordination and deference, and tailor 
their regulatory approach accordingly. 

V. CONCLUSION 

It has become commonplace to describe our world (especially the eco-
nomic world) as “interdependent.” Increasingly, the flow of capital as well 
as goods and services show little respect for traditional sovereign borders; 
nations unable or unwilling to respond to economic changes can suffer 
harm at the hands of the global marketplace. 

The advent of the Internet as a powerful commercial and social me-
dium is likely to present still greater challenges. For the Internet brings 
                                                                                                                         
 203. See supra Section III.C.1.b. 
 204. The analogy here would be to administrative exhaustion principles. 
 205. Note that the ICANN UDRP proceedings explicitly allow parties the right to 
seek relief from a court prior to actions being taken against a domain name. See UDRP, 
supra note 129, ¶ 4(k). This is in the nature of granting an appellate right; we suggest that 
Congress may want to formalize such an appellate process as part of an effort to recog-
nize the authority of international domain name regulation. Cf. Parisi v. Netlearning, Inc., 
139 F. Supp. 2d 745, 7. 52-53 (E.D. Va. 2001) (holding that UDRP decisions do not fall 
within the limited scope of review for arbitration awards provided by the Federal Arbitra-
tion Act).  
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new meaning to “interdependent”:  in a world where geography is funda-
mental to our understandings of sovereignty, the contested aspects of 
online “territoriality” mean that regulation might occur everywhere, or 
even nowhere. In an era when the “effects” of a commercial dispute in cy-
berspace might be “felt” both everywhere and nowhere, realspace sover-
eigns have great power to affect the global progress of the Internet. And 
there is perhaps no nation with as much at stake in this game as the United 
States, and no nation with as much power to lead the community of na-
tions in determining the Internet’s future. 

Yet the evidence of the U.S. approach to date has not been altogether 
heartening. With respect to the regulation of domain names—perhaps the 
“canary in the coal mine” of global internet regulation—the U.S. appears, 
via enactment of the ACPA, and especially its self-styled in rem provi-
sions, to have acted in an ill-informed manner that may be contrary to its 
long-term interests. As we argued above, these statutory provisions suffer 
from the double ignominy of being both of little value206 and inapt.207  

We do not, however, believe that all is lost, or that the current U.S. ap-
proach to domain name regulation will inexorably lead to the segmenta-
tion of the domain name system. To the contrary, the mere presence of the 
ICANN dispute resolution mechanism as well as the absence (to date) of 
any serious attempts by other sovereigns208 to assert jurisdiction over do-
main names demonstrates that this problem is not unsolvable at an interna-
tional scale. But any discussion about the future of international regulation 
of domain names (and, in a larger sense, the Internet) must proceed with 
full awareness of the essential role that realspace sovereigns play in both 
the form and the content of any regulatory approach. 

                                                                                                                         
 206. Useless in the sense that anytime the section authorizing the in rem assertion of 
jurisdiction (over known persons) will be necessary, it will also violate the US Constitu-
tion to accept jurisdiction. See supra 94-98 and accompanying text. 
 207. Inapt in a strategic sense: because it works an aggressive approach to jurisdic-
tion over domain names that creates significant incentives for other countries to regulate, 
thus raising the possibility of segmenting the domain name system.  
 208. China may be the exception. See supra note 184 and accompanying text.  
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 When an industry standard incorporates a patented invention, the 

demand for products that comply with the standard has two components. 
Some of the demand may be for the inherent technical advantages of the 
invention; the patentee is generally entitled to revenues attributable to 
this demand. But some of the demand is for the benefits of standardiza-
tion, such as interoperability, and the patentee is not entitled to revenues 
attributable to this demand. From this point, the article draws two con-
clusions. First, the amounts to which a patentee is entitled, either in liti-
gation or in licensing negotiations, should be calculated by determining 
the portion of demand that is attributable to its invention. In some cases, 
there will be evidence from which one can make this determination di-
rectly; in others, there may be no such direct evidence, but it may still be 
possible to draw inferences regarding the contributions of the patentee. 
Second, because the contributions of the standard itself, like interopera-
bility, are economically distinct, the “owner” of a standard—typically a 
standard-setting organization—should be allowed to negotiate license 
fees with the patentee of an invention incorporated in the standard.  
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I. INTRODUCTION 

When an industry standard incorporates a patented invention, the legal 
challenge is to distinguish several market effects. Some of the demand for 
products that comply with the standard may be for the inherent technical 
advantages of the invention. A patentee is generally entitled to revenues 
attributable to this demand.1 But some of the demand may also be created 
by the adoption of the standard.2 The patentee is not entitled to revenues 
attributable to this demand. Although it may be difficult to distinguish 
demand for the invention and demand for the standard, it is that distinc-
tion—rather than, say, a focus on “inequity” or some other concept—that 
best fosters the incentive-creating goals of patent law while minimizing 
negative effects on competition.3 

The distinction can be illustrated by a specific example. Rambus, Inc. 
recently alleged infringement of its patents,4 which it says are required to 
comply with standards for memory technology developed by JEDEC, an 

                                                                                                                         
1.   See Rite-Hite Corp. v. Kelley Co., 56 F.3d 1538, 1569 (Fed. Cir. 1995) (Nies, J., 

dissenting in part) (describing the Federal Circuit’s view that award of lost profits is de-
pendent on the consumer demand for patentee’s invention). 

2.   See infra Part I.A. 
3.   That is not to say that inequitable conduct on the part of a patentee is irrelevant. 

Such conduct might also justify placing limits on the patentee’s entitlement to returns 
from its invention. Indeed, most of the commentary on the issue of patents and standard-
setting addresses the issue in that context. See Janice M. Mueller, Patenting Industry 
Standards, 34 J. MARSHALL L. REV. 897 (2001); Daniel I. Prywes, Patent Ambushes and 
Licensing in Computer Standard-Setting Groups, ANTITRUST REP. 17 (March 2001). This 
essay argues that even when the patentee has engaged in no bad conduct, it should be 
limited to returns that are attributable to its invention. 

4.  See Rambus, Inc. v. Infineon Techs. AG, 155 F. Supp. 2d 668, 671 (E.D. Va. 
2001), appeal docketed, 2002 WL 554344 (Fed. Cir.). 
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industry standard-setting organization.5 The claims of the Rambus patents 
are directed at “inventions designed to increase the operating speed of 
memory in computers.”6 The JEDEC standards, however, are intended to 
provide compatibility or interoperability among the products of different 
manufacturers.7 Although some of the demand for the Rambus inventions 
may be due to the increased speed benefits that they provide, much of the 
demand is no doubt due to the benefits of interoperability, which are made 
possible by standardization, not by the invention. Therefore, although 
Rambus is entitled to returns from its technical contribution, it is not enti-
tled to returns from the interoperability provided by the JEDEC stan-
dards.8 This is so even if Rambus did not mislead JEDEC regarding the 
existence of its patents, although deception or other inequitable conduct 
might be an independent reason to deny a patentee the right to enforce its 
invention.9 

                                                                                                                         
5.  See JEDEC, at www.jedec.org (last visited July 28, 2002). JEDEC is an acro-

nym for Joint Electron Device Engineering Council. 
6.  Memorandum Opinion, Rambus, Inc. v. Infineon Techs. AG, No. 3:00cv524, 

2001 U.S. Dist. LEXIS 10990, at *4 (E.D. Va. Mar. 15, 2001), appeal docketed, 2002 
WL 554344 (Fed. Cir.). One of those claims is presented in the text accompanying note 
99 infra.  

7.  In the specification of one standard at issue in Rambus, JEDEC describes that its 
goals include “eliminating misunderstandings between manufacturers and purchasers” 
and “facilitating interchangeability and improvement of products.” JEDEC Solid State 
Technology Association, JEDEC Standard JESD79, Double Data Rate (DDR) SDRAM 
Specification, “NOTICE” page (June 2000), at http://www.jedec.org/download/search/-
JESD79R1.pdf. To that end, the standard defines the memory’s “features, functionality, 
AC and DC parametrics, packages and pin assignments.” Id. at i.  
  See also Daniel I. Prywes, Amicus Curiae Brief of JEDEC Solid State Technol-
ogy Association in Support of Appellees 4, Rambus Inc. v. Infineon Techs. AG, (Feb. 8, 
2002) (not filed with Federal Circuit, on file with the Berkeley Technology Law Journal) 
(stating that “JEDEC develops technical standards that will permit DRAM products made 
by different manufacturers to be interchangeable with each other, and to be inter-operable 
on a standardized basis with other computer-system components”) [hereinafter Amicus 
Curiae Brief]. 

8.   This oversimplifies somewhat. In a case where an invention contributes directly 
to the purpose of a standard, the invention may be entitled to returns from the standardi-
zation. See infra Part II.C. 

9.  See supra note 3. The Federal Trade Commission recently filed suit against 
Rambus, alleging that its conduct in the course of JEDEC’s standard-setting process was 
anticompetitive. See In re Rambus, Inc., No. 9302 (F.T.C. June 18, 2002), available at 
http://www.ftc.gov/os/2002/06/rambuscmp.htm. In its enforcement efforts in this area, 
the Commission has distinguished the contributions of the invention from the standard, 
and it has also relied on whether the patentee disclosed the patent’s existence:  

If a company misrepresents its patent rights to a standard-setting-
organization, thereby leading the organization to adopt a particular 
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This distinction between a standard’s technical contributions, which 
may be attributable to a patented invention, and its other contributions, 
such as interoperability, has two important implications. The first implica-
tion is that the patented invention should be treated as only one contributor 
to the economic value of the standard. The second implication is that the 
other contributions of a standard—like interoperability—should be given 
independent legal significance. Even if the creation of interoperability is 
not patentable,10 it creates product demand independent of those aspects of 
the products that comply with the standard. Consequently, this essay ar-
gues that the “owner” of a standard—typically a standard-setting organiza-
tion—should be allowed to negotiate license fees with the patentee of an 
invention incorporated in the standard. That is, the organization should be 
permitted to negotiate on behalf of its members’ collective interests, just 
as a patentee can negotiate on behalf of its licensees’ collective interests.11  

The essay first contends that standards, like inventions, provide inde-
pendent contributions to the demand for the products that conform to 
them. Part I supports this argument using the doctrinal framework of pat-
ent law, and Part II illustrates how to measure the standard’s contribution 
to demand. Part III then presents the argument for allowing the “owner” of 
a standard, which is typically a standard-setting organization, to negotiate 
with patentees on behalf of the standard. Part IV summarizes the implica-
tions of these proposals. 

                                                                                                                         
standard that may infringe on the company’s patent rights, the com-
pany’s later efforts to take advantage of market power resulting from 
the standard, rather than from some inherent value of the patent, consti-
tutes a violation of [FTC Act § 5]. 

In re Dell Computer Corp. 60 Fed. Reg. 57,870 (F.T.C. Nov. 22, 1995) (consent agree-
ment with analysis to aid public comment), 1995 WL 688383. See also Ted Bridis, FTC 
to Probe Sun, Rambus On Disclosure, WALL ST. J., Sept. 11, 2001, at A16. 

10. Although standards possess the two main economic characteristics of intellec-
tual property, in that they are expensive to create but easy to copy, interoperability stan-
dards are not likely to meet the legal requirements for patentability, because they will not 
often be nonobvious. In addition, standards possess other characteristics that may make it 
undesirable to give them all the legal protections of intellectual property (particularly the 
right to exclude, which raises anticompetitive concerns). See, e.g., Allied Tube & Conduit 
Corp. v. Indian Head, Inc., 486 U.S. 492, 500-01 (1988); Am. Soc’y of Mech. Eng’rs, 
Inc. v. Hydrolevel Corp., 456 U.S. 556, 571 (1982). Nevertheless, a recognition that stan-
dards share much of the distinctive characteristics of intellectual property can help clarify 
the issues at stake.  

11. See infra Part III. 
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VI. THE CURRENT LEGAL FRAMEWORK 

Three bodies of rules currently govern the relationship between pat-
ented inventions and industry standards. First, patent law establishes the 
rules that determine damages in the case of infringement. The rules not 
only govern in the infringement context, but also influence the incentives 
of patentees and potential licensees in the standard-setting process. Sec-
ond, the rules of standard-setting bodies can affect, through contract or 
fraud-based theories,12 the licensing fees that their members may charge.13 
Third, antitrust law places restrictions on collective actions that control 
whether standard-setting organizations, on behalf of their members, can 
negotiate with patentees. 

A. Patent Law 

Patent law has not addressed the precise problem posed by the incor-
poration of inventions in standards. This problem can be characterized as 
the difficulty of allocating entitlements to the benefits of an invention, 
when some of those benefits stem not from the contribution of the inventor 
but from the actions of others. That is, even when infringement is clear, it 
may not be accurate to characterize all the patentee’s lost profits as due to 
the infringement, or to use the demand for the invention as a determinant 
of the patentee’s entitlement to a royalty. Patent law has, however, ad-

                                                                                                                         
12. One contract-based approach is that participation in the standard-setting process 

resulted in a contract between the patentee and the standard-setting organization, and that 
those who use the standard are third-party beneficiaries of that contract. Alternatively, the 
patentee could be viewed as having engaged in a fraud on the standard-setting organiza-
tion. See Rambus, Inc. v. Infineon Techs. AG, 155 F. Supp. 2d 668 (E.D. Va. 2001), ap-
peal docketed, 2002 WL 554344 (Fed. Cir.) (presenting both theories).  

13. For example, in a recent infringement case the defendant argued that to the ex-
tent that the patents at issue were adopted as industry standards, the patentee “had an ob-
ligation to license its standards patents on reasonable, nondiscriminatory terms.” Lucent 
Techs., Inc. v. Newbridge Networks Corp., 168 F. Supp. 2d 181, 264 (D. Del. 2001). 
  The federal government also requires that when federal agencies use private 
standards, the standard-setting process should comply with certain procedures, including 
a requirement that licenses be made royalty-free or at a “reasonable” royalty. Federal 
Participation in the Development and Use of Voluntary Consensus Standards and in Con-
formity Assessment Activities, 63 Fed. Reg. 8546, 8554 (Feb. 19, 1998). The federal 
policy requires that the agencies “must use voluntary consensus standards in lieu of gov-
ernment-unique standards . . . except where inconsistent with law or otherwise impracti-
cal.” Id. “Voluntary consensus standards” are defined by several characteristics, among 
which the most relevant here is that they include “provisions requiring that owners of 
relevant intellectual property have agreed to make that intellectual property available on a 
nondiscriminatory, royalty-free or reasonable royalty basis to all interested parties.” Id.  
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dressed similar problems in the rules for calculating infringement damages 
and in the rules governing patent misuse. 

1. Infringement Damages  

The law applicable in calculating damages for infringement requires 
consideration of the source of the demand for the patentee’s product. In 
the Federal Circuit, “lost profit awards have been dependent, inter alia, on 
proof that consumer demand for the patentee’s goods is created by the ad-
vantages of the patented invention.”14 This rule is usually applied where 
the allegedly infringing product includes not only the invention but also 
some other desirable feature.15  

The standard-setting context is different, and more difficult. If the in-
vention is incorporated in the standard, the two are not distinct, as an in-
vention and some other feature of a product can be. Indeed, in some in-
stances the invention and the standard are identical.16 Hence, in the stan-
dard-setting context, there is in fact demand for the invention, even if the 
demand does not exist because of the invention. 

Nevertheless, the same principle is applicable in both contexts:  dam-
ages should derive from the technical advance made by the invention, as 
reflected in the patent claims. This seems the fairest reading of the Federal 
Circuit’s statement quoted above, since “the advantages of the patented 
invention” are presumably those that are inherent in the invention, not 
those associated with its incorporation in an industry standard.17 The rules 
applicable in calculating a reasonable royalty (as distinguished from lost 
profits) also reflect this interpretation, where among the factors to be con-
sidered are the invention’s “usefulness and commercial value as shown by 
its advantages over other things.”18 Although the “advantages” of an in-
vention could include not just its inherent technical advantages but also its 

                                                                                                                         
14. Rite-Hite Corp. v. Kelley Co., 56 F.3d 1538, 1569 (Fed. Cir. 1995) (Nies, J., 

dissenting in part). 
15. See Georgia-Pac. Corp. v. United States Plywood Corp., 318 F. Supp. 1116 

(S.D.N.Y. 1970) (distinguishing between advantages of underlying patent and those of 
infringer’s additions when calculating damages award). 
 16. See In re Dell Computer Corp., 121 F.T.C. 616, 617 (1996) (noting that Dell’s 
patent covers a mechanical slot (for computer buses) which had been adopted as a stan-
dard). 

17. That is so unless the invention contributes to the purpose of the standard. See in-
fra Part II.C. 

18. Panduit Corp. v. Stahlin Bros. Fibre Works, Inc., 575 F.2d 1152, 1159 (6th Cir. 
1978) (quoting United States Frumentum Co. v. Lauhoff, 216 F. 610, 617 (6th Cir. 
1914)). 
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advantages in appropriating value from the efforts of others,19 that inter-
pretation would be inconsistent with other inquiries in patent law.20  

Most basically, “[t]o recover lost profits damages for patent infringe-
ment, the patent owner must show that it would have received the addi-
tional profits ‘but for’ the infringement.”21 An example illustrates this 
principle. Take a case involving sales by a number of infringing sellers of 
products that comply with an industry standard and incorporate the pat-
entee’s invention. Suppose also that some portion of the demand for the 
infringers’ products is created by the interoperability made possible by the 
products’ compliance with the standard, and that compliance with the 
standard requires the sellers to incorporate the invention. In this case, for 
the patentee to show that it would have made the sales but for the in-
fringement, it would have to show that all the infringing sellers would 
have sold the same products even if they were paying licensing fees, in-
stead of turning to a noninfringing alternative. If some of the sellers de-
clined to license the invention, and thus declined to comply with the stan-
dard, the advantages of interoperability would be lessened, and sales might 
decrease even for those sellers that were willing to license.22  

Other Federal Circuit statements, though not always very clear, also 
support a focus on the technical aspects of the invention. For example, in 
Slimfold Manufacturing Co. v. Kinkead Industries, Inc.,23 the Federal Cir-
cuit affirmed the district court’s conclusion that there were acceptable 
                                                                                                                         

19.  See Georgia-Pac. Corp., 318 F. Supp. at 1120 (listing among the factors to be 
used in calculating a reasonable royalty “[t]he portion of the realizable profit that should 
be credited to the invention as distinguished from non-patented elements, the manufactur-
ing process, business risks, or significant features or improvements added by the in-
fringer”).  

20. For example, in determining patentability, one of the factors that can be consid-
ered in the obviousness inquiry is the commercial success of the invention. The rationale 
for the use of the commercial success test is that an invention that meets with such suc-
cess was presumably nonobvious, else the commercial need would previously have been 
met. The law recognizes, though, that this test is effective only if the commercial success 
of the product is due to the invention embodied therein and not to some other factor. 
Thus, the Federal Circuit has said that commercial success “must be shown to have in 
some way been due to the nature of the claimed invention, as opposed to other economic 
and commercial factors unrelated to the technical quality of the patented subject matter.” 
Cable Elec. Prods., Inc. v. Genmark, Inc., 770 F.2d 1015, 1027 (Fed. Cir. 1985), over-
ruled on other grounds by Midwest Indus., Inc. v. Karavan Trailers, Inc., 175 F.3d 1356 
(Fed. Cir. 1999) (en banc). 

21. King Instruments Corp. v. Perego, 65 F.3d 941, 952 (Fed. Cir. 1995). 
22. In theory, if the patentee had licensed some sellers, it might be able to recover 

damages for lost profits based on the sales of others, because the limited licensing might 
be sufficient to create the additional interoperability-based demand. 

23. 932 F.2d 1453 (Fed. Cir. 1991). 
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noninfringing alternatives24 because the patentee “failed to show that buy-
ers of bi-fold metal doors specifically want a door having the advantages 
of the Ford patent”25 The reference to the “patent,” rather than the inven-
tion, suggests that the relevant advantages are those made possible by the 
claims of the patent, not extrinsic factors such as the invention’s incorpo-
ration in a standard.  

The district courts have also made statements that appear to distinguish 
the patentee’s contribution from other factors. For example, in Polaroid 
Corp. v. Eastman Kodak Co.,26 the court addressed the proof required of 
the plaintiff: 

The patent holder must show that it had the marketing capability 
to make the sales. Typically this requires proof of factors such as 
an adequate distribution system and sales personnel. This factual 
inquiry is consistent with the role of marketing in markets where 
demand is relatively inelastic or dependent on variables outside 
the seller’s control, such as a rate of new construction or popula-
tion growth.27 

The reference to factors “outside the seller’s control” suggests that the 
patentee is not entitled to returns from such factors, including industry 
standardization efforts.  

One might argue that even if some of the demand for the patented in-
vention derives from its standardization, rather than its technical merits, 
the functional relationship between the two entitles the patentee returns 
from both. After all, the Federal Circuit has stated that the “entire market 
rule” is appropriate when “the patented and unpatented components to-
gether are ‘analogous to components of a single assembly,’ ‘parts of a 
complete machine,’ or ‘constitute a functional unit,’ but not where the un-
patented components ‘have essentially no functional relationship to the 
patented invention and . . . may have been sold with an infringing device 
only as a matter of convenience or business advantage.’”28 This principle 
should only apply, though, when the demand for the product derives from 
the larger “functional relationship.” In the standardization context, even 

                                                                                                                         
24. The existence of noninfringing alternatives is part of the damages inquiry be-

cause the absence of such alternatives “tends to prove that the patentee would not have 
lost the sales to a noninfringing third party rather than to the infringer.” Rite-Hite Corp. v. 
Kelley Co., 56 F.3d 1538, 1548 (Fed. Cir. 1995) (en banc). 

25. Slimfold, 932 F.2d at 1458. 
26. No. 76-1634-MA, 1990 WL 324105 (D. Mass. Oct. 12, 1990). 
27. Id. at *15 (emphasis added) (citations omitted). 
28. Tec Air, Inc. v. Denso Mfg. Mich., Inc., 192 F.3d 1353, 1362 (Fed. Cir. 1999) 

(quoting Rite-Hite, 56 F.3d at 1550).  
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where there is a functional relationship between the invention and the 
standard, the demand for the standard may not relate to the functional fac-
tors at all, but derives from the basic fact of standardization.29 

2. Patent Misuse 

Another way to approach this issue is to consider it as analogous to the 
leveraging problem, as reflected in tying law and in the law of patent mis-
use. In a typical patent-leveraging context, the problem is distinguishing a 
patentee’s legitimate return on its invention in a leveraging market from 
illegitimate efforts to extend its power to a related, leveraged market.30 
The Federal Circuit has stated that the patentee’s power is limited by the 
scope of its patent claims, and that the misuse inquiry turns on whether the 
patentee seeks to extend its power further.31 The issue can be clarified by 
recognizing that the invention itself is generally distinct from the products 
sold in both the leveraging and the leveraged markets, and that the legiti-
macy of the patentee’s leveraging depends whether the invention is of 
value in only one of those markets, or in both.32 

In the standard-setting context, the market relationships are analogous. 
Again, there are three economically distinguishable “products”:  the inven-
tion (and the patentees’ right to exclude others from it); the invention’s 
technical benefits; and the interoperability benefits of the standard.33 Just 
as a patentee in the leveraging context may seek to use its power over an 
invention with value only in the leveraging market to reap profits in the 
leveraged market, a patentee in the standards context may seek to use its 

                                                                                                                         
29. Part II.C infra discusses those cases in which standardization is made possible 

by the technical advances of the invention. 
30. As the Supreme Court said, it “has held many times that power gained through 

some natural and legal advantage such as a patent, copyright, or business acumen can 
give rise to liability if ‘a seller exploits his dominant position in one market to expand his 
empire into the next.’” Eastman Kodak Co. v. Image Technical Servs., Inc., 504 U.S. 
451, 479 n.29 (1992) (citations omitted). 
 31. B. Braun Med., Inc. v. Abbott Labs., 124 F.3d 1419, 1426-27 (Fed. Cir. 1997); 
Mallinckrodt, Inc. v. Medipart, Inc., 976 F.2d 700, 708 (Fed. Cir. 1992). 

32. In a common example, a patentee claims that its patented invention entitles it to 
supracompetitive profits not only in a market for parts that incorporates its invention, but 
also in a market for service, which is not dependent on the invention.  See Mark R. Pat-
terson, When Is Property Intellectual? The Leveraging Problem, 73 S. CAL. L. REV. 
1133, 1141-42 (2000); see also Julie E. Cohen & Mark Lemley, Patent Scope and Inno-
vation in the Software Industry, 89 CAL. L. REV. 1, 25-26 (2001) (relying on same dis-
tinction). 

33. For a recent discussion distinguishing these three in the context of expert testi-
mony regarding infringement, see Lucent Technologies., Inc. v. Newbridge Networks 
Corp., 168 F. Supp. 2d 181, 223-25 (D. Del. 2001). 
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power over an invention that provides only particular technical benefits to 
reap profits from interoperability. But the market effects are more difficult 
to distinguish, for two reasons. First, whereas in the leveraging context 
two of the products—the leveraging and leveraged products—are typically 
sold in active markets, in the standard-setting context the standardized 
product—incorporating both the invention’s technical benefits and the 
standard’s interoperability benefits—may be the only product actually 
sold. Second, whereas in the leveraging context the invention may not be 
used in the leveraged product market, in the standard-setting context the 
invention may be identical to the standard, though the demand for the 
benefits provided by the two are distinct. Although these differences may 
make the analysis more difficult, it still may be possible to determine 
whether a patentee is extending power beyond the scope of its patent 
claims.34 

Even if a standard were viewed as formally within the scope of a pat-
ent incorporated in it, the patentee’s power should be limited.35 For exam-
ple, one might consider whether the reverse doctrine of equivalents should 
bar extension of a patent covering a technical innovation to the use of that 
innovation in an industry standard. As Merges and Nelson have argued, 
the reverse doctrine of equivalents can be viewed as a means of avoiding 
holdups that could deter innovation.36 The application of the reverse doc-
trine of equivalents in this context would not be a traditional one, in that it 
would not eliminate infringement liability entirely, but would only limit 
that liability to the returns on the patent’s technical contribution.  

The result, as Merges and Nelson also suggest, would resemble a 
compulsory licensing scheme.37 Although U.S. patent law does not explic-
itly provide for compulsory licensing, a similar outcome would be 
achieved by limiting damages and using the reverse doctrine of equiva-
lents to eliminate injunctive relief. Such a result does not seem unfair 
since in most of the cases in which patentees have sought to enforce pat-
ents that have been incorporated in standards, the patentees have been 
members of the standard-setting organizations. As a result, they would in 
most cases have agreed to license on reasonable and nondiscriminatory 
terms,38 and a refusal to license would not be at issue.  

                                                                                                                         
34.   See infra Part II. 
35.  See generally Robert P. Merges & Richard R. Nelson, On the Complex Econom-

ics of Patent Scope, 90 COLUM. L. REV. 839 (1990). 
36.  Id. at 865-67. Merges and Nelson argue that reverse doctrine of equivalents can 

be used to free a subservient patent holder from being blocked by the original patentee. 
37.  Id. at 866 n.118. 
38.  See infra Part I.B. 
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B. Standard-Setting Organizations’ Rules 

Some standard-setting bodies are moving away from policies requiring 
their members to agree to royalty-free licensing and are instead adopting 
policies requiring “reasonable and nondiscriminatory” (“RAND”) licens-
ing.39 Although the “nondiscriminatory” element of these policies is 
straightforward, since it requires that patentees license to all on the same 
terms, the definition of “reasonable” is not so clear. Moreover, the stan-
dard-setting bodies themselves make little effort to define the term.40 In-
deed, the American National Standards Institute (“ANSI”) says that de-
termination of reasonableness is not a proper subject for the standard-
setting process.41 As a result, it is unclear whether the standard-setting 
                                                                                                                         

39.  This shift is not universal, however. The World Wide Web consortium recently 
abandoned a proposal for a RAND policy, in favor of a royalty-free one. See Margaret 
Kane, W3C retreats from royalty policy, NEWS.COM (Feb. 26, 2002), at http://news.-
com.com/2100-1023-845023.html; W3C, Patent Policy Working Group, Royalty-Free 
Patent Policy (Feb. 26, 2002), at http://www.w3.org/TR/2002/WD-patent-policy-
20020226/. 

40.  See, e.g., INTERNET ENGINEERING TASK FORCE, REQUEST FOR COMMENTS 

(RFC) 2026 (INTERNET STANDARDS PROCESS) § 10.3.3, at http://www.ietf.org/IESG/-
Section10.txt (“The IESG will not make any explicit determination that the assurance of 
reasonable and nondiscriminatory terms for the use of a technology has been fulfilled in 
practice. It will instead use the normal requirements for the advancement of Internet Stan-
dards to verify that the terms for use are reasonable.”) (last visited July 28, 2002); 
INTERNATIONAL TELECOMMUNICATION UNION, TELECOMMUNICATION STANDARDIZA-

TION BUREAU, STATEMENT ON TSB PATENT POLICY, PATENT DECLARATION FORMS AND 

GUIDELINES FOR THE IMPLEMENTATION OF THE TSB PATENT POLICY Annex 1 § 2.2 (Feb. 
2, 2000) (Statement on TSB Patent Policy), at http://www.itu.int/itudoc/itu-t/circ/-
circ5/245_ww9.doc (“The patent holder is not prepared to waive his rights but would be 
willing to negotiate licenses with other parties on a nondiscriminatory basis on reasonable 
terms and conditions. Such negotiations are left to the parties concerned and are per-
formed outside the ITU-T.”) [hereinafter ITU TSB PATENT POLICY]; AMERICAN NA-

TIONAL STANDARDS INSTITUTE, PROCEDURES FOR THE DEVELOPMENT AND COORDINA-

TION OF AMERICAN NATIONAL STANDARDS § 1.2.11.1 (Jan. 2002), at http://www.ansi.-
org/public/library/std_proc/anspro/due_proc1.html (last modified Mar. 2002). The same 
is true of some commentary on this issue. See Mueller, supra note 3, at 933-34 (stating 
that “some competent authority must set a licensing fee structure that will determine the 
patentee's remuneration,” but not proposing any criteria for that determination other than 
recommending that industry experts instead of the government should create the licensing 
fee schedules). 

41. ANSI apparently believes that reasonableness is a subject only for the parties to 
a license: 

It should be reiterated, however, that the determination of specific li-
cense terms and conditions, and the evaluation of whether such license 
terms and conditions are reasonable and demonstrably free of unfair 
discrimination, are not matters that are properly the subject of discus-
sion or debate at a [standards] development meeting. Such matters 
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bodies would approve (or mandate) an approach like that described in the 
previous section. 

Where an attempt is made to define “reasonable,” however, the focus 
is on factors that contribute to the patentee’s technical contribution, not to 
those related to standardization.42 For example, the International Tele-
communication Union, which has a RAND policy, states that “in order to 
define what is fair and ‘reasonable’ in a given case, one needs to know 
development and manufacturing costs, profits, etc.”43 The “development 
and manufacturing costs” of an invention would presumably be unrelated 
to its incorporation in an industry standard. Furthermore, although the 
“profits” from an invention could be greater if the patentee were viewed as 
entitled to returns from standardization, the mention of profits in the con-
text of costs suggests that it refers to pre-standardization profits, which 
would reduce the post-standardization royalty required to provide the pat-
entee with a reasonable rate of return. 

Thus, both patent law and the policies of standard-setting organiza-
tions can be seen as limiting patentees’ entitlements to their specific tech-
nical contributions to products that incorporate their inventions. Neither 

                                                                                                                         
should be determined only by the prospective parties to each license or, 
if necessary, by an appeal challenging whether compliance with the 
Patent Policy has been achieved.  

American National Standards Institute, Guidelines for Implementation of the ANSI Pat-
ent Policy: An Aid to More Efficient and Effective Standards Development In Fields 
That May Involve Patented Technology § III.B, at http://www.ansi.org/public/-
library/guides/ppguide.html [hereinafter ANSI Guidelines].  

Although the ANSI GUIDELINES do not provide further rationale for this approach, 
the organization may be concerned about antitrust issues. Cf. infra Part I.C; Sony Elecs., 
Inc. v. Soundview Techs., Inc., 157 F. Supp. 2d 190, 193 (D. Conn. 2001) (noting pat-
entee’s allegations that a standards organization and its members conspired “to ‘avoid 
unreasonable royalty demands’” on the members). On the other hand, ANSI will appar-
ently consider the reasonableness of terms and conditions outside the initial standard-
setting process, stating that a decision on reasonableness “is the exclusive province of the 
Board of Standards Review (or, on appeal, the ANSI Appeals Board).” ANSI GUIDE-

LINES § II. 
42. A recent article made a somewhat similar point. See Prywes, supra note 3, at 26 

(“The determination of a reasonable royalty must take into account the benefits of stan-
dardization to the patent-holder at the time a standard is being developed.”) The focus of 
Prywes, however, is on supply, rather than demand. “A patent-holder . . . usually stands 
to benefit from the adoption of its design as an industry standard, because that status will 
promote greater production and, in turn, lower costs for items needed for the patent-
holder’s own products.” Id. A footnote that Prywes adds to this statement refers to net-
work effects, which are a demand-side phenomenon, but Prywes discusses only costs. Id. 
at 28 n.31. 

43.  ITU TSB PATENT POLICY, supra note 40, at app. 1, § 2.3. 
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set of principles supports allowing patentees to reap profits from the con-
tributions of others to the standard and to the distinct benefits, such as 
interoperability, that standardization provides. But neither the law nor the 
organizational policies speaks clearly on this issue, so it is not surprising 
that licensing negotiations are fraught with uncertainty.  

C. Blocking Patents and Antitrust Law 

The combination of a patented invention and a standard incorporating 
the invention resembles two “blocking” patents.44 The typical blocking 
situation arises when a new patent offers a narrow improvement on an ex-
isting, broader patent.45 In that situation, licenses under both patents are 
needed to produce the improved product.46 Thus, the owner of either pat-
ent can block the production of the product. However, the patentees will 
often negotiate a cross-licensing or pooling agreement, since it is in both 
their interests to profit from their innovative contributions.47 

The patent-standard combination is similar. To produce a product that 
embodies both a patented invention and standardization, a seller must both 
obtain a license under the patent and comply with an agreed-upon stan-
dard. Just as with the blocking patents, two independent factors contribute 
to the value of the ultimate product.48 The patentee, of course, provides the 
innovative contribution for the invention, and the standard-setting organi-
zation and its members invest considerable effort in creating the standard. 
(Usually, the standard itself is not patented,49 but if it were, cross-licensing 
could be used in these circumstances as well.) 

As a result, the negotiation process between the patentee and the stan-
dard setting organization can be difficult. On one side is the patentee, and 
on the other are the sellers who seek to offer products that comply with the 
standard. One way to solve the problem would be to allow the standard-
setting organization to negotiate a licensing arrangement with the patent 
holder, just as the holder of one blocking patent generally negotiates with 
the other. There are antitrust risks to that approach, though, because the 
standard-setting organization could be seen as a vehicle for price-fixing 

                                                                                                                         
44.  See Merges & Nelson, supra note 36, at 860. 
45.  See U.S. DEPARTMENT OF JUSTICE AND FEDERAL TRADE COMMISSION, ANTI-

TRUST GUIDELINES FOR THE LICENSING OF INTELLECTUAL PROPERTY § 2.3 (1995), avail-
able at http://www.usdoj.gov/atr/public/guidelines/ipguide.htm [hereinafter DOJ-FTC IP 
GUIDELINES]. 

46.    Id. 
47.   See generally id. § 5.5. 
48.    That is, they potentially do so, if there are independent benefits from the inven-

tion and the standard. 
49.    See supra note 10 and accompanying text (on standard that is not patentable). 
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collusion by its members, as at least one case has suggested.50 Antitrust 
liability for such negotiations would be unfortunate, because those nego-
tiations could provide all of the pro-competitive benefits cited by the anti-
trust agencies in their Antitrust Guidelines for the Licensing of Intellectual 
Property, “by integrating complementary technologies, reducing transac-
tion costs, clearing blocking positions, and avoiding costly infringement 
litigation.”51  

Antitrust law can and should distinguish, however, between collective 
action that facilitates negotiation in the patent-standard context and anti-
competitive collusion among potential licensees. As the Guidelines make 
clear, it is important to distinguish the market for technology (the stan-
dard) from the market for goods (the products that comply with the stan-
dard).52 The Guidelines state that “[t]he Agencies will not require the 
owner of intellectual property to create competition in its own technol-
ogy,”53 and the same rule should apply to standards, even if the standards 
themselves are not patented, as discussed below.  

Ultimately, then, the relevant background rules support treating inven-
tions and standards separately for the purposes both of calculating in-
fringement damages and of negotiating between patentees and standard-
setters. This basic principle does not, however, establish how one should 
determine specific entitlements in particular instances. The following sec-
tion addresses that question. 

VII. DETERMINING LICENSE FEES FOR PATENTED 
INVENTIONS IN STANDARDS 

The analysis presented in this section provides an approach to deter-
mine license fees. That approach considers whether demand is due to the 
technical advance of the patentee’s invention or is instead the product of 
the adoption of a standard that happens to incorporate the invention.54 This 

                                                                                                                         
 50. See Sony Elecs., Inc. v. Soundview Techs., Inc., 157 F. Supp. 2d 180, 181 (D. 
Conn. 2001). 
 51. DOJ-FTC IP GUIDELINES, supra note 46, § 5.5. 
 52. Id. § 3.2. 
 53. Id. § 3.1. 

54. In the ongoing Rambus litigation, the standard-setting organization, JEDEC, said 
in an amicus brief that a previous court had stated that “JEDEC’s adoption of an item as 
an industry standard can vastly increase demand for that item, in some cases into a 
‘multi-billion dollar market.’” Amicus Curiae Brief , supra note 7, at 11 (quoting Wang 
Labs., Inc. v. Mitsubishi Elecs. Am., Inc., 103 F.3d 1571, 1579) (Fed. Cir. 1997)). In fact, 
Wang did not say that the size of the market in that case was a result of the adoption of a 
standard, but the basic point is no doubt a valid one. 
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section first considers this issue from a general perspective and then con-
siders three special cases:  inventions that contribute directly to the goal of 
the standard that incorporates them; de facto standards; and “standards” 
created by “lock-in” (i.e., the existence of investments that would make it 
costly to switch to an alternative).  

As an aid in illustrating the first part of the analysis, consider the fol-
lowing table, the cells of which represent products that might be sold. 
Each product may incorporate a patented invention, comply with a stan-
dard, or neither, or both. 

 
 Does not incor-

porate a patented 
invention 

Incorporates  
patented inven-
tion P 

Incorporates al-
ternative patented 
invention Pa 

Does not comply with 
standard 

A:   demand:  $6  
       cost:        $5 

B:   demand:  $7 
       cost:        $5 

C:  demand:  $9 
      cost:        $6 

Complies with chosen 
standard S 

D:   demand:  $9 
       cost:        $8 

E:   demand:  $10 
       cost:        $6 

F:  demand:  $9 
     cost:        $6 

Complies with alternative, 
unchosen standard Sa 

G:  demand:  $8 
      cost:        $7 

  

 
For each cell’s hypothetical product, the table provides a hypothetical 

cost of manufacture and a hypothetical value for buyer demand (or will-
ingness to pay).55 Although the numbers chosen are hypothetical, the rela-
tionships among them are intended to be plausible. 

One who knew all of this information could draw conclusions about 
the value of patented invention P. For example, the manufacturing cost 
advantage provided by invention P in complying with the standard (i.e., 
E’s cost, without license, of $6, as compared to D’s cost of $8) shows that 
the invention provides value in itself. The greater demand for a standard-
ized product that incorporates invention P, as distinguished from a product 
that does not incorporate any invention or incorporates alternative inven-
tion Pa (E’s demand of $10, as compared to D’s and F’s demands of $9), 
also shows that invention P has independent value. 

                                                                                                                         
55. In a real market, of course, one could rarely characterize demand as a single 

value, because demand often differs for different consumers. This approach is a helpful 
simplification, though, and it may even be plausible for some markets. If, for example, 
the product at issue is incorporated as part of a larger product, and if it is a small part of 
that larger product, the value of the incorporated product may be consistent across buy-
ers. This might be the case, for example, of a product like the VL Bus, which was at issue 
in the Dell case, in that the bus was a small part of a larger computer product. In re Dell 
Computer Corp., 121 F.T.C. 616, 617 (1996). 
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Unfortunately, this information is rarely available. For example, when 
the invention and the standard are coextensive, the possibility of comply-
ing with the standard without incorporating the invention does not exist.56 
Nevertheless, these hypothetical products must be considered to distin-
guish desirable licensing of technical advances from opportunistic exploi-
tation of standardization. In many instances, one can infer approximations 
of the values in the table, as is discussed below. Even more importantly, 
the principles of the analysis provide an appropriate background for 
licensing negotiations, even where the data for precise application of the 
principles are unavailable.57 

A few more points should be made before moving to the analysis. As 
the discussion above indicates, an invention can provide value to a stan-
dard that incorporates it either by reducing the cost of compliance with the 
standard or by increasing the attractiveness of the standardized product. 
Either possibility causes sellers of the standardized product to demand the 
invention. In the former case, though, the standardized product is assumed 
to be equally desirable to an end consumer whether or not it incorporates 
the invention, so there is no independent demand for the invention by 
downstream buyers of the standardized product. Only when the invention 
has independent technical value will there be additional buyers who pro-
vide a demand for the invention above and beyond the demand for the 
standard. 

These two possibilities present different problems when inferring the 
importance of the invention. When the demand for the invention is due 
purely to cost savings in complying with the standard, the invention and 
the standard may be coextensive. In that case, the benefit of the invention 
is inseparable from the benefit of the standard, and one can only measure 
it by considering alternative standards. Where the invention provides tech-
nical benefits beyond those provided by the standard, on the other hand, 
one can measure its benefits by considering alternative means of comply-
ing with the standard.  

A. License Fees Attributable to Cost Savings 

In principle, an invention may reduce the cost of complying with a 
standard by a measurable amount. One could measure this reduction in 
cost to determine the value of the patentee’s contribution and thus the li-
cense fees to which it is entitled. One might question whether measuring 
the demand for an invention, as courts do when calculating patent dam-
                                                                                                                         
 56. Even in some such cases, though, a variation on this analysis can be helpful, as 
discussed later in this section.  

57. See infra Part III. 
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ages,58 overlooks the benefit of this cost reduction. But an invention’s ca-
pacity for reducing costs for product manufacturers will in fact create de-
mand for the invention. The demand is defined, though, by the cost reduc-
tion that the invention makes possible. This possibility was acknowledged 
by the Federal Circuit in Slimfold, where it said that “the advantage of the 
Ford invention was primarily a manufacturing advantage . . . and did not 
greatly increase the value of the entire door.”59 

 
 Does not incorporate a 

patented invention 
Incorporates  
patented invention P 

Complies with chosen 
standard S 

D:  demand:  $9 
      cost:        $8 

E:  demand:  $10 
      cost:        $6 

 
The most straightforward circumstances in which cost savings can be 

measured are those in which there are alternative means of attaining com-
pliance. For example, in the table above, where it is possible to comply 
with the standard without using any patented invention, at a manufacturing 
cost of $8 (cell D), but use of invention P allows compliance at a cost of 
$6 (cell E), the invention provides a cost savings of $2. The patentee is 
certainly entitled to a license fee of $2 for the use of its invention in these 
circumstances, at least if the standard-setter knew of the patent when it 
adopted the standard, or did not know of the invention at all (in which case 
it would not have relied on the existence of the invention in selecting the 
standard).  

If the standard-setting organization did not know of the patent, and the 
organization relied on the ability to comply with the standard by using the 
invention, the situation is more complicated.60 In this case, the problem is 
that the invention is unexpectedly expensive,61 and therefore compliance 
with the standard may also be unexpectedly expensive. In some cases, this 

                                                                                                                         
58.  See supra Part I.A.1. 
59.  Slimfold Mfg. Co. v. Kinkead Indus., Inc., 932 F.2d 1453, 1459 (Fed. Cir. 

1991). 
 60. This has been the circumstance in most of the litigated cases. See Rambus, Inc. 
v. Infineon Techs. AG, 155 F. Supp. 2d 668, 672 (E.D. Va. 2001), appeal docketed, 2002 
WL 554344 (Fed. Cir.) (describing Rambus’s failure to disclose existence of pending 
patent to JEDEC); see also Dell, 121 F.T.C. at 617 (noting that Dell never disclosed exis-
tence of its patent to a standard-setting organization). 

61. The ongoing Rambus litigation apparently presents an example of this situation. 
See Tony Smith, Rambus’s ’Very High’ DDR Royalty Revealed, THE REGISTER (Mar. 5, 
2001), at http://www.theregister.co.uk/content/3/18706.html (reporting that Rambus was 
charging a royalty of 3.5% of sales for rights to patents that had been incorporated in a 
standard, as compared with a 0.75% rate for some of its other patents). 
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will occur because the cost difference between compliance with the inven-
tion and by alternative means is great; in others—perhaps the majority—it 
will occur because the invention is the standard.62 In either case, the prob-
lem is evaluating the possibility of alternative standards.63 

 
 Does not incorporate a 

patented invention 
Incorporates  
patented invention P 

Complies with chosen 
standard S 

D:  demand:  $9 
      cost:        $8 

E:  demand:  $10 
      cost:        $6 

Complies with alternative, 
unchosen standard Sa 

G:  demand:  $8 
      cost:        $7 

 

 
For example, suppose that the standard-setting organization relied on 

the ability to comply with standard S at a cost of $6 in selecting that stan-
dard (cell E in the table). That is, suppose that the organization knew of 
and could have selected an alternative standard Sa that cost $7 (in cell 
G).64 So long as compliance with S at a cost of $6 is possible, there may 
be no reason to consider Sa, but knowledge that compliance with S would 
cost $8 (cell D, or cell E with the $2 license that the patentee would likely 
charge) could provide such a reason. If the $1 cost difference seems insuf-
ficient, one can imagine a much higher difference. When S is coextensive 
with P, and the patentee refuses to license, the cost is infinite. If the or-
ganization considered an alternative standard, and rejected it only on the 
basis of cost, limiting the patentee to a license fee of only $1 (the cost dif-
ference between E, with the chosen standard, and G, the alternative) seems 
straightforward.  

The circumstances are more difficult when the organization did not 
consider any such alternative standards. The question then is one of hypo-
thetical noninfringing alternatives:  if there had been disclosure of the pat-
ent, and therefore disclosure of the higher-than-expected cost, would the 
standard-setting organization have chosen a different standard that would 
have served as a noninfringing alternative? Assuming that the patentee 

                                                                                                                         
 62. See infra note 104. 
 63. That is so, at least, if any alternative means of compliance with the standard has 
an unacceptably high cost. 

64. At least in some cases evidence of such noninfringing alternatives may be avail-
able. See Dell Computer Corp. Consent Agreement Statement, Federal Trade Commis-
sion, (June 17, 1996) at http://www.ftc.gov/opa/1996/9606/dell2.htm (describing the Dell 
case as one in which “there is evidence that the association would have implemented a 
different non-proprietary design had it been informed of the patent conflict during the 
certification process”). 
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was not part of the standard-setting organization, the purpose of asking 
this question is not to determine whether the patentee behaved unethi-
cally—it had no obligation to disclose—but to determine just how much 
its invention contributed to the demand for the standard. If, with knowl-
edge of the patent, the standard-setting organization would have found a 
noninfringing standard at the same cost, it is fair to infer that the demand 
for the standard is not due to the incorporation in it of the patentee’s in-
vention. 

The patentee should be free to contest such an inference, though. For 
example, the patentee might argue that the circumstances are as shown in 
the table above. As shown there, the selection of Sa would have provided a 
noninfringing alternative with $1 of the $2 cost savings provided by in-
vention P in standard S; if so, the patentee of P is entitled only to the addi-
tional $1 in cost savings that its invention provides. But the demand for 
the standard Sa in cell G is less than the demand for the standard S (incor-
porating invention P) in cell E. If the greater demand for standard S is due 
to the technical contribution of invention P, the patentee is entitled to the 
revenue from that greater demand; this issue is taken up in more detail in 
the next section. 

Although the principles described above apply regardless of whether 
the patentee is a member of the standard-setting organization, organization 
membership is not irrelevant. The arguments above depend on the exis-
tence of an alternative standard Sa. Those arguments will always be 
somewhat difficult for the parties to make, given their hypothetical nature, 
so allocating the burden of proof will be important. If the patentee is not 
part of the standard-setting organization, it seems appropriate to allocate 
the initial burden of showing that an alternative standard could have been 
chosen to the defendant infringer (or to the standard-setting organization 
itself). But if the patentee is a member of the standard-setting organiza-
tion, it is reasonable to charge it with acting so as to facilitate the organi-
zation’s process.65 Consequently, if by its nondisclosure it fails to do that, 
it is reasonable to require, if it later brings an infringement suit, that it bear 
the burden of showing that no alternative standard would have been cho-
sen had it disclosed its patent.66 

                                                                                                                         
 65. See Rambus, Inc. v. Infineon Techs. AG, 164 F. Supp. 2d 743, 751 (E.D. Va. 
2001) (discussing JEDEC committee chairman’s testimony that committee’s successful 
operation depended on disclosure requirement). 

66. These allocations of the burden of proof are generally consistent, or at least not 
inconsistent, with current law. As the Federal Circuit has said, the patentee generally has 
the burden of showing that the four Panduit factors (one of which is the absence of a non-
infringing alternative) are met. Rite-Hite Corp. v. Kelley Co., Inc., 56 F.3d 1538, 1545 
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This burden is nevertheless less severe than some would impose. For 
example, JEDEC, the relevant standard-setting organization in the Rambus 
litigation, suggests in its amicus brief67 that nondisclosure should make a 
patent unenforceable.68 JEDEC argues, as suggested above, that with 
knowledge of the existence of patent protection for technology it is con-
sidering, a standard-setting organization might “seek to use alternative 
technology that is not saddled with actual or potential patent rights.”69 

 
 Does not incorporate a 

patented invention 
Incorporates  
patented invention P 

Does not comply with 
standard 

A:   demand:  $6  
       cost:        $5 

B:   demand:  $7 
       cost:        $5 

Complies with chosen 
standard S 

D:   demand:  $9 
       cost:        $8 

E:  demand:  $10 
      cost:        $6 

 
JEDEC says that it will use patented technology, but only if the pat-

entee agrees to a royalty-free or reasonable-and-nondiscriminatory licens-
ing policy.70 Given the vague meaning of “reasonable,” as noted earlier, it 
is difficult to assess JEDEC’s policy. But to the extent that the require-

                                                                                                                         
(Fed. Cir. 1995) (en banc). “The burden then shifts to the infringer to show that the infer-
ence is unreasonable for some or all of the lost sales.” Id. (citation omitted). 
  Here, where the noninfringing alternative is a hypothetical one, the patentee 
would generally meet its burden by showing the absence of any actual noninfringing al-
ternative. Therefore, the burden would be on the infringer to show that the inference of 
damages was an unreasonable one, as by showing that the standard-setting organization 
would have chosen a noninfringing alternative if it had had information about the patent. 
But if the patentee was a member of the organization, the approach proposed here would 
provide for a re-shifting of the burden to the patentee. One could view this approach as 
conforming to the Rite-Hite analysis simply by treating a showing of the patentee-
member’s nondisclosure as a showing that the inference of damages was unreasonable. 
The patentee could then show once again that the inference was reasonable by showing 
that no noninfringing alternative would have been chosen. 

67. Amicus Curiae Brief, supra note 7, at 11-13. 
68. The brief says only that a court should impose “suitable remedies,” id. at 14, but 

it cites with approval a number of cases in which courts have not enforced patents in such 
circumstances, id. at 11-13. 
 69. Id. at 6. The brief also acknowledges, though, that “[i]n some cases . . . the tech-
nology that is the subject of a patent or patent application may be technically superior to 
alternatives.” Id. This presents the standard-setting organization’s dilemma: the organiza-
tion would prefer to avoid patented inventions, but to do so might result in a standard 
with significantly less technical merit. 

70.  Id.  
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ment contemplates any meaningful content for the term “reasonable,”71 it 
seems an undesirably strict policy. Even if the patentee demands licensing 
revenues that are greater than those to which its contributions in cost re-
ductions (and technical advantages, as discussed in the next section) enti-
tle it, the adoption of the standard may be beneficial. That is, referring to 
the table, cell E is an improvement over cell A or B, even if the patentee 
demands a licensing fee greater than the $2 to which it is entitled based on 
the manufacturing cost savings that its invention provides. This is so even 
if the invention provides no independent value, so that the demand values 
in cells A and B and those in cells D and E are the same, when the benefit 
of standardization outweighs the cost of the license. If so, an organization 
that refused to use the invention would be shooting itself in the foot if 
there were no acceptable alternative standard Sa. The approach proposed 
here—to require the patentee to prove that in fact there was no alternative 
standard—avoids that danger, while still ensuring that the standard-setting 
organization does not unnecessarily suffer from exploitation by patentees. 

Moreover, this analysis justifies the policy of those standard-setting 
organizations that require members to disclose any inventions that may 
affect particular standard-setting activities, even if the patentee is not itself 
a part of those particular activities.72 One might argue that if a member did 
not participate in a particular standard-setting effort, it could not decep-
tively promote standards that would incorporate its patents. But the ap-
proach described above places the burden on the patentee not as a penalty 
for any particular act of deception, but in order to facilitate the standard-
setting process. By joining a standard-setting organization, an organization 
                                                                                                                         

71.  If the policy merely requires that the patentee will license its patent on some 
terms, rather than refuse to license it entirely, the term “reasonable” should be said to 
have no meaning. But the policy might in fact not contemplate any such meaning, if its 
focus is on ensuring that patentees act nondiscriminatorily.  

72.  For example, the W3C Patent Policy Framework requires disclosure from all 
W3C members: 
 

W3C Members agree to use good faith efforts to disclose all patents 
known to them which may contain Essential Claims. Disclosure obliga-
tions stated here cover: 
 1. W3C Members: whether or not they are part of a given Working  
Group  
 2. Working Group participants: individuals, whether or not they 
are in good standing, who have joined a Working Group, and their al-
ternates  
 3. Working Group contributors: Working Group members who 
make formal contributions to a Working Group W3C Patent Policy 
Framework § 7 (Aug. 16, 2001 working draft), at http://www.-
w3.org/TR/2001/WD-patent-policy-20010816. 
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member presumptively commits itself to the goals of the organization, and 
likely benefits in its industry relations from that commitment.73 It there-
fore should not be permitted to disavow its commitment later, when it sees 
an opportunity for profit. The adoption by standard-setting organizations 
of general—i.e., nonstandard-specific—disclosure policies is consistent 
with this understanding. 

B. License Fees Attributable to Technical Advances  

Demand for a patented invention may also arise not from any cost sav-
ings that it provides, but from its contribution to the desirability of the 
standardized product. Generally speaking, it is more difficult to derive ob-
jective measures of the demand for an invention than it is to derive meas-
ures of the cost savings it provides.74 Nevertheless, one can sometimes 
distinguish demand for an invention and demand for a standard, even 
where the invention and the standard coincide, by drawing inferences from 
market conditions before and after the invention is incorporated into the 
standard.  

 
 Does not incorporate a 

patented invention 
Incorporates  
patented inven-
tion P 

Incorporates alter-
native patented 
invention Pa 

Does not comply 
with standard 

A:   demand:  $6  
       cost:        $5 

B:   demand:  $7 
       cost:        $5 

C:   demand:     $9 
       cost:           $6 

Complies with 
chosen standard S 

D:   demand:  $9 
       cost:        $8 

E:   demand:  $10 
       cost:        $6 

F:   demand:  $9 
      cost:        $6 

 
Suppose, referring to the table above, that three approaches, A, C, and 

E, each accomplish a particular goal, and that C and E are patented, but 
that the patent protection for E is secret.75 Suppose further that the indus-
try has generally adopted either A or C, but that an industry standardiza-
tion effort selects a standard based on E, perhaps to avoid giving an advan-
tage to the users of either A or C. Consumers demand the standardized 
product, and the industry switches to E. Under these circumstances, the 

                                                                                                                         
 73. See Marvin Lumber & Cedar Co. v. PPG Indus., Inc., 223 F.3d 873, 883 (8th 
Cir. 2000) (accepting district court’s view that activity in standard-setting organization 
indicates possession of specialized knowledge in field). 
 74. See generally William M. Landes & Richard A. Posner, Market Power in Anti-
trust Cases, 94 Harv. L. Rev. 937 (1981) (explaining the difficulty of measuring de-
mand). 

75.  The significance of this latter assumption is explained in the text following note 
76 infra. 
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fact that users had not selected E before it was chosen as a standard, but 
did so after it became the standard, suggests that their later choice of E 
was not due to its intrinsic value but to the standardization.76 Moreover, 
the initial secrecy of the patent supports this conclusion, because it indi-
cates that the industry did not avoid E merely to avoid paying licensing 
fees. 

If E was widely used even before its incorporation into a standard, the 
situation is more complicated. One might then conclude that the standard-
setting organization adopted E for its intrinsic value. But since the patent 
on E was secret before its incorporation into the standard, E might only 
have been widely used because it had no associated licensing fees. That is, 
one cannot conclude from users’ adoption of an invention when the use of 
it is free that they would also be willing to pay for it. For that reason, the 
use of a patented invention prior to its standardization does not justify the 
patentee’s post-standardization imposition of more onerous licensing 
terms. 

The patentee would, however, be justified in continuing to impose 
whatever licensing terms it imposed before standardization.77 That is, sup-
pose P had been adopted by some, but not all, users before being incorpo-
rated into a standard. Suppose that after P’s incorporation into a standard, 
other users also sought to license it. If those users had previously used 
some technology other than P, and in fact had declined to license P on its 
pre-standardization terms, they might contend that, for them, it was P’s 
value as a standard, not as technology, that they sought. But even if they 
did not prefer the technology of P to other alternatives, given their relative 
pre-standardization prices, the pre-standardization license terms of P are 
still the best estimate of its value. That is particularly so in that P might 
have technological benefits in a standardized context that it did not have 
when there was no standard. This is reflected in the table in the greater 
demand for E over F or D, though the demand for B was less than that for 
C. 

                                                                                                                         
76.  The possibility that the standard might have been made possible only by the ex-

istence of E, so that E should be entitled even to the returns from standardization, is dis-
cussed below. See infra Part II.C. 

77.  IBM, for example, takes this approach, at least in some instances. Its statement 
regarding licensing of a patent that it believes is relevant to the standard-setting activities 
of the Internet Engineering Task Force states that “IBM is willing upon written request to 
grant a nonexclusive license under such patents on a nondiscriminatory basis and on rea-
sonable terms and conditions, including its then-current terms and royalty rates.” See 
Posting of Chuck Adams, Jr., wcadams@us.ibm.com, at http://www.ietf.org/ietf/-
IPR/IBM-SNMP (May 14, 2001).  
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It must be clear, though, that the pre-standardization terms represent an 
objective estimate of value. For example, the court in Townshend v. Rock-
well International Corp.78 might too readily have accepted an argument 
along this line, where the alleged infringer argued that the patentee had 
sought unfair licensing terms after adoption of a standard: 

Even if the [c]ourt were to consider the unfair terms alleged by 
[the alleged infringer], the [c]ourt finds that these terms do not 
state an injury to competition. First, with respect to the proposed 
royalty rates, the [c]ourt notes the initial licensing proposal dated 
September 1997 sought a maximum $1.25 per-unit royalty for 
client-end products and a maximum $9.00 per-port royalty for 
server-end products. In September 1998, after the V.90 standard 
had been adopted, [the patentee] submitted a revised licensing 
proposal which sought a maximum $1.25 per-unit royalty for cli-
ent-end products and a maximum $2.50 per-port royalty for 
server-end products.79   

If the court meant to suggest here that the absence of any royalty in-
crease after adoption of the standard was evidence of the reasonableness 
of the terms, that was incorrect. The initial licensing proposal was submit-
ted to the standard-setting organization,80 and thus was made in anticipa-
tion of standardization. For pre-standardization licensing terms to be sig-
nificant, they must have been determined prior to any effect, actual or an-
ticipated, of standardization.  

That is not to say, however, that if the patentee did not seek license 
fees prior to standardization, it would never be justified in demanding such 
fees after standardization. In such circumstances, the analysis could rely 
on inferences from the post-standardization market, but this is only possi-
ble in certain circumstances. When saving costs is the issue, as discussed 
in the previous section, one can hypothesize alternative standards, because 
one can objectively evaluate the cost of compliance with hypothetical 
standards.81 In contrast, it is more difficult to estimate the demand for hy-
pothetical inventions or standards.82 Therefore, only where the post-
standardization market presents actual alternatives can one reliably esti-
mate the relative significance of the invention and the standard. 

                                                                                                                         
78. No. C 99-0400 SBA, 2000 U.S. Dist. LEXIS 5070 (N.D. Cal. Mar. 28, 2000). 
79.  Id. at *23-*24. 
80.  Id. at *21. 
81.  It is also possible to infer, with at least some confidence, whether a standard-

setting organization would have adopted an alternative standard. 
82.  Cf. Micro Chem., Inc. v. Lextron, Inc., 161 F. Supp. 2d 1187 (D. Colo. 2001) 

(illustrating difficulty of proving market demand for specific claimed features of patent). 
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 Does not incorporate a 

patented invention 
Incorporates  
patented invention P 

Complies with chosen 
standard S 

D:  demand:  $9 
      cost:        $8 

E:   demand:  $10 
       cost:        $6 

 
As an example of an instance where such an alternative is available, 

suppose, referring again to the table, that it is possible to comply with the 
standard either by using invention P or without using any invention. Sup-
pose also, as shown in the table, that the alternatives for compliance with 
the standard are D and E, that the cost of compliance with D is $8, and that 
the cost of compliance with E is $6. Under these circumstances, the pat-
entee would presumably demand, and users would pay, a license fee of at 
least $2 for E. If the license fee paid exceeded $2, one could assume that 
users license P for its technical contribution, as well as (or rather than) for 
the cost savings that it provides. Therefore, the patentee’s entitlement to 
the $2 from cost savings would be determined as described in the previous 
section, but the patentee would be entitled to any license fees beyond the 
fees for cost savings, which must be due to demand for the invention’s 
technical contribution.83 

 
 Incorporates  

patented invention P 
Incorporates alternative pat-
ented invention Pa 

Complies with chosen 
standard S 

E:   demand:  $10 
       cost:        $6 

F:   demand:  $9  
       cost:        $6 

 
One can draw similar inferences from alternatives that appear subse-

quent to standardization, though the process is somewhat more compli-
cated. For example, suppose that there is no alternative D, but that after 
standardization, an alternative invention Pa is created that allows compli-
ance with the standard, with cost and demand of F in the table. Suppose 
that F is licensed for $2, and that E had been licensed for $3. If buyers 
choose F over E under these conditions, one could infer that the combina-
tion of E’s cost savings and technical advantages is no more than $1 
greater than the same combination for F. Therefore, one could use the rela-
tive costs of E and F to determine how much buyers would be willing to 
pay for E’s technical advantages. For example, suppose that the cost to 

                                                                                                                         
 83. That is, it might be appropriate to reduce the patentee’s fee entitlement for cost 
savings, as described in the previous section, but its total fee for both demand and cost 
contributions could still be greater than $2. 
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comply with the standard were the same for E and F (absent license fees). 
One could then infer that buyers value E’s technical contributions at no 
more than $1 more than F’s. More significantly, if the cost to comply with 
the standard were $2 less for E than for F (as if the cost in cell E of the 
table were $4), one could infer that E’s technical contributions were val-
ued by buyers at (no more than) $1 less than F’s (in which case demand 
for E in the table would be $8 or less).84 

The scenario in the preceding paragraphs somewhat resembles the GIF 
controversy.85 When Unisys asserted its patent on the algorithm for gener-
ating compressed GIF files, competitors initiated an effort to develop a 
method of creating the files without infringing the patent.86 Had this effort 
been entirely successful, one could perhaps make the calculations de-
scribed above. But the alternative method that avoided the patent was not 
entirely successful,87 preventing any clear comparison. Nevertheless, be-
cause the alternative method apparently worked in some applications but 
not in others,88 it might have been possible to determine the relative value 
of the two implementations. 

Knowing this sort of information about relative values, one could de-
termine P’s owner’s total entitlement to reasonable royalties (or to dam-
ages based on reasonable royalties) based on cost savings and technical 

                                                                                                                         
84.  That is, E’s total contribution, relative to F, is $1, and its relative cost savings 

contribution is $2. Therefore, its relative technical contribution is—$1. Because F’s (ab-
solute) total contribution is $2, its technical contribution can be no more than $2, and E’s 
therefore can be no more than $1. 

85.  See Michael C. Battilana, The GIF Controversy: A Software Developer’s Per-
spective, CLOANTO, at http://cloanto.com/users/mcb/19950127giflzw.html (last modified 
Feb. 2, 2002). 

86.  Id.  
87.  Id.  
88. Specifically, in applications where compression of the data was not critical, al-

ternatives might have worked: 
 

Some of the most active developers decided to collaborate on the de-
sign of a patent-free evolution of GIF (and TIFF’s LZW compression 
mode [which Unisys had patented]). A method was quickly found to 
create uncompressed GIF files without using LZW code, while remain-
ing compatible with existing GIF loaders. Also, a variety of different 
procedures and data structures (such as Shannon-Fano and AVL trees) 
have been used to compress data in ways similar, if not always equiva-
lent, to LZW. But a diversity in procedures and data structures alone 
apparently does not escape the patent. As one expert said, “If the output 
data is [compressed] GIF, the compressor infringes the Unisys patent 
regardless of the algorithm.” 

 Id. 
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advantages. As described in the previous section, a patentee’s entitlement 
to returns on cost savings that its invention makes possible may be limited 
depending on whether it disclosed the existence of its invention during the 
standard-setting process. However, the patentee’s entitlement to returns on 
the independent technical contribution made by its invention is not so lim-
ited; it is therefore important to allocate the returns sought by the patentee 
to their correct sources. 

The principles discussed above apply even in cases in which the pat-
entee, during patent prosecution, amends its claims to conform to a stan-
dard under consideration, as has happened in some cases.89 Because the 
key issue under the approach proposed here is whether the demand for the 
invention arises from its technical contribution or from its adoption as a 
standard, that the claims are identical to the standard is irrelevant. Also 
irrelevant is the question that some have suggested for dealing with such 
cases:  should the standard-setting organization, rather than the patentee, 
be credited with “inventing” the patented invention?90 Under the approach 
proposed here, the question is the more fundamental one of whether the 
standard-setting organization or the patentee created the demand for the 
invention. 

C. License Fees Attributable to Direct Impact on Performance or 
Interoperability  

The most conceptually difficult cases under the approach proposed 
here arise when the invention that is incorporated in the standard provides 
some advantages over alternative approaches in achieving the goal of the 
standard. Here the distinction between standards directed at interoperabil-
ity and those directed at improved performance becomes important. Many 
inventions embody technical advances that are not directed specifically at 
interoperability.91 For those inventions, it is not difficult, at least concep-
tually, to distinguish the technical benefits of the invention and the inter-

                                                                                                                         
89.  See, e.g., Mueller, supra note 3, at 913-14 (“After the [California Air Resources 

Board (CARB)] issued its regulations, the refiners contended, Unocal cancelled its origi-
nal patent claims and intentionally substituted amended claims to ‘resemble’ the CARB 
regulations.”) (footnote omitted). 

90.  See id. This argument was made in the Unocal case, but did not prevail. See Un-
ion Oil Co. of Cal. v. Chevron U.S.A., Inc., 34 F. Supp. 2d 1222, 1224 (C.D. Cal. 1998), 
aff’d sub nom Union Oil Co. of Cal. v. Atl. Richfield Co., 208 F.3d 989 (Fed. Cir. 2000), 
cert. denied, 531 U.S. 1183 (2001) (stating that the defendants made a “‘derivation’ ar-
gument, the gist of which was that Unocal had copied the invention from CARB,” but 
that “[n]o competent evidence was introduced in support of that argument and the jury 
did not find the patent invalid on that basis”). 

91. See supra Introduction (Rambus discussion). 
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operability benefits of the standard. Where both the invention and the stan-
dard are directed at improved performance, that distinction is more 
difficult to maintain. 

The Unocal case92 presents an example of an invention that is arguably 
essential to a performance-directed standard. Unocal received a patent on 
gasoline formulations that produce fewer emissions than previous formu-
lations.93 When the California Air Resources Board (“CARB”) 94 enacted a 
new, more demanding emissions standard,95 Unocal notified its competi-
tors that they would be required to license its invention.96 In such a case, 
where the standard is directed at improved performance, the patentee is 
entitled to whatever returns it can achieve. If there is more than one way 
of complying with the performance standard, the patentee will face com-
petition, which will constrain its licensing terms. Also, if the patentee’s 
invention is the only means of complying with the standard, or if alterna-
tives are significantly less desirable, the invention can be said to make the 
standard possible, and thus the patentee is entitled to the returns derived 
from demand for the standardized product.97 

Where a standard is directed at interoperability, rather than perform-
ance, a particular invention generally will not be necessary to make the 
standard possible. In most such instances, interoperability could be 
achieved in any of a variety of ways, just as a particular level of perform-
ance can in principle be achieved in many ways. The difference in the in-
teroperability context is that the standard achieves its goal by specifying a 

                                                                                                                         
92.  Union Oil Co. of Cal. v. Atl. Richfield Co., 208 F.3d 989 (Fed. Cir. 2000), cert. 

denied, 531 U.S. 1183 (2001).  
 93. Id. at 991. 

94.  Because the CARB was a state agency, Unocal presents some issues that are not 
present in cases that involve an industry standard-setting body. For example, the CARB 
standard was coercive in a more direct way than are “voluntary” industry standards. 
These differences are not important in the present context, however. 

95. See Aguilar v. Atl. Richfield Corp., No. 7008101997, WL 824017 (Cal. Super. 
Ct. Oct. 17, 1997), superceded by Aguilar v. Atlantic Richfield Corp., 999 P.2d 666 (Cal. 
2000) (describing adoption of new CARB standard). 

96.  Unocal Corp., Unocal Awarded Patent for Reformulated Gasolines; Plans to Li-
cense Patent, (Jan. 31, 1995), at http://www.unocal.com/rfgpatent/rfgnr1.htm. Some of 
Unocal’s competitors contended that it had behaved inequitably in keeping the existence 
of its patent application secret while CARB deliberated on its standard. Such conduct, if 
proven, might be an independent reason for denying a patentee license revenue, but it is 
not directly relevant to the approach to these issues that is proposed here. 

97.  This is so under the basic approach described here, which turns on determining 
the sources of market demand. If the patentee engaged in deception in connection with 
the standard-setting process, it might still be appropriate to limit its returns for that rea-
son. But see supra note 68. 
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particular approach, thus eliminating some alternatives that might other-
wise have provided competition. As a result, even if the particular stan-
dard chosen is technically better than alternatives, and is better because it 
incorporates a patented invention, the patentee may also benefit from the 
standard-setting organization’s exclusion of possible competition. It may 
therefore be possible to distinguish two distinct sources of demand:  tech-
nical performance and interoperability. When that is the case, one can ap-
ply the principles from the previous section to determine the patentee’s 
contribution to demand, and thus its entitlement to licensing revenue. 

For example, Rambus bases its ongoing patent infringement action98 
on its claims pertaining to memory devices, as in the following example: 

14. A synchronous semiconductor memory device having at least 
one memory section which includes a plurality of memory cells, 
the memory device comprising: 

a programmable register to store a value which is repre-
sentative of a number of clock cycles of an external 
clock to transpire before data is output onto an external 
bus in response to a read request; and  

a plurality of output drivers, coupled to the bus, to output 
data in response to the read request, wherein the output 
drivers output data on the bus after the number of clock 
cycles of the external clock transpire.99 

The goal of this invention is to make “response time more predictable 
. . . , thereby allowing the system to plan for transfers and improving over-
all traffic flow over the bus.”100 Rambus alleges that products that comply 
with a JEDEC101 standard for dynamic random access memory devices 
infringe its claims. Although JEDEC’s standards exist to ensure compati-
bility among different manufacturers’ devices,102 the Rambus invention 

                                                                                                                         
98.  Rambus, Inc. v. Infineon Techs. AG, No. 3:00cv524 (E.D. Va. filed Aug. 8, 

2000). 
99.  U.S. Patent No. 5,953,263 col. 25, ll. 32-42 (issued Sept. 14, 1999). 
100. Memorandum opinion, Rambus, Inc. v. Infineon Techs. AG, No. 3:00cv524, 

2001 U.S. Dist. LEXIS 10990, at *6-*7 (E.D. Va. Mar. 15, 2001), appeal docketed, 2002 
WL 554344 (Fed. Cir.). 

101. See JEDEC, at www.jedec.org (last visited July 28, 2002). 
102. Rambus, Inc. v. Infineon Techs. AG, 155 F. Supp. 2d 668. 672 (E.D. Va. 2001), 

appeal docketed, 2002 WL 554344 (Fed. Cir.). 
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improves memory speed103 and does not obviously further the goal of 
compatibility. 

There is, however, the possibility that an invention could be directed 
specifically to, or at least could contribute to, improvements in interopera-
bility. For example, a form of computer bus connection that works with a 
wide variety of circuit board configurations might contribute significantly 
to interoperability. If so, its inventor could be entitled to the profits made 
possible by the demand created by adoption of that invention as an inter-
operability standard.  

This might in fact have been true of the invention in the Dell case.104 
The patent at issue in that case, U.S. Patent No. 5,036,481, includes the 
following independent claim: 

1.  A personal computer system having an I/O channel and a memory  
channel, and having a dual purpose expansion slot, comprising: 
(a)  a chassis; 
(b) a main logic board mounted on the chassis and incorpor-

ating the I/O channel and the memory channel; 
(c) a fixed number of expansion slots, including the dual pur-

pose expansion slot, each occupying a fixed volume, posi-
tioned over the main logic board for providing space for se-
lective connections of I/O devices, implemented on full 
length and short logic cards, to the I/O channel; 

(d) a high speed memory system mounted on the main logic  
board and connected to the memory channel, occupying a 
fixed amount of space; and 

(e) expansion high speed memory, mounted on the main logic  
board within the fixed amount of space, connected to the  
memory channel, and occupying a portion of the dual pur-
pose expansion slot, the remaining portion being occupied  
by a short logic card, thereby enabling increased high speed  
memory capacity without eliminating I/O capability.105 
 

The flexibility provided by the “dual purpose” expansion slot might 
well make standardization more attractive. As the patent notes, the inven-
tion “may be practiced in other personal computers with more or less 
                                                                                                                         

103. See supra note 6.  
104. In re Dell Computer Corp., File No. 931-0097, 1995 FTC LEXIS 466 (F.T.C. 

Oct. 20, 1996).  
105. U.S. Patent No. 5,036,481, at col. 3, ll. 41-65 (issued July 30, 1991). 
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memory, [and with] more or less [sic] expansion slots with different im-
plementations of memory and connectors.”106 It is plausible that it was ex-
actly this flexibility that made the invention a desirable standard. 

Of course, other means might be used to achieve similar flexibility. 
Thus, the principles discussed above for analyzing whether an alternative 
standard might have been chosen apply in this context also, as do other 
principles applicable to a patentee’s nondisclosure to a standard-setting 
organization. The FTC’s enforcement proceeding against Dell was there-
fore appropriate, particularly under its view that if Dell’s patent had been 
disclosed, the standard-setting organization might have adopted a nonpro-
prietary standard.107 Indeed, where the invention at issue contributes di-
rectly to the goal of the standard-setting organization, it seems particularly 
appropriate to impose on the patentee a duty to disclose. 

D. License Fees for Patented Elements in De Facto Standards 

Patented de facto standards present a special case in the broader range 
of patented inventions that enable standardization. A de facto standard is 
one that achieves industry acceptance without the imprimatur of any offi-
cial or quasi-official standard-setting body.108 Initially, it might seem that 
the incorporation of an invention in a de facto standard would indicate that 
the invention contributes to making the standard possible, in the sense dis-
cussed in the previous section. That is, it might seem that when the market 
chooses a standard that incorporates an invention, it will do so because the 
invention best serves the purposes of standardization. 

In fact, though, the market is likely to choose a standard just as a stan-
dard-setting body does, in order to maximize the combination of inherent 
technical benefits and suitability to the goals of the standard (such as, for 
example, interoperability), and in order to minimize the costs of searching 
for a standard. Consequently, an invention may become part of a standard 
not because it makes any particular contribution to the goals of the stan-
dard, but only because it provides greater (or at least no less) technical 
benefit or is more widely available than alternative possibilities. Thus, a 
patentee is generally entitled to revenues from the adoption of its inven-

                                                                                                                         
106. Id. at col. 3, ll. 34-37. 
107. See supra note 64. 
108. See Mueller, supra note 3, at 905 (noting that de facto standards arise not from 

involvement of particular organizations but from market activity); see also Lauren Johns-
ton Stiroh & Richard T. Rapp, Market Power in Technology Markets, 1999 ALI-ABA 61, 
70 (Apr. 22, 1999) (predicating development of de facto standard on amount of technol-
ogy dispersed to market). 
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tion in a de facto standard under the same principles described in the pre-
ceding sections for de jure standards. 

There is one important difference, though. Because a de facto standard 
comes into existence without a formal standard-setting process, it is more 
difficult to define a point at which a duty of disclosure would arise for the 
patentee. If no such duty exists, the burden of showing that if information 
about the patent had been available, an alternative standard would have 
been adopted will fall, as described above, on the infringer. Nevertheless, 
in some cases it may be reasonable to impose upon the patentee of an in-
vention incorporated in a de facto standard a duty to disclose. 

For example, market participants sometimes promote the adoption of 
their approach to a particular problem, and this promotion can contribute 
to the development of a de facto standard.109 Where such promotion oc-
curs, the patentee should be charged with a duty to disclose the existence 
of any relevant patents. The rationale would be that the patentee, by pro-
moting its invention, is participating in the standard-setting process, even 
if the process is an informal one. Moreover, the disclosure required, in this 
context as with formal standard-setting processes, should be sufficient to 
put potential adopters on notice that they may be obligated to pay licens-
ing fees. For example, Microsoft has promoted its “HailStorm” product 
(now called “Microsoft .NET My Services”), which it describes as “a 
user-centric architecture and set of XML Web services,” as an industry 
standard.110 In its literature promoting HailStorm, Microsoft initially men-
tioned the possibility that it had applicable intellectual property rights: 

                                                                                                                         
 109. A recent example may be Geoffrey Moore’s book Crossing the Chasm. See 
GEOFFREY MOORE, CROSSING THE CHASM 69-86 (paperback ed. 1995). Moore formed 
The Chasm Group, LLC to provide advice on putting his market strategies to work, and 
the success of his books and speaking tours seem to indicate the possibility that promot-
ing his approach might lead to creation of a de facto standard for high technology market 
analysis. See generally Chasm Group webpage, available at http://www.chasmgroup.com 
(last visited May 24, 2002). 

110. Microsoft’s marketing literature is fairly explicit:              
HailStorm is the user-centric architecture and set of services for .NET 
that deliver personally relevant information through the Internet to a 
user, to software running on the user's behalf, or to devices working for 
the user. HailStorm services are accessed through SOAP (Simple Ob-
ject Access Protocol) and XML (eXtensible Markup Language), which 
are open access technologies: they can be called from any network-
connected device that supports SOAP, regardless of operating system 
or service provider. SOAP and XML are the open Internet standards 
Microsoft has helped champion throughout the first phase of the .NET 
rollout. HailStorm is the next logical step: Microsoft began by encour-
aging the general standards and introducing the first Web services tools 
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Microsoft may have patents, patent applications, trademarks, 
copyrights, or other intellectual property rights covering subject 
matter in this document. Except as expressly provided in any 
written license agreement from Microsoft, the furnishing of this 
document does not give you any license to these patents, trade-
marks, copyrights, or other intellectual property.111 

Although Microsoft is certainly correct that its marketing of HailStorm 
should not be construed as granting a license to its intellectual property, by 
promoting HailStorm as a standard, Microsoft should have the burden of 
disclosing any intellectual property that would influence adoption of Hail-
Storm as a de facto standard. A general disclosure of the existence of some 
intellectual property rights, as in the passage quoted above, is not suffi-
cient because it does not allow users to evaluate the cost of using Micro-
soft’s product or the benefits of seeking alternatives. In the absence of 
more specific disclosure, describing the nature of the intellectual property 
and its applicability, Microsoft should be required, if it seeks returns from 
the adoption of its products as standards, to show that even with disclosure 
its products would have been chosen as standards. 

E. Lock-In and IMS Health 

The European Commission’s current action against IMS Health Inc. 
presents interesting variations on these issues.112 It then, with the aid of 

                                                                                                                         
and infrastructure. Now we’re leading the way to the first set of com-
pelling Web services. 

 
Microsoft Corp., Building User-Centric Experiences: An Introduction to Microsoft Hail-
storm 4-5 (Mar. 2001). 

111. Id. at 13. Interestingly, the latest version of this paper, though in similar in 
many ways to the older one, omits this notice regarding intellectual property. See Micro-
soft Corp., Building User-Centric Experiences with .NET Services, at http://-
www.microsoft.com/myservices/services/userexperiences.asp (visited Apr. 2, 2002). 

112. Initially, the Commission imposed interim measures that required IMS Health 
to license its “1860 brick structure,” which is described in the text. NDC Health/IMS 
HEALTH: Interim Measures, 2002 O.J. (L 59) 18, available at http://europa.eu.int/-
comm/competition/antitrust/cases/decisions/38044/en.pdf [hereinafter Commission Deci-
sion]. Subsequently, the president of the Court of First Instance (C.F.I.) issued an ex 
parte interim order suspending the operation of the Commission’s decision. Case T-
184/01, IMS Health Inc. v. Commission, 2001 E.C.R. II-2349, available at http://curia.-
eu.int/en/jurisp/index.htm. That order was confirmed after submission of arguments by 
the parties and a hearing, Case T-184/01, IMS Health Inc. v. Commission, 2001 E.C.R. 
II-3193, available at http://curia.eu.int/en/jurisp/index.htm [hereinafter C.F.I. Decision], 
and a challenge to it was rejected by the president of the European Court of Justice, Case 
C-481/01, NDC Health Corp. v. IMS Health Inc., Apr.11, 2002, available at http://curia.-
eu.int/en/jurisp/index.htm.  
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some pharmaceutical companies,113 developed a “brick structure” that di-
vided Germany into small geographical areas. IMS Health provided phar-
maceutical sales data to pharmaceutical companies organized according to 
this structure. IMS Health received a copyright in Germany for its “1860” 
brick structure,114 which became the industry standard, despite competi-
tors’ efforts to introduce other structures. It refused to license the 1860 
brick structure to competing data providers, and the European Commis-
sion challenged the refusal to license as an abuse of IMS Health’s domi-
nant position under Article 82 of the EC Treaty. 

The pharmaceutical companies’ adoption of the 1860 brick structure 
without the intervention of a standard-setting body appears to make it a de 
facto standard. On the other hand, because the pharmaceutical companies, 
through their trade group, were involved in its creation, the adoption has 
some de jure character as well. Regardless, the critical point is that users 
do not demand the specific geographical divisions of the 1860 brick struc-
ture, but simply the existence of some acceptable brick structure. There-
fore, because IMS Health does not have intellectual property protection 
for the invention of brick structures in general, but only for its particular 
brick structure, it is not entitled to all the revenues from the standardiza-
tion.115 The Commission seems to have been correct, then, in imposing a 
licensing obligation on IMS Health,116 despite some significant differences 
from the usual standards context. 

                                                                                                                         
113. See C.F.I. Decision, supra note 112, at ¶ 128 (“many of [IMS Health’s pharma-

ceutical company] clients appear, as alleged in the contested decision . . . to have played a 
significant role . . . in the development of 1 860 brick structure”). 

114.  The ultimate validity of the copyright is as yet undetermined. See C.F.I. Deci-
sion, supra note 112, at ¶¶ 8-17. 

115. One might argue that in a sense similar to that discussed above, IMS Health’s 
creation of the 1860 brick structure enabled the creation of the industry standard, because 
before its creation, there was no structure available for standardization. It appears not, 
however, to have been the specific 1860 structure that enabled the standardization, but 
merely the existence of some acceptable brick structure. Therefore, by the same reason-
ing, IMS Health is not entitled to all the revenues from the standardization. 

116. Commission Decision, supra note 112, at ¶ 185. The Commission did not rely 
on this rationale, however. Instead, it appears to have relied on the involvement of the 
pharmaceutical companies in creating the standard: 

The input which the pharmaceutical companies have made to the struc-
ture has contributed greatly to its status as a de facto industry standard 
and to their current dependence on this structure as a format for the re-
ceipt of regional sales data services. It is therefore the case that refusing 
access to this structure to competitors on the relevant market would ex-
clude all competition from this market, and that therefore IMS’ refusal 
to license the 1860-brick structure involves abusive conduct. 

Id. 
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First, that the intellectual property at issue is a copyright rather than a 
patent does not alter the issues significantly. Although copyright law, 
unlike patent law, does not prohibit independent creation (as distinguished 
from copying) of the original work, the adoption of the copyrighted work 
as a standard eliminates that possibility. That is, although IMS Health’s 
competitors did not seek to copy the 1860 brick structure per se, they did 
seek to comply with the standard, which required copying the 1860 brick 
structure. As a result, the copyright provided a patent-like monopoly. That 
is likely to be the case in most standards contexts, where it is conformity, 
not creativity, that matters after the standard is accepted.117 

Second, the 1860 brick structure apparently became a standard not so 
much because of a need for interoperability among firms using it, but as a 
way of preserving the value of individual firms’ investments in it.118 The 
various pharmaceutical companies were not exchanging their data, but had 
invested in adapting their operations to the 1860 brick structure. Neverthe-
less, the critical point continues to be that the demand for the standard 
does not arise from any inherent advantages in the intellectual property 
owner’s product, but from the contributions of its users.  

In this context, the parallel to tying law is clear.119 IMS Health was 
really offering two products:  the 1860 brick structure, and pharmaceutical 
data based on it. By denying access to the brick structure, IMS Health ef-
fectively extended its copyright to the pharmaceutical data market, which 
could otherwise have been competitive. Moreover, the investments of the 
pharmaceutical companies created switching costs of the sort that were 
held to contribute to market power in the U.S. Supreme Court’s tying de-
cision in Kodak.120 The pharmaceutical companies might have faced in-
formation costs as well, depending on whether they should have antici-
pated IMS Health’s hold-up possibilities before choosing to invest in the 
1860 brick structure. As discussed above, though, because the law in the 
United States and the EC does not clearly cover those hold-up possibili-
ties, it is difficult to charge the companies with anticipating them. 

A related point concerns the risk borne by IMS Health in creating the 
1860 brick structure. Commentary on the case has argued that if IMS 

                                                                                                                         
117. In that respect, copyrighted material incorporated into or adopted as a standard 

is functional. Cf. Lotus Dev. Corp. v. Borland Int’l, Inc., 49 F.3d 807 (1st Cir. 1995), 
aff’d 519 U.S. 233 (1996) (holding that functional menu trees are not copyrightable). 

118. There were some interoperability issues, in that related firms used the same 
1860 brick structure, but the pharmaceutical companies’ primary concern seemed to be 
their own investments. Commission Decision, supra note 112, at ¶ 120. 

119. See supra notes 30-38 and accompanying text. 
120. See Eastman Kodak Co. v. Image Technical Services, Inc., 504 U.S. 451 (1992). 
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Health is forced to license the 1860 structure, the royalty should include 
compensation for the risk taken by IMS Health.121 But the involvement of 
the pharmaceutical companies in the development of the 1860 structure 
makes it unclear just how much risk IMS Health bore. This point, too, is a 
more general one:  where an intellectual property owner develops its in-
vention in parallel with a standard-setting effort, the risk of its efforts is 
considerably reduced, so that the justifications for intellectual property 
protections are lessened. 

IV. NEGOTIATIONS BETWEEN PATENTEES AND 
STANDARD-SETTERS 

As described above, the relationship between a standard-setting or-
ganization and the patentee of an invention incorporated in a standard is 
analogous to the relationship between two blocking patent holders.122 In 
contrast to the situation of blocking patents, though, a standard-setting or-
ganization may risk antitrust liability by negotiating with a patent holder. 
Generally, it is an antitrust violation for individual competitors to combine 
their negotiating power. In the patent-standard context, though, the under-
lying rationale for that general rule is not applicable. 

The members of a standard-setting organization, or at least the organi-
zation itself, should be treated as a single entity when involved in negotia-
tions related to the standard. More specifically, when the goal of the nego-
tiation is to procure a patent license that will enable the practice of the 
standard, and when the license will only be valid when it is used with the 
standard, the members can be thought of as negotiating for the standard 
itself. In such circumstances, the individual members are not pooling their 
market shares to gain greater power, but are using the power of the stan-
dard. In that respect, they are acting just as would the owner of an im-
provement patent in a situation in which its use of the patent was blocked 
by another patent. 

As described above, the standard, though not technically an intellec-
tual property right, functions much like one, in that it requires a consider-
able investment to develop and provides easily duplicable benefits to those 
with access to it. Although it may not meet the technical requirements of 

                                                                                                                         
121. Valentine Korah, The Interface Between Intellectual Property and Antitrust: 

The European Experience, 69 ANTITRUST L.J. 801, 826 (2002). 
122. See supra Part I. 
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patentability,123 it is nevertheless an additional source of market power for 
the sellers that produce products in compliance with it.124 For that reason, 
it should be treated as a unitary interest, and members of a standard-setting 
organization negotiating for it should not be treated as parties to an im-
permissible agreement.125 Viewed from this perspective, the members are 
more akin to the licensees of a patent than to competitors. 

This view calls into question the allegation in Sony Electronics, Inc. v. 
Soundview Technologies, Inc.,126 that the members of a standard-setting 
organization had conspired to refuse to purchase a license for a patent that 
was needed to comply with a standard. The challenged actions in that case 
were coordinated through the standard-setting organization, and they ap-
peared to be directed solely toward enabling compliance with the stan-
dard.127 Hence, although the court refused to dismiss the antitrust claims, 
holding that the patentee had properly alleged a conspiracy to drive down 
license fees, the members of the organization might better be viewed as 
vindicating the interests of the standard itself, rather than their own inter-
ests independent of the standard. 

It is true, though, that if this sort of freedom from normal antitrust 
standards were provided,128 it could perhaps be used anticompetitively. 
For example, the members of a standard-setting organization, if unsatis-
fied with the terms offered by a patentee, might develop a sham standard 
in order to be permitted to negotiate collectively.129 However, this possi-
bility could be addressed by the same method used for determining 

                                                                                                                         
123. Although it might be possible to patent, for example, the use of a particular 

technical approach to achieve interoperability, it seems likely that in most circumstances 
such a use would be obvious (given the availability of the technical approach itself).  

124. See supra note 10. 
125. In that respect, they could be treated as having the sort of “unity of interest” that 

can prevent formally separate entities from forming an illegal conspiracy for the purposes 
of Sherman Anti-Trust Act § 1, 15 U.S.C. § 1 (1994). See Copperweld Corp. v. Inde-
pendence Tube Corp., 467 U.S. 752, 768 (1984). 

126. 157 F. Supp. 2d 180 (D. Conn. 2001). 
127. See id. at 181-82. 
128. This assumes that a deviation from normal antitrust standards would be re-

quired. See supra note 125. 
129. Alternatively, they might use licensing negotiations for a standard as an oppor-

tunity to exchange information for anticompetitive purposes. For example, some of the 
information gathered by the standard-setting organization in the Soundview litigation 
seems at least as useful for anticompetitive collusion as it would be for negotiating a li-
cense. See Sony Elecs., 157 F. Supp. 2d at 193 (noting that the organization’s “meeting 
minutes also make statements concerning the ‘revenue streams’ of member companies”). 
However, because this sort of information exchange would not necessarily harm the pat-
entee, it might have no standing to challenge it. 



����� %(5.(/(<�7(&+12/2*<�/$:�-2851$/� >9RO����������

 

whether a patent provides an independent technical contribution to a stan-
dardized product.130 That is, if the purported standard provided no inde-
pendent contribution to demand, then any benefit of adopting the standard 
would come from the patented invention. Thus, the standard-setting body 
would not merit any antitrust accommodations in the negotiating process. 
Although a patentee might choose to test this question through antitrust 
litigation, a standard-setting organization could provide itself with some 
security by seeking clearance of its negotiating activities from the antitrust 
agencies. 

V. SUMMARY OF IMPLICATIONS 

To summarize, this essay proposes two changes in, or clarifications of, 
existing law:  an approach to determine licensing fees for patented inven-
tions incorporated in standards and a recognition of the freedom of stan-
dard-setting organizations to negotiate with patentees. Both would likely 
reduce the licensing fees to which patentees would be entitled, either in 
litigation or in licensing negotiations. Although these proposals might be 
thought to reduce undesirably the incentives that patent law is intended to 
provide, they probably would not do so in fact. The inventor will still re-
ceive the return on the technical advances of her invention. Furthermore, 
giving the standard-setting organization the right to bargain on behalf of 
its members would reduce the transaction costs of the negotiation process. 

A. Effects of Reduced License Fees on Incentives of Inventors 

The limits on licensing fees proposed above would deny patentees 
some returns to which they might otherwise be entitled.131 This could be 
viewed as undesirable. An inventor, when considering whether to engage 
in a particular research project, might include in her decision-making cal-
culus the possibility that any invention she creates might be adopted as an 
industry standard, in which case she would reap returns from that adop-
tion. Therefore, so the argument would go, to deny the inventor that return 
would lessen her incentive to invent. However, this should not cause con-
cern, for a number of reasons. 

First, under the approach proposed here, the inventor would not be de-
nied returns derived from her technological contribution, even if her in-
vention was incorporated in a standard. The inventor would only be denied 
those returns that derive from standardization, and that do not derive from 
her technical innovation. Consequently, to the extent that the inventor re-

                                                                                                                         
130. See supra Part II. 
131. See supra Part I. 
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lied on the latter returns, there is no reason to think that those returns 
would be correlated in any way with the desired incentive for technical 
innovation. The law provides patent protection for inventions in the expec-
tation that the costs imposed by the elimination of competition in the sale 
of those inventions are balanced by the benefits of increased innovation. 
This balance is struck, at least implicitly, by granting the patentee the right 
to exclude others from its invention.132 Permitting the patentee to exclude 
others not just from its invention but also from others’ standardization ef-
forts disturbs this balance.133 Over-investment, always a concern in patent 
law,134 becomes a very real possibility, in that patent law would then cre-
ate an incentive for inefficient rent-seeking.  

Second, those cases that provide guidance in this area suggest that it is 
often exactly this sort of rent-seeking that motivates patentees to seek re-
turns from the standardization of their inventions. Inventors seeking adop-
tion of their inventions as industry standards have distorted the standard-
setting process in a variety of ways.135 The effect of this, then, is more 
than a distortion of higher prices for the selected standard—the distinction 
contemplated by patent law—but also a distortion of the standard-setting 
process itself. This effect must be added to the cost side of the balance, 
and it strengthens the conclusion that patent protection should not be ex-
tended to the effects of standardization. 

                                                                                                                         
132. See supra note 32 and accompanying text. 
133. See Patterson, supra note 32, at 1138-39. 
134. See, e.g., Jennifer F. Reinganum, The Timing of Innovation: Research, Devel-

opment, and Diffusion, in 1 HANDBOOK OF INDUSTRIAL ORGANIZATION 849, 850 (Rich-
ard Schmalensee & Robert D. Willig, eds., 1989) (“The typical outcome of these com-
parisons [between models that compare noncooperative investment in research and de-
velopment with those with cooperative investment or surplus-maximizing results] is that 
aggregate expenditure on R&D is too high relative to the cooperative optimum; there are 
too many firms and each invests too much”).  

135. As discussed in note 16 supra, the F.T.C. brought an enforcement action against 
Dell Computer Corp., alleging that Dell kept the existence of a patent secret while a stan-
dard-setting organization considered a standard based on the invention claimed in Dell’s 
patent. Rambus, Inc., as noted earlier, and Sun Microsystems, Inc., may also have en-
gaged in similar behavior. See supra note 10 and accompanying text; see also Bridis, 
supra note 9 (reporting that the F.T.C. has commenced an investigation into whether 
Rambus and Sun encouraged standard-setting organizations to adopt standards covered 
by their patents, which they did not disclose). Another example of questionable behavior 
in this context is the use of insiders at standard-setting meetings to gather information 
about the progress of the standard-setting process. See Tony Smith, Rambus Received 
Leaked JEDEC SDRAM Data, THE REGISTER (June 4, 2001), at http://www.theregister.-
co.uk/content/archive/18148.html. 
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Regardless of the theoretical merits of the approach proposed here, it 
may appear that the proposal would be difficult to apply in practice. But 
this proposal’s approach is not appreciably more difficult than other in-
quiries in patent law, such as determining the source of demand for an in-
fringing product when deciding the damages that will be awarded. When-
ever damages must be calculated in a patent case, such factors as the exis-
tence and significance of noninfringing alternatives136 must be considered. 
Accounting for these factors presents difficulties that are similar both 
qualitatively and quantitatively to the proposal here. 

Moreover, adopting this proposal might itself reduce the need for its 
application. Since patentees will be unable to rely on extracting licensing 
revenue deriving from standardization, they have less incentive to engage 
in the rent-seeking conduct referred to above, and they might negotiate 
licensing arrangements more readily. Because no clear rule currently es-
tablishes the allocation of entitlements to profits deriving from standardi-
zation, parties can take broadly different positions in negotiations. By es-
tablishing the principle that a patentee is entitled only to revenues from its 
technical contribution, the range of disagreement is narrowed, and a nego-
tiated settlement made more likely. 

B. Effects of Granting License-Negotiating Power to Standard-
Setting Organizations 

As discussed above, giving standard-setting organizations the right to 
negotiate on behalf of their members could improve the negotiation proc-
ess. However, this approach might provide standard-setting organizations 
with so much power that they would negotiate patent licensing fees that 
were too low to provide sufficient incentive for innovation. It is theoreti-
cally possible that a standard-setting organization could force a patent li-
censing fee down not just to the value of the invention’s technical contri-
bution—which would be desirable137—but below its value. However, it is 
equally possible that the patentee, who is after all in a similar monopoly 
position, could demand fees higher than those justified by its contribu-
tion.138 In fact, Merges and Nelson argue that a likely outcome in the simi-
lar context of original and improvement patents (analogous to a patent and 
a standard)139 is that the original patentee will extract half the value of the 

                                                                                                                         
136. See, e.g., Polaroid Corp. v. Eastman Kodak Co., No. 76-1634-MA 1990 WL 

324105 at *3 (D. Mass. Oct. 12, 1990). 
137. See supra Part I.A. 
138. See, e.g., Rambus, Inc. v. Infineon Techs. AG, 155 F. Supp. 2d 668 (E.D. Va. 

2001).  
139. See supra Part I.C.  
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improvement (standard).140 Ultimately, the result is indeterminate, as 
would be expected with a bilateral monopoly. It is clear, though, that cur-
rent rules allow patentees to threaten discriminatorily large fees from some 
standards users.141 By eliminating that market failure, this proposal will 
likely to provide better correspondence between financial returns and in-
novative contributions. 

VI. CONCLUSION 

The approach presented in this essay provides a means of efficiently 
and fairly determining what licensing revenue is due a patentee when an 
industry standard incorporates its patent. The proposed approach puts an 
emphasis on distinguishing between demand for the invention and demand 
for the standard, and it would allocate to the patentee only those revenues 
derived from its own innovative contribution. In some cases there may be 
evidence available to determine what portion of the demand for a stan-
dardized product is due to that contribution. In other cases, there may be 
no such direct evidence, but it may still be possible to use indirect evi-
dence to draw inferences regarding the contributions of the patentee. Al-
though in some instances this analysis will be inconclusive, even in those 
instances it clarifies the issues to be resolved. Furthermore, by giving 
standard-setting organizations the power to negotiate on behalf of their 
members, the equilibrium in the patent system is restored. 

 

                                                                                                                         
140. See Merges & Nelson, supra note 35, at 866 n.117. 
141. See Smith, supra note 135. 
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Beginning with the well-established notion that the Internet threatens 

informational privacy, this Article takes several uncharted steps toward 
the conclusions that the Internet calls for a constitutional right to infor-
mational privacy and that that right should first be sought in the state 
constitutions. As a foundation, this Article departs from the traditional 
conception of informational privacy as control over the disclosure of per-
sonal information. Rather, informational privacy is discussed as more 
strongly concerned with the use and dissemination of personal informa-
tion.  

Ultimately, this Article determines that the intersection of the Inter-
net and informational privacy must be addressed at a constitutional level. 
A statute or some other solution might address the Internet as a technol-
ogy alone. However, beyond its unprecedented information gathering 
and other capabilities, the Internet pervades all facets of life. As such, it 
has made informational privacy more than an infrequent concern of, say, 
financial or medical records. Informational privacy is now a universal 
and generalized interest. It requires a legal commitment that can only be 
accomplished through constitutional protection. This Article finds, how-
ever, not only the well-known fact that the federal constitutional right to 
informational privacy is weak, but also that the state constitutional right 
is weak. An unprecedented examination of the ten states whose constitu-
tions contain explicit rights to privacy reveals that they offer little protec-
tion for informational privacy.  

Given the need for a constitutional right, though, this Article focuses 
on the states. A few states have taken the first step toward greater protec-
tions by applying their constitutional rights of informational privacy to 
private actors. Moreover, the state constitutions have historically been 
the laboratories for federal constitutional interpretation, thus they provide 
an ideal place for privacy rights to develop and evolve. 
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I. INTRODUCTION 

It is hardly novel to say that the Internet poses a severe threat to infor-
mational privacy. For years, academics and commentators have been fore-
telling the advent of “Big Brother,” warning that the worst of George Or-
well’s fictional Nineteen Eighty-Four surveillance state1 had become, or 

                                                                                                                         
 1. See generally GEORGE ORWELL, NINETEEN EIGHTY-FOUR (1949). Orwell’s book 
foretells a future where Big Brother is the omnipresent and omniscient government. Big 
Brother re-wrote history (“Doublethink”), fashioned and implemented its own language 
(“Newspeak”), and burned books. Big Brother maintains its grip on the minds of its 
population through a stifling use of surveillance technology. There are cameras and hid-
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was approaching, reality.2 Some have brought the metaphor closer to the 
privacy problem that the Internet truly poses—the collection and dissemi-
nation of information by private companies—in referring to it as the threat 
of “Little Brother.”3 Still others have applied wholly different metaphors.4 
Indeed, privacy concerns have led one commentator to compare the Inter-
net to a fascist state that rivals those of Hitler and Stalin.5 

Metaphors notwithstanding, the threat is very real. What one does on 
the Internet is far from private. The dean of the Harvard Divinity School 
was forced to resign after it was discovered he had downloaded pornogra-

                                                                                                                         
den microphones everywhere—even a telescreen in one’s private home. Perhaps the sin-
gle most recognizable, and chilling, phrase from Nineteen Eighty-Four is “Big Brother Is 
Watching You.”  
 2. See, e.g., Matthew D. Bunker et al., Access to Government-Held Information in 
the Computer Age: Applying Legal Doctrine to Emerging Technology, 20 FLA. ST. U. L. 
REV. 543, 582 (1993); Shawn C. Helms, Translating Privacy Values with Technology, 7 
B.U. J. SCI. & TECH. L. 288, 293 (2001); Daniel J. Solove, Privacy and Power: Com-
puter Databases and Metaphors for Information Privacy, 53 STAN. L. REV. 1393, 1395 
(2001); George B. Trubow, Protecting Informational Privacy in the Information Society, 
10 N. ILL. U. L. REV. 521, 522 (1990). Daniel Solove labels Orwell’s Big Brother “[t]he 
most widely discussed metaphor in the discourse of information privacy.” Solove, supra, 
at 1413. 
 3. See, e.g., The Honorable Ben F. Overton & Katherine E. Giddings, The Right of 
Privacy in Florida in the Age of Technology and the Twenty-First Century: A Need for 
Protection from Private and Commercial Intrusion, 25 FLA. ST. U. L. REV. 25, 27 (1997) 
(“Today, we are cautioned to look out for ‘little brother’ and ‘little sister.’”); Solove, su-
pra note 2, at 1396 (“Commentators have adapted the Big Brother metaphor to describe 
the threat to privacy caused by private sector databases, often referring to private sector 
entities as ‘Little Brothers.’”). This is not to say Big Brother does not pose a threat on the 
Internet. One noteworthy concern is the effect government surveillance will have on 
online political discussion. See, e.g., Helms, supra note 2, at 293 (“Anonymity and fear 
of ‘Big Brother’ tracking one’s every move on the Internet have received significant at-
tention from scholars”).  
 4. See, e.g., Solove, supra note 2, at 1413-19. Solove dismisses the Big Brother 
metaphor as an improper characterization of the threat to information privacy. Id. at 
1417-22 (arguing the more proper metaphor to characterize the threat is how information 
is collected and distributed, “with little intelligent control or limitation” by the faceless 
uncaring bureaucracy portrayed in FRANZ KAFKA, THE TRIAL (Willa & Edwin Muir 
trans., Knopf 1937)); see also Helms, supra note 2, at 291-93 (commenting on the use of 
another version of Big Brother—Jeremy Bentham’s Panopticon).  
 5. Margaret Ann Irving, Reorganization of the Internal Revenue Service: Manag-
ing Information Privacy in the Information Age, 53 ADMIN. L. REV. 659 (2001) (quoting 
Robert Scheer, Nowhere to Hide, YAHOO! Internet Life, Oct. 2000, at 100) (“[Anyone] 
on the Internet can find out more about what you read, think, and learn than Joseph Stalin 
or Adolf Hitler, with their fearsome secret police, could ever have learned about the in-
habitants of their totalitarian states”).  
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phy on his home computer.6 Meanwhile, a 1998 case involving a Navy 
man who was discharged for his Internet activities demonstrated how 
Internet Service Providers could be weak links in the chain of privacy.7 In 
fact, the Internet Service Provider NetZero actually boasts:  “What we of-
fer our advertisers [is] . . . an audience that we know intimately because 
they allow us to follow them wherever they roam on the Internet.”8 As 
Scott McNealy, the Chief Executive Officer of Sun Microsystems, Inc., 
has been famously quoted as saying: “You have zero privacy. Get over 
it.” 9  

The public is well aware of the Internet’s threat to informational pri-
vacy. According to the Federal Trade Commission (“FTC”), a recent sur-
vey indicated that ninety-two percent of Americans are “concerned about 
threats to their personal privacy when they use the Internet” and seventy-
two percent are “very concerned.”10 The market has responded to the pub-
lic’s growing concern by developing privacy enhancing technologies 
(“PETs”), programs that purport to allow consumers to “surf in secrecy,”11 
advertised ubiquitously in pop-up and banner advertisements on the Inter-
net. Although the Internet came into popular use no more than ten years 
ago, it is not uncommon today to proclaim that the Internet is a threat to 
informational privacy.12  

What remains novel, however, is the argument for a federal constitu-
tional right to informational privacy on the Internet. Only a handful of 

                                                                                                                         
 6. See JEFFERY ROSEN, THE UNWANTED GAZE: THE DESTRUCTION OF PRIVACY IN 

AMERICA 159-61 (Vintage Books 2001) (2000) (“The real lesson of the Divinity School 
scandal wasn’t legal but technological: the dean’s downfall reminds us how much of our 
reading habits on the Internet are exposed to public view”). 
 7. In McVeigh v. Cohen, 983 F. Supp. 215 (D.D.C. 1998), McVeigh sued America 
On-Line (AOL) and the United States Navy for the unauthorized disclosure and receipt of 
stored electronic communications service records. AOL allegedly provided the Navy the 
real-life identity behind McVeigh’s AOL Internet alias. Id. at 217. 
 8. Jessica Litman, Information Privacy/Information Property, 52 STAN. L. REV. 
1283, 1283 (2000). 
 9. A. Michael Froomkin, The Death of Privacy?, 52 STAN. L. REV. 1461, 1462 
(2000).  
 10. Federal Trade Commission Materials, 1241 PRACTISING L. INST./CORP. 731, 
762 (2001) [hereinafter FTC Materials]. 
 11. HistoryKill Affiliate Ads, http://www.historykillcash.com/banners (last visited 
July 18, 2002). 
 12. Froomkin points out, however, that the fact “[t]hat surveillance technologies 
threaten privacy may not be breaking news, but the extent to which these technologies 
will soon allow watchers to permeate modern life still has the power to shock.” Froom-
kin, supra note 9, at 1465. 
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scholars13 have suggested that the United States Supreme Court will 
strengthen its lukewarm hint at a constitutional right to informational pri-
vacy in Whalen v. Roe, in 1977.14 Moreover, only a few of those scholars 
call for the right with regard to the Internet. Similarly, only a small num-
ber of commentators have recommended a state constitutional right to in-
formational privacy.15 Most commentators have eschewed federal and 
state constitutional rights as possible solutions to the increasing techno-
logical threat to informational privacy, either dismissing them as weak 
(and presumably incapable of change)16 or contending that a constitution 
is ill-equipped to protect against privacy-destroying technologies.17 

                                                                                                                         
 13. See David H. Flaherty, On the Utility of Constitutional Rights to Privacy and 
Data Protection, 41 CASE W. RES. L. REV. 831, 852 (1991) (“The ultimate protection for 
the individual must lie in the constitutional entrenchment of rights to privacy, data protec-
tion, and informational self-determination”); Francis S. Chlapowski, Note, The Constitu-
tional Right to Informational Privacy, 71 B.U. L. REV. 133, 135 (1991) (“[T]his Note 
argues that the interest in informational privacy is a right that the Constitution protects 
[and] . . . that a new level of scrutiny . . . should be recognized”); Thomas B. Kearns, 
Note, Technology and the Right to Privacy: The Convergence of Surveillance and Infor-
mation Privacy Concerns, 7 WM. & MARY BILL RTS. J. 975, 1003 (1999) (calling for a 
“change in constitutional interpretation” to “align privacy interests and privacy rights”). 
Richard Turkington has argued that the right, which he calls the “unencumbered constitu-
tional right to informational privacy,” already exists. Richard C. Turkington, Legacy of 
the Warren and Brandeis Article: The Emerging Unencumbered Constitutional Right to 
Informational Privacy, 10 N. ILL. U. L. REV. 479, 496-502 (1990). In addition, while 
neither advocating nor dismissing the constitutional right, Susan Gindin has proclaimed, 
“[I]t seems likely the Supreme Court will hold that the Constitution protects a right of 
informational privacy.” Susan E. Gindin, Lost and Found in Cyberspace: Informational 
Privacy in the Age of the Internet, 34 SAN DIEGO L. REV. 1153, 1185 (1997); see also 
Kyla Kitajima, Note, Electronic Filing and Informational Privacy, 27 HASTINGS CONST. 
L.Q. 563, 581 (2000) (“Because Internet growth and increased access to information will 
persist, the Supreme Court may soon have to decide whether an informational privacy 
right actually exists”).  
 14. 429 U.S. 589 (1977). See also discussion infra Part III.A on the opinion in 
Whalen and the current status of the federal constitutional right to informational privacy. 
 15. See Overton & Giddings, supra note 3, at 53 (advocating a constitutional 
amendment to make Florida’s right to informational privacy applicable to private par-
ties); see also Ken Gormley, One Hundred Years of Privacy, 1992 WIS. L. REV. 1335, 
1431 (“[O]ne of the significant features of privacy in the next few decades will be that 
new technology . . . will push more and more cutting-edge issues into the states”).  
 16. See, e.g., FRED H. CATE, PRIVACY IN THE INFORMATION AGE (1997). Informa-
tion law scholar Fred Cate concluded that “[t]he U.S. Constitution . . . offers little support 
for information privacy.” Id. at 66. “Even the most protective state constitutional provi-
sions . . . have yielded little protection for information privacy.” Id. at 68. 
 17. See, e.g., CATE, supra note 16; Froomkin, supra note 9. Froomkin argues that 
“the United States Constitution is unlikely to be the source of a great expansion in infor-
mational privacy rights” because “privacy-destroying technologies do not line up particu-
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Rather, the debate over informational privacy—on the Internet, in particu-
lar—oscillates between industry self-regulation and government legisla-
tion, though support increases for other solutions, such as casting privacy 
as a property right or expanding the privacy torts.18 

This Article will argue that a constitutional right to informational pri-
vacy is necessary and appropriate for protecting privacy on the Internet. 
Moreover, given the progress they have already made, and their receptive-
ness to experimentation, the state constitutions are and should continue to 
be the testing grounds for an eventual federal constitutional right to infor-
mational privacy on the Internet. Part II lays out the threat posed by the 
Internet and computers to informational privacy, defining the contours of 
“informational privacy,” the computer technology that threatens informa-
tional privacy, and the threat itself, and focusing less on the disclosure as-
pect and more on the dissemination and use of personal information. In 
closing, Part II notes that online privacy is the most significant informa-
tional privacy concern. Part III argues that the Internet has created the 
need for a constitutional right by elevating informational privacy to a gen-
eralized concern. Part III also examines the failure of the current, noncon-
stitutional legal regime to address the threat of the Internet. Part IV dis-
cusses the current state of the constitutional right to informational privacy, 
considering both the federal and state constitutions, and surveying in detail 
the constitutional rights in the eleven most noteworthy states, ten of which 
have explicit constitutional provisions for privacy. The right has not been 
utilized in Internet litigation and offers the lack of a generalized interest in 
privacy as a reason for the current weakness in both the federal and state 
constitutional rights. Part V determines that the constitutional right can 
best be developed in the states. The leading states have already developed 
robust constitutional rights, and constitutional experimentation is an ac-
cepted premise at the state level. Part VI concludes the Internet has altered 
the interest in informational privacy such that constitutional protection is 
necessary and, furthermore, it is best sought first through the state consti-
tutions.  

                                                                                                                         
larly well” with what the Constitution is designed to protect. Id. at 1540-41. With regard 
to state constitutions, Cate, among others, points out that “in the context of global infor-
mation networks and national and multinational information users, state protection is of 
limited significance.” CATE, supra note 16, at 68. 
 18. See Litman, supra note 8, at 1283. 



����@� 35,25,7,=,1*�35,9$&<� �

�

����

�
�

XI. THE THREAT TO INFORMATIONAL PRIVACY 

While the Internet has been in popular use for less than ten years, the 
notion that computers in general might cause unwanted losses of informa-
tional privacy has been well established.19 Recently, rapidly improving 
technology has vaulted us into an “information age” where information is 
“the lifeblood that sustains political, social, and business decisions.”20 For 
instance, in 1997, over 550 companies had “information” as their prod-
uct.21 In a sort of chicken-and-egg debate, some commentators contend 
that technology has transformed the very nature of information and made 
it more valuable,22 while others believe that technology has simply made 
previously valuable information easier to trade.23 Regardless, it is clear 

                                                                                                                         
 19. As early as 1973, the United States Department of Health, Education, and Wel-
fare released a study that documented “threats to individual privacy” caused by comput-
erized federal databases. Trubow, supra note 2, at 523. In fact, since the 1970s, European 
and North American legislatures implemented numerous laws regulating particular ef-
fects of computers. Flaherty, supra note 13, at 834. The earliest arguably “Internet re-
lated” legislation was the United States’ Electronic Communications Privacy Act of 1986 
(the ECPA). 18 U.S.C. §§ 2510-2520, 2701-2709 (1997). The ECPA adapted the federal 
regulation of electronic surveillance to new technologies. It was designed with e-mail 
specifically in mind. RICHARD C. TURKINGTON & A NITA L. ALLEN, PRIVACY LAW: 
CASES AND MATERIALS 229-30 (1999). The leading United States Supreme Court case on 
the constitutional right to informational privacy also dates from the 1970s and regarded a 
computerized medical database. See Whalen v. Roe, 429 U.S. 589 (1977). The Court spe-
cifically noted that they were “not unaware of the threat to privacy implicit in . . . com-
puterized data banks or other massive government files.” Id. at 605. According to George 
Trubow, “The notion of ‘informational privacy,’ a development of the 1970s, was 
spawned by the remarkably constant improvement and growing pervasiveness of the digi-
tal computer and electronic data banks.” Trubow, supra note 2, at 521; see also Jerry 
Kang, Information Privacy in Cyberspace Transactions, 50 STAN. L. REV. 1193, 1199 
(1998) (“[F]or the past three decades, many have warned about the privacy dangers posed 
specifically by the computer.”); Solove, supra note 2, at 1394 (“Since their creation, 
computer databases have been viewed as problematic—a fear typically raised under the 
mantra of ‘privacy’”). 
 20. CATE, supra note 16, at 5 (quoting Anne W. Branscomb, Global Governance of 
Global Networks: A Survey of Transborder Data Flow in Transition, 36 VAND. L. REV. 
985, 987 (1983)) (quotation marks omitted). 
 21. Gindin, supra note 13, at 1162. 
 22. See id. (“‘Information has taken on a new character . . . [and] passed from being 
an instrument through which we acquire and manage other assets to being a primary asset 
itself.’” (quoting ANNE WELLS BRANSCOMB, WHO OWNS INFORMATION? FROM PRIVACY 

TO PUBLIC ACCESS 1 (1994)). 
 23. See Leslie A. Kurtz, The Invisible Becomes Manifest: Information Privacy in a 
Digital Age, 38 WASHBURN L.J. 151, 152 (“Information has long been a commodity, and 
mailing lists have been bought and sold. But today, it is far easier to generate, organize 
and deliver this information”). 
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that information, including personal information, is in higher demand than 
ever before.24 However, computer technology, digitalization in particular,  
has decreased the cost of, reduced the space necessary for, and increased 
the speed of, information storage and transfers, resulting in the widespread 
collection and trading of information.25 

The Internet lies at the crossroads of the concern about the effect of 
computers on informational privacy and the exponential need for informa-
tion. It is simultaneously the largest computer in the world26 and the most 
efficient trading ground for information.27 The fact that the Internet poses 
a threat to informational privacy should be beyond dispute.28 However, 
many “seek reassurance in the notion that, as unimportant peons with no 
public profile, [their] personal information is not of sufficient interest to 
anyone to collect, compile or correlate.”29 This Part attempts to define in-
formational privacy and spell out the threat posed by computers and the 
Internet for those who take comfort in such perceived anonymity, thereby 
also providing the necessary foundation for an intelligent discussion of a 
potential constitutional solution to the threat to informational privacy.30  

                                                                                                                         
 24. Chlapowski, supra note 13, at 133 (“The advent of the Information Age has pre-
cipitated the commodification of virtually all types of personal information.”); see also 
CATE, supra note 16, at 2 (“[O]thers know more about you—even things you may not 
know about yourself—than ever before”). 
 25. E.g., Bunker et al., supra note 2, at 582 (“This information explosion is due 
partly to the drastic reduction of space needed for record-keeping”); Kurtz, supra note 23, 
at 152 (noting that “today, it is far easier to generate, organize and deliver . . . informa-
tion”). Cate proclaims that “[t]he practical ability to create, manipulate, store, transmit, 
and link digital information is the single most influential innovation of the twentieth cen-
tury.” CATE, supra note 16, at 5. 
 26. See Jay Krasovec, Cyberspace: The Final Frontier, for Regulation?, 31 AKRON 

L. REV. 101, 103 (1997) (“The Internet . . . is ‘a loose collection of millions of computers 
at sites throughout the world sharing information and files.’ . . . Thousands upon thou-
sands of local networks then connect, with communication software managing the com-
munications between them”). 
 27. See Kang, supra note 19, at 1223 (“The networked personal computer will be-
come the one-stop information appliance for all types of transactions that now take place 
in the physical world”); see also Elizabeth deGrazia Blumenfeld, Privacy Please: Will 
the Internet Industry Act to Protect Consumer Privacy Before the Government Steps In?, 
54 BUS. LAW. 349, 350 (1998) (noting that “the information superhighway’s inherent 
potential to become the next commercial marketplace”). 
 28. Internet and computer databases have obvious benefits, of course, but weighing 
the benefits of computer technology against the costs of informational privacy is beyond 
the scope of this Article. I will assume, as do most commentators, that the costs are suffi-
ciently significant to warrant discussion. 
 29. Litman, supra note 8, at 1285. 
 30. See Paul M. Schwartz, Internet Privacy and the State, 32 CONN. L. REV. 815, 
816 (2000) (“I turn to the development of a substantive concept of information privacy. 
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A. Informational Privacy 

Defining informational privacy is a dizzying endeavor. As information 
law scholar Fred Cate noted, “for all of the passion that surrounds discus-
sion about privacy, and the recent attention devoted to electronic privacy, 
surprisingly little consensus exists regarding what ‘privacy’ means . . . .”31 
In the five years that have passed since Cate wrote this, the definitions 
have done everything but converge. The underlying problem appears to be 
that “privacy” is an extremely broad concept32 and that informational pri-
vacy is but one segment of “privacy.” This raises two distinct issues.  

First, there is no consensus on the interests that comprise privacy.33 
For instance, Jerry Kang describes three “clusters”—privacy concerns with 
regard to (1) physical space (“spatial privacy”), (2) choice, and (3) the 
flow of personal information.34 However, Anita Allen-Castellitto divides 
privacy into “at least four basic types”: (1) informational privacy, (2) 
physical privacy, (3) decisional privacy, and (4) proprietary privacy.35 
                                                                                                                         
This task is inescapable; the merits of different regulatory regimes are only understand-
able in reference to a sought after outcome”). 
 31. CATE, supra note 16, at 3; see also Flaherty, supra note 13, at 834 (“The essen-
tial distinction between privacy protection and data protection, or informational privacy, 
is not commonly understood”). 
 32. See Kang, supra note 19, at 1200 (noting that there are “equivocations latent in 
the term ‘privacy’”). 
 33. By “interests,” I mean simply the aspects of life in which one can have or might 
expect privacy. For instance, it is possible to be private “physically” by being alone. This 
seems intuitively different in some way from being private “decisionally.” My point is 
that there is little consensus on the categorizations of how one can be private. At a more 
fundamental level and outside the scope of this Article is the question of why certain pri-
vacy interests should or should not be valued. See generally ANITA L. ALLEN, UNEASY 

ACCESS 35-52 (1988); PATRICIA BOLING, PRIVACY AND THE POLITICS OF INTIMATE LIFE 
(1996); JULIE INNESS, PRIVACY, INTIMACY, AND ISOLATION (1992); PHILOSOPHICAL DI-

MENSIONS OF PRIVACY: AN ANTHOLOGY (Ferdinand Schoeman ed., 1984). On the con-
trary, there does appear to be consensus on this broader normative “definition.” “The idea 
that moral respect for persons demands broad protection for privacy appears in many of 
the most influential accounts of the value of privacy.” TURKINGTON & A LLEN, supra note 
19, at 28.  
 34. Kang, supra note 19, at 1202-03; see also William C. Heffernan, Privacy Rights, 
29 SUFFOLK L. REV. 737, 745 (1995) (denoting the “three constituent parts” of privacy as 
“the privacy of autonomous personal life, privacy-as-seclusion, and privacy-as-
informational-control”). Heffernan adds a higher level of distinction by labeling “pri-
vacy-as-seclusion” and “privacy-as-informational-control” as “mechanisms of privacy” 
and “the privacy of autonomous personal life” as a “conduct component.” Id. at 745-46. 
 35. Anita L. Allen-Castellitto, The Origins and Growth of U.S. Privacy Law, 632 
PRACTISING L. INST./PATENTS 9, 16 (2001). Allen-Castellitto has separated out the inter-
est in propriety privacy, the “issue in cases about publicity rights, identity, and the own-
ership of the body.” Id. at 17; see also Gormley, supra note 15, at 1337-38. Gormley 
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Meanwhile, the fathers of privacy law, Samuel Warren and Justice Louis 
Brandeis, described a “general right to privacy for thoughts, emotions, and 
sensations [that] should receive the same protection, whether expressed in 
writing, or in conduct, in conversation, in attitudes, or in facial expres-
sion.”36  

Second, the segmenting of one or a portion of those interests into the 
sub-title “informational privacy” is difficult because the interests all inter-
connect.37 Any definition of informational privacy thus seems, at best, de-
batable and, at worst, arbitrary. This Article will try to find either the mid-
dle ground or the least common denominator on the theory that that will 
encompass the least disputed, and therefore most essential, elements of 
informational privacy. 

In seeking a definition for informational privacy, it is useful to begin 
with the United States Supreme Court’s leading case on the issue, Whalen 
v. Roe.38 In Whalen, the Court separated the constitutional right to privacy 
into at least two interests:  “the individual interest in avoiding disclosure 
of personal matters, and . . . the interest in independence in making certain 
kinds of important decisions.”39 The former—avoiding disclosure of per-
sonal matters—has been widely acknowledged as the Court’s definition of 
informational privacy.40 The vast majority of commentators have adopted 

                                                                                                                         
finds four definitional clusters in the scholarship: (1) privacy as personhood; (2) privacy 
as autonomy; (3) privacy as the “ability to regulate information about [oneself];” and (4) 
privacy as several “essential components,” such as “secrecy, anonymity and solitude.” Id. 
(quotation marks omitted). 
 36. Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 
193, 206 (1890). 
 37. See CATE, supra note 16, at 19 (“The fear of compulsory disclosure may very 
well influence [the] freedom to engage in independent action.”); see also Kang, supra 
note 19, at 1203-04 (acknowledging that the clusters are “functionally interconnected” 
and recognizing that “a serious argument can be made that all three and additional pri-
vacy clusters can be integrated into a single, abstract cluster”). Kang points out that in 
focusing on informational privacy, he takes no position on the ultimate definition of pri-
vacy in general. Id. at 1204-05. I make the same claim. 
 38. 429 U.S. 589 (1977) (determining the constitutionality of a New York statute 
that required all prescriptions for a certain class of drugs be reported to the state Depart-
ment of Health, the computerized records of which contained the names and addresses of 
the drug recipients). 
 39. Id. at 599-600. 
 40. See, e.g., Bunker et al., supra note 2, at 587 (noting that the Whalen Court rec-
ognized an “informational privacy ‘interest’”); Jonathan P. Cody, Comment, Protecting 
Privacy Over the Internet: Has the Time Come to Abandon Self-Regulation?, 48 CATH. 
U. L. REV. 1183, 1195 (1999) (noting that the Court “touch[ed] upon [informational pri-
vacy]” in Whalen). 
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a very similar definition,41 conceptualizing informational privacy as a right 
to control the flow of personal information.42  

However, a relatively new camp has begun to criticize the privacy-as-
control definition of informational privacy.43 Absolute control over one’s 
personal information seems logically to include the unilateral ability to 
relinquish control. As a result, the privacy-as-control definition of infor-
mational privacy is frequently interpreted as a property right in one’s per-
sonal information.44 The critics argue that this property view of informa-
tional privacy fails to protect privacy both by creating improper incen-
tives45 and by misplacing the threat to informational privacy.46 More fun-

                                                                                                                         
 41. See Bunker et al., supra note 2, at 585 (supporting the definition of “controlling 
the flow of information about him- or herself” with a citation to Whalen). 
 42. Kang, supra note 19, at 1205 (noting that a privacy as control definition is “con-
sistent with a broad swatch of academic and policy thinking”); Schwartz, supra note 30, 
at 820 (“The weight of the consensus about the centrality of privacy-control is stagger-
ing”). One example is Alan Westin’s early definition from his book Privacy and Free-
dom: “‘the claim of individuals, groups, or institutions to determine for themselves when, 
how and to what extent information about them is communicated to others.’” CATE, su-
pra note 16, at 22 (quoting ALAN F. WESTIN, PRIVACY AND FREEDOM (1967)); see also 
Flaherty, supra note 13, at 832 (“Westin provides the most useful identification of the 
interests at stake in . . . informational privacy”). President Clinton’s Information Infra-
structure Task Force adopted a nearly identical definition. Kang, supra note 19, at 1205. 
The running theme is that of control over personal information. See, e.g., CATE, supra 
note 16, at 22 (“[A] key element[] of this definition [is] its focus on control of informa-
tion”); Froomkin, supra note 9, at 1463 (“‘[I]nformational privacy’ [is] shorthand for the 
ability to control the acquisition or release of information about oneself”); Irving, supra 
note 5, at 661 (“An individual has the right to control the conditions under which infor-
mation pertaining to him is collected, used, and disseminated”); Kang, supra note 19, at 
1205 (“Information privacy is ‘an individual’s claim to control the terms under which 
personal information . . . is acquired, disclosed, and used’”); Turkington, supra note 13, 
at 487 (“[T]he right’s major principle the claim of a person to a right to decide who shall 
have access to personal or intimate information about her”); Eugene Volokh, Freedom of 
Speech and Information Privacy: The Troubling Implications of a Right to Stop People 
from Speaking About You, 52 STAN. L. REV. 1049, 1050 (defining information privacy as 
“my right to control your communication of personally identifiable information about 
me”). 
 43. Schwartz argues that “the . . . debate about Internet privacy has employed a 
deeply flawed rhetoric.” Schwartz, supra note 30, at 815. 
 44. See id. at 820 (“Privacy-control . . . encourages a property approach to personal 
information that transforms data into a commodity.”); Solove, supra note 2, at 1446 
(“Theorists who view privacy as control over information frequently understand it within 
the framework of property and contract concepts”). 
 45. Allen, for instance, points to the numerous webcam sites on the Internet as fuel 
for her concern that people with control over their own privacy may simply choose to 
surrender it. See Anita L. Allen, Privacy-as-Data Control: Conceptual, Practical, and 
Moral Limits of the Paradigm, 32 CONN. L. REV. 861, 867-69 (2000). 
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damentally, allowing “individual stewardship”47 of personal information 
on the Internet does not take into account the high transaction costs, in-
formation asymmetries, or bounded rationality facing consumers.48 

Among others, Paul Schwartz and Daniel Solove offer competing 
theories of informational privacy. Instead of privacy-as-control, Schwartz 
conceives of informational privacy as a “constitutive value.”49 Solove also 
eschews the conception of informational privacy as strictly a right to indi-
vidual control. Rather, he sees informational privacy as a right to have 
one’s information “treated thoughtfully,” to understand the disclosures of 
one’s personal data, and to participate meaningfully in the use of that 
data.50 

The easy common thread here is that informational privacy concerns 
“personal information.”51 In general, this encompasses any information 
that is identifiable to an individual.52 This includes both assigned informa-
tion, such as a name, address, or social security number, and generated 

                                                                                                                         
 46. See Schwartz, supra note 30, at 828-30. Solove argues that this vision misses the 
real problem with databases—“the uses and practices associated with our information.” 
Solove, supra note 2, at 1439. The “ownership model” is caught up in the immediate 
transaction—whether the information is disclosed or not—and fails to recognize the long-
term consequences. Id. at 1452. 
 47. Schwartz, supra note 30, at 820. 
 48. Id. at 821-28; Solove, supra note 2, at 1452-53. For instance, Solove observes 
that individual consumers are not only unable to adequately assess the future value of 
specific pieces of personal information, but they are also unable to appropriately internal-
ize the ultimate effect of the aggregation of seemingly innocuous bits of information. Id. 
at 1452. Moreover, “the process of information collection in America is clandestine, du-
plicitous, and unfair. The choices given to people over their information are hardly 
choices at all.” Id. at 1426. This problem with the property view of informational privacy 
is so insidious that some commentators who favor a strong element of individual control 
of personal information (but not a property regime) have added their criticism. See Julie 
E. Cohen, Examined Lives: Informational Privacy and the Subject As Object, 52 STAN. L. 
REV. 1373, 1396-1401 (2000) (debunking the illusion of consumer empowerment); 
Froomkin, supra note 9, at 1501-05 (describing the individual’s “myopia” when it comes 
to the alienation of personal information); Litman, supra note 8, at 1301 (“Market solu-
tions based on a property rights model won’t cure [the informational privacy problem], 
they’ll only legitimize it”). 
 49. Schwartz, supra note 30, at 834. Schwartz proposes creating boundaries—
“information territories”—to “stimulate or discourage different kinds of social expression 
and action,” but not to serve as “data fortress[es].” Id. 
 50. See Solove, supra note 2, at 1461.  
 51. Kang, supra note 19, at 1206 (“[The] central component of . . . nearly all defini-
tions of information privacy is the term ‘personal information’”). 
 52. See James T. Sunosky, Privacy Online: A Primer on the European Union’s Di-
rective and United States’ Safe Harbor Privacy Principles, 9 CURRENTS: INT’L TRADE 

L.J. 80, 81; Trubow, supra note 2, at 521. 
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information, such as financial or credit card records, medical records, and 
phone logs.53 For the purposes of this Article, personal information will be 
defined as any information, no matter how trivial, that can be traced or 
linked to an identifiable individual.54 

In addition to this component of personal information, the foregoing 
conceptions of informational privacy share a concern with the conse-
quences—both real and perceived—of disclosure. That is, not merely that 
information has been revealed, but that the information will be used in 
many undesired and unexpected ways. For instance, an essential part of 
the privacy-as-control definition is that absolute control grants informa-
tional autonomy—the ability to determine one’s data self.55 “Privacy-
control seeks to achieve informational self-determination through individ-
ual stewardship of personal data, and by keeping information isolated 
from access.”56 Meanwhile, Solove’s noncontrol, right to be treated 

                                                                                                                         
 53. Kearns, supra note 13, at 976-77. There is some debate over how intimate or 
sensitive personal information must be, perhaps reflecting the judiciary’s reluctance to 
protect a wide expanse of information. See Kang, supra note 19, at 1206-07 
(“‘[P]ersonal’ does not mean especially sensitive private, or embarrassing”). But see 
Sunosky, supra note 52, at 81 (“Personal information refers to . . . information that is 
likely to be the most intimate details of an individual’s life”). Discussion infra Part III on 
the judiciary’s protection of personal information.. 
 54. After quickly adopting the privacy-as-control definition for informational pri-
vacy, Kang notes that the term “personal information” is the “least self-explanatory” 
element of informational privacy. Kang, supra note 19, at 1205-06. For an in-depth 
analysis of personal and non-personal information, see id. at 1206-11. 
 55. See Chlapowski, supra note 13, at 154 (“Informational privacy should be pro-
tected under the right to privacy because it is an element of personhood, integral to an 
individual’s identity . . . [It is] the freedom from being coerced into a definitive iden-
tity”); Kearns, supra note 13, at 983 (“Information privacy is based on an autonomist 
view of individuals in which personal data are included as part of the ‘self.’ In this view, 
the right to privacy protects the information that comprises a person’s ‘data image.’” (ci-
tation omitted)). 
 56. Schwartz, supra note 30, at 820; see also Heffernan, supra note 34, at 746 n.67 
(“The key to privacy-as-informational-control is that it allows for mobility of one’s per-
son”). Cohen, for instance, argues that to “value[ ] the individual as an agent of self-
determination and community-building,” one must “take seriously a conception of data 
privacy that returns control over much personal data to the individual.” Cohen, supra 
note 48, at 1377.  
Indeed, even in Whalen, the Supreme Court’s imprimatur on privacy-as-control, the un-
dercurrents are about the perceived consequences of disclosure. The plaintiffs argued that 
“[t]he mere existence in readily available form of the information . . . creates a genuine 
concern that the information will become publicly known and that it will adversely affect 
their reputations.” Whalen v. Roe, 429 U.S. 589, 600 (1977). Furthermore, this concern 
will cause patients to avoid getting medication, effectively restraining the “making of 
decisions about matters vital to the care of their health.” Id. Solove actually believes the 
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thoughtfully springs from a concern about “the uses and practices associ-
ated with our information.”57 Finally, Schwartz’s constitutive value also 
rises from the recognition that “access to personal information and limits 
on it help . . . shape our individual identities.”58  

The various definitions differ primarily in the way in which they cope 
with the consequences of disclosure. At some level, though, they all seem 
to aim at Solove’s complaint, that computer technologies resemble 
Kafka’s The Trial—once information is disclosed, it is used and abused 
with no sense of purpose or reason.59 The privacy-as-control advocates 
want to return control to the individual; Solove seeks to restore the sense 
that one’s information is “treated thoughtfully”60; and Schwartz hopes to 
corral the use of information into directed norm-building by defining clear 
“information territories.”61 The least common denominator is a desire to 
have one’s information treated with an understandable purpose. 

Superficially, this can begin to sound a lot like privacy-as-control. 
Even Solove says, “Perhaps the most appropriate notion of privacy for da-
tabases is that of ‘control of personal information.’”62 He goes on to say, 
however, that “[though] [t]heorists who view privacy as control over in-

                                                                                                                         
Court wholly missed these undercurrents about the consequences of disclosure (specifi-
cally, the possibility of further use), affecting the outcome of Whalen. 

The plaintiffs’ argument, however, was not that disclosure was the real 
privacy problem. Rather, the plaintiffs were concerned that the collec-
tion of and greater access to their information made them lose control 
over their information. A part of themselves—a very important part of 
their lives—was placed in the distant hands of the state and completely 
outside of their control.  

Solove, supra note 2, at 1436. Solove’s argument is particularly interesting in that he may 
be challenging the Court’s division of informational privacy from the more accepted con-
cept of privacy based on decisional autonomy. I would stand by the proposition that in-
formational privacy is in fact also grounded in decisional autonomy, but that is a topic for 
another forum. 
 57. Solove, supra note 2, at 1439. 
 58. Schwartz, supra note 30, at 834. But see Volokh, supra note 42, at 1056. Vo-
lokh, who is concerned about the First Amendment ramifications of restrictions based on 
informational privacy, believes that protection against secondary disclosures is not out of 
concern for the consequences. He argues that “[t]he felt injury . . . is the perceived indig-
nity or intrusion flowing from the very fact that people are talking about you or learning 
about you, and not the embarrassment flowing from the fact that people are learning 
things that reflect badly on you.” Id. Volokh’s error is that embarrassment is the only 
consequence against which he can envision protection.  
 59. See generally KAFKA, supra note 4. 
 60. See supra text accompanying note 50. 
 61. Schwartz, supra note 30, at 834. 
 62. Solove, supra note 2, at 1445. 
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formation frequently understand it within the framework of property and 
contract concepts . . . [t]his is not the only way control can be under-
stood.”63 This is a control of personal information, insofar as somebody 
defines the consequences of disclosure, but it is certainly not the “right of 
control” that Schwartz, Solove, and others adamantly reject.64 It is 
grounded in a sense of decisional autonomy that is much less literal than 
the simple ability to regulate the on-off valve for one’s personal informa-
tion. It is not control, per se; rather, it is not a lack of control. An individ-
ual is not necessarily in direct control of her personal information, but she 
is at least on notice as to the bounds and parameters within which her in-
formation, once disclosed, may be used.  

Informational privacy is a right to understand the real and perceived 
consequences of the disclosure of personal information.65  

B. Big Brother, Little Brother, the Whole Darn Family Is 
Watching 

Like a multi-fronted assault, the threat to informational privacy posed 
by the technological weapons available from computers and on the Inter-
net seems as broad as the definition of informational privacy.66 Much of 
the technology, however, is information-gathering and as such is, strictly 
speaking, a direct threat only of unwarranted disclosures. As this Article 
has defined it, informational privacy is not concerned with unwarranted 
disclosures. The real threat to informational privacy arises from the tech-
nologies that come into use once the information has been collected.67 
                                                                                                                         
 63. Id. at 1446. 
 64. Schwartz, supra note 30, at 834. 
 65. I would be remiss if I concluded a discussion on the definition of informational 
privacy without mentioning those who would not protect informational privacy. While 
advocates argue that informational privacy is instrumental to personhood, see Chla-
powski, supra note 13, at 160, critics, such as Judge Richard Posner, argue that it is in-
strumental to economically inefficient deception and lying. See Richard A. Posner, An 
Economic Theory of Privacy, in TURKINGTON & ALLEN, supra note 19, at 244. Indeed, 
some commentators have acknowledged Posner’s concern (though they lack his distaste 
for economic inefficiency). See CATE, supra note 16, at 23 (recognizing the “inherent 
neutrality” in informational privacy and that therefore “[t]he information that individuals, 
groups, or institutions choose to communicate . . . may be true or false, significant or triv-
ial, meaningful or misleading”). 
 66. For a much more thorough analysis of privacy-invading technologies and their 
impacts, see generally Froomkin, supra note 9, at 1468-1501; Gindin, supra note 13, at 
1156-74; and Kang, supra note 19, at 1220-45. 
 67. Of course, information gathering, especially that which is done surreptitiously 
and on a large scale, contributes to and aggravates the threat to informational privacy. 
Indeed, most of the data gathered on the Internet is collected in such a way as to facilitate 
secondary transfers and uses—to increase the potential for consequences of disclosure. 
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This narrows the technological threat to one major source:  computer da-
tabases. Digitalized information is easier to manipulate, analyze and syn-
thesize, transmit, and store; it is easier to use and abuse without a sense of 
purpose or reason. 

1. Computer Databases 

Computer databases store, sort, and process information in such a way 
that they transcend both temporal and spatial restrictions. Stored in a data-
base, information once valuable only in real time can be compiled to re-
construct the past, decipher patterns, and serve as evidence.68 As Froom-
kin has said, “Databases multiply the effects of [real time] sensors.”69 
Now, the advent of the Internet has multiplied the effects of databases, 
linking hundreds and thousands of databases into one giant database. 

Perhaps the most significant threat posed by computer databases is the 
destruction of “practical obscurity,”70 sometimes referred to as “anonym-
ity through obscurity.”71 Previously, the physical restraints of time and 
space prevented gross violations of informational privacy. For instance, 
paper records are often filed in numerous locations, are easy to misplace 
or permanently destroy, and require a great deal of effort to gather and 
sort.72 Furthermore, even the best efforts at thorough collection of paper 
records are likely to remain incomplete. Computer databases changed this 
with their ability to store, search, and sort large volumes of information in 
short amounts of time.73 And while the scattering of information through-

                                                                                                                         
See Kang, supra note 19, at 1199 (“All these data generated in cyberspace are detailed, 
computer-processable, indexed to the individual, and permanent”). As Froomkin aptly 
put, “Once created or collected, data is easily shared and hard to eradicate; the data genie 
does not go willingly, if ever, back into the bottle.” Froomkin, supra note 9, at 1469. 
Recognizing these facts, a brief survey of computer- and Internet-based information-
gathering technologies will be conducted later in this Part. For an interesting list of the 
“many dangers” created by the “collection and collation of large amounts of personal 
data,” see id. at 1471-72. 
 68. See Froomkin, supra note 9, at 1480. 
 69. Id. at 1468. 
 70. Bunker et al., supra note 2, at 583 (quotation marks omitted). 
 71. Kearns, supra note 13, at 993 (quotation marks omitted). 
 72. See Irving, supra note 5, at 662. 
 73. See Bunker et al., supra note 2, at 581 (“Before computers dominated govern-
ment record-keeping, the best protections for personal privacy were practical barriers.”); 
Kurtz, supra note 23, at 156 (noting that “an electronic compilation in searchable form 
and records that can only be found by a diligent search through scattered files” differ in 
that the former “presents a far greater threat to privacy”). 
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out numerous computer databases had preserved some practical obscurity, 
the Internet has all but eliminated those remnants of isolation.74  

A corollary to the destruction of practical obscurity is the use of data-
bases to manufacture identity profiles. Databases can easily be searched 
and cross-referenced to gather large quantities of information over time 
about a particular individual.75 The resulting profile is probably far more 
comprehensive and telling than the owner of the information ever intended 
anyone to know. This has been dubbed the “Mosaic Theory”:  the sum of a 
number of bits of information is exponentially more valuable than each bit 
individually.76 Indeed, one commentator has noted, “once the persona is 
recorded it achieves more credence than the individual.”77 The problem is 
aggravated by the fact that these databases containing both raw data and 
sophisticated consumer profiles are increasingly sold,78 usually without 
the consumers' knowledge of their synthesis.79 It has been shown that “an 
individual’s personal information may be transferred to over five com-
puters in a single day.”80 

As a result, computer databases and the Internet have significantly in-
creased access and ease of access to information. Many government agen-
cies have computerized databases, which recently have been both linked to 
the Internet and to each other.81 Like private companies, some government 
agencies have begun to cross-reference other databases to create limited 
citizen profiles.82 Giant private databases have also arisen and are often 

                                                                                                                         
 74. Bunker et al., supra note 2, at 583.  
 75. See Froomkin, supra note 9, at 1469 (“databases make it possible to create new 
information by combining existing data in new and interesting ways”); FTC Materials, 
supra note 10, at 753 (noting that consumer data is “analyzed and combined”); Litman, 
supra note 8, at 1284 (“Anyone with reason to do so can correlate the information stored 
on one computer with the information stored on another, and another, and another”); 
Overton & Giddings, supra note 3, at 28 (discussing “data matching”). 
 76. Kearns, supra note 13, at 991; see also Sunosky, supra note 52, at 81. 
 77. Patricia Mell, Seeking Shade in a Land of Perpetual Sunlight: Privacy as Prop-
erty in the Electronic Wilderness, 11 BERKELEY TECH. L.J. 1, 25 (1996). 
 78. See, e.g., Kang, supra note 19, at 1239-40 (describing the industry of database 
marketing); Solove, supra note 2, at 1407-08 (discussing the new database industry).  
 79. According to the FTC, the lack of consumer knowledge was the “most consis-
tent and significant concern” about online profiling. FTC Materials, supra note 10, at 
758. 
 80. Anna E. Shimanek, Note, Do You Want Milk with Those Cookies?: Complying 
with the Safe Harbor Privacy Principles, 26 J. CORP. L. 455, 459 (2001). 
 81. Solove, supra note 2, at 1403. According to Solove, the federal government 
maintains almost 2000 databases. Id. 
 82. Trubow, supra note 2, at 524. 
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published on the Internet.83 Internet searches can now reveal a smattering 
of information with relatively little time and effort.84 

The storage capabilities of computer databases, as well as their ques-
tionable accuracy and security, generate additional privacy concerns. Digi-
tal information has a veritably infinite lifespan.85 As a result, it can resur-
face at any time, even though one’s life may have changed and that par-
ticular information may no longer be valid.86 Compound this both by the 
fact that inaccurate information can be stored just as easily as accurate in-
formation,87 and by the fact that security breaches—either inadvertent or 
by hackers—are very real concerns.88 

                                                                                                                         
 83. See, e.g., Gindin, supra note 13, at 1156-61. Solove notes that “[t]he most pow-
erful database builders construct information empires, sometimes with information on 
more than half of the American population.” Solove, supra note 2, at 1408. 
 84. Two commentators were able to obtain from the Internet the following informa-
tion about one of them in less than ten minutes:  

his full name; his telephone number; the address of his Tallahassee 
residence; date of birth; and his social security number; the same in-
formation for his wife; the median income of his neighborhood; the 
median value of the homes in his neighborhood; the names of ten of his 
closest neighbors (including their addresses and telephone numbers); 
and similar information on his condominium in another city. 

Overton & Giddings, supra note 3, at 29. All the information was correct. Indeed, today 
all manner of information can be found on the Internet, including court pleadings, motor 
vehicle records, credit information, and vehicle registrations, to name a few. See Gindin, 
supra note 13, at 1156-57; Kurtz, supra note 23, at 154; Kitajima, supra note 13; see 
Overton & Giddings, supra note 3, at 28-29. 
 85. Kurtz, supra note 23, at 153. Cate reminds us that computers regularly generate 
back-ups, as well as multiple copies of documents and e-mails. See CATE, supra note 16, 
at 15-16. Even the Internet is being archived. Solove, supra note 2, at 1412. 
 86. One commentator has compared such surplus information to atomic waste. See 
Bunker et al., supra note 2, at 582.  
 87. Inaccurate information can have disastrous consequences. For example, in one 
case, a credit report erroneously reported that a Missouri couple had filed for bankruptcy. 
Flavio L. Komuves, We’ve Got Your Number: An Overview of Legislation and Decisions 
to Control the Use of Social Security Numbers as Personal Identifiers, 16 J. MARSHALL J. 
COMPUTER & INFO. L. 529, 535 (1998). 
 88. In April 2000, the DeBeers website exposed to the public the personal informa-
tion of 35,000 customers. John B. Kennedy & Matthew H. Meade, Privacy Policies and 
Fair Information Practices: A Look at Current Issues Regarding Online Consumer Pri-
vacy and Business Practices, 632A PRACTISING L. INST./PATENTS 321, 323 (2001). The 
computer systems of the Central Intelligence Agency, the Justice Department, and the 
National Aeronautics and Space Administration have all previously been hacked. Gindin, 
supra note 13, at 1174. In 1998 alone, losses due to Internet security breaches exceeded 
$100 million. Major R. Ken Pippin, Consumer Privacy on the Internet: It’s “Surfer Be-
ware”, 47 A.F. L. REV. 125, 130 (1999). 
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2. Information-Gathering Technologies 

Though information-gathering technologies are not a direct threat to 
informational privacy, they deserve brief consideration because they pro-
vide the foundation for databases. If there is no disclosure, there can be no 
threat to informational privacy.89 In fact, the more insidious and wide-
spread the information-gathering technologies are, the greater the threat 
can be to informational privacy.90 These technologies are therefore worth 
discussing—if only to understand how pervasive the threat really is. 

Information gathered on the Internet can be grouped into two catego-
ries:  that which is disclosed voluntarily and that which is disclosed invol-
untarily.91 Both types of information can contribute to an informational 
privacy problem. However, voluntary disclosures often lead to the more 
insidious violations of informational privacy because the information is 
usually submitted with the erroneous belief that it will be confined to the 
purposes for which it is being given. For instance, many voluntary disclo-
sures occur through registration pages, contest sign-ups, and application or 
order forms.92 In these cases, users will often give crucial personal infor-
mation, such as their name and address, believing that the information is 

                                                                                                                         
 89. Froomkin grounds his solution on this idea in his article, The Death of Privacy?. 
Froomkin, supra note 9, at 1163. “If information never gets collected in the first place, 
database issues need never arise.” Id. at 1164. This may seem to confuse the issue some-
what, so it is important to note that disclosure (information gathering) is necessary, but 
not sufficient for a threat to informational privacy. If information is disclosed, then there 
naturally arises a threat of unknown and undesired uses. However, just because informa-
tion is disclosed, there are not necessarily any real or perceived consequences. 
 90. Cate argues that “[n]o form of communication other than face-to-face conversa-
tion and handwritten, hand-delivered messages escapes the reach of electronic informa-
tion technologies.” CATE, supra note 16, at 6. This assertion is almost certainly true with 
regard to the Internet. As well, the academic literature is rife with analogies that compare 
a real-life shopping mall to the Internet. E.g., Kang, supra note 19, at 1198-99; Sunosky, 
supra note 52, at 80-81. Everything is the same, except for the fact that on the Internet, 
one’s every move—every book browsed, every purchase made, every window shopped—
is recorded in excruciating detail. Kurtz, supra note 23, at 151 (“The tracks we leave [in 
real life] are difficult and time consuming to follow. When we do the same things using 
the Internet, they become much easier to see”). Indeed, the structure of the Internet makes 
the Internet one giant information-gathering technology. See Helms, supra note 2, at 295 
(“While using the Internet, a number of technical realities conspire to associate an indi-
vidual’s Internet actions with their biological identity.”); Kurtz, supra note 23, at 153 
(noting that the Internet is structured such that “[i]nformation does not travel directly 
from sender to receiver,” thus “allow[ing] data to be captured at various locations using 
diverse means”).  
 91. See Blumenfeld, supra note 27, at 352 (distinguishing between overt and clan-
destine collection). 
 92. Pippin, supra note 88, at 129.  
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being collected only for a specific purpose, such as the shipment of their 
purchase. This is frequently untrue.93 Newsgroup postings are another 
source of voluntary disclosures.94 These users likely do not believe or truly 
realize that their postings will be preserved and can be distributed.95 Crea-
tors of web pages fall into this same category.96 

Involuntary Internet disclosures usually entail some sort of surrepti-
tious tracking. The two most discussed methods are the gathering of click-
stream data and the use of cookies. Clickstream data is the generic name 
given to the information a website can know about a user simply because 
the user has browsed the site.97 Accessing a website discloses the user’s 
TCP/IP address, the types of computer and browser used, and limited in-
formation about browsing activity (notably the time and date of access, 
and the referring website’s Internet address).98 With slight effort, the web-
site can record the user’s clickstream, which will reveal more detailed 
browsing activity, such as the order of the webpages visited and the time 
spent at each one.99 This information can threaten informational privacy 
because there are several ways it can be traced to an identifiable individ-
ual. First, a site may require registration to log-in.100 Second, the TCP/IP 
address can be used to trace a user’s personal information.101 Third, a 

                                                                                                                         
 93. See Kurtz, supra note 23, at 160. 
 94. See Gindin, supra note 13, at 1169 (explaining how search engines can result in 
postings achieving “Internet-wide distribution”). Newsgroup postings can also result in 
involuntary disclosures for the user and third parties. With regard to the user, the postings 
often identify the actual e-mail address, place of origin, and sender. Krasovec, supra note 
26, at 109-10. As to third parties, the concern is that anyone can post anything about any-
one else. Kurtz, supra note 23, at 157. 
 95. See Kurtz, supra note 23, at 156 (noting how newsgroup users “may reach more 
people than [they] expect and leave tracks that are more permanent than [they] intend”). 
 96. See Id. at 156-58. 
 97. Solove, supra note 2, at 1411; see also Kang, supra note 19, at 1227 (discussing 
“clicktrails” in particular). 
 98. Kang, supra note 19, at 1224-27; see also Froomkin, supra note 9, at 1486; 
Shimanek, supra note 80, at 460; Solove, supra note 2, at 1411. 
 99. Kang, supra note 19, at 1227; see also Pippin, supra note 88, at 129. 
 100. Solove, supra note 2, at 1411. 
 101. Malla Pollack, Opt-in Government: Using the Internet to Empower Choice—
Privacy Application, 50 CATH. U. L. REV. 653, 665 (2001) (“An IP address, with variable 
effort, can be traced back to a specific computer, which itself may be strongly related to a 
specific person, or a small group of persons”). IP addresses are either static—associated 
with one computer—or dynamically assigned. The latter is usually the case for patrons of 
dial-up Internet Service Providers (ISP). Since IP addresses are centrally coordinated, a 
reverse DNS look-up of an IP address will return the identity of the ISP to which the ad-
dress was assigned. From there, it is simply a matter of obtaining the user’s personal in-
formation from the ISP. Static addresses are undoubtedly easier to trace, but ISPs gener-
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website can deposit a cookie on the user’s hard drive, which will be used 
to identify the user on a return visit.102 Cookies are files in which websites 
record the information they have gathered from a user—information either 
voluntarily or involuntarily disclosed—and may be the most insidious 
form of information collection.103 

A number of other involuntary Internet disclosures bear mentioning. 
Digital watermarking allows intellectual property owners to track docu-
ments.104 Similarly, Microsoft’s Office 97 routinely tagged each document 
with an identification number.105 One commentator claims that “the 
‘JavaScript’ in the Netscape Web browser allows ‘Web sites to collect 
real-time data on visitors’ activities and to examine the directory of a visi-
tor’s hard drive.’”106 Meanwhile, Intel has embedded each of its Pentium 
III chips with a unique identification number that, when functioning, can 
be accessible to web browsers.107 Finally, IPv6, the successor to the cur-

                                                                                                                         
ally log the assignments of their dynamic addresses. See Helms, supra note 2, 295-97; 
Pollack, supra, at 665-66. 
 102. Solove, supra note 2, at 1411 (identifying a cookie as a means of “secretly 
tag[ging] a user” to associate the user with clickstream data). 
 103. The cookies are placed on user’s hard drives so that the website can recall the 
information when the user next visits. E.g., Gindin, supra note 13, at 1170. In and of 
themselves, cookies do not pose an information-gathering or -disseminating threat. 
Rather, cookies resemble databases in that they facilitate intertemporal information gath-
ering by other technologies, such as clickstream monitoring. In fact, some advertising 
companies have begun to use cookies (or sometimes transparent GIFs) as unique identifi-
ers that allow them to track users from website to website. This entails a centralized ad-
vertisement provider that works with several companies. Every time an ad is clicked, a 
cookie is sent to the user by the advertisement provider, while the user is directed to the 
advertised company’s website. Solove, supra note 2, at 1412. More insidiously, every 
time a user accesses a page that simply contains a banner advertisement, the advertise-
ment provider places a cookie on the user’s hard drive. In re DoubleClick Inc. Privacy 
Litigation, 154 F. Supp. 2d 497, 503-04 (S.D.N.Y. 2001); Kurtz, supra note 23, at 164. 
By accessing its cookies, the advertisement provider can literally track a user’s move-
ment from site to site and determine what sort of products or websites interest that par-
ticular user. Again, the cookies are facilitators, aiding interspatial information gathering.  
Recently, however, some websites have joined “cookie exchanges,” making cookies 
themselves a direct threat to informational privacy. Shimanek, supra note 80, at 460; see 
also Kang, supra note 19, at 1228 (noting that “there is nothing to keep companies . . . 
from sharing with each other the browsing history of a given individual recorded through 
their respective cookies”). 
 104. Froomkin, supra note 9, at 1489. 
 105. Id. at 1492. 
 106. Sunosky, supra note 52, at 81. 
 107. Froomkin, supra note 9, at 1490; Helms, supra note 2, at 298. 
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rent IP address system, might permanently embed an IP address in every 
device that can connect to the Internet.108  

C. The Unique Problem of the Internet 

Though informational privacy covers a wide range of issues,109 this 
Article focuses on the Internet because it is the greatest threat to informa-
tional privacy. The Internet was essentially designed to collect informa-
tion.110 Surveys have found that over ninety percent of websites collect 
some personal information.111 Moreover, the use of the Internet as a tool 
for communicating, for educating, for shopping, for banking, and for liv-
ing,112 is growing and will continue to expand.113 In fact, Internet access 
will likely become unavoidable and indispensable.114 On top of it all, the 
Internet stores and is capable of processing all of the information it col-
lects.115 Put simply, the Internet is the largest computer database ever, with 
a nearly infinite memory and access to arguably the largest possible (and a 

                                                                                                                         
 108. Froomkin, supra note 9, at 1491-92; Helms, supra note 2, at 299-300. 
 109. See Allen-Castellitto, supra note 35, at 17 (“Informational privacy is at issue in 
cases about access to medical records, employer access to email, online anonymity, data 
encryption, and executive privilege”). 
 110. Gindin, supra note 13, at 1164 (“The Internet has the capacity to be the most 
effective data-collector in existence”); Schwartz, supra note 30, at 815 (noting how the 
Internet’s “current technical configurations” allow daily activities on the Internet to gen-
erate “finely grained personal data”). 
 111. See Charles L. Kerr, Online Privacy: Recent Developments, 632A PRACTISING 

L. INST./PATENTS 51, 150-51 (mentioning two surveys, the first of which found that 
ninety-three percent of the sites surveyed collect personal information and the second of 
which found that ninety-nine percent of the sites surveyed collect personal information).  
 112. See Kang, supra note 19, at 1223 (“The networked personal computer will be-
come the one-stop information appliance for all types of transactions that now take place 
in the physical world”). 
 113. According to Krasovec, in 1997 the Internet was gaining “roughly one million 
new users per month.” Krasovec, supra note 26, at 105; see also CATE, supra note 16, at 
7 (giving a reliable benchmark for the growth of the Internet as “doubling in size every 
twelve to fifteen months”).  
 114. See CATE, supra note 16, at 1 (“Exponential increases in computing power and 
dramatic decreases in the physical size and price of computers have created a frenzied 
cycle in which both individuals and organizations increasingly use computers, spawning 
phenomenal growth in and dependence on computer-base services, and resulting in 
greater demand for and use of computers”). 
 115. Solove quotes a marketer as saying, “The time will come . . . . [when w]e will be 
classified, profiled, categorized, and our every click will be watched.” Solove, supra note 
2, at 1412. Solove himself notes that “[a]s we live more of our lives on the Internet, we 
are also creating a permanent record of unparalleled pervasiveness and depth.” Id.; see 
also Sunosky, supra note 52, at 80 (noting the Internet’s “impressive ability to increase 
the speed and lower the cost of transferring and sharing information”). 
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near endless) stream of information.116 The real and perceived conse-
quences of the disclosure of personal information are mind-boggling.117 

It has taken some time for this realization to dawn on the general 
masses,118 but people have begun to come around.119 Indeed, the issue of 
Internet privacy was a “hot button issue” in the recent presidential cam-
paign.120 There are signs, too, that the public has become aware of the spe-
cific threat that the Internet poses to informational privacy.121 Privacy 
concerns have been cited as the “primary reason” for avoiding the Inter-
net.122 According to the Pew Internet & American Life Project, fifty-four 
percent of Americans consider online tracking a “harmful invasion of pri-
vacy.”123 Most significantly, as of late, there has been increased judicial 
activity regarding online violations of informational privacy.124 

XII. THE NEED FOR A CONSTITUTIONAL RIGHT 

The Internet is creating a generalized interest in informational privacy 
and, consequently, the need for a constitutional right to informational pri-
vacy that will provide real protection against the Internet. Unlike earlier 
technologies, the Internet pervades all aspects of life.125 Information is a 

                                                                                                                         
 116. See Helms, supra note 2, at 293 (“[As] a worldwide network, [the Internet] can 
connect, coordinate and centrally aggregate all privacy invading technologies”). 
 117. Kang captures much of this sentiment in his concerns about “second generation” 
problems. For the first time ever, the power of computer databases is being applied to a 
set of information “about the average Jane” that it had “[n]ever before in human history 
[made] any economic sense to [collect].” Kang, supra note 19, at 1271. 
 118. For an interesting discussion on how people have kept their heads in the sand 
about the Internet and its threat to informational privacy, see Litman, supra note 8, at 
1284-86.  
 119. The FTC cites a recent survey as finding that ninety-two percent of Americans 
say they are “concerned about threats to their personal privacy when they use the Inter-
net” and seventy-two percent say they are “very concerned.” FTC Materials, supra note 
10, at 762. 
 120. Kennedy & Meade, supra note 88, at 323. 
 121. See Blumenfeld, supra note 27, at 353 (“Although many Internet privacy con-
cerns are present in the off-line world, the Internet’s ability to accumulate vast amounts 
of data has heightened consumer fear about the availability of personal information on 
the Internet”). 
 122. Cody, supra note 40, at 1184. 
 123. Pollack, supra note 101, at 698. 
 124. Kerr, supra note 111, at 64-114 (regarding the types of judicial activity).  
 125. See Blumenfeld, supra note 27, at 381 (“[T]he statutory protections are sectorial 
in nature and . . . the Internet industry increasingly cuts across nearly all industry sec-
tors”); see also CATE, supra note 16, at 1 (referring to the “frenzied cycle” of computer 
and website dependence in both government and private companies); Kang, supra note 
19, at 1223 (“The networked personal computer will become the one-stop information 
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currency, and as such, personal information will become an increasingly 
necessary gate key as more processes and services become purely auto-
mated, computerized, and online.126  

Patchwork protection for informational privacy will no longer suf-
fice.127 A generalized interest in informational privacy calls for general-
ized protection. This Part will expand on this argument and show that a 
constitutional right will best provide such generalized protection by estab-
lishing a firmly entrenched foundation that allows flexibility in scope. A 
constitutional right would also address many of the rationales for other 
methods of informational privacy protection, while avoiding those meth-
ods’ more significant pitfalls.128 As necessary groundwork, this Part will 
first demonstrate the inability of current nonconstitutional law to ade-
quately address the threat posed by the Internet to informational privacy. 

A. The Failure of Current Nonconstitutional Law 

Since the inadequacy of the current legal regime with regard to Inter-
net privacy is well recognized,129 the following survey of current tort law 

                                                                                                                         
appliance for all types of transactions that now take place in the physical world.” (em-
phasis added)). 
 126. See Kearns, supra note 13, at 983 (“As society becomes ever more information-
based, the need for individuals to distribute their personal information increases. An un-
willingness to give personal information to others effectively would prevent an individual 
from functioning in society.” (internal citation omitted)). 
 127. See Schwartz, supra note 30, at 815 (“In the absence of effective limits, legal or 
otherwise, on the collection and use of personal information on the Internet, a new struc-
ture of power over individuals is emerging”). 
 128. At least two other commentators have argued that a changing interest in infor-
mational privacy will likely need a strengthened federal constitutional right to informa-
tional privacy. See Kearns, supra note 13, at 984 (“As personal information plays a 
greater role in the daily lives of individuals, and the interest in personal information pri-
vacy increase[s], the need to develop [the constitutional right to informational privacy] 
will increase as well”); Kitajima, supra note 13, at 581 (“We live in an ‘information age’ 
[and] . . . . [b]ecause Internet growth and increased access to information will persist, the 
Supreme Court may soon have to decide whether an informational privacy right actually 
exists”). 
 129. See, e.g., Blumenfeld, supra note 27, at 381 (“Current constitutional, legislative, 
common law, and state law privacy protections fail to provide consumers with compre-
hensive privacy protections and, as such, offer little, if any privacy protections against 
information collection on the Internet”); Gindin, supra note 13, at 1210-17 (notably fail-
ing to mention basic online privacy concerns when suggesting “fertile ground for litiga-
tion”); Helms, supra note 2, at 313-14 (“[C]onstitutional claims, privacy torts, and federal 
statutes . . . have considerable weaknesses when applied to privacy on the Internet”); 
Cody, supra note 40, at 1231-32 (calling for legislation to “ensure that individual privacy 
is protected online”).  
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and federal and state statutes will be brief. This Part will also consider the 
success of fledgling online privacy litigation, however, adding empirical 
verification to the current scholarship.  

1. Tort law 

The privacy torts are generally considered the first stop for protection 
against privacy intrusions by private parties.130 They are categorized into 
four related claims:  (1) intrusion upon seclusion; (2) public disclosure of 
private facts; (3) misappropriation of name or likeness; and (4) publicity 
that places another in a false light.131 A few particularities make current 
tort law incapable of providing much protection for informational privacy 
on the Internet.132 To begin with, Internet-related torts are difficult to 
demonstrate since consent (which is typically provided in Internet transac-
tions) is often a defense to tort claims.133 For instance, a successful claim 
on the first three torts would require that the complainant neither was 
aware of nor could foresee data collection.134 The average Internet user 
would be hard-pressed to make such a claim truthfully. In addition, the 
privacy torts tend to require meeting the high standard that an intrusion or 
disclosure be “highly offensive to a reasonable person.”135 Finally, tort law 
protection advances slowly, but is retracted quickly.136 This quality makes 
the privacy torts difficult to adapt to rapidly changing or developing tech-
nologies.  

                                                                                                                         
  It is interesting to note that the failure of the current legal regime may be linked 
to the misunderstanding of informational privacy that this Article has identified. While I 
have defined informational privacy as being concerned with the real and perceived con-
sequences of disclosure, privacy law developed with an eye toward disclosure and keep-
ing secrets. Solove, supra note 2, at 1430-31 (noting privacy law’s tendency toward keep-
ing information from being revealed). 
 130. See Marc Rotenberg, Consumer Privacy in the E-Commerce Marketplace, 632A 
PRACTISING L. INST./PATENTS 303, 308 (2001) (noting that the privacy tort established 
rights of privacy beyond a protection against the government). 
 131. Helms, supra note 2, at 309. 
 132. For the most part, commentators agree that none of the four privacy torts will 
provide much protection against Internet informational privacy concerns. See Kang, su-
pra note 19, at 1231 n.159; Overton & Giddings, supra note 3, at 44. A significant minor-
ity, which will be discussed shortly, has indicated the misappropriation tort may provide 
limited relief. 
 133. See Froomkin, supra note 9, at 1536. 
 134. Helms, supra note 2, at 309-10. 
 135. Id. at 310. 
 136. Kearns, supra note 13, at 1000.  
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At first glance, the intrusion upon seclusion tort seems like it might 
apply to information gathering on the Internet.137 For instance, cookies 
“intentionally intrude upon the solitude or seclusion of another.”138 How-
ever, the tort’s broad interpretation of voluntariness and its narrow stan-
dard of “highly offensive to the reasonable person” should quell that pos-
sibility.139 One commentator points out that many people are aware of 
cookies and their browsers can be set to reject them.140 Moreover, cookies 
and other such information gathering are often small-scale, and, taken 
alone, relatively innocuous intrusions.141 Finally, many people consider 
the Internet to be a “public” place, which is exempt from this tort.142 No-
tably, courts have rejected this theory in the following cases:  obtaining 
unlisted phone numbers, selling subscription lists to direct mail compa-
nies, and collecting and disclosing an individual’s past insurance his-
tory.143  

The tort of public disclosure of private fact requires a disclosure of 
private information that is (1) widely disseminated; (2) highly offensive to 
a reasonable person; and (3) not “newsworthy” or “of legitimate concern 
to the public.”144 This tort might be useful against online profiling and the 
database swaps that facilitate such profiling.145 However, the standard for 
“widely disseminated” is difficult to meet. Databases that are widely dis-
seminated may be considered public record, which is not tortious under 
the private fact tort.146 Conversely, databases that are sold to a few par-
ties—thus, seemingly private—are often considered not to have been 

                                                                                                                         
 137. Blumenfeld, supra note 27, at 358-59; CATE, supra note 16, at 89; see also 
Gindin, supra note 13, at 1189 (“Because this tort has been applied to wiretaps, liability 
would likely be imposed for the unauthorized access to or interception of electronic 
communications and information systems”). But see Kearns, supra note 13, at 1000 
(“[The] tort of intrusion does not apply to information privacy because this tort relates to 
physical intrusions and trespass”). 
 138. Helms, supra note 2, at 310. 
 139. Id.; Overton & Giddings, supra note 3, at 44.  
 140. See Helms, supra note 2, at 310. Writing in 2001, Helms noted that he was not 
aware of any such claim having been made. Id. 
 141. Solove, supra note 2, at 1432 (noting that “the danger is created by the aggrega-
tion of information”). 
 142. Overton & Giddings, supra note 3, at 44; Solove, supra note 2, at 1433. 
 143. See id. at 1432-33. 
 144. CATE, supra note 16, at 90. 
 145. Helms, supra note 2, at 311; Solove, supra note 2, at 1433. 
 146. Overton & Giddings, supra note 3, at 44; Solove, supra note 2, at 1433; 
Trubow, supra note 2, at 536-37. Birthdate, marital status, military record, professional or 
occupational licenses, and litigation are examples of public records. Gindin, supra note 
13, at 1190. 
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widely disseminated. Also, the information contained in these databases 
would likely not be considered highly offensive.147 Indeed, this tort has 
historically achieved limited success.148 

The misappropriation of a name or likeness is best known for its use to 
protect the value of a famous person’s name or picture.149 However, a de-
tailed profile might also be a likeness that should not be appropriated, be-
cause these profiles are arguably parts of the person’s personality.150 
Therefore, mailing lists should not be sold.151 It is not clear that “name or 
likeness” amounts to personality.152 And again, consent could also be a 
sticking point, as most users of the Internet voluntarily or knowingly sur-
render much of their personal information. In fact, every case that has in-
voked this theory to enjoin the sale of names and addresses to direct mar-
keters has failed.153 

The false light tort applies when one publicizes someone in a distorted 
manner “that is both highly offensive to the reasonable person and done 
with knowing or reckless disregard as to the falsity of the portrayal.”154 
This tort will probably be generally useless in the cyberspace context be-

                                                                                                                         
 147. Helms, supra note 2, at 311 (“[I]t is not likely that even the most detailed profile 
would rise to the level of a ‘highly offensive’ disclosure.”); Trubow, supra note 2, at 537 
(“Most of the information stored in commercial computer files is not offensive or embar-
rassing, even though it does provide a detailed description of an individual’s behavior, 
tastes, and values”). But see Gindin, supra note 13, at 1191 (suggesting this tort may be 
the basis for suit in cases in which “personal information . . . is disseminated electroni-
cally to a significant number of people”). 
 148. See CATE, supra note 16, at 90. It is important to remember that much online 
profiling occurs in secret, so the merits of such a claim may be wholly irrelevant. Solove, 
supra note 2, at 1433. 
 149. Helms, supra note 2, at 311. The tort requires an identifiable plaintiff, that the 
defendant appropriated the name or likeness to his own advantage, and that the appropria-
tion occurred without consent. Overton & Giddings, supra note 3, at 41. 
 150. Trubow, supra note 2, at 539. 
 151. Helms, supra note 2, at 311; Komuves, supra note 87, at 566.  
 152. See Kearns, supra note 13, at 1000 n.132 (“The concept of name or likeness also 
would have to be expanded, however, to include personal information”); see also Litman, 
supra note 8, at 1291 (“Tort law provides a remedy for unauthorized commercial exploi-
tation of celebrities’ identities, but not for conveying accurate personal information, how-
ever lucrative the conveyance.” (internal citations omitted)). 
 153. See Gindin, supra note 13, at 1192; Helms, supra note 2, at 311; Komuves, su-
pra note 87, at 566-67. Some commentators have suggested the tort would be appropriate 
only for application to cases in which a name or likeness was misappropriated for use in 
an Internet advertisement. See Overton & Giddings, supra note 3, at 41; Cody, supra note 
40, at 1196 n.67. 
 154. Helms, supra note 2, at 312. 
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cause informational privacy concerns almost always involve information 
that is true.155 

The inadequacies of tort law make state and federal statutes attractive 
alternatives. Statutes are tailored to address specific problems, especially 
those involving new technologies. However, the current statutes are inef-
fective with regard to Internet privacy, and the Federal Trade Commission, 
ostensibly the federal government’s Internet regulatory body, is once again 
calling for industry self-regulation over new federal legislation.156 

2. Federal Statutes 

The United States does not have an omnibus statute that regulates the 
collection, dissemination, and use of information on and through the Inter-
net. Rather, federal statutory protection must come from a collection of 
related and distantly related statutes.157 Only one of these statutes, the 
Children’s On-line Privacy Protection Act (“COPPA”),158 specifically ad-
dresses informational privacy on the Internet, and it is restricted to infor-
mation gathering by children-oriented websites. The “umbrella” protection 
provided by these statutes is weak because the statutes lose effectiveness 
when translated to cyberspace,159 are weak to begin with,160 are often ex-

                                                                                                                         
 155. Kearns, supra note 13, at 1000; see also Solove, supra note 2, at 1433 (noting 
that this tort is designed to protect one’s reputation, but that the information collected in 
databases is often not directly harmful to one’s reputation). To be sure, this tort could 
probably be used against online profilers who have recklessly compiled and published 
erroneous data. Gindin, supra note 13, at 1192. 
 156. See, e.g., Carrie Kirby, FTC Drops Call for New Internet Privacy Laws, SAN 

FRANCISCO CHRON., Oct. 5, 2001, at B1. 
 157. See, e.g., Blumenfeld, supra note 27, at 360 (noting in 1998 that “[c]urrent fed-
eral privacy legislation takes an industry sectorial approach, consisting of a handful of 
disparate statutes directed at specific industries that collect personal data and none of 
which specifically or effectively covers the collection, use, and disclosure of information 
online”). For a thorough listing of federal statutes that directly or indirectly apply to pri-
vacy issues, see Eugene J. Yannon, Technology and the Law: Privacy Law, MD. BAR J., 
Nov.-Dec. 2001, at 24, 27.  
 158. 15 U.S.C. §§ 6501-6506 (2000). 
 159. See, e.g., Pippin, supra note 88, at 143 (attributing part of the confusion in ap-
plying non-Internet laws to the Internet to “the difficulty associated with applying tradi-
tional terminology to modern Internet practice and, for that matter, the absence of any 
reference to the Internet within the legislation”); Cody, supra note 40, at 1200 (“[T]he 
application of these statutes to information collected over the Internet is unclear”). 
 160. See CATE, supra note 16, at 78 (noting that the statutes “often include significant 
loopholes”); Komuves, supra note 87, at 558-59 (arguing that the statutes “allow Con-
gress to state that they have addressed privacy concerns, but [are] riddled with excep-
tions, making them ineffective”). 
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tremely narrow in scope, and leave more territory unprotected than pro-
tected.161 

Consider, for instance, the Privacy Act.162 The Privacy Act regulates 
the federal government’s collection and use of personal information in 
federal agencies.163 While it does not regulate private actors or state and 
local agencies, one could argue that the Privacy Act at least manages to 
restrict the federal governmental data that gets into the hands of private 
Internet databases. However, the Privacy Act is crippled by the Freedom 
of Information Act (“FOIA”)164 and over ten exceptions that permit infor-
mation to be disclosed without consent of the information’s owner.165 By 
far the most insidious exception is the one for “routine use,” which agen-
cies have learned to define “expansively.”166 Moreover, the Act appears to 
cover only information retrieved by name or some other identifying par-
ticular.167 In other words, one might still find all the people suffering from 
AIDS by searching under the word “positive.”168 

Aside from COPPA, the Electronic Communications Privacy Act169 
(“ECPA”) would seem to be the federal statute with the greatest applica-
bility to the Internet. The ECPA was designed to protect private electronic 
communications, such as e-mail, from the government, individuals, and 
third parties.170 However, like the Privacy Act, the ECPA has been weak-
ened by a number of exceptions. For instance, certain exceptions allow 
online service providers to disclose communications.171 The most striking 

                                                                                                                         
 161. See Komuves, supra note 87, at 559 (“The absence of federal legislation regulat-
ing other areas is perhaps even more important than [a] listing of what federal law does 
protect.”); see also Solove, supra note 2, at 1444 (“[T]he federal statutes cover only a 
small geography of the database problem”). 
 162. 5 U.S.C. § 552a (2000). 
 163. Blumenfeld, supra note 27, at 360. 
 164. 5 U.S.C. § 552 (2000). 
 165. See CATE, supra note 16, at 78 (describing the exceptions and the Privacy Act’s 
relationship with FOIA). For example, the Privacy Act applies neither to Congress nor to 
law enforcement agencies. Id. 
 166. Bunker et al., supra note 2, at 583-84; see also Susan Clement et al., The Evolu-
tion of the Right to Privacy After Roe v. Wade, 13 AM. J. L. & M ED. 368, 394 (1987). 
 167. Id. at 393. 
 168. Id. 
 169. 18 U.S.C. §§ 2510-2520, 2701-2709 (1997). 
 170. CATE, supra note 16, at 84 (mentioning e-mail as an electronic communication); 
Cody, supra note 40, at 1200 (describing purpose of the ECPA). 
 171. See CATE, supra note 16, at 84-85; Gindin, supra note 13, at 1197-1200.  
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exception is that only one party needs to consent to the disclosure.172 Fur-
thermore, interceptions of communications are lawful if the system is 
“readily accessible to the general public.”173 Finally, there is no prohibi-
tion on revealing the “circumstances,” as opposed to the content, of a 
communication.174 

Other federal statutes do not suffer from rule-swallowing exceptions, 
but they are so narrow as to make their applicability on the Internet ex-
ceedingly limited. The Right to Financial Privacy Act of 1978175 and the 
Family Educational Rights and Privacy Act of 1974176 are examples of 
such legislation. The former protects the privacy of individual bank re-
cords, while the latter applies strictly to a subset of educational records. 

3. Federal Statutes in Recent Internet Cases 

Perhaps more useful than pages of theoretical statutory analysis is a 
look at how the federal statutes have fared poorly in cases involving in-
formational privacy on the Internet.177 In March 2001, a New York federal 
district court ruled on motions to dismiss the federal claims filed against 
DoubleClick, Inc. in the consolidated action In re DoubleClick, Inc. Pri-
vacy Litigation.178 DoubleClick is an advertising agency that places banner 
advertisements on its affiliated websites. When users access these sites, 
DoubleClick places a cookie on the users’ hard drives.179 Over time, Dou-
bleClick uses these cookies to develop detailed user profiles.180 Along 
with several state claims, plaintiffs filed three federal claims, alleging vio-
lations of Titles I and II of the ECPA181 and of the Computer Fraud and 

                                                                                                                         
 172. Cody, supra note 40, at 1200 (describing the one-party consent as the “most 
glaring exception” and an exception with “a direct effect on personal identifiable infor-
mational collection and disclosure”); see also Gindin, supra note 13, at 1198. 
 173. CATE, supra note 16, at 84-85; Gindin, supra note 13, at 1198. 
 174. John F. Delaney & M. Lorrane Ford, The Law of the Internet: A Summary of 
U.S. Internet Case Law and Legal Developments, 1244 PRACTISING L. INST./CORP. 103, 
271; see Kang, supra note 19, at 1234. One commentator believes that United States v. 
Hambrick, 55 F. Supp. 2d 504 (W.D. Va. 1999), suggests that the context/content distinc-
tion is only a restriction on disclosures to governmental parties. See Pippin, supra note 
88, at 151. 
 175. 12 U.S.C. § 3401 (2000). 
 176. 20 U.S.C. § 1232(g) (2000). 
 177. For more on federal statutes and their applicability to the Internet, see Pippin, 
supra note 88, at 143-54; CATE, supra note 16, at 80-88; and Solove, supra note 2, at 
1440-44. 
 178. 154 F. Supp. 2d 497 (S.D.N.Y. 2001). 
 179. Id. at 502-03. 
 180. Id. 
 181. 18 U.S.C. §§ 2510, 2701 (1997). 
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Abuse Act (“CFAA”).182 The court found that the plaintiffs had failed to 
state a claim with regard to all three federal statutes.  

First, the plaintiffs alleged that in accessing the cookies, DoubleClick 
violated Title II of the ECPA, which contains the restriction on access to 
stored electronic communications.183 The court, however, ruled in favor of 
DoubleClick, which argued that its actions fell under an exemption to the 
statute.184 The court found that the cookies were communications intended 
for DoubleClick’s website affiliates, and that those websites had author-
ized DoubleClick’s access to the cookies.185 The court also mentioned that 
“Title II in no way outlaws collecting personally identifiable information 
or placing cookies.”186 

Second, the plaintiffs claimed that DoubleClick had intercepted elec-
tronic communications (presumably in its gathering of the information that 
is inscribed in the cookies), thereby violating Title I of the ECPA (“the 
Federal Wiretap Act”).187 On this count, the court also found in favor of 
DoubleClick—based on an exemption.188 DoubleClick had intercepted 
communications with the consent of its website affiliates, and the plain-
tiffs failed to provide facts that would support an inference that Double-
Click had a primarily tortious intent.189 The court noted that plaintiffs 
seemed to indicate that DoubleClick’s intents were purely commercial.190 

Third, DoubleClick allegedly violated the CFAA, which restricts ac-
cess to certain computers, by placing cookies on the plaintiffs’ hard 

                                                                                                                         
 182. Id. at § 1030. 
 183. DoubleClick, 154 F. Supp. 2d at 507. 
 184. DoubleClick claimed that 18 U.S.C. § 2701(c)(2) (1997) exempted its actions 
from Title II of the ECPA. See DoubleClick, 154 F. Supp. at 507. 
 185. See id. at 507-11. The plaintiffs responded to this by reasoning that though the 
contents of the cookies were communicated to the website affiliates, the cookie identifi-
cation numbers remained solely on their hard drives. The court found these arguments 
inapposite, as well. It found that the permanent nature of cookies and their identification 
numbers should place them outside the scope of Title II’s regulation of temporarily 
stored electronic communications. See id. at 511-13. Furthermore, even if cookies were 
considered stored communications, the identification numbers were communications in-
tended for DoubleClick and DoubleClick was authorized to access its own communica-
tions. Id. at 513-14. 
 186. Id. at 510. 
 187. Id. at 514. 
 188. DoubleClick looked to 18 U.S.C. § 2511(2)(d) (1997), which among other 
things, allows interception if one of the parties to the communication has given prior con-
sent, unless the communication is intercepted for purpose of committing a criminal or 
tortious act. See DoubleClick, 154 F. Supp. 2d at 514. 
 189. Id. at 514-19. 
 190. See id. at 518-19. 
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drives.191 Though DoubleClick did not deny these allegations, the court 
found that the plaintiffs failed to allege damages sufficient to meet the 
statute’s requirements. The alleged cost of remedying the plaintiffs’ com-
puters was nominal because browsers can easily be set to reject cookies.192 
Furthermore, the court found that neither the disclosure of demographic 
information nor receiving targeted advertising is an economic loss for a 
computer user.193  

These same federal statutes had slightly better, though distinguishable, 
showings in two other cases from 2001, In re Intuit Privacy Litigation194 
and In re Toys R Us, Inc., Privacy Litigation.195 In the former case, the 
plaintiffs alleged that Intuit’s placement of and access to cookies on their 
hard drives violated the three federal statutes. Intuit’s motions to dismiss 
the Title I ECPA claim and the CFAA claim were granted on grounds 
similar to those articulated by the court in DoubleClick.196 In the latter 
case, the plaintiffs also maintained that the company violated these stat-
utes by using cookies.197 The court dismissed the Title II ECPA claim on 
both the DoubleClick reasoning and the argument that cookies fall outside 
the scope of Title II of ECPA because they are permanently, rather than 
temporarily, stored electronic communications. Unlike DoubleClick, 
though, the remaining three claims from Intuit and Toys R Us survived at 
least in part.198 

However, these successes can be distinguished. For instance, the court 
did not dismiss the Title II ECPA claim in Intuit, but Intuit did not make 
the arguments that had been made by the defendants in DoubleClick and 
Toys R Us.199 The CFAA claim from Toys R Us survived the damages in-
quiry that led to the dismissal of the corresponding claims in DoubleClick 
and Intuit only because the court “liberally construed,” at least for this pre-
liminary stage, that a single act could involve numerous hard drives.200 It 

                                                                                                                         
 191. Id. at 519. 
 192. Id. at 524-25. 
 193. See id. at 525. 
 194. 138 F. Supp. 2d 1272 (C.D. Cal. 2001). 
 195. MDL no. M-00-1381 MMC, 2001 U.S. Dist. LEXIS 16947 (N.D. Cal. Oct. 9, 
2001).  
 196. Intuit, 138 F. Supp. 2d at 1277-81. 
 197. See Toys R Us, 2001 U.S. Dist. LEXIS 16947, at *3-*5. Toys R Us involved the 
use and placement of cookies by both Toys R Us, Inc. and Coremetrics, Inc., the com-
pany whose technology Toys R Us websites utilized.  
 198. Actually, one part of the Title I ECPA claim from Toys R Us was dismissed, but 
with leave to amend. See id. at *22-*23. 
 199. See Intuit, 138 F. Supp. 2d at 1275-77. 
 200. Toys R Us, 2001 U.S. Dist. LEXIS 16947, at *35-*36. 
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is not clear that this interpretation will survive further litigation. In Dou-
bleClick, the court specifically limited the assessment of damages under 
CFAA to a single act on a particular computer.201 Moreover, it is impor-
tant to note that these rulings are on the defendants’ motions to dismiss. 
Thus, while the Title I ECPA claims failed in DoubleClick and Intuit for a 
failure to show tortious or criminal purposes, the defendant’s motion to 
dismiss the Title I ECPA claim in Toys R Us failed only because “no evi-
dence concerning [defendant’s] purpose … [was] before the Court at this 
stage of the proceedings.”202 

It is clear from these cases that the current federal statutes are weak, 
and that they have a very limited applicability to the Internet. In fact, the 
DoubleClick court noted “[t]he absence of evidence in the legislative or 
judicial history of any of these Acts to suggest that Congress intended to 
prohibit conduct like DoubleClick’s.”203 

4. State Statutes 

Though several states have privacy statutes, the state statutory regime 
will not provide much of a haven for online informational privacy. To be-
gin with, the majority of these statutes apply only to government activi-
ties.204 Moreover, state statutes tend to cast a much smaller net than fed-
eral statutes do.205 Three states—Virginia, Georgia, and West Virginia—
do have laws regulating the use of computers or computer networks to ex-
amine personal data without authorization.206 However, these are likely to 
be as riddled with exemptions as are federal statutes. States’ additional 
attempts to enact more significant legislation have been thwarted by the 
Commerce Clause.207 It appears that state statutes will struggle to address 
the largely interstate and international transactions on the Internet.208  

                                                                                                                         
 201. See DoubleClick, 154 F. Supp. 2d at 524 (“[T]he suggestion that DoubleClick’s 
accessing of cookies on millions of plaintiffs’ computers could constitute a single act is 
refuted by the statute’s plain language”). 
 202. Toys R Us, 2001 U.S. Dist. LEXIS 16947, at *25-*27. 
 203. DoubleClick, 154 F. Supp. 2d at 526. 
 204. See CATE, supra note 16, at 88 (“At least thirteen states have general privacy 
statutes applicable to government activities. Some states also have statutory privacy 
rights that apply to the privacy sector”).  
 205. For instance, Overton and Giddings found that “Florida laws . . . generally pro-
vide even less protection than that afforded through federal laws.” Overton & Giddings, 
supra note 3, at 49. 
 206. Bradley A. Slutsky & Allison S. Brantley, Privacy on the Internet: A Summary 
of Government and Legal Responses and a Practical Guide to Protecting Your Client, 
637 PRACTISING L. INST./PATENTS 85, 92 (2001). 
 207. Id. at 92-93. 
 208. Blumenfeld, supra note 27, at 359-60.  



� %(5.(/(<�7(&+12/2*<�/$:�-2851$/� >9RO����������
�

�

����

�

5. The Federal Trade Commission 

The Federal Trade Commission (“FTC”) is the last noteworthy leg of 
the current legal regime. Drawing on the Federal Trade Commission Act 
(“FTCA”), 209 the FTC has broad investigative authority over unfair busi-
ness practices.210 The FTC has become the federal government’s default 
Internet regulatory commission, both issuing recommendations for gov-
ernment policy and prosecuting websites for informational privacy viola-
tions. While its actions have resulted in some protection of informational 
privacy on the Internet,211 the FTC is limited in its effect. For instance, the 
term “unfair business practices” restricts FTC action to anti-competitive 
practices, such as the stealing of personal information from another web-
site, and the deception of consumers, such as websites violating their pri-
vacy statements. This may require companies to provide more explicit pri-
vacy policies on their websites, but it does not require them to make their 
privacy statements or links thereto conspicuous. It also does not ensure 
that Internet users actually read the privacy statements from start to fin-
ish.212 By concentrating on whether companies' business practices are un-
fair or fair, the FTC misses the crux of the informational privacy problem, 
which is that these companies have the capability to buy, sell, and collect 
information through their websites. Moreover, the FTC has numerous 
other responsibilities (the most notable of which is the oversight of real 
world businesses) and limited resources with which to fulfill them.213  

B. A Constitutional Commitment 

The failure of the current legal system has led to many suggested solu-
tions, including the expansion of tort law, a comprehensive Internet stat-
ute, and property rights in personal information.214 However, these sugges-
                                                                                                                         
 209. 15 U.S.C. § 41 (1997). 
 210. Pippin, supra note 88, at 133-35. 
 211. For example, in FTC v. Toysmart, the FTC prevented bankrupt Toysmart.com 
from violating its privacy policy and selling its compilation of users’ personal informa-
tion. Kerr, supra note 111, at 126-27; John C. Yates, E-Compliance: Internet Law and 
Privacy Issues, 1248 PRACTISING L. INST./CORP. 511, 517-21 (2001). In the settlement of 
another case, the FTC required Reverseauction.com to delete the personal information 
Reverseauction.com had obtained improperly from eBay. Kerr, supra note 111, at 124-
26. 
 212. For a general study on privacy policies and the effect of the FTC, see Pollack, 
supra note 101. See Pollack, id. at 684-90, for a particularly interesting empirical study of 
privacy policies. 
 213. See Rotenberg, supra note 130, at 311 (expressing doubt as to the ability of the 
FTC to operate as “an effective privacy agency”). 
 214. See, e.g., Gindin, supra note 13, at 1222-23 (calling for comprehensive federal 
legislation); Kang, supra note 19, at 1246-73 (describing the market motif and restoring 
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tions miss the point. They all seek to protect informational privacy from a 
specific threat—the Internet, computer databases, technologically ad-
vanced data collection, or some combination thereof—rather than address-
ing the problem comprehensively. This is not to say a comprehensive ap-
proach will resolve all the threats. Indeed, a solution designed to answer a 
particular threat will probably better prevent that particular threat than 
some generalized solution might. The point, rather, is that these suggested 
solutions, however effective in their limited scope, are no more than fin-
gers in the dam when the foundation and the infrastructure of the dam it-
self are under siege. 

The problem is that the Internet’s effect on informational privacy is 
greater than the threat the Internet, as a technology, poses to informational 
privacy. As a technology, the Internet raises informational privacy con-
cerns because, in an information age, it has created a platform for websites 
that collect more detailed information about people than ever before and 
provided a means to disseminate greater quantities of information in less 
amount of time with fewer errors and over larger distances than ever be-
fore. If one could speak about the “Internet part” of one’s life, this would 
be but a blip—though a large blip—on the radar screen of informational 
privacy. But this is not possible. With the digitalization of information, the 
Internet pervades even the lives of those who do not send e-mail or use the 
World Wide Web.215 Databases that store bank statements, welfare re-
cords, and the transactions of frequent shopper cards are all linked by the 
Internet.216 The effect of the Internet on informational privacy is greater 
than the threat the Internet, as a technology, poses to informational privacy 
because even those who avoid the technology of the Internet face a greater 
threat to informational privacy. Because the Internet has changed the very 
nature of life in an information age, it reaches beyond its network of com-

                                                                                                                         
default rules to individuals); Litman, supra note 8, at 1301-11 (advocating a tort law-
based solution). 
 215. See Froomkin, supra note 9, at 1465 (noting that recent technological develop-
ments “provide the means for the most overwhelming assault on informational privacy in 
the recorded history of humankind” and that “[u]nless something happens to counter 
these developments, it seems likely that soon all but the most radical privacy freaks may 
live in the informational equivalent of a goldfish bowl”); Kang, supra note 19, at 1284 
(“The new communications technologies are transforming our society, propelling us fur-
ther into the Information Age.”); Shimanek, supra note 80, at 456 (“The Internet has, for 
better or worse, fundamentally changed our lives and revolutionized the way we work, 
communicate, and shop”). 
 216. For a list of electronic data that is routinely collected about individuals, see 
CATE, supra note 16, at 2. 
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puters and its amalgamation of websites to create a heightened concern in 
informational privacy generally—for the whole of society.  

As a result, the new legal regime must look past protecting against par-
ticularized threats and toward establishing a commitment to informational 
privacy. This requires a constitutional right to informational privacy.217 A 
constitution is the infrastructure of a legal regime. It provides the basic 
contours from which the specifics can be shaped and determined. As such, 
constitutional protection is simultaneously uniform and flexible. Constitu-
tional rights provide a foundational, baseline commitment that can be ex-
panded by judicial and legislative interpretation. This sort of commitment 
is necessary for those interests that are so ubiquitous that they have be-
come part of a society’s framework. Such interests are a basic concern in 
all contexts and, yet, have the potential to become particularized concerns 
in certain contexts.  

The Internet has elevated informational privacy to this level. The 
Internet’s pervasiveness has made informational privacy a concern in 
nearly every facet of life. Informational privacy is no longer simply a dis-
crete question of controlling access to certain types of information, such as 
financial records, medical files, or telephone listings. Only a constitutional 
right can ensure informational privacy will in fact be part of the frame-
work for every debate. However, the threat to informational privacy can 
be greater or lesser in varying contexts, especially with changing tech-
nologies. As such, the legal protection must be adaptive. Only a constitu-
tional right can also provide such flexibility. Thus, a constitutional com-
mitment is required for the new, generalized interest in informational pri-
vacy. 

A constitutional commitment would avoid many pitfalls of alternative 
solutions. For instance, critics of a property-right regime argue that infor-
mation asymmetries, transactional costs, and bounded rationality will lead 
consumers to give up their information too easily.218 Indeed, some have 

                                                                                                                         
 217. One critic of a constitutional right to informational privacy has argued that a 
constitutional right treats privacy as a “uniform human value,” and therefore “discounts 
how the boundaries of informational privacy have changed over time.” Michael Gross-
berg, Some Queries About Privacy and Constitutional Rights, 41 CASE W. RES. L. REV. 
857, 860 (1991). This critique should not apply here because the argument for this consti-
tutional right to informational privacy is grounded in the recognition that informational 
privacy has evolved and that the constitutional right is necessary because informational 
privacy has come much closer to universal valuation. 
 218. See supra note 48 and accompanying text; Froomkin, supra note 9, at 1535 
(“given that property-law-based solutions are undermined in the marketplace, some 
European nations have gone further and removed a consumer’s freedom to contract away 
her right to certain classes of data”). 
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noted that the primary problem with the Internet arises after disclosure.219 
A constitutional right, however, is inalienable. Even the current, weak 
constitutional right to informational privacy “reflects a residual safety 
valve function for immunity from access.”220 And while a consumer still 
might waive her constitutional right as she might waive a property right, 
the inalienability of the former creates an enduring presumption against 
disclosure that does not exist with the latter. The Constitution, which has 
been compared to lashing Odysseus to the mast, protects us against our 
own fleeting whims. The ever-present “shadow of a claim” resulting from 
a strong constitutional right will likely influence information gatherers and 
disseminators to reevaluate their methods and to educate consumers.221  

A constitutional right would also avoid many of the criticisms sur-
rounding statutory solutions. Critics consider the mandatory, top down 
approach of statutes stifling and overbearing.222 Others argue a statute 
would be crippled by its inapplicability to new technologies.223 Statutes 
are also easily swept aside by a changing public sentiment224 and unable to 
compensate for other important values, such as the First Amendment.225 In 

                                                                                                                         
 219. See supra notes 50, 57, and accompanying text. 
 220. Turkington, supra note 13, at 518. 
 221. See Seth F. Kreimer, Sunlight, Secrets, and Scarlet Letters: The Tension Be-
tween Privacy and Disclosure in Constitutional Law, 140 U. PENN. L. REV. 1, 147 
(“Even if privacy claims predictably lose in most cases after litigation, the shadow of the 
claim remains. Officials who take seriously the rights enunciated by the courts, (or pres-
sure groups who can invoke those rights), will take into account the citizen’s interests in 
privacy when constructing government operating procedures”). 
 222. See, e.g., Pollack, supra note 101, at 659 (“[T]op down regulation . . . prevents 
persons from individually choosing to allow a ‘harm’ that, in their personal opinion, is 
‘harmless’”); cf. Krasovec, supra note 26, at 107 (“[M]any Internet users feel [the cur-
rent] lack of direct control is the ultimate value of the Internet.”); CATE, supra note 16, at 
131 (“The purpose of these rights is to facilitate—not interfere with—the development of 
private mechanisms and individual choice as a means of valuing and protecting pri-
vacy”).  
 223. See Froomkin, supra note 9, at 1542 (“Rules that focus too narrowly on specific 
uses or users are doomed to lag behind technology.”); Helms, supra note 2, at 314 (“Fed-
eral statutes, due to rapidly changing technology, are inflexible and often cannot address 
the core problems related to Internet privacy”); Pollack, supra note 101, at 659 (“Statu-
tory prohibitions may fail because they consistently emerge only after the harm has been 
done and the technology has advanced to other anti-privacy methods.”); Kearns, supra 
note 13, at 1002 (“existing legislation aimed at protecting privacy generally is ineffective 
when new technologies emerge”). 
 224. See id. at 1002 (“Legislation can be amended or repealed, and a reliance on 
measures that are changed easily to protect . . . privacy is insufficient”); 
 225. See Cohen, supra note 48, at 1428 (noting that “[d]ata privacy opponents” argue 
that “legislation designed to protect informational privacy [cannot] provide for both con-
stitutionally-required and socially-valued uses of personally-identified information”); see 
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contrast, the decision to invoke one’s constitutional right ultimately lies 
with the individual. Constitutional protections are not tied to specific tech-
nologies; their applicability is based on judicial interpretation and thus can 
adapt to new technologies.226 Finally, one of the greatest advantages of a 
constitutional right is that it is permanent and inalienable, solid against 
fickle public sentiment,227 but that beyond a certain point, its scope is sub-
ject to judicial interpretation.228 This has allowed major constitutional 
rights, such as the First Amendment and the Establishment Clause, to co-
exist.229  

Moreover, a constitutional commitment would encompass a number of 
the themes that data privacy scholars have deemed necessary in a solution. 
It would clarify a bias toward informational privacy,230 place the ultimate 

                                                                                                                         
also CATE, supra note 16, at 111 (“it is . . . important that privacy laws . . . extend protec-
tion consonant with other legally protected, popularly shared values”); Froomkin, supra 
note 9, at 1506-23 (discussing how the First Amendment restricts informational privacy 
legislation); cf. Litman, supra note 8, at 1312 (“The flexibility of a tort law remedy per-
mits courts to define its scope, by, for example, limiting it based on free speech or infor-
mation policy issues”). Volokh devotes an article to concerns about the “downstream 
effects of any [information privacy based] speech exception.” See Volokh, supra note 42, 
at 1051. 
 226. See Kearns, supra note 13, at 1003 (“Unlike the statutory attempts to prevent 
technology from encroaching on privacy, constitutional protections address fundamental 
rights, not specific technologies, and would not be outpaced readily by advances in tech-
nology”). The current constitutional right to informational privacy has not adapted to 
apply to the Internet. See infra Part III.C. However, the current constitutional right also 
differs in many ways from a fundamental constitutional right. Indeed, its status as a con-
stitutional right, of any stripe, is in question. See infra Part III. 
 227. See Kearns, supra note 13, at 1003 (“Constitutional protections are not subject 
to whimsical change the way the common law or legislation can be”). 
 228. See Flaherty, supra note 13, at 854 (describing how courts would balance inter-
ests to determine scope of constitutional right to privacy); Chlapowski, supra note 13, at 
135 (arguing that the constitutional right is a “mechanism to balance the interests of the 
individual and the interests of the government when those interests conflict”); Kearns, 
supra note 13, at 1003 n.153 (“Protections provided by the Constitution do, and should, 
change as society evolves and needs develop”). In fact, one commentator has argued that 
if a constitutional right to informational privacy is recognized, that right “should exist 
narrowly and evolve slowly to accommodate changing societal and legal climates.” Kita-
jima, supra note 13, at 581. Moreover, “[a] limited right to informational privacy would 
more effectively balance an individual’s privacy rights against the public’s right to in-
formation than would an absolute privacy right, which may run afoul of First Amendment 
free speech rights.” Id. at 577.  
 229. See, e.g., Martha M. McCarthy, Free Speech Versus Anti-Establishment: Is 
There a Hierarchy of First Amendment Rights?, 108 ED. L. REP. 475, 484 (1996). 
 230. See CATE, supra note 16, at 109 (noting the importance of “clarity, consistency, 
precision, and intelligibility” in data protection law); Solove, supra note 2, at 1461 
(“Solving the problem requires meaningful limits on how data can be used—limits that 
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responsibility with the individual,231 and compel data gatherers and dis-
seminators to internalize the value of informational privacy.232  

As a final point, it is important to note that this argument does not 
claim that a constitutional right to informational privacy will solve the 
problems posed by the Internet. As Froomkin aptly concludes, “[t]here is 
no magic bullet, no panacea.”233 For instance, one of the greatest threats 
posed by the Internet is the surreptitious transfer of collected information. 
It is not clear how a constitutional right would redress that situation. Nei-
ther does this Article intend to pass judgment on any solution. Rather, a 
constitutional commitment is exactly that:  a commitment. The dynamics 
of informational privacy have changed and the necessary new legal regime 
requires a commitment to informational privacy. A constitutional right 
provides that commitment—a basic guarantee.234 As such, it would natu-
rally bridge many of the difficulties and benefits of more one-sided and 
focused alternatives. Ultimately, from the constitutional baseline, any 
number of stronger protections might arise. 

XIII. THE CONSTITUTIONAL RIGHT TO INFORMATIONAL 
PRIVACY 

The current federal and state constitutional rights to informational pri-
vacy are weak. Although the United States Supreme Court has recognized 
a federal constitutional interest in informational privacy, it is disputed 

                                                                                                                         
are clear rather than ambiguous and amorphous. It involves the basic guarantees to people 
that their information is being treated thoughtfully”). 
 231. See CATE, supra note 16, at 103-05 (“The most important protection for infor-
mation privacy is individual responsibility and action . . . . Individuals, rather than wait-
ing for the government to take action, must accept the responsibility to know and insist 
on legal rights.”); Gindin, supra note 13, at 1223 (“although . . . a comprehensive federal 
privacy policy is necessary to guarantee the individual’s right to control the collection 
and distribution of personal information, the individual must exercise this control”). 
 232. See Cohen, supra note 48, at 1437-38 (“At minimum . . . law can and should 
establish a new set of institutional parameters that supply incentives for the design of 
privacy-enhancing technologies to flourish”); Froomkin, supra note 9, at 1539 (noting 
that laws are necessary because “making things illegal, or regulating them, does influence 
outcomes”); Lawrence Lessig, The Law of the Horse: What Cyberlaw Might Teach, 113 
HARV. L. REV. 501, 520 (1999) (“The trick would be to change the legal entitlements in a 
way sufficient to change the incentives of those who architect the technologies of con-
sent.”); Pollack, supra note 101, at 654 (“pure self regulation does not work; business 
requires a strong government push”). 
 233. Froomkin, supra note 9, at 1543. 
 234. See Flaherty, supra note 13, at 852-53 (“The purpose of creating a constitutional 
right to privacy is . . . to allow individuals to assert privacy claims in various arenas that 
extend beyond general and specific data protection laws”). 
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whether the Court has recognized a federal constitutional right to informa-
tional privacy. In contrast, ten state supreme courts recognize an explicit 
state constitutional right to privacy.235 The strength of those rights and 
their application to informational privacy, however, remains dubious. 
State constitutional rights to informational privacy in the remaining forty 
states generally mirror the federal interpretation.  

In light of the need for a constitutional commitment to informational 
privacy as an answer to the Internet, this Part considers the degree to 
which the federal and state constitutions protect informational privacy. It 
then explores the extent to which those existing constitutional rights have 
been applied to the Internet. I find that constitutional protection of infor-
mational privacy is weak and underutilized, and that it remains thus be-
cause there has not been a need for anything more. This Part therefore fin-
ishes where it began, with the Internet having created a need for a consti-
tutional commitment to informational privacy.  

A. The Federal Right  

The leading Supreme Court case on the constitutional interest in in-
formational privacy is Whalen v. Roe.236 The Whalen Court recognized an 
“individual interest in avoiding disclosure of personal matters.”237 How-
ever, the Court found that the statute in question did not facially “establish 
a constitutional violation.”238 The majority opinion found that the statute 
adequately prevented the risk of public disclosure, and furthermore, that 
the government’s interest in the medical information in question was “es-
sential.”239 

There is significant debate over whether Whalen recognizes a constitu-
tional right or merely a constitutional interest in informational privacy.240 

                                                                                                                         
 235. These states are Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisi-
ana, Montana, South Carolina, and Washington. See infra Part III.B. 
 236. 429 U.S. 589 (1977). 
 237. Id. at 599. 
 238. Id. at 600. 
 239. Id. at 602. 
 240. See, e.g., Patricia I. Carter, Health Information Privacy: Can Congress Protect 
Confidential Medical Information in the ‘Information Age’?, 25 WM. MITCHELL L. REV. 
223, 238 (1999) (“the United States Supreme Court recognized a limited right to informa-
tional privacy in Whalen v. Roe”);  Turkington, supra note 13, at 498 (“Whalen was the 
first case in which the Court explicitly recognized there were two branches to privacy 
rights under the Constitution: the right to informational privacy (in avoiding disclosure of 
personal matters) and the right of privacy-autonomy (independence of decisionmaking).” 
But see, e.g., Kang, supra note 19, at 1230 n.157 (noting that “[a] right to informational 
privacy has not been clearly established as a matter of federal constitutional law” and that 
Whalen is “the closest the Court has come to finding such a right”); Kitajima, supra note 
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The importance of this debate lies in the consequent level of constitutional 
protection. If there is only a constitutional interest, one’s privacy interest 
can be invaded if the invader has a counterbalancing “need” for the infor-
mation. On the other hand, if there is a constitutional right, such “ends jus-
tifies the means” rationale cannot be used unless the counterbalancing 
“need” is a compelling governmental interest or is based in a competing 
constitutional right.  

The debate appears to rise from the fact that the Court addressed the 
issue of whether a constitutional right to informational privacy existed or 
not, but failed to find a violation of any such right.241 Commentators seem 
to disagree over whether the Court could have recognized a constitutional 
right to informational privacy without having explicitly protected it.242 
Undergirding the debate is the very notable fact that the Court “did not 
simply rubber-stamp the statute under a rational-basis, due process scru-
tiny.”243  

Since Whalen, the Court has not wavered or expounded on its constitu-
tional approach to informational privacy. In fact, the Court seemed almost 
to weaken the constitutional interest in Nixon v. Administrator of General 

                                                                                                                         
13, at 577 (“[T]he Supreme Court has never explicitly recognized an informational pri-
vacy right”). 
 241. Indeed, some scholars have skirted the debate by taking this exact stance or 
other such vague language. See, e.g., Gindin, supra note 13, at 1186 (“The right to infor-
mational privacy was first addressed by the U.S. Supreme Court in Whalen v. Roe”); 
Clement et al., supra note 166, at 397 (“The [Whalen] Court recognized . . . that the duty 
to prevent unauthorized disclosure may, in some circumstances, be rooted in the Consti-
tution”). 
 242. For instance, Kitajima cites the following from the Whalen opinion as evidence 
that “[t]he Court did not decide whether a broad informational privacy right exist[s]: ‘We 
therefore need not, and do not, decide any question which might be presented by the un-
warranted disclosure of accumulated private data whether intentional or unintentional or 
by a system that did not contain comparable security provisions.’” Kitajima, supra note 
13, at 578 (citing Whalen, 429 U.S. at 605). However, Cate appears to simply regard this 
as evidence that “the Supreme Court has never decided a case in which it found that a 
government regulation or action violated the constitutional privacy right created in 
Whalen.” CATE, supra note 16, at 63; see also Komuves, supra note 87, at 561 (“Al-
though recognized to exist, courts have not been ready to find rights of ‘informational 
privacy’ in most circumstances”). 
 243. Kang, supra note 19, at 1230 n.157 (explaining why “what the Court did is more 
instructive than what the Court said”); see also Chlapowski, supra note 13, at 146 (noting 
that the Court “scrutinized the statute by using a balancing test and not traditional strict 
scrutiny analysis”). 
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Services,244 a case frequently cited for its confirmation of the Whalen 
analysis.245 

Many lower federal courts, however, have recognized a constitutional 
right to informational privacy post-Whalen.246 The clearest examples are 
the few decisions in which courts have found a violation of the constitu-
tional right to informational privacy.247 Most of the remaining decisions 
have held, like Whalen, that the privacy intrusion is counter-balanced by 
other significant interests.248 Unlike Whalen, though, they explicitly rec-
ognize the right to informational privacy.249 Courts have generally ac-
knowledged the right when the government has compelled disclosure of or 
disseminated intimate or highly personal information.250 As in Whalen, the 
right has not been absolute; the courts have made use of a balancing test 
that is greater than rational review, but less than strict scrutiny.251  

                                                                                                                         
 244. 433 U.S. 425 (1997). 
 245. See Nixon v. Adm’r of Gen. Servs., 433 U.S. 425, 458 (1977) (finding “the pri-
vacy interest asserted by appellant . . . weaker than that found wanting in . . . Whalen v. 
Roe”). For the purposes of the constitutional interest in informational privacy, most 
commentators have treated Nixon and Whalen basically as one and the same. See, e.g., 
Carter, supra note 240, at 239 n.8 (citing Nixon as support for the Whalen principle); 
Kang, supra note 19, at 1230 n.157 (noting that the Court “continued” the Whalen 
“trend” in Nixon). 
 246. See Kitajima, supra note 13, at 577 (“Despite the Supreme Court’s silence on 
[the constitutional right to informational privacy], some circuit courts have used . . . 
Whalen v. Roe to create a right to informational privacy”).  
 247. See, e.g., Doe v. Borough of Barrington, 729 F. Supp. 376 (D.N.J. 1990); Carter 
v. Broadlawns Med. Ctr., 667 F. Supp. 1269 (S.D. Iowa 1987). 
 248. See, e.g., Doe v. S.E. Pa. Transp. Auth., 72 F.3d 1133, 1138, 1143 (3d Cir. 
1995) (holding the “right of privacy in one’s prescription drug records” subordinate to “a 
self-insured employer’s need for access to employee prescription records under its health 
insurance plan”); Barry v. City of New York, 712 F.2d 1554, 1563-64 (2d Cir. 1983) 
(finding that a municipal regulation requiring limited financial disclosure did not violate 
the “constitutional right to privacy”); Schacter v. Whalen, 581 F.2d 35, 37 (2d Cir. 1978) 
(determining that the “constitutional rights” have not been violated due in part to the fact 
that “the information is crucial to implementation of sound state policy”); Plante v. Gon-
zalez, 575 F.2d 1119, 1134, 1137 (5th Cir. 1978) (noting that the “Supreme Court has 
clearly recognized that the privacy of one’s personal affairs is protected by the Constitu-
tion,” but finding that disclosure of certain financial information is necessary to “im-
prove[] the electoral process”). 
 249. E.g., Tavoulareas v. Wash. Post Co., 724 F.2d 1010, 1019 (C.A.D.C. 1984) (not-
ing that “[r]ecent Supreme Court decisions indicate that a litigant’s interest in avoiding 
public disclosure of private information is grounded in the constitution itself”). 
 250. Turkington, supra note 13, at 504-08, 517-19. 
 251. See CATE, supra note 16, at 64 (describing the “intermediate” scrutiny used by 
federal appellate courts). The Third Circuit adopted a balancing test with seven factors in 
United States v. Westinghouse Electric Corp., 638 F.2d 570, 578 (3d Cir. 1980). See Ki-
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Two circuits are notable exceptions to this trend; they have not recog-
nized a constitutional right to informational privacy. In Walls v. City of 
Petersburg,252 the Fourth Circuit recognized a limited right to informa-
tional privacy, one only for information related to an individual’s funda-
mental rights.253 The Sixth Circuit has “completely rejected the right to 
informational privacy.”254 In J.P. v. DeSanti,255 the court concluded that 
Whalen did not create a right to informational privacy.256 The opinion re-
lied primarily on an earlier Supreme Court decision, Paul v. Davis,257 
which had held that the publication of an arrest was not a violation of the 
right to privacy.258  

Thus, the federal constitutional right to informational privacy is, at 
best, limited. Whether the Supreme Court has recognized the right remains 
in dispute. The lower federal courts have adopted the right, but at least two 
Circuits remain outstanding. Moreover, the lower courts subject the right 
to a balancing test that has produced few victories,259 and the victories 
have involved intimate or highly personal information. Indeed, a recent 
decision in a New Jersey federal court found that information concerning 
the general area in which a person lives is not information of an extremely 
personal or private nature.260 With regard to the Internet, this case could 
prove particularly troublesome.261 Finally, any degree of protection found 
by the courts regarding a federal constitutional right to informational pri-

                                                                                                                         
tajima, supra note 13, at 578-80. For a thorough analysis of Whalen and its lower federal 
court progeny that calls for the explicit recognition of intermediate scrutiny for the right 
to informational privacy, see Chlapowski, supra note 13. See generally Turkington, supra 
note 13, at 501-19, for an extensive look at how the balancing test has played out in the 
lower federal courts. 
 252. 895 F.2d 188 (4th Cir. 1990). 
 253. See id. at 193; see also Kitajima, supra note 13, at 580.  
 254. Id. at 580-81.  
 255. 653 F.2d 1080 (6th Cir. 1981). 
 256. See id. at 1088-89. 
 257. 424 U.S. 693 (1976). Outside the Sixth Circuit, Paul v. Davis has been inter-
preted as limiting the right to informational privacy to disseminations of information out-
side the public record. Turkington, supra note 13, at 500-01. 
 258. See DeSanti, 653 F.2d at 1088-89. 
 259. See, e.g., Carter, supra note 240, at 240 (noting that the Third Circuit’s Westing-
house test “has generally not favored the protection of individual informational privacy”). 
 260. See Paul v. Farmer, 92 F. Supp. 2d 410, 416 (D.N.J. 2000).  
 261. In fact, the court speaks explicitly to the issue of protecting information on the 
Internet. See id. The extremely limited recent treatment of the constitutional right to in-
formational privacy and the Internet will be discussed in Part III.C infra. 
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vacy would only extend over the government.262 This, too, could prove 
particularly troublesome when it comes to the Internet.263  

As a final comment on the federal right, it is worthwhile to note that 
the federal constitutional right to informational privacy is based primarily 
on a privacy-as-control definition of informational privacy.264 The lower 
federal courts have protected both the acquisition and dissemination of 
information.265 However, “[e]mployment of the right to challenge the pub-
lication or dissemination of information . . . has been less frequent and the 
jurisprudence is less developed, than it is in the instances where the acqui-
sition of information has been challenged as violating the constitutional 
right to privacy.”266 This does not mean that the constitutional right is in-
capable of addressing informational privacy as this Article has defined it. 
As was discussed with regard to information-gathering technologies, con-
cern over the disclosure of information is a necessary step toward aware-
ness about the consequences of disclosure.267 It does mean, however, that 
the protection will be weak because, in focusing on disclosure alone, the 
courts may miss the true informational privacy concerns, as the Supreme 
Court appears to have done in Whalen.268 

                                                                                                                         
 262. See, e.g., CATE, supra note 16, at 66 (“As with other constitutional rights, this 
information privacy right applies only to government activities”).  
 263. Commentators now argue that the greatest threat to informational privacy on the 
Internet comes from private parties. See, e.g., Shimanek, supra note 80, at 459 (noting 
that “databases of personal information on citizens compiled by the private sector are 
estimated to be more inclusive, extensive, and detailed than government databases”). 
Each passing day can only add further weight to this argument. This issue will be consid-
ered more fully in Part III.C infra. Moreover, the government can legally buy much in-
formation from private collectors, circumventing any federal constitutional restriction on 
governmental collection of information. 
 264. Whalen, and consequently Nixon, reveal such a view. See supra text accompany-
ing notes 38-42. 
 265. Turkington, supra note 13, at 501. 
 266. Id. at 502. 
 267. See supra note 67 and discussion supra Part I.B.2. 
 268. For my full discussion of this point and a parallel criticism by Solove, see supra 
note 56 para. 2. In addition to his criticism of Whalen, Solove illustrates this potential 
failure in his analysis of Doe v. Southeastern Pennsylvania Transportation Authority, 72 
F.3d 1133 (3d Cir. 1995). See Solove, supra note 2, at 1438-39. Doe began to fear that 
other people had learned of his HIV-infection and furthermore began to perceive that 
they treated him differently. The court, however, held that the constitutional right to in-
formational privacy had not been violated because there had not been a disclosure of in-
formation. This “missed the nature of Doe’s complaint.” Id. at 1438. Taking Solove’s 
critique one step further, I argue that the court’s impetus to protect the information would 
have been far greater if it had understood informational privacy as this Article does, as a 
right to understand the real and perceived consequences of disclosure. 
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B. The States 

All things being equal, federal constitutional protection of Internet pri-
vacy is far more valuable than that offered by the states. The Internet is 
without geographical constraints. As Fred Cate vividly explains, “[I]n the 
context of global information networks and national and multinational in-
formation users, state protection is of limited significance.”269 Thus, state 
constitutional protection of informational privacy has something to offer 
only if it is, or might be, more protective than current federal constitu-
tional protection. Moreover, any such state constitutional right will be 
more worthwhile as a model for revising current federal protection. 

Eleven states have a constitutional right to informational privacy that 
may provide greater protection than the federal constitution provides. 
They fall into two categories:  implied rights to privacy and explicit rights 
to privacy.  

Some state constitutional rights to privacy are implied, just as the fed-
eral constitutional right to privacy generally arises.270 When a state consti-
tutional provision is parallel to a federal constitutional provision, state 
courts may—if they so choose—interpret the state provision to provide 
greater protection than the corresponding federal provision.271 Of the 
states whose general right to privacy is implied,272 few have interpreted it 
to be broader than the implied federal right.273 Of these, only a small num-

                                                                                                                         
 269. CATE, supra note 16, at 68. 
 270. See, e.g., id. at 52 (pointing out that the U.S. Supreme Court has interpreted a 
right to privacy from the amendments). 
 271. See, e.g., TURKINGTON & ALLEN, supra note 19, at 122 (describing how the 
“supremacy clause of the federal constitution imposes a floor, but not a ceiling, on a state 
court’s interpretation of individual rights”). For an interesting introduction to the several 
ways state courts have chosen to view parallel federal provisions, see Mark Silverstein, 
Privacy Rights in State Constitutions: Models for Illinois?, 1989 U. ILL. L. REV. 215, 
216-17. 
 272. Not all states have implied a right to privacy. Maryland, for instance, has not. 74 
Op. Att’y Gen. 19 (Md. 1989). 
 273. The Minnesota Supreme Court has recognized an implied constitutional right, 
but it has yet to apply this constitutional right to protect individual privacy. Carter, supra 
note 240, at 260-61.  
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ber might embrace a right to informational privacy.274 I have found only 
one state that fits this narrow category:  New Jersey.275  

Ten state constitutions contain explicit provisions for privacy.276 Of 
these ten provisions, eight were adopted by amendment.277 Since the U.S. 
Constitution lacks an explicit provision for privacy, these state constitu-
tional rights to privacy begin with the presumption that they are stronger 
than the federal right. Indeed, the eight provisions adopted by amendment 
were incorporated in anticipation of an expanded federal right.278 Com-

                                                                                                                         
 274. For instance, Tennessee recognizes an implied right of individual privacy, see 
Davis v. Davis, 842 S.W.2d 588, 600 (Tenn. 1992), but does not extend it to informa-
tional privacy. Carter, supra note 240, at 258; see also Cutshall v. Sundquist, 193 F.3d 
466 (6th Cir. 1999); Doe v. Sundquist, 2 S.W.3d 919 (Tenn. 1999). Moreover, some state 
courts have followed Whalen directly and as such, are of limited relevance to this Article. 
See, e.g., Augustin v. Barnes, 626 P.2d 625 (Colo. 1981).  
 275. However, a number of states that have search and seizure provisions that mirror 
the Fourth Amendment have recognized constitutional privacy with regard to search and 
seizure that in some cases is stronger than the federal right. Depending upon the facts, 
these cases could be interpreted as minor forays into a state constitutional protection of 
informational privacy that is stronger than a federal right. This argument and a few of 
those states will be briefly considered in Part IV infra. 
 276. These states are Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisi-
ana, Montana, South Carolina, and Washington. One commentator has claimed that at 
least twelve states recognize an explicit right to privacy, but provides neither a list nor a 
citation. See Yannon, supra note 157, at 28. This author has searched all fifty state consti-
tutions and has found an explicit right to privacy in only ten states. See ALASKA CONST. 
art. I, § 22; ARIZ. CONST. art. II, § 8; CAL. CONST. art. I, § 1; FLA. CONST. art. I, § 23; 
HAW. CONST. art. I, §§ 6-7; ILL. CONST. art. I, § 6; LA. CONST. art. I, § 5; MONT. CONST. 
art. II, § 10; S.C. CONST. art. I, § 10; WASH. CONST. art. I, § 7. The word “privacy” ap-
pears in several other state constitutions, but in a wholly different context. See, e.g., 
IDAHO CONST. art. I, § 22 (“A crime victim, as defined by statute, has the following 
rights: (1) To be treated with fairness, respect, dignity and privacy throughout the crimi-
nal justice process”). Similarly, Lawrence Gostin claims that “[m]ore than a dozen states 
have adopted constitutional amendments designed to protect a variety of privacy inter-
ests.” Lawrence O. Gostin, Health Information Privacy, 80 CORNELL L. REV. 451, 498 
(1995) (citing ROBERT E. SMITH, COMPILATION OF STATE AND FEDERAL PRIVACY LAWS 
17-18 (1981)). Smith mentions the ten states I have noted and also includes New York 
and Pennsylvania. However, the New York and Pennsylvania state constitutions do not 
explicitly mention privacy. 
 277. Gormley, supra note 15, at 1423-24. The provisions in Washington and Arizona 
were adopted as parts of the original constitutions.  
 278. Silverstein, supra note 271, at 226 (“Generally, states added express protections 
of privacy to their constitutions between 1968 and 1980, during a period when commen-
tators expected that the Supreme Court’s privacy/autonomy cases would continue to ex-
pand the federal protection of individual liberty”); see also Gormley, supra note 15, at 
1423-25. 
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pared with their forty colleagues, these states have “a clear opening for 
following an independent path.”279  

The following analysis of these eleven states—New Jersey and the ten 
states with explicit constitutional provisions for privacy—must be tem-
pered with a caveat. On the whole, state constitutional protection for in-
formational privacy has been of little significance.280 Case law remains 
sparse,281 often making it difficult to say with confidence anything more 
than that a state appears to have embraced a constitutional right to infor-
mational privacy. Assertions as to scope are often no more than guesses. 
Even California, the state with the most protective state constitutional pro-
vision, has produced little protection for informational privacy.282 This 
should not, however, be taken to mean that the state constitutions are use-
less. That state constitutional protection has not been of particular signifi-
cance does not mean it must remain that way.  

1. Alaska 

Article I, section 22 of the Alaska Constitution reads: “The right of the 
people to privacy is recognized and shall not be infringed.”283 In line with 
the state’s strong tradition of protecting privacy,284 the Alaska Supreme 
Court has extended its constitutional right to the protection of informa-
tional privacy. In Falcon v. Alaska Public Offices Commission,285 the 
court struck down a statute that required a physician who was running for 
public office to disclose names of his patients. Addressing the claim under 
article I, section 22, the court stated, “certain types of information com-
municated in the context of the physician-patient relationship fall within a 
constitutionally-protected zone of privacy.”286 The court went on to bal-
ance the interests at stake.287 Falcon’s progeny have revealed that the 
Alaska courts seek to protect “sensitive” or “intimate” personal informa-

                                                                                                                         
 279. Silverstein, supra note 271, at 215. For a thorough, though old, analysis of the 
rights to privacy in all ten states, see generally id. See also SMITH, supra note 276, for a 
useful discussion of privacy statutes and cases. 
 280. CATE, supra note 16, at 66. 
 281. See Komuves, supra note 87, at 564-65. 
 282. CATE, supra note 16, at 68. 
 283. ALASKA CONST. art. I, § 22 (adopted by amendment 1972). 
 284. Even before Alaska adopted its privacy amendment, the state supreme court 
implied a right to privacy in striking down a junior high regulation that restricted the 
length of boys’ hair. See Silverstein, supra note 271, at 228 (discussing Breese v. Smith, 
501 P.2d 159 (Alaska 1975)).  
 285. 570 P.2d 469 (Alaska 1977). 
 286. Id. at 478. 
 287. See id. at 480. 
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tion, of the nature that “if disclosed even to a friend, could cause embar-
rassment or anxiety.”288 

Article I, section 22 has been explicitly restricted to state actors.289 
However, in that same case, the Alaska Supreme Court used the existence 
of the right as a public policy justification for subjecting a private party to 
a common law privacy violation.290 The court seemed almost as if it were 
attempting to justify applying the constitutional right to private parties.291 

Finally, it is noteworthy that the Alaska right to informational privacy 
reflects a privacy-as-control definition of informational privacy. This is 
particularly clear in the recent case Rollins v. Ulmer,292 where the court 
refuted a privacy claim based on “fear of stigmatizing” due to the registra-
tion of certain medical information.293  

2. Arizona 

The privacy provision in the Arizona Constitution294 was adopted in 
1911 as part of the original constitution. As such, unlike many of the ex-
plicit privacy provisions in other state constitutions, Arizona did not adopt 
its privacy provision in the 1970s with a liberty interest in mind.295 By 
1984, however, it appeared that the Arizona Supreme Court was prepared 
to give life to an informational privacy interest. In Mitchell v. Superior 

                                                                                                                         
 288. Doe v. Alaska Superior Court, 721 P.2d 617, 629 (Alaska 1986). In Doe, the 
court refused to find a privacy interest in a letter written to a public official. An Alaska 
appellate court has also protected conversations between psychologists and their patients, 
see State v. R.H., 683 P.2d 269, 280-281 (Alaska Ct. App. 1984), and most recently, the 
Alaska Supreme Court has recognized the privacy right in the disclosure of certain medi-
cal prescriptions, though it did not find a violation of the right, see Rollins v. Ulmer, 15 
P.3d 749, 752-53 (Alaska 2001). 
 289. See Luedtke v. Nabors Alaska Drilling, Inc., 769 P.2d 1123, 1130 (Alaska 1989) 
(“we decline to extend the constitutional right to privacy to the actions of private par-
ties”). 
 290. See id. at 1132-33. 
 291. The court appeared willing to apply article I, section 22 to private parties, citing 
the Thirteenth Amendment as a constitutional provision that has been applied to private 
parties. Id. at 1130. However, “[t]he parties . . . failed to produce evidence that Alaska’s 
constitutional right to privacy was intended to operate as a bar to private action.” Id.  
 292. 15 P.3d 749 (Alaska 2001). 
 293. Id. at 753. 
 294. “No person shall be disturbed in his private affairs, or his home invaded, without 
authority of the law.” ARIZ. CONST. art. II, § 8. 
 295. One commentator has mocked its unusual language as having an exception as 
broad as the privacy it purports to protect. See CATE, supra note 16, at 67 (further noting 
that the right claimed would presumably exist without having been written into the con-
stitution). 
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Court,296 the Arizona Supreme Court recognized the petitioner’s assertion 
of “his Constitution-based right of privacy regarding the information in the 
report that pertains to his personal life.”297 Since then, though, a strict in-
formational privacy interest has been absent from the Arizona Supreme 
Court case law. The explicit right to privacy has generally been limited to 
questions of search and seizure, surveillance, and other Fourth Amend-
ment privacy concerns.298 Moreover, the right is limited to state actors.299 

3. California 

California’s article I, section 1 right to privacy is most notable because 
it was enacted specifically to address informational privacy concerns, and 
those goals have been explicitly pursued.300 In particular, the provision 
sought to provide protection against data gathering and technologically 
improved surveillance.301 It was a response to the ability of computer da-
tabases to create profiles and sought to prevent:  (1) the secret gathering of 
information; (2) the overbroad collection and retention of unnecessary 
personal information; (3) the improper use of information; and (4) the lack 
of a check for inaccurate records.302 The California Supreme Court recog-
nized these principles in 1975 in White v. Davis,303 and it reiterated them 
in 1994 in the seminal case Hill v. NCAA.304  

More significant than the informational privacy purpose of the privacy 
right is that the California courts have delivered on these promises. Cali-
fornia has consistently upheld the expectations that banks, credit card 
companies, and telephone companies will not release information of their 
own volition.305 The California Supreme Court has also subjected involun-

                                                                                                                         
 296. 690 P.2d 51 (Ariz. 1984). 
 297. Id. at 53. 
 298. See, e.g., State v. Bolt, 689 P.2d 519 (Ariz. 1984) (discussing the unconstitu-
tionality of warrantless entry); State v. Cramer, 851 P.2d 147 (Ariz. Ct. App. 1992) (find-
ing that the use of infrared heat measuring devices for surveillance is constitutional). 
 299. Cluff v. Farmers Ins. Exchange, 460 P.2d 666, 669 (Ariz. Ct. App. 1969). 
 300. “All people are by nature free and independent and have inalienable rights. 
Among these are enjoying and defending life and liberty, acquiring, possessing, and pro-
tecting property, and pursuing and obtaining safety, happiness, and privacy.” CAL. 
CONST. art. I, § 1. While stated as a general inalienable right, the “moving force” behind 
the amendment was the specific concern of informational privacy. White v. Davis, 533 
P.2d 222, 233 (Cal. 1975) (en banc). 
 301. See White, 533 F.2d 222, 233 (Cal. 1975).  
 302. Id. at 234. 
 303. See id. at 233-34. 
 304. 865 P.2d 633, 654 (Cal. 1994) (“Informational privacy is the core value fur-
thered by the Privacy Initiative”). 
 305. Silverstein, supra note 271, at 240. 
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tary polygraph tests to strict scrutiny and invalidated a state plan to dis-
tribute copies of fingerprints that were originally taken for the issuance of 
drivers’ licenses.306 “Well-established social norms” determine which 
categories of information are protected.307 Moreover, in 1994 the Supreme 
Court confirmed what appellate courts had been saying for two decades:  
California’s constitutional right is applicable to private parties.308 Of 
course, the right to informational privacy is not absolute. The Hill court 
made explicit a sliding scale balancing test—the level of countervailing 
interest necessary varies according to the centrality of the implicated pri-
vacy interest.309 

Perhaps the most noteworthy element of California’s constitutional 
right to informational privacy is its consistency with this Article’s defini-
tion of informational privacy. The California Supreme Court has noted, 
“Legally recognized privacy interests [include] . . . interests in precluding 
the dissemination or misuse of sensitive and confidential information (‘in-
formational privacy’).”310 To be sure, the court emphasizes an element of 
control not apparent in this Article’s conception of informational privacy. 

4. Florida 

It took the state of Florida two attempts to nail down a constitutional 
amendment that begins to protect informational privacy. In 1968, Florida 
added “private communications” to the state constitution’s search and sei-
zure clause.311 While this provision facially appears to add an element of 
informational privacy, it did very little in reality. The Florida Supreme 
Court ruled in 1980 that article I, section 12 did not prevent the disclosure 
of highly personal information.312 That same year Florida voters added 

                                                                                                                         
 306. Id. at 240-41. 
 307. Hill, 865 P.2d at 654. 
 308. See id. at 644 (“the Privacy Initiative in Article I, Section 1 of the California 
Constitution creates a right of action against private as well as government entities”). In 
cases such as Cutter v. Brownbridge, 228 Cal. Rptr. 545 (Dist. Ct. App. 1986), and Por-
ten v. University of San Francisco, 134 Cal. Rptr. 839 (Dist. Ct. App. 1976), appellate 
courts had been interpreting the court’s language in White as a green light to go against 
private parties.  
 309. See Hill, 865 P.2d at 655-56. 
 310. Id. at 654. 
 311. “The right of the people to be secure in their persons, houses, papers, and effects 
against unreasonable searches and seizures, and against the unreasonable interception of 
private communications by any means, shall not be violated.” FLA. CONST. art. I, § 12 
(adopted by amendment 1968). 
 312. See Shevin v. Byron, Harless, Schaffer, Reid & Assocs., 379 So. 2d 633, 639 
(Fla. 1980). The court refused to prevent disclosure of interviews that a psychological 
consulting firm had conducted. See id. at 635-36. 
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article I, section 23313 and “gained some constitutional protection from the 
disclosure of intimate information regarding their personal affairs.”314 A 
desire to protect personal, private information was part of the impetus for 
the second amendment.315  

Florida’s protection of informational privacy begins with Winfield v. 
Division of Pari-Mutuel Wagering.316 Ruling on the disclosure of bank 
records, the Florida Supreme Court established a balancing test for pro-
tecting informational privacy.317 Two years later, the court decided Ras-
mussen v. South Florida Blood Service, Inc.,318 Florida’s leading case on 
informational privacy. It found that article I, section 23 protects “the right 
to determine whether or not sensitive information about oneself will be 
disclosed to others.”319 This case has been cited as “[t]he paradigm of 
weighing the governmental interest in truth-seeking [against] strong pri-
vacy interests.”320  

Nevertheless, Florida’s protection of informational privacy has been 
criticized as weak.321 To begin with, the language of the privacy provision 
is biased against protecting “public records.”322 This has not only caused 
courts to avoid protecting intimate information that is actually in public 
records,323 but it has also caused Florida courts to second-guess the pri-

                                                                                                                         
 313. “Every natural person has the right to be let alone and free from governmental 
intrusion into the person’s private life except as otherwise provided herein. This section 
shall not be construed to limit the public’s right of access to public records and meetings 
as provided by law.” FLA. CONST. art. I, § 23 (adopted by amendment 1980). 
 314. Silverstein, supra note 271, at 246-47. 
 315. See Daniel R. Gordon, Upside Down Intentions: Weakening the State Constitu-
tional Right to Privacy, A Florida Story of Intrigue and a Lack of Historical Integrity, 71 
TEMPLE L. REV. 579, 604 (1998) (“The privacy provision was intended to provide a high 
level of protection for personal, private information”).  
 316. 477 So. 2d 544 (Fla. 1985). 
 317. See id. at 547-48. 
 318. 500 So. 2d 533 (Fla. 1987). 
 319. Id. at 536. 
 320. Turkington, supra note 13, at 512-13. 
 321. See Gordon, supra note 315, at 580 (criticizing Overton & Giddings, supra note 
3, for “grossly understat[ing] how little informational privacy protection exists under the 
Florida constitution”). Gordon’s article is a detailed, semi-quantitative look at how Flor-
ida’s informational privacy right has been far outpaced by the attention Florida courts 
have given the question of behavioral privacy. 
 322. “This section shall not be construed to limit the public’s right of access to public 
records and meetings as provided by law.” FLA. CONST. art. I, § 23. 
 323. See Michel v. Douglas, 464 So. 2d 545 (Fla. 1985); Forsberg v. Hous. Auth. of 
City of Miami Beach, 455 So. 2d 373 (Fla. 1984). In Post-Newsweek Stations, Inc. v. 
Doe, 612 So. 2d 549 (Fla. 1992), the court found that the privacy amendment did not  
protect names and addresses contained in public records. 
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vacy of seemingly private information.324 In addition, and perhaps more 
significantly, the privacy provision does not protect against private ac-
tion.325 If implicated, however, the right to privacy is fundamental, and 
can only be overcome by a compelling governmental interest. 

Any right protected by the Florida constitution reflects a privacy-as-
control conception of informational privacy.326  

5. Hawaii 

Hawaii has followed a path eerily similar to Florida’s, but it has ended 
up with a greater constitutional protection of informational privacy both 
on paper and in the courtroom. In 1968, Hawaii amended its search and 
seizure provision, contained in article I, section 6, to consider privacy ex-
plicitly.327 The drafters of the provision aimed to both protect against elec-
tronic surveillance and preserve personal autonomy and informational pri-
vacy.328 In ensuing interpretations, however, the former took precedence 
over the latter, leading to a second amendment in 1978 that would “un-
questionably protect informational privacy and personal autonomy.”329  

This second amendment has been described as “the most specific and 
protective of any of the state constitutional provisions guarding privacy 
interests.”330 It reads: “The right of the people to privacy is recognized and 
shall not be infringed without the showing of a compelling state interest. 

                                                                                                                         
 324. See Overton & Giddings, supra note 3, at 39 (“When such information is not 
contained in a so-called ‘public record,’ the court has been cautious in protecting the dis-
closure of personal information”). For instance, an individual’s smoking habits have been 
interpreted as being on public record. See City of North Miami v. Kurtz, 653 So. 2d 1025, 
1028 (Fla. 1995). 
 325. See Overton & Giddings, supra note 3, at 41 (“the provision provides no protec-
tion from private or commercial intrusion because the present provision is limited to gov-
ernmental intrusions”). 
 326. See Silverstein, supra note 271, at 247 (“In the view of the Florida Supreme 
Court, the freestanding privacy provision protects an individual’s right to control the flow 
of personal information to others”). 
 327. “The right of the people to be secure in their persons, houses, papers and effects 
against unreasonable searches, seizures and invasion of privacy shall not be violated 
. . . .” HAW. CONST. art. I, § 7 (amended as art. I, § 5 in 1968; renumbered to art. I, § 7 in 
1978 with no changes in language). 
 328. Silverstein, supra note 271, at 241. 
 329. Id. at 242-43; see also Julia B.L. Worsham, Case Note, Privacy Outside of the 
Penumbra: A Discussion of Hawai’i’s Right to Privacy After State v. Mallan, 21 U. HAW. 
L. REV. 273, 281 (1999) (“This new section was intended to eliminate confusion over the 
scope of the right to privacy, and to establish privacy as a fundamental right in the infor-
mational and personal autonomy sense”). 
 330. CATE, supra note 16, at 67. 
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The legislature shall take affirmative steps to implement this right.”331 The 
Hawaii Supreme Court has stated on several occasions that this provision 
protects a right to informational privacy.332 Notably, it has found a reason-
able expectation of privacy in personal financial affairs.333 Although the 
Supreme Court has not yet determined whether the right should extend to 
private parties, legislative history indicates that the amendment was in-
tended to apply to private action,334 and the Hawaii Supreme Court has 
relied heavily on the legislative history when interpreting article I, section 
6.335 

The Hawaii constitutional right to informational privacy incorporates 
elements of both the privacy-as-control definition and this Article’s defini-
tion of informational privacy. The Supreme Court has found a right to 
“avoid[] disclosure of personal matters,”336 and the legislative history re-
veals a concern about the “possible abuses in the use of highly personal 
and intimate information” by others.337 

6. Illinois 

The legislative history of the 1970 Illinois Constitution’s privacy pro-
vision in article I, section 6338 seems to imply a strong desire to protect 
informational privacy, demonstrating a concern even for the disclosure of 
nonpersonal information.339 However, by 1989, the Illinois Supreme Court 
had done little to advance this proposition. The Supreme Court appeared 

                                                                                                                         
 331. HAW. CONST. art. I, § 6 (adopted by amendment 1978). 
 332. See State v. Mallan, 950 P.2d 178 (Haw. 1998); McCloskey v. Honolulu Police 
Dep’t, 799 P.2d 953, 956-57 (Haw. 1990); Nakano v. Matayoshi, 706 P.2d 814, 818-19 
(Haw. 1985). 
 333. See Nakano, 706 P.2d at 819. 
 334. See McCloskey, 799 P.2d at 956 (“it is the intent of [this] Committee to insure 
that privacy is treated as a fundamental right for purposes of constitutional analysis. Pri-
vacy as used in this sense concerns the possible abuses [of] highly personal and intimate 
information in the hands of government or private parties.” (quoting Committee of the 
Whole Rep. No. 15)). 
 335. Id. at 956-57; Nakano, 706 P.2d at 818-19. 
 336. McCloskey, 799 P.2d at 957. 
 337. Id. at 956 (quoting Committee of the Whole Rep. No. 15). 
 338. “The people shall have the right to be secure in their persons, houses, papers and 
other possessions against unreasonable searches, seizures, invasions of privacy or inter-
ceptions of communications by eavesdropping devices or other means.” ILL. CONST. art. 
I, § 6 (adopted with new Illinois constitution 1970). 
 339. See Silverstein, supra note 271, at 278-79, 291 (“Suggesting that article I, sec-
tion 6 goes even further in protecting informational privacy, [Delegate] Dvorak offered 
the example of a government data bank indexed by social security numbers and storing 
such nonpersonal information as weight, height, and age. The committee members be-
lieved [that] would unreasonably invade privacy under article I, section 6”). 
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to adopt a dual approach in People v. Tisler,340 choosing to promote pri-
vacy in the search and seizure context, but foregoing development of fur-
ther substantive rights to privacy.341 Following Tisler, the growth of a 
right to informational privacy was limited to vague assertions that article I, 
section 6 provided rights that surpassed the federal right to privacy342 and 
was relegated to the appellate courts.343 While the Illinois appellate courts 
found a constitutional right of privacy in bank records,344 this dearth of 
specific Supreme Court activity led one commentator to accuse the Illinois 
high court of a “disdain for the state right of privacy.”345 

In 1992, however, the Illinois Supreme Court confirmed that the right 
to privacy in Illinois “affords greater protection” than the federal right,346 
and explicitly granted a right to informational privacy.347 The Illinois Ap-
pellate Court has since also confirmed the constitutional right of privacy in 
bank records.348 However, the Illinois right to privacy does not appear to 
apply to private action.349 

7. Louisiana 

The privacy language in article I, section 5 of the Louisiana Constitu-
tion is literally an expansion of its search and seizure provision350 and, as 

                                                                                                                         
 340. 469 N.E.2d 147 (Ill. 1984). 
 341. See Silverstein, supra note 271, at 268, 269 (arguing that the Tisler court “seg-
regated the search and seizure portion of article I, section 6,” thus discouraging the de-
velopment of “an outright state constitutional protection of informational privacy”). 
 342. See, e.g., People v. Porter, 521 N.E.2d 1158, 1162 (Ill. 1988) (“our State Consti-
tution may afford protection of certain rights not covered by the Federal Constitution. For 
instance, our state constitution grants certain privacy rights not addressed or afforded by 
the Federal Constitution”). 
 343. See Silverstein, supra note 271, at 270 (“Appellate court holdings have applied 
article I, section 6 to . . . informational privacy”). 
 344. See People v. Jackson, 452 N.E.2d 85, 89 (Ill. App. Ct. 1983). 
 345. Silverstein, supra note 271, at 270. 
 346. In re May 1991 Will County Grand Jury, 604 N.E.2d 929, 934 (Ill. 1992). 
 347. See id. at 935 (“A person has a reasonable expectation that his private records 
will not be exposed to public view . . . . We believe that the individual's privacy interest 
in his physical person, as well as his privacy interest in his documents, must be pro-
tected”). 
 348. See Dufour v. Mobile Oil Corp., 703 N.E.2d 448, 452 (Ill. App. Ct. 1998). The 
Illinois Supreme Court does not appear to have yet addressed this issue. 
 349. One commentator claims that the Illinois constitutional right to privacy does 
apply to private parties, but he cites a case that only applies it to private actors in the con-
text of employment discrimination. See Kearns, supra note 13, at 1010 n.181.  
 350. “Every person shall be secure in his person, property, communications, houses, 
papers, and effects against unreasonable searches, seizures, or invasions of privacy.” LA. 
CONST. art. I, § 5. 
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such, has primarily been interpreted in that context. One commentator, 
writing soon after the language was adopted, has argued that the privacy 
provision protects informational privacy.351 However, as of 1989, 
“[l]itigants [had] seldom argued for substantive rights of privacy.”352  

Louisiana courts have weighed the state-mandated public right to 
know against an individual’s interest in avoiding certain sensitive disclo-
sures that may cause embarrassment or result in an unreasonable intru-
sion.353 In particular, the Louisiana Supreme Court discussed the constitu-
tional right of privacy “in the context of disclosure of facts about an indi-
vidual or his property.”354 

Moreover, the Louisiana Supreme Court interpreted the provision to 
provide more protection than the Fourth Amendment. For instance, in 
State v. Hernandez,355 the court noted that the right of privacy is “one of 
the most conspicuous instances in which our citizens have chosen a higher 
standard of individual liberty than that afforded by the jurisprudence inter-
preting the federal constitution.”356 The Court also appears to have deter-
mined that the right to privacy should be applicable against private ac-
tors.357 

Whatever right to informational privacy exists in Louisiana, the search 
and seizure overtones clearly ground it in a privacy-as-control definition 
of informational privacy. Search and seizure provisions are intended to 
avoid and regulate disclosure, a major tenet of the privacy-as-control con-
ception of informational privacy.358 

                                                                                                                         
 351. See Silverstein, supra note 271, at 254 n.356. 
 352. Id. at 254. 
 353. See, e.g., Capital City Press v. E. Baton Rouge Parish Metro. Council, 696 So. 
2d 562, 566-67 (La. 1997) (finding no right to privacy and rejecting even the use of a 
balancing test with regard to the disclosure of an applicant’s resume); Broderick v. State 
Dep’t of Envtl. Quality, 761 So. 2d 713, 715 (La. Ct. App. 2000) (affirming the trial 
court’s finding that “the competing public interest was outweighed by the [constitutional] 
privacy interest, particularly because it found that the public interest would not be further 
served by disclosure”); Trahan v. Larivee, 365 So. 2d 294, 298-99 (La. Ct. App. 1978) 
(considering the constitutional right to privacy in certain government employment 
evaluations). 
 354. Capital City Press, 696 So. 2d at 566. 
 355. 410 So. 2d 1381 (La. 1982). 
 356. Id. at 1385. 
 357. See Moresi v. Dep’t of Wildlife & Fisheries, 567 So. 2d 1081, 1092 (La. 1990) 
(finding that, although no violation of the right to privacy occurred, the lack of the phrase 
“no law shall” indicates a protection that “goes beyond limiting state action”). 
 358. See supra Part I.A. 
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8. Montana 

The explicit right to individual privacy in article II, section 10 of the 
Montana Constitution359 has been interpreted to provide greater protection 
for informational privacy than the federal constitution.360 In the oft-cited 
1982 case, Montana Human Rights Division v. Billings,361 the court stated 
this proposition explicitly362 while holding that employees maintained a 
privacy interest in employment records, even though the information had 
been voluntarily conveyed to the city and was arguably “general knowl-
edge.”363  

The Montana Supreme Court still relies on its holding from this 
case.364 In State v. Burns,365 the court cited Montana Human Rights Divi-
sion in support of a privacy interest in personnel records that were being 
sought in discovery.366 The Burns court labeled the constitutional privacy 
provision “one of the most stringent protections of its citizens’ right to pri-
vacy in the country.”367 In Missoulian, Inc. v. Board of Regents of Higher 
Education,368 the Montana Supreme Court cited Montana Human Rights 
Division while upholding a privacy interest in the job performance 
evaluations of university presidents against a statutory/constitutional pub-
lic right to know.369  

The constitutional right to privacy is determined by a two-pronged 
test:  (1) is there an expectation of privacy; and (2) does society recognize 
that expectation as reasonable?370 The right can be overcome only by a 
compelling state interest.371 One commentator, however, criticizes the 

                                                                                                                         
 359. “The right of individual privacy is essential to the well-being of a free society 
and shall not be infringed without the showing of a compelling state interest.” MONT. 
CONST. art. II, § 10. 
 360. Silverstein, supra note 271, at 231-32. 
 361. 649 P.2d 1283 (Mont. 1982). 
 362. See id. at 1286 (“This Court has recognized that the protection it offers is more 
substantial than that inferred from the Federal Constitution”). 
 363. Id. at 1286-87. 
 364. The Montana Supreme Court most recently cited Montana Human Rights Divi-
sion in a favorable light in Associated Press, Inc. v. Montana Dep’t of Revenue, 4 P.3d 5, 
12 (Mont. 2000). 
 365. 830 P.2d 1318 (Mont. 1992). 
 366. See id. at 1320. 
 367. Id. 
 368. 675 P.2d 962 (Mont. 1984). 
 369. See id. at 967-70. 
 370. See Burns, 830 P.2d at 1320. In Montana Human Rights Division, the court 
noted that “relatively innocuous telephone records” did not maintain a right to privacy. 
649 P.2d at 1287. 
 371. Montana Human Rights Div., 649 P.2d at 1288. 
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courts for having failed to truly embrace the historical intent to protect 
privacy to a greater degree, and against the intrusions of modern soci-
ety.372 His comments are lent credence by the fact that in 1985 the Mon-
tana Supreme Court retreated from an interpretation that allowed the ap-
plication of the constitutional right to private action.373 

The Montana constitutional right to informational privacy adopts a 
privacy-as-control definition. In fact, the Montana Human Rights Division 
court cited the following definition of privacy:  “Privacy has been defined 
as the ability to control access to information about oneself.”374 

9. New Jersey 

New Jersey does not have an explicit constitutional right to privacy. 
However, it has an implied right to privacy that its supreme court has ex-
panded beyond the scope of federal court decisions375 and, more impor-
tantly, into the realm of informational privacy.376 Two cases are particu-
larly noteworthy because they consider concerns that may be relevant to 
the threat the Internet poses to informational privacy. First, in State v. 
Hunt,377 the New Jersey Supreme Court departed from the federal stan-
dard378 and protected the privacy of telephone records from unreasonable 
government intrusion.379 The Court argued that, “it is unrealistic to say 
that the cloak of privacy has been shed because the telephone company 
and some of its employees are aware of this information.”380 This conclu-
sion could have ramifications for Internet Service Providers and their re-
cords, since those providers and their employees are almost directly 
analogous to telephone companies and their employees. 

                                                                                                                         
 372. See generally William C. Rava, Comment, Toward a Historical Understanding 
of Montana’s Privacy Provision, 61 ALB. L. REV. 1681 (1998). 
 373. The Montana Supreme Court overruled a long line of private search cases in 
State v. Long, 700 P.2d 153 (Mont. 1985), holding that the constitutional right to privacy 
restricts only state action. See id. at 156. 
 374. Montana Human Rights Division, 649 P.2d at 1287. 
 375. Silverstein, supra note 271, at 215 n.6. Silverstein cites State v. Saunders, 381 
A.2d 333 (N.J. 1977), and In re Quinlan, 355 A.2d 647 (N.J. 1976), as support for this 
claim. 
 376. Doe v. Poritz, 662 A.2d 367, 412 (N.J. 1995) (“We have found a [state] constitu-
tional right of privacy in many contexts, including the disclosure of confidential or per-
sonal information”). 
 377. 450 A.2d 952 (N.J. 1982). 
 378. See id. at 955 (“In this case we are persuaded that the equities so strongly favor 
protection of a person’s privacy interest that we should apply our own standard rather 
than defer to the federal provision”). 
 379. See id. at 956. 
 380. Id. 
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Second, though the New Jersey Supreme Court determined in Doe v. 
Poritz381 that there is no reasonable expectation of privacy in individual 
bits of information, such as a name or address,382 it further concluded that 
a compilation of information implicates a privacy interest.383 The court 
reasoned that no matter how public the information, the scattered informa-
tion still maintained the ability to “remain obscure.”384 Although the state 
interest in disclosure “substantially” outweighed the privacy interest of 
past sex offenders,385 the implications of these findings for Internet prac-
tices such as online profiling could be significant. 

10. South Carolina 

Though article I, section 10 of the South Carolina Constitution con-
tains an explicit reference to the word “privacy,”386 the word is no more 
than an addendum to the search and seizure provision and has been inter-
preted as such. Indeed, one commentator noted in 1989 that the South 
Carolina Supreme Court had yet to specifically interpret the privacy lan-
guage in the state constitution.387 It appears that this has remained the 
case. The South Carolina Supreme Court seems to mention “the right to 
privacy” only as it is generally protected by article I, section 10.388 The 
court has been more concerned with intrusion than disclosure or dissemi-
nation, and there is no independent right to informational privacy in South 
Carolina.  

Perhaps the closest the South Carolina Supreme Court has come to 
considering informational privacy as an interest separate from search and 
seizure was in Southern Bell Telephone & Telegraph Co. v. Hamm.389 In 
Hamm, the court considered a constitutional challenge to the use of Caller 

                                                                                                                         
 381. 662 A.2d 367 (N.J. 1995). 
 382. See id. at 407. 
 383. See id. at 409 (finding that the “totality of the information disclosed to the pub-
lic” created a privacy interest). 
 384. Id. at 411. In Poritz, the court was ruling on the constitutionality of registration 
and notification laws for sex offenders. Here, the government compiled and disseminated 
the information—even information in the public record. By doing so the government re-
duced the costs and effort necessary for others to gather the information and the govern-
ment also publicized connections between the information that may otherwise never have 
been made. See id.  
 385. Id. at 411.  
 386. “The right of the people to be secure in their persons, houses, papers, and effects 
against unreasonable searches and seizures and unreasonable invasions of privacy shall 
not be violated.” S.C. CONST. art. I, § 10 (adopted by amendment in 1971). 
 387. See Silverstein, supra note 271, at 258. 
 388. See, e.g., State v. Andrews, 479 S.E.2d 808, 810 (S.C. 1996). 
 389. 409 S.E.2d 775 (S.C. 1991). 
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ID.390 The case differs from most that invoke article I, section 10 because 
it considered a claim under the South Carolina privacy provision as paral-
lel to a Fourteenth Amendment federal privacy claim rather than a Fourth 
Amendment challenge.391 In addition, the court examined the caller’s “in-
terest in not revealing” her telephone number.392 Ultimately, the court fol-
lowed the United States Supreme Court’s lead in Smith v. Maryland393 and 
found no privacy interest in avoiding disclosure.394 

11. Washington 

The explicit privacy provision in the Washington Constitution395 was 
originally intended as Washington’s version of the Fourth Amendment.396 
However, by the early 1980s, the Washington Supreme Court had begun 
extending the state constitutional right of privacy to informational privacy 
and personal autonomy.397 The Washington Supreme Court has interpreted 
its 1986 decision, Peninsula Counseling Center v. Rahm,398 as granting 
rational basis scrutiny to the privacy interest in avoiding “disclosure of 
intimate information to government agencies.”399 Only a “legitimate gov-
ernmental interest” is necessary to overcome the constitutional provi-
sion.400 In Peninsula, the court found an informational privacy interest in 
avoiding disclosure of certain medical information, but found it subject to 
the government interest in maintaining adequate mental health facilities 
and ensuring care for individual patients.401 The court cited Peninsula in 
O’Hartigan v. Department of Personnel,402 where it ruled that the gov-
ernment interest in having law enforcement officers of high moral charac-
ter outweighed a privacy interest in not taking a polygraph.403  

                                                                                                                         
 390. See id. at 779. 
 391. See id.  
 392. Id. 
 393. 442 U.S. 735 (1979). 
 394. See Hamm, 409 S.E.2d at 779-80. Hamm also reveals that article I, section 10 
applies only to state action. See id. at 778.  
 395. “No person shall be disturbed in his private affairs, or his home invaded, without 
authority of law.” WASH. CONST. art. I, § 7. 
 396. Silverstein, supra note 271, at 248 n.306. 
 397. See id. at 249. 
 398. 719 P.2d 926 (Wash. 1986). 
 399. O’Hartigan v. Department of Personnel, 821 P.2d 44, 48 (Wash. 1991). 
 400. Id.  
 401. See Peninsula, 719 P.2d at 929-30. 
 402. 821 P.2d 44 (Wash. 1991). 
 403. See id. at 49. 
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In the recent case In re Meyer,404 the Washington Supreme Court clari-
fied matters significantly. It noted that the Washington Constitution pro-
tects an “interest in confidentiality, or the nondisclosure of personal in-
formation.”405 However, it confirmed its 1997 ruling in Ino Ino, Inc. v. 
City of Bellevue,406 which held that this right to informational privacy is 
no greater than that protected by the federal constitution.407  

Given the weak status of the Washington right, it is interesting to note 
Justice Pearson’s stirring and forward-looking dissent in Peninsula. De-
scribing our “information-intensive society” as “dependent upon the mar-
vels of the modern computer” and invoking Orwell and information law 
scholar Alan Westin, Justice Pearson called for Washington Constitution 
article I, section 10 to be interpreted as protecting a fundamental right of 
informational privacy.408  

C. The Story Thus Far 

Given the sheer magnitude and significance of the threat posed by the 
Internet to informational privacy, one might think that every legal weapon 
would be wielded and every battlement manned, especially the federal and 
state constitutions.409 Indeed, the Supreme Court, staring into its crystal 
ball in 1977, left open a rallying point in Whalen:  “We are not unaware of 
the threat to privacy implicit in the accumulation of vast amounts of per-
sonal information in computerized data banks or other massive govern-
ment files.”410 As exemplified in Justice Pearson’s dissent in Peninsula411 
and elsewhere, state supreme court justices have left similar “invita-
tions.”412  

                                                                                                                         
 404. 16 P.3d 563 (Wash. 2001). 
 405. Id. at 567. 
 406. 937 P.2d 154 (Wash. 1997). 
 407. See In re Meyer, 16 P.3d at 567-69. 
 408. Peninsula Counseling Center v. Rahm, 719 P.2d 926, 930-33 (Wash. 1986) 
(Pearson, J., dissenting). 
 409. See Kitajima, supra note 13, at 577-81 (“the growth of the Internet . . . will 
likely prompt the Supreme Court to consider the informational privacy issue. . . . We live 
in an ‘information age,’ where people are more concerned than ever about access and 
misuse of their personal information”).  
 410. Whalen v. Roe, 429 U.S. 589, 605 (1977). Justice Brennan was slightly more 
forthcoming in his concurrence. “The central storage and easy accessibility of computer-
ized data vastly increase the potential for abuse of that information, and I am not prepared 
to say that future developments will not demonstrate the necessity of some curb on such 
technology.” Id. at 606 (Brennan, J., concurring). 
 411. 719 P.2d at 930. 
 412. See supra text accompanying note 408. 
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Reality does not reflect reason, however. Few claims of privacy viola-
tions on or due to the Internet have invoked a constitutional right to infor-
mational privacy. Perhaps the best illustration of the scarcity of claims is 
seen in the paradigm case of Crowley v. CyberSource Corp.413 In Crowley, 
the plaintiff claimed that he gave Amazon.com his personal informa-
tion,414 which Amazon.com allegedly then transferred to CyberSource, 
who stored it and used it to create a personal profile.415 Though California 
has arguably the strongest constitutional protection of informational pri-
vacy, Crowley’s state law-based causes of action included only common 
law claims of unjust enrichment, invasion of privacy, negligence, fraud by 
concealment, and breach of contract.416 

On the federal legislative front, where constitutional rhetoric might be 
expected as a means of fanning the flames for Internet legislation,417 it is 
the lack of a constitutional right that was cited as a reason for the Chil-
dren’s On-line Privacy Protection Act,418 the only Internet privacy-specific 
federal legislation.419 Most other Congressional references to the constitu-
tional right to privacy in the Internet context regard concerns about legis-
lation that might encroach on the constitutional right.420 Only Senator 

                                                                                                                         
 413. 166 F. Supp. 2d 1263 (N.D. Cal. 2001). 
 414. Id. at 1265. 
 415. Id. 
 416. Id. at 1267. Crowley’s failure to include a constitutional claim for privacy could 
have resulted from any number of reasons, but probably because the constitutional rights 
to informational privacy have traditionally been perceived as weak, useless, and some-
times laughable. See generally infra text accompanying note 423-425. 
 417. For instance, in a different context, Representative Sherman once invoked the 
constitutional right to privacy in the following vivid argument: “it is also mind-boggling 
to contemplate the picture of Uncle Sam riding roughshod over privacy rights that have 
been guaranteed under our Constitution since the days of our Founding Fathers.” 147 
CONG. REC. E2289 (1997).  
 418. 15 U.S.C. §§ 6501-06 (2000). 
 419. Representative Inslee stated: “With no Constitutional protections over the shar-
ing of personal information to third parties . . . online, Acts such as COPPA . . . which I 
introduced, are necessary safeguards of our privacy. Americans have a right to privacy in 
regards to their personal information, and I recognize the Children’s Online Privacy Pro-
tection Act as enhancing this right.” 146 CONG. REC. E616-01 (2000).  
 420. This has been the case in House and Senate discussions about legislation that 
would attempt to restrain “cyber terrorism,” 146 CONG. REC. H978 (2000), online sexual 
predators, 144 Cong. Rec. H4498 (1998), unsolicited commercial email, 147 CONG. REC. 
S2996 (2001), and children’s access to online pornography, 144 CONG. REC. H9909 
(1998). 
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Leahy has come close to invoking the constitutional right to privacy as a 
reason for expanding Internet privacy.421  

Lastly, commentators have also been hesitant to call on the constitu-
tional right to privacy as a solution to the Internet threat.422  

As this Part has shown, both the federal and state constitutional rights 
to informational privacy are weak at best, and this is a likely reason that 
the campaign to protect privacy on the Internet does not discuss such a 
right. Indeed, commentators who dismiss both the federal and state consti-
tutions as possible sources of protection often do so because those consti-
tutional rights are weak.423 Moreover, the few constitutional claims made 
have not met with much success.424 In fact, even in cases where the Inter-

                                                                                                                         
 421. As the chairman of the Internet privacy-focused Senate Democratic Privacy 
Task Force, Senator Leahy noted in his December 2000 report on the lack of Internet 
privacy legislation that “[t]he right to privacy is a personal and fundamental right pro-
tected by the Constitution of the United States.” 146 CONG. REC. S11777 (2000). Senator 
Leahy has sponsored several bills purporting to “protect the privacy and constitutional 
rights of Americans.” 145 CONG. REC. S4040 (1999); 146 Cong. Rec. S2727 (2000); 146 
CONG. REC. S2738 (2000). Senator Dodd appears once to have implicitly invoked the 
constitutional right. See id. at S713. 
  Actually, if considered more closely, legislators acting to manifest a constitu-
tional right to privacy might be a negative indicator. Such a situation could reflect the 
inability of the constitutional right to serve independently as a remedy in and of itself. 
 422. In a student-authored note, Thomas Kearns argues that “constitutional safe-
guards are a more effective means of ensuring that new technology does not erode pri-
vacy.” Kearns, supra note 13, at 1003. Kearns never mentions the Internet in particular, 
but he is strongly concerned about computer databases. See id. at 990-95. In another stu-
dent-authored note, Kyla Kitajima does not call for a constitutional right, but notes “[a] 
constitutional informational privacy right will be helpful in many Internet contexts.” Ki-
tajima, supra note 13, at 582. See also supra notes 13-17 and accompanying text for the 
point that few commentators have called for a constitutional right to informational pri-
vacy at all. 
 423. See, e.g., CATE, supra note 16, at 68 (concluding that “[e]ven the most protec-
tive state constitutional provisions . . . have yielded little protection for information pri-
vacy”); Kang, supra note 19, at 1230 (citing the fact that “it is unclear to what extent the 
Constitution actually protects information privacy” as a reason why federal constitutional 
law will provide little protection). 
 424. For example, in A.A. v. New Jersey, 176 F. Supp. 2d 274 (D.N.J. 2001), plain-
tiffs brought suit alleging that the Internet Registry Act, an act requiring the notification 
portion of a sex offender registry to be posted on the Internet, violated their federal con-
stitutional right to informational privacy in their home addresses, and in the totality of the 
information assembled and posted. The claim centered on “the implications of the undif-
ferentiated disclosure” necessarily resulting from publication on the Internet. Id. at 297-
98. The court upheld only the privacy interest in the home addresses, concluding that the 
remainder of the information was not sufficiently personal or intimate to warrant protec-
tion. See id. at 302. Note that this ruling reveals the privacy-as-control blindness seen so 
often in informational privacy cases. The court focused on the fact that the proposed 
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net has not been specifically alleged as the reason for the privacy viola-
tion, courts have hinted that the constitutional right to informational pri-
vacy is too weak to protect against the Internet.425 

A second possible explanation for the lack of constitutional claims to 
privacy on the Internet is that the constitutional right to informational pri-
vacy rarely applies to private action. Commentators have frequently cited 
the state action doctrine as the reason why the federal constitution should 
not be used to protect data privacy.426 Unfortunately, on the Internet, pri-
vate parties are quickly becoming, if they are not already, the primary 
threat to informational privacy.427 Of course, this does not explain why 
Crowley did not bring a state constitutional claim for informational pri-
vacy on the Internet in his case since California’s constitutional right to 
privacy does extend to private parties. 

                                                                                                                         
Internet registry “dispenses with any safeguards designed to carefully limit disclosure of 
protected information,” and failed to adequately consider the consequences of disclosure 
or the perceived consequences of a compilation of information. Id. at 302-05.  
  Two years earlier, similar federal constitutional claims had been made in a 
Michigan federal district court and a Kansas state appellate court. See Akella v. Michigan 
Dep’t of State Police, 67 F. Supp. 2d 716, 720 (E.D. Mich. 1999); State v. Stevens, 992 
P.2d 1244, 1247 (Kan. App. 1999). Both cases resulted in similarly unsuccessful rulings. 
See Akella, 67 F. Supp. 2d at 730; Stevens, 992 P.2d at 1248-49.  
 425. For instance, in Valley Presbyterian Hospital v. Superior Court, 94 Cal. Rptr. 2d 
137 (Cal. Ct. App. 2000), a California appellate court implied that information on the 
Internet would be considered public record with a minimal privacy interest. Id. at 141 
(noting that the privacy interest in the case was minimal partly because the information in 
question is “easily accessed on the Internet”). But, consider Arakawa v. Sakata, 133 F. 
Supp. 2d 1223 (D. Haw. 2001), in which the court seemed to say that the availability of 
information on the Internet has strengthened the constitutional privacy interest in one’s 
social security number. Id. at 1229. 
 426. See, e.g., Helms, supra note 2, at 314 (arguing that federal constitutional protec-
tion has a “considerable weakness[]” with regard to privacy on the Internet because 
“[c]onstitutional claims do not address the most prevalent source of privacy violations—
private companies”); Kang, supra note 19, at 1230 (finding that “the collection of per-
sonal information in America . . . is largely unregulated by law[]” partly because “federal 
constitutional law provides no protection of an individual’s information privacy from 
invasion by the private sector”); Solove, supra note 2, at 1435 (noting that “the Constitu-
tion only protects against state action, and many databases belong to the private sector”). 
 427. E.g., Kang, supra note 19, at 1201 (noting that in the cyberspace context “the 
private sector has come to rival government in the use of personal information”); Overton 
& Giddings, supra note 3, at 26 (calling intrusions by private or commercial entities 
“without question, . . . the greatest privacy challenge in the coming decade and the 
twenty-first century”); Cody, supra note 40, at 1199 (“Although the government, as a 
single entity, may rank first in the collection and use of personal identifiable information, 
the combined collection activities of the private sector far outweigh the collection prac-
tices of the government”). 
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These explanations beg the real question, though:  Why has the consti-
tutional right to informational privacy remained weak and restricted? The 
underlying reason is need. Historically, Americans have not had a general 
interest in privacy, and in particular, informational privacy.428 Privacy law 
in the United States is just over a hundred years old, and as Ken Gormley 
has put it, 

the most distinctive characteristic of privacy—which can be 
gleaned from a hundred-year examination of the cases—is its 
heavy sensitivity to historical triggers. . . . [E]ach type of privacy 
. . . has been directly jolted into existence by transformations in 
American life and technology, which have created a societal 
mood powerful enough to incubate a new, legally protected 
right.429 

From the very beginning, privacy law has been a piece-meal re-
sponse to particularized interests and concerns, lurching about like a child 
playing blind man’s bluff.430 The advent of the Internet has changed the 
story completely, injecting a generalized interest in informational privacy 
into American society.431 

XIV. THE STATE CONSTITUTIONAL EXPERIMENT 

The discussion has seemingly come to an impasse. A constitutional 
right to informational privacy is needed, yet this Article has shown that the 

                                                                                                                         
 428. See Sunosky, supra note 52, at 84 (“the United States is reluctant to acknowl-
edge that personal data privacy is a basic human right”). 
 429. Gormley, supra note 15, at 1439; see also Solove, supra note 2, at 1430 (“Pri-
vacy law is best described with the notion of the bricoleur—a person who uses whatever 
is at hand as a tool to solve problems”); Rotenberg, supra note 130, at 310 (“It is critical 
to understand that the recent history of privacy law in the United States is largely a story 
of efforts by Congress to pass laws to safeguard privacy as new technologies emerge”).  
 430. Warren and Brandeis’s foundational article, The Right to Privacy, was motivated 
by the development of the camera. See Warren & Brandeis, supra note 36. The Video 
Privacy Protection Act of 1988, 18 U.S.C. § 2710 (Supp. V 1999), arose from Judge 
Robert Bork’s Supreme Court confirmation hearings, during which reporters gained ac-
cess to records of the Bork family video rentals. See Pippin, supra note 88, at 152-53. 
The Driver’s Privacy Protection Act of 1994, 18 U.S.C. §§ 2721-2725 (Supp. V 1999), 
was a response to the murder of actress Rebecca Shaefer, in which the murderer allegedly 
obtained the personal information used to stalk the victim from a state department of mo-
tor vehicles. See Pippin, supra note 88, at 153. 
 431. Indeed, much of the current concern is that if we continue to lack a concerted 
effort toward one solution for the Internet problem, “privacy fears will create so much 
unfocused pressure that an ‘incoherent body of law’ will result through ‘scattershot’ leg-
islation.” Irving, supra note 5, at 676. 
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federal and state constitutional rights to informational privacy are weak. 
Clearly, one must advocate a change in constitutional doctrine, but where 
to begin? 

All things being equal, a federal right would better address the inter-
state and international transactions that are central to the Internet. In fact, a 
strong federal right may not be as hopeless a pipe dream as it first seems. 
For instance, though the ultimate issue was not a constitutional one, the 
Supreme Court did positively address the Whalen “‘interest in avoiding 
disclosure’” in United States v. Reporters Committee for Freedom of the 
Press.432 The Court found that “the power of compilations to affect per-
sonal privacy . . . outstrips the combined power of the bits of information 
contained within.”433 This should provide “grounds for optimism with re-
spect to informational privacy.”434 One commentator’s analysis is particu-
larly lucid: 

Previously, the court had resisted finding a privacy interest in re-
cords unless the records contained intimate, personal informa-
tion, such as health or family information, and unless the records 
had been held in more or less strict confidence . . . . What the 
Court found in Reporters Committee is that there is an expecta-
tion of privacy in a computerized, comprehensive record of all of 
an individual’s activities—but not necessarily an expectation of 
privacy in a single criminal event.435 

Other grounds for optimism arise from the concept of anonymity, a 
distant relative of, if not sometimes a synonym for, informational pri-
vacy.436 Anonymity advocates find protection for informational privacy in 
the First Amendment freedom to speak anonymously. The Supreme Court 
has held that there is a constitutional right to speak anonymously about 
political ideas,437 and one commentator has argued that this right, consid-
ered with other Court cases, can be construed as an argument for the right 

                                                                                                                         
 432. 489 U.S. 749, 762 (1989) (quoting Whalen v. Roe, 429 U.S. 589, 598-600 
(1977)). The issue in Reporters Committee was whether certain FBI “criminal rap sheets” 
should be disclosed under the FOIA. See id. at 757.  
 433. Id. at 765. 
 434. Flaherty, supra note 13, at 840. 
 435. Robert R. Belair, Redefining Information Privacy, PRIVACY J., July 1989, at 7. 
 436. See Kearns, supra note 13, at 979 (“Information privacy also is tied to the con-
cept of anonymity but . . . is concerned with [one’s] personal information”). 
 437. See McIntyre v. Ohio Elections Comm’n, 514 U.S. 334 (1995). 
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to read anonymously on the Internet.438 The Court has recently granted 
certiorari to a case involving the right to anonymously petition door-to-
door.439 

Even though these cross-doctrine tidings seem promising,440 the Su-
preme Court has not directly indicated a change in the federal constitu-
tional right to informational privacy. In fact, David Flaherty, formerly 
Canada’s privacy commissioner and an advocate of the U.S. Constitu-
tional right to informational privacy, has noted, an “important qualifica-
tion . . . is that the [U.S.] Supreme Court has never made a broad general 
finding of a constitutional right to privacy . . . nor has the Constitution 
been explicitly amended to this effect, nor is it on anyone’s agenda, nor 
has it even been contemplated.”441 

More importantly, all things are not equal. Several state constitutions 
have begun to extend the constitutional right of informational privacy to 
private action, whereas the federal constitution is firmly entrenched in the 
concept that constitutional rights apply only against state actors.442 The 
Internet is shifting the primary problem of computer databases to private 
parties.443 A constitutional right that does not apply to private parties will 
be impotent as a baseline commitment to informational privacy.444 

Thus, the states must serve as the breeding ground for an effective 
constitutional right to informational privacy. This is not a foreign concept. 
Rallying under Justice Brennan’s banner,445 “[a]s the United States Su-
preme Court has restricted the scope of federal protection of civil liberties, 

                                                                                                                         
 438. Helms cited Lamount v. Postmaster General, 381 U.S. 301 (1965), and Stanley 
v. Georgia, 394 U.S. 557 (1969), as evidence of one’s right to read without state interfer-
ence or oversight. See Helms, supra note 2, at 309. 
 439. See Watchtower Bible & Tract Soc'y of New York, Inc. v. Village of Stratton, 
240 F.3d 553, cert. granted, 122 S. Ct. 392 (2001). 
 440. See Gindin, supra note 13, at 1185 (noting in 1997 that “it seems likely the Su-
preme Court will hold that the Constitution protects a right of informational privacy” 
because “some informational privacy protections can be found in the First and Fourth 
Amendments”). 
 441. Flaherty, supra note 13, at 837. 
 442. See supra note 426 and accompanying text (discussing the “state action doc-
trine”). 
 443. See supra note 427 and accompanying text. 
 444. At least one commentator has suggested expanding the federal constitutional 
right to private parties for exactly this reason. See Kearns, supra note 13, at 1006-09. 
 445. In 1977, Justice Brennan wrote a law review article praising state constitutions 
as protective instruments of individual rights. See generally William J. Brennan, Jr., State 
Constitutions and the Protection of Individual Rights, 90 HARV. L. REV. 489 (1977). 
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civil liberties advocates have turned a hopeful eye toward the states.”446 It 
is true that the state constitutional rights to informational privacy have also 
been generally weak, but a few leaders, such as New Jersey and Califor-
nia, provide rights that both are stronger than federal protection and exem-
plify the ultimate goal.447 New Jersey’s state constitution does not explic-
itly mention a right to privacy, but the state supreme court has protected 
information, even that which has become public.448 California has an ex-
plicit right to privacy that is grounded in a proper conception of informa-
tional privacy and has been extended to cover private actions.449 The 
proper conception of informational privacy is particularly important. As 
discussed supra, the U.S. Supreme Court appeared to rule unfavorably in 
Whalen because it misconstrued the concept of informational privacy.450 
Equally unconvincing is the fact that other states, like Hawaii and Mon-
tana, are close behind California and New Jersey in pushing the envelope 
of constitutional protection for informational privacy.451 

Moreover, state constitutional rights have room to and will probably 
grow beyond the federal right. Ten states have constitutions that expressly 
provide for privacy and nearly all of these states have at some time or an-
other relied on that clause to surpass the federal minimums.452 And as with 
the U.S. Supreme Court, the state supreme courts exhibit a number of 
cross-doctrine tidings that should serve as grounds for optimism. Several 
states have recognized that their constitutional search and seizure rights 
exceed the protection provided by the Fourth Amendment.453 This is par-
ticularly relevant given how the Internet is merging surveillance and in-

                                                                                                                         
 446. Silverstein, supra note 271, at 215; see also Katz v. United States, 389 U.S. 347, 
350-51 (1967) (“the protection of a person’s general right to privacy . . . is, like the pro-
tection of his property and of his very life, left largely to the law of the individual 
states”). For example, the Illinois delegates who implemented Illinois’s explicit right to 
privacy did so “[knowing] that state courts could interpret state constitutional provisions 
to afford higher standards of liberty than the minimums required by the federal constitu-
tion. . . . They believed that state constitutional guarantees formed a defense against the 
possible constriction of federal protections.” Silverstein, supra note 271, at 287.  
 447. But see Kang, supra note 19, at 1231 n.158 (comparing California’s constitu-
tional right of informational privacy to the common law tort of invasion). 
 448. See discussion supra Part II.B.9. 
 449. See discussion supra Part II.B.3. 
 450. See supra note 56; see also supra note 268 and accompanying text. 
 451. See discussion supra Parts II.B.5 and II.B.8.  
 452. Silverstein, supra note 271, at 227. 
 453. See, e.g., State v. Bolt, 689 P.2d 519 (Ariz. 1984); State v. Koppel, 499 A.2d 
977 (N.H. 1985); In re Shon Daniel K., 959 P.2d 553 (N.M. 1998); State v. Mills, 411 
S.E.2d 193 (N.C. 1991); Commonwealth v. Sell, 470 A.2d 457b (Pa. 1983); State v. 
Welch, 624 A.2d 1105 (Vt. 1992); State v. Cleator, 857 P.2d 306 (Wash. Ct. App. 1993). 
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formational technologies.454 The following examples bode well for infor-
mational privacy. Washington and Vermont have rejected the “reasonable 
expectation of privacy” standard455 that often hinders protection against 
pervasive technologies.456 Alaska, Massachusetts, Pennsylvania, and Ver-
mont have disagreed with United States v. White,457 finding to some de-
gree that one-party consent to monitoring conversations requires a war-
rant.458 Pennsylvania, Idaho, and Hawaii require a warrant for the use of 
pen registers under all circumstances,459 contrary to the Court in Smith v. 
Maryland.460 Finally, Colorado has found an expectation of privacy in toll 
records,461 and Pennsylvania has held that caller ID violates state privacy 
rights.462 In Ken Gormley’s words, “All of the above cases confirm that 
one of the significant features of privacy in the next few decades will be 
that new technology and evolving social conditions will push more and 
more cutting-edge issues into the states.”463 

Recognizing that federal constitutional protection may be more effec-
tive,464 it is important to see the pursuit of a state constitutional right to 
informational privacy as merely one step in a larger scheme. Hopefully, 

                                                                                                                         
 454. For a discussion of how the convergence of surveillance and informational pri-
vacy concerns warrants a stronger constitutional right to informational privacy, see gen-
erally Kearns, supra note 13. 
 455. See State v. Kirchoff, 587 A.2d 988 (Vt. 1991); State v. Myrick, 688 P.2d 151 
(Wash. 1984). Silverstein notes that in State v. Myrick the Washington Supreme Court 
argued that “the scope of constitutional protections should not diminish just because gov-
ernment conduct or technological developments diminish the degree of privacy that citi-
zens actually expect.” Silverstein, supra note 271, at 250-51. 
 456. Froomkin, supra note 9, at 1510 (“expectations are notoriously unstable: The 
more widely a technology is deployed and used, the less reasonable the expectation not to 
be subjected to it”). 
 457. 401 U.S. 745 (1971). 
 458. See State v. Glass, 583 P.2d 872 (Alaska 1978); Commonwealth v. Blood, 507 
N.E.2d 1029 (Mass. 1987); Commonwealth v. Brion, 652 A.2d 287 (Pa. 1994); State v. 
Blow, 602 A.2d 552 (Vt. 1991).  
 459. See State v. Rothman, 779 P.2d 1 (Haw. 1989); State v. Thompson, 760 P.2d 
1162 (Idaho 1988); Commonwealth v. Melilli, 555 A.2d 1254 (Pa. 1989). 
 460. 442 U.S. 735 (1979). 
 461. See People v. Corr, 682 P.2d 20 (Colo. 1984). 
 462. See Barasch v. Pa. Public Utility Comm’n, 576 A.2d 79 (Pa. 1990). 
 463. Gormley, supra note 15, at 1431. 
 464. See Kearns, supra note 13, at 1009 n.183 (noting the problems with a multitude 
of state protections); see also Jennifer DiGiovanni, Justice Charles M. Leibson and the 
Revival of State Constitutional Law: A Microcosm of a Movement, 86 KY. L.J. 1009, 
1017 (1997) (“state constitutionalism is fundamentally incompatible with the perception 
of most Americans that they are national citizens”). Robust state constitutionalism could 
be dangerous, “resulting in the sort of factionalism that led to the great schism that caused 
the Civil War.” Id. at 1017-18. 
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the state constitutional schemes, once developed, will carry over into the 
federal regime.465 The states may help this “reverse incorporation” if they 
move toward the definition of informational privacy adopted by this Arti-
cle and the California courts.466 In the meantime, the need for constitu-
tional redress to the Internet’s threats to informational privacy demands 
the unique pace and ability of the states in experimenting with, expanding, 
and adopting new rights.467 “[S]tates serving as the constitutional laborato-
ries . . . will most likely secure privacy’s survival and expansion deep into 
the next century.”468  

XV. CONCLUSION 

The Internet poses a severe threat to informational privacy. The rules, 
however, have changed more than most have acknowledged. Informa-
tional privacy, rather than an interest primarily in avoiding disclosure, is a 
concern with the real and perceived consequences of disclosure. The 
Internet, as the most extensive computer database ever in existence, has 
done more than pose a threat to this form of privacy. By creeping into the 
lives of all but the most radical techno-phobes, the Internet has elevated 
informational privacy to a generalized concern. The current legal regime is 
impotent; in its place, a commitment to informational privacy must be 
made on a constitutional scale. Only then will the legal landscape have 
both the sufficient foundation and flexibility to protect a generalized inter-
est in informational privacy. 

The constitutional right to informational privacy, however, remains 
weak at both the federal and state levels. The leading U.S. Supreme Court 

                                                                                                                         
 465. See Gormley, supra note 15, at 1422 (“More importantly, [state rights] ha[ve] 
served as an experimentation ground for new, untested types of privacy . . . which in turn 
have had a profound impact on federal pronouncements on privacy law”). 
 466. Recall that the conception of informational privacy adopted by this Article and 
by the California courts differs from the conception embraced by the U.S. Supreme 
Court. This Article’s definition does not sharply distinguish between informational pri-
vacy and privacy-as-autonomy-in-decisionmaking. Cf. Whalen v. Roe, 429 U.S. 589, 599 
(1977) (identifying “two different kinds” of privacy interests, where “[o]ne is the indi-
vidual interest in avoiding disclosure of personal matters, and another is the interest in 
independence in making certain kinds of important decisions”). Because the privacy-as-
autonomy-in-decisionmaking theory of privacy has been somewhat blessed by the Court, 
see Griswold v. Connecticut, 381 U.S. 479 (1965); Roe v. Wade, 410 U.S. 113 (1973), 
this Article’s conception of informational privacy could make more headway in federal 
courts. 
 467. See Gormley, supra note 15, at 1431 (noting that privacy rights “will be experi-
mented with and refined under state constitutions with far greater frequency”). 
 468. Id. 
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case, Whalen v. Roe, appears to have established no more than a constitu-
tional interest in informational privacy. Moreover, whatever federal 
constitutional right exists applies only to state actors. Whereas the 
problem of the Internet is increasingly one of private databases. The state 
courts appear to have squandered their potential to raise the constitutional 
bar above federal minimums. Though nine of the ten states with explicit 
rights to privacy have recognized some constitutional right to 
informational privacy, many are weak. Furthermore, only two of those 
nine states apply the right to private parties. Of the forty states without an 
express provision for privacy, only New Jersey appears to have developed 
an implied right to informational privacy worth mentioning.  

A constitutional commitment, then, must be initiated in either the fed-
eral or state regimes. Due to the unique trans-boundary nature of the Inter-
net, a federal right is preferable. For the moment, however, both schemes 
are weak and it is the state constitutional system that offers greater prom-
ise in the short term. A few of the states already have noteworthy constitu-
tional rights to informational privacy, and California, arguably the fore-
runner in the pack, grounds its right in a conception of informational pri-
vacy that closely mirrors the definition espoused by this Article. More-
over, the states are traditionally fertile grounds for constitutional experi-
mentation. One should therefore seek to strengthen the constitutional right 
to informational privacy in the states. The ultimate goal, however, would 
not be to implement fifty disparate schemes, but to carry over such 
changes to the federal landscape. 

We no longer live in an information age, an era that will come to a cer-
tain conclusion. With the proliferation of the Internet, the digital revolu-
tion has become our everyday digital reality. The transformation of infor-
mation into a currency and a gatekey is on a steady crescendo. As a result, 
privacy in information has become a permanent priority. To that, we must 
deliver a constitutional response. 

 


