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DIGITAL REMEDIES
Maayan Perel

ABSTRACT

Legal disputes increasingly arise on digital grounds in relation to an array of subjects such
as online enforcement of intellectual property, the First Amendment and online speech, and the
right to privacy in personal data stored on digital devicescoMhsrare called upon to resolve
disputes relating to cyberspace, many of the reliefs they grant are executed by dsyitdl means
as technologies that restrict access to unwarranted content or technical solutions that enable or
disble access to diditlevicesThe essence of digital remedies is their profound technological
detailssome ofvhichmayeludgudicial review. Like equitable remedies directed to the physical
world, digital remedies are usually -epeled, affording their executors broadretionon
how to implement thentHowever, unlike physical remediks,implementation of digital
remedies is embedded in inherently-traorsparent technologies designed and executed
privately outside the courthouse and has a robust, dynamic, arglioygainon thirgbarty
stakeholdersDigital remediest®chnical detailsay far surpass what the court defines
converting compliance from a technical matter of law enforcement into a substantidl mat
law making.Although quitable remedies gengralteate greater difficulties for courts in
ascertaining and ensuring compliagtigéal remedies take these concerns to the next level,
presenting serious challenges to the rule of law.

ThisArticleargues that the issuance and executibigital remedies challestie courtOs
abilityto fulfill its longstanding duty to exercise its adjudication power in accordance with rule
of law, to competently prescribe remedies that are fit to redress the violation of rights, and to
assure these renelare enforced properly. Using the examplebsfteblocking injunctions,
this Articledemonstrates that the devihithe details of implementing digital remetiesse
details play a crucial role in shaping the meaning of digital remediesseaperttynthe
definition of the rights they purport to vindicate. OverallAttiele recommends several
mechanisms that courts can exploit in order to extend their oversight and retain more control
over the critical implementation stage of digital resiBdis Article builds othe system of
equitable remedies, which includes, in addition to the remedy itself, equitable managerial device:
that allow courts to manage the parties and ensure compliance, as well as special equitabl
restraintsThisArticleaims to empower judges who resolve eglaed disputes with a broader
and a more accurate understanding of the meaning of their digital solutions.

DOI: https:// doi.org/10.1577%38RX93D8V

© 2020 Maayan Perel.
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l. INTRODUCTION

The impact of digital technology on regulation,elafiercementand
compliance has been investigated extensitelw and technology

1. See genel R. Reidenbergex Informatica: The Formulation of Information Policy
Rules through Techn@®d¥Ex. L. Rev. 553 (1998) (showing that the creation and
implementation of information policy are embedded in network designs and standards as well
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scholarship explores how governamitie the aid of technology challenges
fundamental rights and democratic values, such as due process and the rule o
law? Prior work agues that the delegation of public powers to private actors
using proprietary technology is bllacked and thus difficult to oversee.
Specifically, current literature focusesoatfcourtdelegations of public
powers held by administrative actoxs) ais credit score providérsgulated

firms? police$ municipal cities,or online platforms that regulate online

as in system configurationsAWRENCE LESSIG CODE: VERSION 2.0 (2006); Kenneth A.
BambergeiTechnologies of Complisk@nd Regulation in a Digits884gex. L. Rev. 669

(2010) (describing private automated law systems that failed to recognize risks to bank capital
reported, leading into global financial crisis); Danielle KeatsT&tiomological Due P&acess

WasH. U. L. Rev. 1249, 1256 (2008) (describing the Colorado Benefits Management System,
which generates welfare eligibility decisions); Maayan Perel & Ni¢arElkiaccountability

in Algorithmic Copyright Enforé@8rent. TECH. L. Rev. 473, 4772016) (describing internet

service provider algorithms); Solon Barocas & Andrew D. BiglidgtaOs Disparate Impact
104CaLIF. L. Rev. 671, 673 (2016) (showing how algorithmic techniques like data mining
challenge the prohibition of discriminatiomipleyment).

2. See, e.@aniel J. SteinbodRata Matching, Data Mining, and Due 40Geeds
Rev. 1 (2005);TARLETON GILLESPIE, WIRED SHUT: COPYRIGHT AND THE SHAPE OF
DiGITAL CULTURE 2442 (2007); Citroifechnological Due Psapeastel, at 1252; Frank
PasqualdRestoring Transparency to AutomatedAltirastoMM. & HIGH TECH. L. 235,

23%86 (2011); Kate Crawford & JaSamhultzBig Data and Due Process: Toward A Framework
to Redress Predictive Privacg3Bais Rev. 93 (2014); Perel & Elkiforen,Accountability

in Algorithmic Enforcemugmote 1; Maayan Perel & Niva ElKioren,Black Box Tinkering:
Beyontransparency in Algorithmic Enfos&&ment. Rev. 181 (2017); Robert Brauneis &

Ellen P. Goodman, NotéJgorithmic Transparency for the Si2@viaCiy.L.& TECH. 103,

11415 (2018); Nicholas Diakopouldge Need to Know the Algorithnosdhar@nt Uses to
Make Important Decisions About Chls/ERSATION (May 23, 2016), https:/
theconversation.comk-needto-knowthealgorithmghe-governmentiseso-make
importantdecisionsboutus57869 [https:/perma.cdl37EHHKD].

3. FRANK PASQUALE, THE BLACK Box SOCIETY: THE SECRET ALGORITHMS THAT
CONTROL MONEY AND INFORMATION 8 (2015); Perel & Elkkoren Accountability in
Algorithmic Copyright Enforcaiprandte 1, at 482; Perel & EHdioren,Black Box Tinkering
supraote2, at 183.

4. Se, e danielle Keats Citron & Frank Pasquéllee Scored Society: Due Process for
Automated Predict89WAasH. L. Rev. 89 (2014).

5. See, e.BambergerTechnologies of Complignamte 1, at 673 (contending that
government regulators encage compliance through automation).

6. Walter L.Perry et alPredictive Policing: Forecasting Crime for LawHanDrcement
(2013), https:// www.rand.orgdubs/research_brief®B9735.html  [https:fferma.cc
ITAWZ -NJHK].

7. See, e.gRobert Brauneis & Ellen P. Goodmalgorithmic Transparency for the Smart
City 20 YALE J.L.& TeECH. 103, 107 (2018) (describing how the Osmart cityO movement
impresses on local governments the importance of collecting and analyzing data more
effectivey).
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speechi,to privately designed systems of automated deuisiong’. Left

largely unaddressed by this work, however, is thezptigatiof remedial
powers ordinarily held by courts. These powers are often outsourced to private
parties who employ digital means for compliance purposes.

Judicial remedies increasingly encompass a crucial aspect of algorithmic
compliance by private acov¥When courts are called upon to resolve disputes
relating to cyberspace (everything that relies on interconnected technologies,
such as online content or digital devices), many of the reliefs they grant depend
on digital implementation by private act&sstricting access to online
content or fixing security flaws in digital devices, for instance, are all done by
digital meand\evertheless, as thsticle contemplates, implementation of
digital remedies is far from being solely a procedural matemphiace. It
essentially shapes the scope and breadth of the remedy and defines the
practical balance between various rights and interests.

The interplay between rights and remedies has been widely explored
before'® Most notable is the notion that renesdiletermine the efficacy of
rights'* But remedies are also known for shaping the meaning of substantive
law. Indeed, recent scholarship in public law highlights the importance of
thinking carefully about the remedial environments from which substantive
law emerges. Though varied in their evaluative approaches and prescriptive
contributions, remedies law scholars agreeQiwaedyrelated variables
affect not just the intensity with which substantive rights get enforced, but also
the defining ofubstantive rights themsel@JhisArticlecontributes to this
discourse, contending that the technological details of implementation are a
crucial variable in defining the meaning of digital remedies and the rights they
vindicate. Terefore digital emediesdemand the close attention of the
judiciary.

8. Perel & ElkirRKoren,Accountability in Algorithmic Copyright Erdopraiotent, at
48@EB1 (explaining that online intermediaries currently manage and police the usage of online
content pursuant to different laws).

9. Se&enneth A. Bambvger,Regulation as Delegation: Private Firms, Decisionmaking, a
Accountability in the AdministrativecBtake L.J.377, 380 (2006).

10 Within individual fields, commentators have drawn attention to the linkage between
remedial context and sulmgize law, and some commentators have proposed targeted
responses to particular instances of the phenong@s®re.Bouglas Laycockow Remedies
Became a Field: A Hjg@Rev. LITIG. 161 165 (2008); Samuel L. Bilde Myth of the Mild
Declaratpdudgmed@DuUKE L.J.1091 111@13 (2014); Daryl J. LevinsRights Essentialism
and Remedial Equilibr&8sfoLum. L. Rev. 857 887 (1999); Nancy LeoMgaking Righ&2
B.U. L. Rev. 405, 4285 (2012); Jennifer E. LauriRights Translation &sinedial
Disequilibration in Constitutional Criminal, Ri®¢muna. L. REv. 1002, 1007 (2010).

11 Michael Coenesgpillover Across Ren@&iibsn . L. Rev. 1211, 1213 (2014).

12 Id.at 1216.
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A prime example concerns the cryptographic legal battle between the FBI
and Apple regarding the FBaccess to the locked iPhone of one of the San
Bernardino terrorists. The FBI requestedthe courtforce Apple to create
software to help them defeat the phoneOs encryption by creating a
technological ObackdoorO waaildallow the government access to the data
storednot just on the suspectOs device, butratsilions of Apple devicés.

While theFBI eventually withdrew its motiarthoosingnsteado usethe
services of a private third party to break into the phone, a decree forcing Apple
to redesign its digital devices could have had dramatic implications for U.S.
residents, dissidents, and el individuals in countries with repressive
government¥. Indeed, bw Apple would have practically designed this
(backdoo®would affect the vulnerability of national security networks to
penetration by malicious hackers, including ones from otbestidt would

have also redefined the scope of freedom of exprésBiareaching
ramifications for collective safety and seauatydhave also resulted from

a remedyQveakening cryptography through the creation of mandatory
backdoor€)’

Digital remediesan have a robust impact on the rights of numerous
stakeholderdn particular thedetailsf implementing digital remedies shape
their substance, transforming compliance from a technical matter of law

13 Ron WydenThis IsnOt About One iPi@mabout Millions of exep (Feb. 19,

2016, 12:00 AM), httpsuivw.wired.conZ016/02/thisisntaboutoneiphoneits-about
-millionsof-them [https://perma.ccbESL-RQJT].

14 See Amicus Briefs in Support of, Apptee (Mar. 2, 2016), https://
www.apple.com/newsroor016/03/03AmicusBriefsin-Supportof-Apple [https://perma
.cc/V6NM-8SAG]; Brief of American Civil Liberties Union et al. as Amici Curiae Supporting
Apple, Inc.)n reSearch of an Apple iPhone, No. ©810 (C.D. Cal. Mar. 3, 2016); Brief of
Privacy International and Human Rights Watch as Amici Curiae Supporting Agples Inc.,
Search of an Apple iPhone, No. CMLRGC.D. Cal. Mar. 3, 2016); Brief of the Center for
Democracy & Technology as AmiCusiae Supporting Apple InimyeSearch of an Apple
iPhone, No. CM 140 (C.D. Cal. Mar. 3, 2016); Letter from David Kaye, Special Rapporteur
on the Promotion & Prot. of the Right to Freedom of Op. & Expression, United Nations
Human Rights Council, tood. Sheri Pym (Mar. 2, 2016), httgsetdex.orghp-content
/blogs.dir/2015files/2017/08/Letter_from_David_Kaye UN_Special Rapporteur_
_the_promotion_and_protection_of the_right_to freedom_of_opinion_and_expression
.pdf [https://perma.ccBFC5RHVY].

15 Apple IncOs Motion to Vacate Order Compelling Apple Inc. to Assist Agents in
Search, and Opposition to GovernmentOs Motion to Compel AsdistaSzsgrch of an
Apple Iphone Seized During the Execution of a Search Warrant on a Black Lexus 1S300, Cal.
License Plate 35KGD203, No. CMITB(C.D. Cal. Feb. 25, 2016).

16. Brief for International and Human Rights Watch as Amici Curiae Supporting Apple
Inc.,In reSearch of an Apple iPhone, No. CML@GC.D. Cal. Mar. 3, 2016).

17. Deirdre K. Mulligan & Kereth A. Bamberge8aving Governance by DEIgniF.

L. Rev. 697, 725 (2018).



6 BERKELEY TECHNOLOGY LAW JOURNAL [Vol. 351

enforcement into substantivenatter of lawnaking. The implementation of
digital remedies requires defendants to act as both judge and ardcutor
perform functions that are normally reserved for authorized governmental
bodies? Websiteblocking injunctions demonstrate this idea perfasttiiey

show how focal the technical details of the blocking technique could turn out
to be Such injunains have been used widely in various jurisdictions
throughout Europ& The United Statebas also recently implemersedh

an injunctionn a default judgment againstidab, a popular online platform

for unauthorized dissemination of scientific sciofzf

Technically, website blocking can be achieved by different means, each of
which having its own special attribute$he particular implementation
technique applie@vhether through Internet Protogt®) blocking or URL
blocking)ultimately shapefe boundaries of enforcement; it can actually
surpass settled law, resetting the effective balance between copyright on the
one hand, and free speech, privaog access to information on the other,
while affecting the rights and interests of numertaraét users.

Overseeing how digital remedies unfold and anticipating their ultimate
impact is nonetheless challenging. Rentediesmpel action or inactibin
that is, equitable remediiegenerally create great difficulties for courts in
ascertaining andguring compliancéédigital remedidseighten these issues.
Like equitable remedies directed to the physical world, such as ordering a
defendant to restore the plai®ifproperty to its undamaged conditfon,
digital remedies leave room for flexible implementétitiesertheless,
contrary to the evident, reebrld implementation of remedies directed to the
physical world, the implementation of digital remediesésallgmbedded
in proprietary, inheregtl nontransparent technologies. Additionally,
predicting the ultimate reach of digital remadiesdvancas extremely
challengingas their efficacy often depends on their ability to adjust promptly
to the changing digital landscape. Oftentimes, they are directed to resolve an

18 Perel & ElkirKoren,Accountability in Algorithmic Enfostgreeote 1, at 485.

19 See geneMRTIN HUSOVEG INJUNCTIONS AGAINST INTERMEDIARIES IN THE
EUROFEAN UNION (2017).

20. Sedm. Chem. SocOy v:-Hha, No. 1: | 7c+726 (E.D. Va. June 23, 2017).

21 Samuel L. Brafhe System of Equitable Re&S8&Mid4\ L. Rev. 530, 564 (2016)
(explaining that defendants might be recalcitrant, unsure how t @osigpd to react; that
circumstances may change, and that court orders might be mistaken).

22 See, e.Barngrover v. City of Columbug39 S.E.2d 377 (Ga. 2013) (describing
history of an equitable remedy order in a nuisance case).

23 Braysupraote21, at 562 (Oln contemporary American law the remedies that compel
action or inaction are paradigmatically equitable ones. And the rentediesrihacompel
action or inaction, but also do so in an epaied and less determinate fashion, are wholly
equitable.O).
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ongoing problem. Blocking injunctions, for instance, can soon become
outdated if users and content providersceal their online conduct by using
virtual private networkd/PNs), proxy servicegtc Their efficacy largely
depends on their ability to adapt to changing digital circumstances, and this
further complicates the ability of courts to oversee hovevbése But if
courts cannot anticipate how digital reliefs unfold, they cannot ensure that they
are actually fit to redress specific violations of.ridjitaatelythischallenges
the rule of law.

The meaning of digital remedies is defined by phefiound technical
details which are @eminedand implemented outside the courthouse, on
private grounds, under the veil of algorithmic opaqueness and private
considerations. The execution of digital remedies, however, must not be left
unchecked. Proper sgtiards are necessary to preserve the rule of law and
ensure that digital remedies effectively achieve their intended purpose.
Otherwise, potential distortions of settled law will avoid judicial review.

Accordingly, théArticle proceeds as follows. Partpilovides a basic
introduction of remedies law. To probe why digital remedies introduce new
and intricate challenges for the judiciaryPtrisdescribes the various goals
of remedies and describes their fundamental distinctions. Following several
examps, it proceeds to classify digital reliefs as specific, prospedtive
equitable remedies. Part lll uses the example of wabskimg injunctions
to demonstrate why the digital details of implementation play such a crucial
role in shaping the meaning digital remedies, and consequently the
definition of the rights they purport to vindicate. Next, whether this shift in
adjudication power could be adequately dominated by the judiciary is
considered idPart IV. SpecificallyRart IV addressebBow digial remedies
challenge the ability of the court to fulfill its longstanding duty to exercise its
adjudication power in accordance with the rule of law, to competently
prescribe remedies that are fit to redress the violation of rightseasalréo
these rmedies are enforced properly. Overall, Pars points at three
attributes of digital remedy that impede their predictdbibty their ultimate
meaning evolves outside the courthds®nd, their implementation details
are dynamic in their implicats, costsand capabilities of adjusting to the
changing digital landscafed third, these details are embedded in privately
developed, notransparent codes. FinalRart V recommends several
mechanisms that courts can exploit in order to extemcoveesight and
retain more control over the critical implementation stage of digital remedies.
Particularly, it buildsn the system of equitable remedies, which includes, in
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addition to the remedy itself, equitable managerial devices that allow courts to
ensure compliance, as well as special equitable réstraints

Il THE RISE OF DIGITAL RELIEFS

To probe why digital remedies introduce new and intricate challenges for
the judiciary, it is helpful first to gain a general understanding of the law of
remedies. ThiBart explains the various goals of remedies and describes their
fundamental distinctisnFollowing several examples, it proceeds to classify
digital reliefs as specific, prospeptivequitable remedies.

A. JUDICIAL REMEDIES

Court decisions end by either granting the plaintiff a relief or otherwise
rejecting her reques§Remedies are theeems by which substantive law is
given its actual effe@t.Indeed, there is Ono right without a renfédGhe
goals of remedies law are varied. Compensatory damages purport to restore
the Qlaintiff@ rightful positioBthrough monetary transfers betwpkintiff
and defendart.Preventive remedies, on the other hand, seek to avoid harm,
for instance, by enjoining individuals from acting or ordering them to take
affirmative steps to thwart the violation of the?taiquitable remedies
promote restitubn: they are designed to deprive defendants of the benefit of
wrongful acts. Remedies could also promote deterrence and morality, for
instance, when cour@nhance damages beyond what is necessary to
compensate plaintiffs or deprive defendants of profitsder to punish
culpable behaviofs.

A core distinction in the law of remedsethe difference betwesgpecific
and substitutionary reli@iVhile specific reliefs afford the plaintiff the original
thing to whichshe was entitled, substitutionagjiefs afford the plaintiff

24. For additional reasons, see Bsagraote21, at 534.

25 Mark A. Lemley & Bryan CasBgmedies for Rad®ts CHiI. L. Rev. 13111343
(2019).

26. Frederick PollocK;he Continuity of the CommadidHawy. L. REv.423 424 (1898)
(noting the phrasaready functioned as a OmaximO in the 19th century).

27. DouGLASLAYCOCK, MODERN AMERICAN REMEDIES 1115 (4th ed. 2011).

28 Id.

29 Lemley & Casegupraote25 at 3.

30. See, e.DAaN B.DoBBS LAW OF REMEDIES: DAMAGES. EQUITY, RESTITUTION 209
(2d ed. 1993) (distinguishing between substitutionary and specific rekedgeh);
FISCHER UNDERSTANDING REMEDIES 4 (1999) (discussing the disiomcbetween specific
and substitutional remedies in section on OTypes of RemdiesO)s LAYCOCK, THE
DEATH OF THE IRREPARABLEINJURYRULE 12813 (1991) (OThe most fundamental remedial
choice is between substitutionary and specific remedies.O).
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something that substitutes for the original thing to vghi&hvas entitled.

Money is a typicakamplef the lattef? Injunctions are a typical example of

the former® they are considered specific reliefs because hegydeict or
restrain the defendantOs actdFise idea is that an injunction, such as one
ordering the defendant to stop selling counterfeit goods, intends to prevent
ongoing or future violations of the plaintiffOs legal entittlement (ownership of
intelectual property, in this example). Similangndamus, ejectment,
replevin, and specific performarare also considered specific remedies
because they purport to give the plaintiff the original thing or condition to
which she was entitl&d.

To grant aspecific relief, the court must first define the borderline of the
plaintiff@ entitlement, or in other words, the scopgheiigal right that was
violated. This depends on the c8uspecific approach regarding the nature
of the substantive law.@normativeO approach, which is consistent with laws
enforced by property rufsjews the substantive law as a prohibition against
certain conduct, and thsseks tatop the wrongful act or to compereshe
plaintiff for the damage dofledn Geconomi®approach, which is consistent
with laws enforced by liability rules, holds that the substantiadasly
specifies the foreseeable consequences of various Ghalceer this
approach, remedies essentially signal the costs of doing Hudihess.
granting a substitutionary relief, courts hagealmate thplaintifi® loss and
then design a substitute equal to the value of her original entfflement.

31 Cdleen P. Murphyloney as OSpecificO, Réfedi. REv. 119 120 (2006).

32 1d.(O[T]he defendant has violated a legal entitlement belonging to thi§l igladtiff
as a personal, proprietary, dignitary, or economic entifleamenthe court awardsomey
for the resulting harm.0). Of course, money might also be a specific remedy; for instance,
when the plaintiff®s original entitlement is monetary (and the defendant fails to pay what he
owes to the plaintiff).

33 Although injunctions could arguabk also substitutionary (for instance, when they
provide a thing or condition other than the plaintiffOs original entitlSe@ftules Alan
Wright, The Law of Remedies as a Social, titudierroiT L.J 376, 378 (1955).

34 See, e.garson v. Domestic & Foreign Commerce CA@P7 U.S. 682, 688 (1949).

35 Murphy,supraote3l, at 123.

36 See genefalljdo Calabregi A. Douglas MelameBroperty Rules, Liability Rules, and
Inalienability: One View of the CabetimV. L. Rev. 1089, 1092 (1972) (OAn entitlement is
protected by a property rule to the extent that someone who wishes to remove the entitlement
from its holder must buy it from him in a voluntary transaction in which the value of the
entitlement is agreed upon by the seller.O).

37. Lemley & Casegupraote?25 at 44.

38 Id.

39 Seéan Ayres & Eric Talle$olomonic Bargaining: Dividing a Legal Entitlement to Facilita
Coasean Trat@4YALE L.J. 1027, 1033 (199%9¢ alkouis Kaplow & Steven ShavBly
Liability Rules FacilitateaBémng? A Reply to Ayres and TGH¥ALE L.J.221, 222 (1995).

40 Laycocksupraote30, at 13.
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Another remedial distinction is between prospective and retrospective
relief. Prospective relief refer&demedies that prevent wrongful conduct or
that prevent the pogidgment accrual of harms flowing from the defendantOs
prejudgment conducd! Retospective relief refers @emedies for harms
that have accrued up to the date of judg@&®ftentimes (but not always),
prospective remedies will be specific reliefs because they will usually afford the
plaintiff the original thing to which she istlut** Retrospectiveeliefs, on
the other hand, will usually (but again, not always) be substitutionary, namely
awarding money for physical harm caused by the deféndant.

Finally, a longstanding dichotomy in remedies law, which is also the most
suitabé to address digital remedies as explained henceforth, is the one that
differentiates between legal and equitable remedies. This historical
classification is essentially evaluated by asking whether a given remedy wa
available in courts of law or courtegiiity”> The most common remedy in
the courts of law was money, whereas the most common remedy in the courts
of equity was the personal order to act in a specific manner or refrain from
acting in some way, such as with orders of specific performance or
injunctions® Accordingly, equitable remedies are graéidecbmpel action
(or inaction), especially when that action may be continuing or iterative and
not easily measuréd.The available equitable remedies are the injunction,
specific performance, oefation, quiet title, and vario@estitutionary
remedies: accounting for profits, constructive trust, equitable lien, subrogation,
and equitable rescissi@hThe legal remedies mainly incl@amages,
mandamus, habeas, replevin, ejectment, and certain restitutionary@@medies.

A standard view among American scholars is that the distinction between
legal and equitable remedies is outn8déddern courts treat equitable
remedies as specifientedies and legal remedies as substitutionary ones,

41 Murphy,supraote3l, at 137.

42 1d.

43 1d.

44, 1d.

45 Id.at 13£85.

46, Id.at 135.

47 Braysupraote2l, at 533.

48 Id.at 54842.

49 Id.at 542.

50. Doug RendlemanThe Trial JudgeOs Equitable Discretion eRBalpwing
MercExchang@7Rev.LITIG. 63, 97 (2007); @ace L. Robertg,he Restitution Revival and the
Ghosts of EQUESWASH. & LEEL.Rev. 1027, 1033, 1060 (20E&e al3ames Steven Rogers,
Restitution for Wrongs and the Restatement (Third) of the Law of Restitution ad@ Unjust Enri
WAKE FORESTL. Rev. 55 56 (2007) (calling distinctions between legal and equitable
restitution Olittle short of gibberishO).
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although some remedies law scholars contest that such a treatment is
inaccuraté! Classifyingdigital remediesis equitable ones is nonetheless
important because equitable remedies afford courtspaithl managerial

tools which enable them to better manage the enforcement of equitable
remedies.

B. THE SYSTEM OFEQUITABLE REMEDIES

Equitable remedies are not just about compelling action or inaction. A core
distinction of equitable remedies relates to tipeirended and ongoing
nature.This makeshem far less determinate than other outespeeific,
oneshot remedies, such as damages. Consequently, equitable remedies ma
give rise to a serious problem of compliz®eecifically,

[some defendants witke recalcitrant, refusing to comply. Others
will be ignorant or unsure exactly how to comply. Still others may
slow their pace, dragging things out, even if they would not refuse a
clear order. Nor does the fault always lie with the defendant. There
will be circumstances that the court could not foresee, or at least did
not foresee, when it gave the order compelling action or inaction.
There will be judicial mistakes, impossibilities, and abst#dities.

While assessing compliance with legal remediesristraiightforwaid
the actual payment of damages, the moment a prisoner is released from
custody or when property is being replevied and retukhigdcould be
relatively challenging to determine full compliance with equitable remedies.
For example, prohiinig a former employee of a pizza parlor from Ousing,
divulging, and communicating to anyone else any of the trade secrets or
confidential information® about the pizza parlorOsrsquices ongoing
avoidance from the part of the former empléf\\athethe this injunction is
fully complied with or not largely depends on the degree and scope of the
employe@® cooperation.

The law of equitable remedies, hence, offers a mechanism for managing
compliance. This mechanism includes several managerial doctines th
improvethecourt€ability to ensure better enforcement of equitable remedies.
Part V discusses these doctrindsr@adththus, for now it is sufficient to

51 Murphy,supraote3l, at 135.

52 Bray,supraote2l, at 563.

53 Id.

54, 205 Corp. v. Brandow17 N.W.2d 548, 552 (lowa 1994). For more examples, see
Bray,supraote 21, at 56864.
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mention them generally: (1)p®st revision; (2) contempt; (3) equitable
helpers; (4) flexiky; and (5) judicial decisioraking?

The exploitation of theseanageriadevices, especiallymost revision,
contempt, and equitable helpers, can be notably costly. Gftediect and
indirect costs of complying with the courtOs commankeapdssibility of
an afterlife in which that command is clarified, modified, enforced, or
dissolve@could be substantfalTherefore, the system of equitable remedies
also provides safety valves that purport to prevent their misapplication. These
include the doctrine of ripeness, requirements for spealfidithe equitable
defenses of laches and unclean hands that dgablavar defendantsA
detailed discussion of these constraining measures and their application to
digital remedies is providedPart VI.

C. CLASSIFYINGDIGITAL RELIEFS

Aspects of our everyday conduct are increasingly becoming® digital.
Technology is embedded so deeply in human lives that in manlyerases
no other way to govern human behavior than to interact with the technologies
that shape #.Criminal enforcement, for example, often depends on the police
having access to dadly stored dafdpreventing terrorists from unleashing
terror depends heavily on online intermediaries monitoring inciting €ontent;
data security builds on applicatiifevelopers addressing security flows in
their smart devicés.

55 See infRart V.

56 Bray,supraote2l, at 577.

57. 1d.at 57886.

58 Rob Kitchin,Thinking Critically About and Researching A{dtetfregrammable
City, Working Paper No. 52014), http:/Esrn.coméabstract=2515786[https://
perma.cc/4ZAWJ55G} Jeff FuhrimanThe Personalization and Optimization of the Internet o
ThingsADoBE BLoG (July 14, 2015), httpstieblog.adobe.cortife-personalizaticand
-optimizatiorof-the-iinternetof-things/ [https:// perma.cdFA73J222].

59 Mulligan & BambergeBaving Governance by fgsmotel7, at 701.

60. For a comparative analysis about governmentOs access tdaiersseembenerally
Ira S. Rubinsteir§ystematic Government Access to Personal Data: a Comjarative Analysis
DATA PRIVACY L. 96(2014).

61 Jen KirbyZuckerberg: Facebook Has Systems to Stop Hate Speech. Myanmar Group
DoesnOWox (Apr. 6, 2018), https:iiww.vox.com2018/4/6/172043244uckerberg
-facebookmyanmarohingyahatespeectopenletter [https:/fperma.ccCKIK-GCI3].

62 Fed. Trade CommOn wLibk Corp, No. 3:17CV-00039 (N.D. Cal. Sept. 19, 2017)
(bringing request for permanent injunction and other equitable relief). The Federal Trade
Commission (FTC) brought this complaint against a Taiwanese corpotiitién which
develops and sells, among othiegs, IP cameras that enable customers to monitor private
areas of their homes or business. FTCOs basic argument-isnthataP failed to take
reasonable steps to protect their routers and IP cameras from widely known and reasonably
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With technologylpying such a central role in our lives, it is not surprising
that many legal disputes, in various legal contexts, including intellectual
property, First Amendment and online spéette right to privacy in
personal dafd andthe right tonon-discrimiration® are cyberelated, and
hence largely dependent on digital resolution. As such, digital reliefs can only
be enforced by digital means, although their implications may extend to the
physical worldas welf® Digital reliefs typically take the foofninjunctions
and therefar they could be generally characterized as specific, prospective
remedies. Most often they are eprded, settingrangoing outcome which
may be achieved through various digital means. Thus, they could also fall neatly
into the category of equitable remedies. What is it, then, that makes them
different?To answerthis question, I& explore two examples of digital
remedies.

TickBox TV, LLCwas a distributor of a smRlbkustyle device that allows
users to perform many computenctions on their television set or other
monitor, including browsing the internet and streaming media content through
various applications that are preloaded byBdxckr later downloaded by
users. In a complaint filed by prominent copyright holdeéh® imotion
picture industry, plaintiffs alleged that the dévier interface contained

foreseeable sofane security flows, and by failing to do so it violated section 5(a) of the FTC
Act, which prohibits Ounfair or deceptive acts or practices in or affecting corthiknee.O
FTC requires the court to enter a permanent injunction to prevent futurengiaftize

FTC Act by DLink. This case is still standing in front of a district court in California, but to
the extent that the court will grant the order requested, it is possible that it will leqiire D

to take technological steps to address thetgdiaws identified by the FTC.

63 Sandvig v. Sessions, 315 F. Supp. 3d 1, 8 (D.D.C. 2018) (arguing that the access
section of the Computer Fraud and Abuse Act (CFAA) would criminalize a group of
researchersO research activities, which aretedas a response to new trends in real estate,
finance, and employment transactions, which increasingly have been initiated on the internet.
As part of their research activities, they wish to find out if automated transactions in these
fields are diseninatory. One way to determine whether members of protected classes are
being discriminated against is to engage in Ooubzmadsaudit testing,O which involves
accessing a website or other network service repeatedly, generally by creatingic¢ése or artif
user profiles, to see how websites respond to users who display characteristics attributed to
certain classes. These activities will violate certain website Terms of Service, and hence coul
amount to unauthorized access to a computer, violat@GEAAg.

64. hiQ Labs, Inc. v. LinkedIn Corp., 938 F.3d 985 (9th Cir. 2019). This case, which was
recently decided in favor of hiQ, involved the use of bots by hiQ to scrape data from LinkedIn
website in order to create services that alerts employetb@beutployeesO online activity.
LinkedIn argued that hiQ violated the privacy of its users, but the court of appeals affirmed
the district courtOs preliminary injunction prohibiting LinkedIn from blocking hiQ from
accessing its website.

65 Se&andvi@l5 F. Supp. 3d &8

66. For instance, a court order requiring a supplier of digital home cameras to address
specific security flaws and make his camera more protected may reduce himsse break
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links to applications that provided access to unauthorized streaming versions
of their copyrighted works.

In its initial order issued on January 30, 2018, the Cal@emtical
DistrictCourt ordered TickBox to maintain the current version of its software,
which had the prmaded infringing applications removadditionally the
court refused to orddickBox to remove the alreadgwnloadedaffending
applications from its usersO devices, explaining that such an order raisec
outstanding questions tihatd tobe answered by the parties. Interestingly, the
court directed its outstanding questions to the padrdering them to
Onegotiate and attempt to reach agreement upon a stipulated preliminary
injunction that will supersede the CourtOs initial preliminary injunction
order.&

Subsequently, on February 13, 26&&ourt granted another order in the
case:

TickBox shall issue an update to the TickBox launcher software to
be automatically downloaded and installed onto any previously
distributed TickBox TV device and to be launched when such device
connects to the internet. Upon being launched, the upliidtdete

the Subject Software downloaded onto the device prior to the
update, or otherwise cause the TickBox TV device to be unable to
access any Subject Software downloaded onto or accessed via that
device prior to the updée

Ordering TickBox to pasfm a software update that removes all pre
loaded applications from its usersO devices is a digital remedy. It is an open
ended injunction which sets a specific, prospective outcome to be[Mchieved
that TickBoxOs launcher software will not include oregpapptications that
link to copyrighinfringing websitésbut without imposing limitations on the
digital means for achieving this outcome. As stressed in the second order, a
software update that achieves the desired outcome maydelitidre
problemat apps oblockhe devicéaccess to these apps. As expanded in
Parts 11l and 1V restricting use@ccess to content can be accomplished by
varied technological means that differ in their cost,, smogeaccuracy.
Placing such broad discretionchase how tdlock the devicéaccess to
allegedly infringing apipghe hands of a private, prafiaximizing defendant

67. Universal City Studios Prods. L.L.L.P. v. TikkBOL.L.C,No. CV 177496MWF
(ASX) (C.D. Cal. Oct. 13, 2017).

68 Universal City Studios Prods. L.L.L.P. v. TickBox TV LNdC. CV 177496
MWEF (ASX) (C.D. Cal. Jan. 30, 2018) [hereinafter TickBox 1].

69 Universal City Studios Prods. L.L.L.PTigkBox TV L.L.C., No. 2:1c&-07496
MWEF (AS) (C.D. Cal. Feb. 13, 2018) [hereinafter Tickbox 2].
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makes it difficult for the court émsurehat the relief, as it ultimately unfolds,
is adequately tailored to redress the infringerhphaintifi® rights.

The famous battle between the FBI and Apglgents another interesting
example of digital remedi€sllowing the massacre of fourteen people
Californiaat San BernardinoOs Inland Regiontdr@eBecember 2015, the
FBI sowht access tihe murderer@hone. Apple refused to assist the FBI
in breaking into the locked phone, so the FBI sought th@&dotatventior®
Relyingon the ancient All Writs A€tMagistrateludge Sheri Pym of the
Central District ofCalifornia issued an order compelling Apple to assist law
enforcement agents in decrypting the locked phioerestingly, Judge Pym
alsoset forth a recommended technological roadmap describing the specific
steps to be taken in order to achieve thisome’ At the same time, the
judge allowed Apple to us@lternate technological means from that
recommended by the governm@as, long as the government concurred and
these means achieved the functions designated in the order, as well as the
functionaity described in the technological roadmap provided by thé& court.

In the endthe FBI did not have to enforce this order because a private,
external teaiologycompany successfully circumvented Appéurity lock

and enabled access into the iPhohevertheless, this order remains an
excellent example of a digital remedy that is far more specific in its language,
although it still remains opended in its nature.

These two examples demonstrate that digital reliefs are essentially remedie
that compel a specified digital outcome, and therefore they could be generally
classified as specific, prospectwel equitable remedies. Digital reliefs are
openended in varied degrees, leaving the issue of implementation to the
defendar® discretion. But this not new in the realm of equitable remedies.

In fact, employing privatedeveloped technology to redress violations of
individual rights is quite prevalent, especially in the areas of environmental law

70. GovernmentOs Motion to Compel Apple Inc. to Comply with this CourtOs February
16, 2016 Order Compelling Assistance in Searchl&t lh6reSearch of an Apple iPhone
Seized During the Execution of a Search Warrant on a Black Lexus IS300, Cal. kEicense Plat
35KGD203, No. CM 106 (C.D. Cal. Feb. 19, 2016).

71 All Writs Act, 28 U.S.C. & 1651(a) (2012).

72 Order Compelling Apple Inc. to Assist Agents in Search, No.-B&61M,n re
Search of an Apple iPhone (C.D. Cal. Feb. 16, 2016).

73 Id.at 3, 4.

74 1d.

75 Laura Hautala & Shara TibkeEB) to Apple: We DonOt Need your iPh@NBTack
(Mar. 21, 2016), httpsuivw.cnet.comiewsfbi-v-applewe-dontneedyouriphonehack/
[https:// perma.cdlYG9-PT8K].
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and consumer protection [&What makes digitegliefs different relates to

the characteristics and merits of diggtaimeanthat implement them: as
explained and demonstrated henceforth, the digital means executed to
implement digital remedies effectively shape their substantial meaning. With
digital remediesmplementatit@iines the scope and breadth of the remedies

in an incomparable way. Using the example of wielogikéng injunctions,

the followingPart shows how the implementation of digital remedies is far
beyond a technical issue of cbamgze, and therefore should not be left to
out-of-court, unchecked management.

. DIGITAL REMEDIES: WHEN MEANS DEFINE
MEANING

In adjudicating claims for relief, courts often proceed in two stages. First,
they determine whether a violation of the lavot@sred. If so, they next
decide whether to grant the requested fekefrmally, these stages are
separated. That is, the law of remedies operates independently of the
substantive laf®Practically, however, remedial law often interacts with rights
based law in many respects. One important interaction relates to enforcement:
a right without a remedy@sxistent and identifiable, but of limited practical
use to its purported beneficiaE$urthermore, remedial law may shape the
meaning of the sulasitive lawfor instance, when a cd@rtuling on the
merits stems from the way it anticip@ies remedial consequences of a legal
violation$3° Additionally, remedies may affect the incentives of litigants to
advance particular substantive claim@rigger cognitive biases within the
judges evaluating these cldfths.

It is not surprising, then, that this rigimedy interdependence atgact
the attention of public law schof&tdnderlying this scholarshigike basic
premise that remedglated variables affect not just the intensity with which
substantive rights get enforced, but also the defining of substantive rights
themselve€® Digital remedies take this premise several steps forward: they

76. For instance, whedefendants are required to reduce their polluting disposals; or
where product developers are compelled to make their products safer.

77. See, e Marbury v. Madiso® U.S. 137, 154 (1803) (asking first, O[h]as the applicant
a right to the commission demands?0 and asking second, O[i]f he has a right, and that right
has been violated, do the laws of his country afford him a remedy?0).

78 Coenensupraotell, at 1213.

79 Id.

80 Id.at 121814.

81 Id.at 1215.

82 SesupraotelQ

83 Coenansupraotell, at 1216.
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show that it is not only the prescription of remedies that impacts the
substantive law, it is disand often more $bthe subsequent, eat-court
implementation of digital remedies. Digitafsetian be implemented through
various means that differ very substantially from one anotheetalief
implementation shape thebstanukethe remedy and determine its impact on
numerous stakeholders in an unprecedented way.

The following discussl uses websiHdocking injunctions to
demonstrate why the digital details of implementation play such a crucial role
in shaping the meaning of digital remedies, and consequently the definition of
the rights they purport to vindicate. In fact, the neethdose between
significantly different enforcement methivdasformamplementatiomnto
an issue of lawmaking Whether this shift in adjudication power could be
adequatelyoverseenby the judiciary demands careful consideration, as
subsequently explathn Part V.

A. WEBSITEBLOCKING INJUNCTIONSN BASICINTRODUCTION

A majorobjectiveof cyberlaw is to regulate illegal content dtilidee
of the greatest challenges in this respectesstireprompt and efficient
enforcement where acting directly ag#ie primary speaké€ysas provemo
be Geavyhanded, disproportionate, and ineffe€¥elndeed, direct users
often conceal their identity behind anonymous user names, complicating the
ability to act directly against tHéddditionally, illegal content may originate
from places outside of the jurisdicBorreach, further complicating
enforcement’ While Qoringing actions against individual users is expensive
... regulating access via intermediaries is morefieasive(3® Therefore,
Qhe liability of [jternet intermediaries, particularly Internet Service Providers

84 See, e.ANNIBAL TRAVIS, CYBERSPACH.AW: CENSORSHIP ANDREGULATION OF
THE INTERNET (2013).

85 Christophe Geiger & Elena lzyumenKbe Role of HunRights in Copyright
Enforcement OnBaam. U. INTO L. Rev. 43, 44 (2016).

86 Id.

87. See, e.Discussion Paper: Roles and Responsibilities of Intermediaries: Fighting Cou
and Piracy in the Supply, [C@BUSINESSACTION TO STOP COUNTERFEITING AND PIRACY
74(Mar. 2015), https:i¢écwbo.orgtontentiuploadssites/3/201503/ICC-BASCAPRoles
-andResponsibilitiesf-Intermediaries.pdf [httpsperma.ccf376AUME] (noting that
Olo]ne of the main challenges is addressing betértziting and piracy from websites based
outside the jurisdiction in which the infringement takes placeO).

88 David LindsawVebsite Blocking Injunctions to Prevent Copyright Infringement: Proport
and Effectiver®dd. NEw S.WALESL.J. 15071507 (2017Jonathan Zittrainnternet Points
of Controd4B.C.L. Rev. 653, 662 (2003).
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(O1sPsQ), for tmawful online actions of thiparty users is a persistent
themeof the content moderation discolitse.

Indeed, online intermediaries are becoming a focal point of content
moderatiorf’ They may enable or disable access by removing or blocking
controvesial content, or by terminating usersO accounts alt@lyafiesing
liability on intermediaries can, however, have significant unwelcome effects, or
Ocollateral damgyesspecially on the rights to freedom of expression and
privacy of endiser<3! Indeed,making platforms legally liable for content
posted by users could chill free speech and stifle the development of the
internet industr§?

The most recent addition to intermediary liability law is the prerogative to
award injunctions against imediaries to block internet access (that is, use
digital means) in order to prevent online infringements of intellectual property
rights. Such injunctions are directed to private intermediaries that are not direct
parties to the legal dispute, but prestyntadove the technological ability to
resolve it? They have been usegjteextensively, iBurope®* In Google Inc.

89 Id.at 1507.

90 Niva ElkinKoren & Maayan Per@uarding the Guardians: Content Moderation by Online
Intermediaries and the Rule@xk@®D HANDBOOK OF INTERMEDIARY LIABILITY ONLINE
(Apr. 2019), https:Mww.oxfordhandbooks.corieéw/10.10936xfordhb/978019900
571.01.00016xfordhb97801909005-49 [https://perma.cdJ6BK-HRNS].

91 Lindsaysupraote88 at 1507.

92 Zeranv. AOL, InG.129 F.3d 327, 331, 335 (4th Cir. 1997); Nivakdken,After
Twenty Years: Revisiting Copyright Li@pilitye dhtermediane$HE EVOLUTION AND
EQuILIBRIUM OF COPYRIGHT IN THE DIGITAL AGE 29 (Susy Frankel & Daniel J Gervais eds.,
2014).

93 MARTIN HUSOVEG INJUNCTIONS AGAINST INTERMEDIARIES IN THE EUROPEAN
UNION (2017).

94. Geiger &lzyumenkosupranote 85 at n. 65see, e.@lthaf MarsogfThe Blocking
InjunctidhA Critical Review of Its Implementation in the United Kingdegatiaiméerk
of the European UdiinT@ ReV. IP & COMPETITION L. 632, 656 (201Fee, for example,
in the UK:Twentieth Century Fox Film Corp. & Ors v. British Telecomn{2(R{t] EWHC
1981 (ChEMI Records Ltd. & Ors v. British Sky Broad. Ri@®rs[2013] EWHC 379 (Ch);
Cartier IntOl AG & Ors v. British Sky Broad. Ltd. §20fst] EWHC 3354 (Ct@artier IntOl
Ltd. & Anor v. British Telecomms. Plc & q2816] EWHC 339 (Ch). See, for example, in
Denmark: Maritime and Commercial Court in Gogpgenkritz Hansen A5 and Others v.
Telia Danmarkno. A3814, transcript from the record of judgments, p. 10 (Dec. 11, 2014),
http:// kluwercopyrightblog.comp-contentiuploadssites49/201501/IA11122014EN
.pdf [https://perma.ccdGMCGBRQJ. See, for example, in Germany: German Federal
Supreme Court of Justice (Bundesgerichtshof), | ZR, 326 November 2015,
DE:BGH:2015:261115U1ZR3.14.0. For examples in Fran8€RRes. OrangHjgh Court
of Paris (Tribunal de Grande Instance de P2nis)hambeFree, SFR et Bouygues TZIZcom
no. 14003236, at 7 (Dec. 4, 2014), httywww.legalis.netpip.php?page=jurisprudence
decision&id_article=4386 [httpgpérma.ccZD7C-AX4V] [French]; CJEUJudgment in
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v Equustek Solutionsthec Canadian Supreme Court held that it had power,
under its general equitable jurisdiction, to grant actiojuagainst Google,
a nonparty to the underlying action, to cease indexing or referencing search
results that would provide access to a website involved in intellectual property
infringement?

In the United Statetiowever, website blocking seemdash with the
deeply rooted regime of safebloa. In the early days of thmgarnet, online
companies and policymakers feared that making platforms legally liable for
content posted by users would chill free speech and stifle the development of
the intenet. Hence, to mitigate such a threat, legislatures limited the liability
of siteghathosddigital content for harm caused by their users (safe harbor).
The safe harbor provisions of the Digital Millennium Copyright Act (OMCA)
and ®ction 230 of thed@nmunications Decency Aereintended to protect
the denocratic nature of thaternet and prompt diversity and participation
in the online sphere. They are still considered by many as Othe most influential
laws] to protect the kind ofnnhovation thahas allowed the riiernet to
thrive. . . .3 Accordingly, intermediaries are free to facilitateCasengnge

UPC Telekabel Wie@-314/12,EU:C:2014:192 (Mar. 27, 2014); ECtHR, Akdeniz v. Turkey
(dec.), no. 208770 (Mar. 11, 2014).

95 Google Inc. v. Equustek Solutions Inc., [2017] 1 S.C.R. 824 (Can.). In this landmark
decision released recently by the Supreme Court of Canada, thaeldutiaiwer courtsO
decision ordering Google to-iddex all websites selling goods that violated a Canadian
companyQOs trade secrets worldigidequustek is a small Canadian technology company
whose intellectual property was infringed by Dataliiskmer distributer of EquustekOs
products.ld. Equustek brought an action against Datalink and obtained court orders
prohibiting the sale of inventory and the use of EquustekOs intellectual ftoperty.
Nevertheless, Datalink left Canada and continueghgfthe infringing products from an
unknown locatiorid. Google had subsequentlyinidexed 345 specific webpages associated
with Datalink; however, since it did notrdiex entire websites and it limited thindexing
to searches conducted on gaoglethis voluntary step was ineffectdzdatalink simply
moved the objectionable content to new pages within its websites, circumventing the court
ordersld. As a result, Equustek obtained an interlocutory injunction to enjoin Google from
displayingany part of DatalinkOs websites on any of its search results wdddwide.
Subsequently, the U.S. District Court of Northern California granted Google a temporary
injunction blocking the enforceability of the Supreme Court of CanadaOs order in the United
States, reasoning that Google was protected as a neutral intermediary under Section 230 of the
Communications Decency Act 19860gle L.L.C. v. Equustek Sols. ,Ifo. 5:17CV-
04207EJD (N.D. Cal. Nov. 2, 2017).

96. 17 U.S.C. = 512884)), (i).

97. 47 U.S.C. = 230.

98 CDA 230: The Most Important Law Protecting InteifiegtcSpeanb FRONTIER
FounD., https://www.eff.orgissues¢da230 [https:fperma.cdb9S2MD6S] (last visited
Jan. 4, 202rcorthck M. BalkiQldSchodNewSchoop8ech RegulatipfHARV. L. Rev.

2296, 2313 (2014) (OSection 230 immunity and, to a lesser extent, @ 5|2 safe harbors have be«
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of information without worrying about exposing themselves and their
investors to legal risks, and this might indad&ntblocking obligatior?s.

In relation to intellectual properslated blockings, two aptracy bills
introduced in 2011, theoBt Online Piracy Act (SOP&)and its Senate
counterpartthe Protect IP Act (PIPA): which would purportedy enable
courts to issue blocking orders against blacklisted pirate websites, were
successfully defeated, following a powerful public pfét@se core
argument raised by the Kiipponents was that affording law enforcement
agents with unprecedented power to create blacklists of illegitimate websites
and requ&t the court to compel variongarnet services to censor them, even
though no court#d previously found that these services infringed copyright,
would disproportionally chill protected speech, given that laws and procedures
are already in place for taking down infringing wel33ites.

Nevertheless, a recent case dddg a/irginiadistrict court, ACS v. Sci
Hub'*may signal a shift in the judic@attitude to website blockifitiThe
next Sectionprovides a brief description of the dispute, followed by a
discussion of the digital relief granted.

among the most important protections of free expression in the United States in the digital
age.O); David Po&tBit of Internet History, or How Two M&obgress Helped Create a Trillion
or So Dollars of VaMésH PosT. VOLOKH CONSPIRACY (Aug. 27, 2015), http:/
wapo.st/IK9AMTh [https:/perma.ccB253LYWL].

99 Hassell v. Bird420 P.3d 776, 778 (Cal. 2018) (ruling that Yelp cannot be forced to
remove a review posted on its website since such a removal order improperly treats Yelp as
the publisher or speaker of information provided by another information content provider).

10Q Stop Online Piracy Act of 2011, H.R. 3261, 112th Cong. (2011).

101 Preventing Real Online Threats to Economic Creativity and Theft of Intellectual
Property (Protect IP) Act of 2011, S. 968, 112th Cong. (2011).

102 Yafit LevAretz,Copyright Lawmaking and Public Choice: From Legislative Battles to P
Orderin@7HARV. J.L.& TECH. 203, 20807 (2013).

103 SOPA/PIPA: Internet Blacklist LegisEtEaTRONIC FRONTIER FOUND., https://
www.eff.orgissuestoicainternetcensorshiyandcopyrightbill  [https:// perma.cdPS9P
-D5KU] (last visited Jan. 4, 2020).

104 Proposed Findings of Fact and RecommendafionsChem. SocOy v. Sci,Hid
1:17-cv-0726LMB-JFA (E.D. Va. Sept. 28, 2017) [hereinafter Magistrate JudgeOs Proposed
Findings].

105 SeMlitch Stoltz,Another Court Overreaches \AAtocKitey Order TiargeSeiub
ELECTRONIC FRONTIER FOUND. (Nov. 10, 2017), httpsWwww.eff.orgtleeplinks2017/11
/anothercourtoverreachesiteblockingordertargetingscihub  [https:/perma.ccBRIK
-CUBX].



2020] DIGITAL REMEDIES 21

B. THE SCI-HuB CASE

SciHub is a welknown website thamnakes research papers that are
normally behind paywalls free to ac¢eSsiHub states that its mission is to
provideQree access to scientific literafhastingGnore than 58 million
peerreviewed scientific articles for free doaa°” According to a recent
study, SeHub provides greater coveragéotifaccesscholarly articles than
the University of PennsylvatifaOn June 23, 2017 the American Chemical
Society (ACSuedSciHub for copyright and trademark infringem&@S
contended thadn order to lure users to its illegitimate sources of the SocietyOs
stolen content, SEfub conspirators most recently created Ospoofed® websites
that mirror the look and feel of the Society®s scientific publishing
website &

As happened in a previous copyright suit brought agaikistb$tithe
person behind the website, Alexandra Elbakyan, who dpleeatée out of
Russia usingariousilomain names and IP addresses, did not appukdend
SciHub in court' The Computer & Commigations Industry Association
(CCIA)**2 however, submitted a brief as amicus curiae, objecting to some
portion of the injunction sought by AESOn November 3, 2017, the court

106 SCIENCEHUB, https://scihub.tw/ [https:// perma.cc/B8RR3LJ] (last visited Jan.
4, 2020).

107 Magistrate JudgeOs Proposed Finglimyaote 104

108 Daniel S. Himmelstert al, Research:-%ab Provides Access to Nearly All Scholarly
LiteratureeLIFE (Feb. 9, 2018), httpsdbi.org/10.7554éLife.32822 [https:flerma.cc
IAHX6 -A25R].

109 American Chemical Society Files Suit Again&MSCHEMICAL Soc® (June28,

2017), https:Mvww.acs.orglontentlacsken/pressroomnewsreleased17june/acsfiles
-suitagainsscihub.html [https:/perma.coC3GL-DZXH].

11Q Quirin SchiermeiedS Court Grants Elsevier Millions in Damagesiiydi1eeie
(June 22, 2017), httpsmivw.nature.conmewshiscourtgrantselseviemillionsin-damages
-from-scthub-1.22196 [https:fderma.cc?VSTECVL2].

111 Diana KwonAmerican Chemical Society Wins LawsuitAghiSsiESaisT (Nov.

7, 2017), httpd:www.thescientist.conrewsopinion/americartchemicakocietywinslaw
-suitagainsscthub-30648 [https:/perma.ccA8IMS9D3].

112 The CCIA represents more than twenty large, medium, and small companies in the
high technology products and s&wisectors, including computer hardware and software,
electronic commerce, telecommunications, and internet products andisEmwipasies
that provide online services to billions of people around the world.

113 CCIA urged the court to reject the MaagistdudgeOs recommendation, insofar as it
would extend a permanent injunction in this case to online intermediaries that are not direct
parties to the dispute, including internet search engines, web hosting services, and ISPs anc
require them to Oceasdlifating access to any or all domain names and websites through
which Defendants engage in unlawful access to, use, reproduction, and distribution of the
ACS Marks or ACSOs Copyrighted Works.O Brief of CCIA as Amicus Curiae Supporting
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issued a default judgmentendg SeHub to stop distributing ACS content
and imitating its trademark. Furthermore, the court also ruled that

any person oentity in privity with Séub and with notice of the
injunction including anynternet search engines, web hosting and
Internet service providers, domain name registrars, and domain
name registriesease facilitating access to any or all domain names
and websites through whisbiHub engagein unlawful access to,

use, reproduction, and distribution of the @€3rademarks
copyrightedvorksii4

Additionally, ACS was awarded $4.8 million in dafrages.

Such a broad, op@mded injunction is most exceptional in the landscape
of remedies la®® Opponentsof this injunction argued thaquiring third
parties to censor a pirate website maybawrden innocent actors, who
merely provide basic services without encouraging illegal ‘dc@®vitya
procedural level, this may overstep the limits of Rule 65 of the Federal Rules
of Civil Proedure, which is extremely strict regarding the specific
circumstances under which warties to a legal dispute may be enjéihed.
Indeed, the main argument of CCIA in its amicus brief was that the broad
language of the injunction coGveep in variouseutral Service Providers,
despite their having violated no laws and having no connection to 8 case,
without giving them an opportunity to be heard as required under due
process$?®

Objections to Magistte JudgeOs Proposed Findings of Fact and Recommendations at 1, Am.
Chem. SocOy v.-8ab, No. 1:1%v-0726LMB-JFA (E.D. Va. Oct. 12, 2017) [hereinafter
CCIA Amicus Brief].

114 Magistrate JudgeOs Proposed Finslipgaote 104 at 14015.

115 Am. Chem. SocOy v:ihab, No I: | Zcw726LMB-JFA (E.D. Va. Oct. 12, 2017).

116 Diana Kwon Judge Recommends Ruling to Block InternetHAdr8se oI ST
(Oct. 4, 2017), httpsww.thescientist.condailynewsjudgerecommendsulingto
-blockinternetacces$o-scihub-30793 [https:/perma.ccE5QR5BYM].

117 Se&toltz,supraote 105

118 According toFep. R.Civ. P. 65(d)(2), OThe order binds only the following who
receive actual notice of it by personal service owigber . (c) other persons who are in
active concert or participation with anyone described in Rule 65(d)(2)(A)SEEE)O
Amicus Briefsupraote113 at 1.

119 Id.at 2.

12Q Id.at 4. Courts have long interpreted this rule narrowly, explaining that Othe only
occasion when a person not a party may be punished, is when he has helped to bring about,
not merely what the decree has forbidoerguse it may have gone too far, but what it has
power to forbid, an act of a party.O Alemite Mfg. Corp. v. Staff, 42 F.2d 832, 833 (2d Cir.
1930); New York v. Operation Rescue NatOl, 80 F.3d 64, 70 (2d Cir. 1996); Haizlip v. Alston,
No. 1:14CV770, 200\WL 8668230, at *1 (M.D.N.C. Dec. 11, 2015). In other words, an
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However, the uncertainty surrounding this order is not justtalvdudm
it appliesHowthis order will be effectively implemented (insofar as the ACS
specifically enforces it) amdaits actual impact on A@ntellectual property
and the public interest in access to knowledge is, also remain dftkkewn.
demonstrad henceforth, different digital measures could be applied to
disable access to allegedly infringing websites. These means vary substantial
in their costs of implementation, accyraoyg efficiency (potency against
circumvention). However, these diffiees between the varied blocking
measures effectively define the scope and breadth of blocking: the more
accurate and potent the blocking is, the narrower is the remedy, and vice versa
Of course, the scope and breadth of the remedy, which stem froecife sp
blocking measure applied, further define the ultimate balancing between the
competing rights and interes®hese are theghts-holderintellectual
property rights, on the one hand, and third p&itsesspeech and access to
information, on the othé# The following discussidoriefly explains the
differences between major blocking techniques to elaborate this point.

C. VARIED BLOCKING MEASURES

Access to websites may be blocked by various tegbalbloeans that
differ in their technical and policy limitati@sswell as in their consequences.
In March 2017, the Internet Sodiesn international organization whose
vision isQo promote the development of the Internet as a global technical
infrastucture(?® pulished an overview afternet content blocking, which
reies on public policy consideratidfsThe overview offer§€a technical
assessment of the benefits and drawbacks of the most common blocking
techniques used to prevent access tordateemed illeg&in orderQo help
readers understand what each technique can, and cannot, block, along with the

injunction may not Omake punishable the conduct of persons who act independently and
whose rights have not been adjudged according t®RiegalXnitwear Co. v. NLRB, 324
U.S. 9, 13 (1945).

121 Andrew SilverScHub Domains Inactive Following Court Order: (Firate SienceO/
Operator Oworking on solving DNS RisssgéR (Nov. 232017, https://
www.theregister.co.u317/11/23/sci_hubs_become_inactive_following_court_order/

[https:// perma.cdl7FB-LPXT].

122 See infReart IV.

123 Our MissipiNTERNET Soc®, https://www.internetsociety.omission/ [https:/
perma.ccdDTR-4ZBN] (last visited Jan. 4, 2020).

124 Internet Society Perspectives on Internet Content BlockingrERNED\Barwtew
(Mar. 24, 2017), httpsutvw.internetsociety.omgp-contentiuploads2017/03/Content
BlockingOverview.pdfhttps:// perma.ccZ78RYQ8K] (explaining that there are other
motivations for blocking content, such as preventing or responding to network security threats
or managing network usage) [hereinaft@rNET SOCQ).
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side effects, pitfalls, tradffs, and associated cdst§.According to this
overview (and other similar repBftsapproximatelffive man contert
blocking methods exist that target the elements of a typicakeesgquence

of searching, retrievingnd viewing content with a web browser or similar
tool. Note that while these methods may be applied at different points of
acceds national?’ individual telecommunication carriérkcal networf?

or endpointN blockings based on public policy, such as blocking of pirate
websites, occur on the national or carrier level.

1. IP Blocking

The simplest website blocking method is based addifesesand its
essential goal is to block all traffic to the IP address associated with the
designated website. This means that any attempt to connect to a server with
that IP address will be interrupted.

In terms of accuracy, this blocking method rankdypdo the extent
that legitimate content shares the same IP address with the illegitimate content
legitimate content will be inevitably blocked*{dn.legal terms, thequates
to overenforcement of copyrights, which tilts the balance betwegrefreb s
and copyright protection to the benefit of the latter. Moreover, the fact that
only the hosting provider knows exactly how many websites share the same IP
address suggests thablzed blocking could be quite arbiffary.

Furthermore, thefficiency of this blocking method is also doubil
based blocking is implemented by devices located betweenuber emdl
the pirate websit& Hence, users who are not ObehindO the blocking device,
becase they use the services ofra@rmet proider that has not inserted a

125 Id.at 5.

126 See OSeckingO to Reduce Online Copyright Infringement: A Review of Sections 17
the Digital Economy @etom 26 (May 27, 2010), httpsagsets.publishing.service.gov.uk
/governmentlploadssystemiploadsattachment_datéle/ 780950fcom_Ste-Blocking
-_report_with_redactions_vs2.pdf [httppgfma.ccTPHT-4G7M] [hereinaftetOFcom,

OSite BlockingO to Reduce Online Copyright Infringement

127 When all traffic entering or leaving a country may be subject to content blocking.

128 When mobile carriers and traditional ISPs install content blocking tools.

129 When local networks, such as home or school networks, install blocking tools,
usually for the purpose of network management or security policy.

130 When software is installededtly on endiser computers, usually for security
reasons but also for network management or parental control reasons.

131 INTERNET Soc@, supranote 124 at 12 (providing a diagram showing how IP
blockings could easily result in em@fiorcement).

132 Lukas FeileNVebsite Blocking Injunctions under EU and U.S. Gb8idghDeati
of the Global Internet or Emergence of the Rulemyridptidae#FLO (TTLF Working Paper,

No. 13, 2012).
133 INTERNET Soc@, supraote124 at 13.
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blocking device, as well as users who use technology that conceals the true
destination of their traffic (such as VPN), can bypass the blétking.
Additionally, the effectiveness ofd&sed blocking diminishes when website
owners use content delivery networks (CDNs) that constantly change the
infringing conter® IP addressé¥.

2. Blocking Based on Deep Packet Inspection

Another websitblocking metbd is based on Deep Packet Inspection
(DPI). Unlike IRbased blocking, with deep packet inspect, sophisticated
software filters all content according to specific blocking®*tules.

This method also raisesa number of issuesrivacy is particularly
threateed because all uséractions that are not encrypted are being
inspected®’ Meanwhilgthere are severplestionsegardinghe effectiveness
of this blocking methodginceit cannot inspecéncryptedcontent, even
thoughmore than half of interngetffic is encrypteti®In terms of costs, this
blocking method is considered quite expensive to apply because it depends on
the development of filtering software. Since its success rests on the softwareQ
ability to identify particular content (according towdeds, traffic
characteristi¢er filenames), it is more efficient for network management and
security enforcement, but not for pehaged blocking, which is far more
flexible!*

3. URL-Based Blocking

A third websitdlocking method is based on the URLisThiocking
device may be located on the-esefS computer or in a network between

134 Id.

135 Id.

136 Id.at 14.

137 Se&fraPart IV.

138 Cam CullenThe Global Internet Phenomen&Repove (Oct. 2018), https://
www.sandvine.corhlibfs/downloadsphenomenaZ018phenomenaeport.pdf  [https://
perma.cdRW8WDG65M].

139 For instance, some uses of copyrightedriabtonstitute fair use for various policy
reasons, such as promoting criticism, enabling research, and supporting education. Yet, fair
use is a flexible standard, whose application depends on the specific circumstances of the
particular use: (1) the pase and character of the use; (2) the nature of the copyrighted work;

(3) the amount taken; (4) the effect of the use on the market for the copyrighted work. While
designing a software that would meet this standard now seems more possible than ever, giver
the recent developments in big data and machine learning, it is definitely much more
complicated than designing a software that meets more rigid black line secBe#indes.
Elkin-Koren, Fair Use by Des@gfUCLA L. Rev. 1082 (2017). For a skeptiview on this

issue, see Dan BuMdgorithmic Fair U8@&U. CHI. L. Rev. 283,2019).
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the enduser and the rest of thetarnet:*® URL is the global address of
documents and resources on the World Wide ihvetefore URL-based
blocking is not suitable for blocking sweb applications (such ascéoover
InternetProtoco).*** URL-based blocking can be implemented by proxies, as
wellasby firewalls and routers that block the connection to the web server
requested by the ender (as indicated by tHgpertext Transfer Protocol
request), or otherwise direct web traffic to a different webpage. The blocking
device intercepts the flowweb traffic and filters URLs that appear in the
blocking list

This too, raises concerns. Based on the infrastructure, this method
depends on the blocking p@tyuestionable ability to control taetween
the enduser and thanternet. Designingish a filter can be quite costin
terms of accuracy, URlased blocking may suffer from false positives and
false negatives alikin one hand, it may block legitimate content that resides
on a blocked web page (take the Wikipedia model, for instaareshlocking
a single web page could block access to additional hyperlinks that are
embedded in that page ahdtmay link to legitimate content). On the other
hand, content providers can quite easily evade the blocking by changing their
fileOs name asing a different servét Additionally, URbased blocking
monitors web traffic while intervening with uJeisacy***

4. Platform Filtering

The fourth blocking method depends on platform filtering implemented
by major onlineservicesuch as searchgenes, social media platfoyrms
mobile application stores (sucApgleds ApStore otheGoogle Plagtord.

This blocking method depends on cooperation on the part of platforms that
filter out objectionable conteritherdue to localegulation and government
requirements or to the platfotewn terms of service (regarding
pornography, for instance).

This method results in inconsistency and ineffectivévigssegards to
inconsistencysers of different search engiassyell assers accessing the
internet from different countries (for instance, usiaty.S as opposed to
the German version of Googhlajy be able to retrieve different contént.
Furthermore since this blocking method only filters out pointers to
illegitimate @ntent, but not actual cont8hivhich remains available online

14Q INTERNET SocQ, supraote124 at 15.
141 |Id.

142 Id.at 16.

143 Id.

144 Id.at 17.

145 Id.at 18.
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and accessible through other means of retrieving dbittéstconsidered
extremely ineffectivé.

However, it is still very popular both at the national level, especially in
online copyrightrdorcement;’ and on a privatidividual levelbecause it
enforceghe right to be forgottei®

5. DNS-Based Blocking

A fifth website blocking method is based on Domain Name Systems
(DNS). DNS is an easy, ufigndly system for looking up and retrieving
content Users enter their queries in words, separated by dots (for instance,
www.haifa.ac.il), or otherwise enter a specific URL (for instance,
https://www.haifa.ac.il/index.php/he/landthe domain name lookup result
directs them to the matching IP addréfor instance, 132.74.189.243).

The major advantage of DM&sed content blocking over other blocking
methods is that it does not rely on designing a complicated filter which
intercepts all web traffichence it is both privadgiendly and lessxpensive
to implement?® With DNSbased blocking, the DNS resolver validates
specific search names against a list of illegitimate names, and whenever ther
is a match the DNS resolver returns incorrect information, or else declares that
the name does neixist, so usedaccess to content using certain domain
names is disabled. To be effective, Dakd blocking depends on the
blocking party having complete control over the-usaf® network
connection sinceboth users and content providers can easiigl &his
blockirg technique by using differenternet connections or using an
alternative set of DNS serv&f4.ike IR-based blocking, DNIsased blocking
may also resutt blocking legitimate contemthich resides in the same server

146 Id.

147 Sedsovernment Requests to RemouBdoanefiRANSPARENCYREP., https://
transparencyreport.goagtem/governmentemovalspverview?removal_requests=group
_by:totals;period:&lu=removal_requests [httpsiha.ccd5L3DBFZ] (last visited Jan. 4,

2020).

148 Case €131/12,Google Spain SL, Google Inc. v. Agencia Espa—ola de Protecci—n
de Datos (AEB), 2014 EUR,ex CELEX LEXIS 62012CJ0131 (May 13, 2014)
(acknowledging usersO right to request search engines to remove links to personal data unle:
a strong public interest suggests otherwise). Google has received more than 3.4 million
requests to remove RUs. See GOOGLE TRANSPARENCY Rep., https://
transparencyreport.google.cemprivacybverview [https:/perma.cdRLB3KUGX] (last
visited Nov. 16, 2019).

149 INTERNET SoCQ, supraote124 at 19.

150 Se&hris Hoffmanb Ways to Bypass Internet Censorship aH®WileriGgEK
(Aug. 2, 2016), httpswww.howtogeek.corti67418b-waysto-bypassnternetcensorship
-andfiltering/ [https:// perma.ccT YWU-BX52].
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using the same domain name (for instance, management.H&itdesil,
DNS blocking usually targets the uppermost level of the infringing #main.
However, compardd IP-based blocking it is slightly more acclratause
it is easier regulady update lists of domain namelwever,it is less
effective than Hpased blockingecausdypassing DNBased blocking is
even easier than bypassingdBed blockinty?

To summarize, injunctions directing third patdieock use@ccess to
pirate websites could be achieved through various dalotskihg means,
which diverge in terms of accuracy, effectivesmegscost. Common to all
blocking methods are their robust collateral efféethjch impact human
rights and shape the balance between clashing rights and ifterests.
Specifically, the particular technical details which underline a specific blocking
ultimately define the scope and breadth of the blocking remedy itself: how
substantially it will burden thedncial interests of the ISP; to what extent it
could harm legitimate content; and whether it is expected to work efficiently
in preventing piracy.

The example of blocking injunctions is imperative for expressing how
centralthe details of digital remeglimplementatioficould turn out to be.
As explained in the followiRart, the significant meaning of the reng@dy
technicaimplementationletailgaises a serious compatibility question, which
challenges the ability of the court to fulfill its longstg duty to exercise its
adjudication power in accordance with the rule of law, to competently
prescribe remedies that are expected to redress the violation of rights, and to
assure these remedies are enforced prcaetythe implementation details
of digital remedies are defined and executed outsodeltti®usegon private
grounds, and considering their ample meaning, the fact that they could surpass
the cour® domition calls for special attention.

151 INTERNET SocQ, supraote124 at 19.

152 OFrcowm, OSite BlockingO to Reduce Online Copyrighsupirnged2giat 34. In
the domain hierarchy, the #@wel domains are represented by extensions such as O.com,0
0.eu,0 0.edu,0 etc.

153 Id.

154 Id; Geiger & lzyumenksupraote85 at 1B16.

155 Se&fraPart IV.
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V. DIGI TAL REMEDIES, JUDICIAL DECISION MAKING
AND THE RULE OF LAW

Most if not all remedyaw scholars would agree e available remedy
influences the content of the right that courts articulate in a giverFhse.
close remedsight interdependence suggests that prescribing remedies is a
fundamental stage in judicial decision m&KiSgecifically, in relation to
equitable remedies, courts enjoy relatively broad discretion to fashion remedies
that are appropriate to the justicenefparticular casé.

But thisdiscretion iimited'*° Like any otheexercise of judicial decision
making, when judges apply their remedial power, they must preserve the rule
of law and exercise their discretion competently, &idytransparentl§f.
Generally, the rule of law has long been interpreted as comprising two basic
ideas: first, that individuals should be governed by law rather than by the
arbitrary will of other§!and second, that no person is above th&4dahe
law must be clear, segple can develop reliable expectations and make
autonomous choices accordingly. Judges are @epexted to give a
reasoned explanation of the process by which they reach their coli@itisions.

In application to the prescription of judicial remediesfair to posit that
courts are expected to delineate a clear and precise redress, which expresses
delicate balance between the various rights and interests of those who might

156 LeongMaking Righssipraotel( at 416; Kermit Roosevelt Wspiration and Under
Enforcemeht9HARV. L. REV. F. 193, 194 (2006) (arguing that remedial considerations exert
an important influence over the shape of the standards courts adopt to implement
constitutionhrights).

157 See, e.Mlitchell N. BermarConstitutional Decision, ROMs. L. Rev. 1, 460
(2004); LauriRights Translatsupraote10 at100B08.

158 Doug Rendlemafhe Triumph of Equity Revisited: The Stages of Equitale Discretion
NEv. L.J.1397,140B03 (2015)providing two examples of equitable discretion ityequi
areas: one in family law and one in property law).

159 Seddeine v. Levee CommOrs, 86 U.S. 655, 658 (1873) (rejecting the notion that a
court of equity may Odepart from all precedent and assume an unregulated power of
administering abstract justicthatexpense of weséttled principles®)iLiP HAMBURGER
LAW AND THE JUDICIAL DuTY 14243 (2008) (describing Oequitable discretionO in the
eighteenth century as Oa discernment of circumstancesO sometimes Obeyond reconsiderati
on error, but this wa®hto say it was necessarily beyond rules of either equity or lawO).

16Q Guri Ademi, CommenLegal Intimations: Michael Oakeshott and the,R983of Law
Wis. L. Rev. 839, 845 (1993).

161 ALBERT V. DICEY, INTRODUCTION TO THE STUDY OF THE LAW OF THE
CONSTITUTION 18%00 (10th ed. 1959).

162 Id.at 193.

163 Maria L. Marcugludicial Overload: The Reasons and {tiz8Rerredi&Ey. 111,

114 (1979).
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be affected from the remedy granted. In short, we expect judges to dominate
the scope and reach of the remedies they grant.

Some remedies, however, make it difficult for judges to exercise complete
control over the remedies they grant and anticipate their ultimate impact. As
explained earligdemedies compelliegtheraction oiinactionOfor instance,
often present a problem ofspecifying, measuringand ensuring
complianc&® In particulay equitable remediére costly to administer
because they do more than transfer a lump sum from defendant to plaintiff,
the standard GéO reme@y° Digital remedies, as a sidtegory of equitable
reliefs, take these concerns to the next level. Noarathere substantial
undenying digital details determined outside the courthouse, these details are
very hard to appreciate and coint

First,digital remedidsave a robust impact on the rights and interests of
numerous stakeholders. Second, the implementation details of digital remedies
are dynamic in their implications, ccmtsl capabilities of adjusting to the
changing digital landscap®nd third, the implementation details are
embedded in privatelieveloped, notransparent codes. The following
discussion describes these unique attributes of the means used to implement
digital remedies and explains how they challenge the ability of courts to engage
in respondile decisiomaking.

A. ROBUSTIMPACTON NUMEROUSSTAKEHOLDERS

Digitd reliefs are directed to cydjgace andherefore, they are inherently
widespreadn their impact®® Whether sought to interfere with the operation
of digital devices, such as a streaming dexjc€i¢kBox®") or a smartphone
(e.g, iPhoné®), or otherwise to manage online contery, plock online
copyright infringemefi), digital reliefdavea robust effect on numerous
actors, far exceeding their direct impact on the parties to the legal dispute.
Even when it appears that courts narrowly tailor digitalNdbefmstance,
when courts order to disable access to speeifisites or to decrypt a
particular iPhori¢ digital reliefs unfold in a wideaching fashion.

In particular, the implementation of digital remedies could have a
substantial impact over fla@damental rights of numerous internet wgleos
are not direct grties to the legal dispute atidis, whose interests are not

164 Bray,supraote2l, at 563.

165 Avitia v. Metro. Club of Chi., Inc., 49 F.3d 1219, 1231 (7th Cir. 1995).
166 Mulligan & Bambergebaving Governance by f2gsimatel7, at 739.

167 Sesupraote69and accompanying text.

168 Sesupraote72and accompanying text.

169 Sesupraotell6and accompanying text.
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necessarily adequately represented. For instance, blockarcmssssto
legitimateonline content could curtail their First AmendmentgstgHtreely
consume information in the marketplaté&eas/° When the operators of
TickBox issued a software update to delete all infringing applications from
their devices to comply with the c@uigital injunction, they essentially
diminished their usédability to consume ndnfringing contenthrough

these apps or otherwise make-imbringing uses of the content, wialso
limiting their usef@reedom of expression. The same is true in relation to the
implementation of websitdocking injunctions, which obviously limit USers
right to receig informatiort’*

Besides the right to freedom of expression, the implementation of digital
remedies may also affect u@®isacy. The order which compelled Apple to
develop a technologicackdoodto allow law enforcement agents to break
into the locked iPhone of the deceased shaot&an Bernardino is a
prominent examplé? If Apple hadcomplied with the order anditten a
code to unlock itstrongsecurity system, it would have put the data of million
of individuals, iside and outside théJnited Statesat serious risk of
unwarrantedsurveillange potentially making them victims of critfie.
Moreover, had the FBI wathis legal battle, other tackbgy companies
might have followed suit, redesigning their security features to accommodate
what they might have interpreted as a joggke requirement: to design
technological backdoors to their digital deVitEke ordr could have had a
worrying impact on both national and international segparitizularly

whether used by a black hat hacker who might infiltrate Apple
systems, a future FBI investigation emboldenethéycqurtPs
order to apply the precedent in otless compelling settings, or a
dictatorship looking for new ways to oppress people that might cite

170 Sederome A. Barroccess to the Rraddew First Amendment FEGRIARV. L.
Rev. 1641, 1668 (1967); Jamie Kennedy, ComniEm, Right to Receive Information: The
Current State of the Doctrine and the Best dypihlec&lidni@ SETON HALL L. Rev. 789,
78%00 (2005); Susan Nevelow MHne Right to Receive Inforétdtiom LiBR. J.175, 175
(2003).

171 Se&eiger & lzyumenksupraote85 at 49.

172 Sedlulligan & Bambergebaving Governance by fgsimatel7, & 72EP6.

173 Sedpple Inc.Os Motion to Vacate Order Compelling Apple Inc. to Assist Agents in
Search, and Opposition to GovernmentOs Motion to Compel Assistancegedrch of
an Apple iPhone Seized During the Execution of a Search Warrataacnlagus 1S300,
Cal. License Plate 35KGD203, (No. CMA§SP)) (C.D. Cal. Feb. 25, 2016).

174 Sedulligan & Bamberge®aving Governance by Sdgsmate17, at 726.
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the compar® compliance with this FBI demand as a reason to
comply with those of its own intelligence ageheies.

Indeed, while the FBI framed its demas@ddressing a single phone, in
practice, the implementation of the order would necessarily place the security
of millions of other devices and the people who useathesk'®

Similarly, the implementation of the TickBox injunction discussed earlier
could also affect the privacy of numerous end userthe court noted
deleting applications that are independently downloaded by users because the
induce copyright infringement may require TickBox operators to hack into
their usersO devités.

An additional circle of stakeholders which might be significantly affected
by the grant of some digital reliafethose actingdn concert or active
participatio®with the defendants, who might be compelled to abide by the
court injunction even thoughey are not party to the action brought by
plaintiffs”® The SciHubinjunction, for instance, required that

any person or entity privity with SciHub and with notice of the
injunction, including any Internet search engines, web hosting and
Internet sewvice providers, domain name registrars, and domain
name registriesease facilitating access to any or all domain names
and websites through which-Sab engages in unlawful access to,
use, reproductipnand distribution of AGS trademarks or
copyrightd workst7®

Holding such a broad spectrum of actors accountable for pursuing the
openended outcome of restricting access to particular websites may exceed
the boundaries of Rule 65 of the Federal Rules of Civil Proéddaveever,
this debate is beyotitk scope of this paper.

Yet, even assuming that such an injunction is procegerafijted
requiring distinct intermediaries to actively cooperate in its implementation
may affect both their free speech and business interests. First, it intdrferes wi
distinct online intermediaries in setting and empl@ieqg own content

175 Shahid ButtaApple, Americans, and SecurityBtEdFBRIONIC FRONTIER FOUND.
(Feb. 20, 2016), httpswivw.eff.orgleeplinks2016/02/appleamericarandsecuritys
-fbi [https:// perma.cc®4B8HTSW].

176 Id.

177 Se€CIA Amicus Briesupraote113

178 Seélusovecsupraote93 at 12.

179 Magistrate JudgeOs Proposed Finglimgaote104 at 12.

180 Seé&eD.R.Civ.P.65(d)(2)(C).
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standard§¥®* Second, it inflicts high compliance costs on nonpZExtigisout
affording them the opportunity to object, raising serious due process
concerns® To satisfy proekiral due process, sufficient evidence showing
that remote intermediaries have aided and abetted the defendants
circumventing the injunction issued, or are likely to db@ald be presented

in a proceeding where those entities are given an opgdduret heart
Nonetheless, at least in ®@Hubcase, none of these entities had their day
in court Hencetheir interesteemainedargely unrepresentédl.

Moreover,as demonstrated iRart 1ll above blocking injunctions, for
instance, couldaffect providers of legitimate content that might be
unintentionally blocked due to ceamforcement® This depends on the
accuracy of the blocking method applied: the less atoeinaethod isthe
more likelyit isto block norinfringing contentaswell. Such restrictions of
legitimate speech would potentially harm the rights and interests of content
providers. Regarding tihiekBoxnjunction, for example, software deleted in
response to the co@tinjunction may include applications that link to
legitimate content, such as CBS, WatchESPN, The Weather ,Gitannel
Cartoon Network® This means that in addition to impairing the rights of
users to access nmiiringing content, the implementation of the injunction
could also violate the rights andregés of various speakers.

These examples suggest that the overall impact of digital remedies could
far exceed the particular rights and interests of the direct parties to the legal
dispute. Fair and appropriate prescription of digital remedies reaquires
thorough consideration of the fundamental rights held by numerous
stakeholders, which must be balanced against other important interests such
as public safety and security, access to informatiaarious business

181 Rebecca Tushn&ower Without Responsibility: Intermediaries and the Fir& Amendmer
GEO.WASH. L. Rev. 986, 1002 (2008).

182 See, g.gCase @0/10, Scarlet Extended SA v. SociZtZ belge des auteurs,
compositeurgt Zditeurs SCRL (SABAM), 2011 E.GIR0D6; Case-850/10, Belgische
Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v. Netlog NV, 2012
EUR-Lex CELEX LEXIS 62010CJ0360 (refusing to grant a whlusiking order, reasoning
that itshigh implementation costs as well as its complexity would overburden the service
provider).

183 See, e.geilersupraote132

184 Sedullanev. Cent. Hanover Bank & Tr. Co., 339 U.S. 306, 313 (1950).

185 Seagistrate JudgeOs Proposed Finslipgaote 104 at 4.

186 Sesupraotesl3Bil55and accompanying text.

187 Response in Opposition to Motion for Preliminary Injunctiontatidersal  City
Studios v. TickBox TV, No. 7496 (C.D. Cal. Dec. 28, 2017).



34 BERKELEY TECHNOLOGY LAW JOURNAL [Vol. 351

interests® especially given thaese rights and interests are not necessarily
voiced during theeguladegal proces®’ The problem, however, is that it is

not enough to make this consideration in advance because translating legal
balances into digital processes may result in altevhtiogasning? Indeed,

digital remedies are open to different implementations, and these are
subsequently interpreted and embedded in proprietary®todes.

Alteration of meaning may occur twkiest, when the private operator
who executes the order desidvhich digital measure to apply in order to
achieve the desired outcorSecond, when program developenesatethe
code which applies this measure. Thus, even if digital remedies could reflect a
broad and inclusive deliberation of diverse rights anesitst their practical,
out-of-court implementation could effectively reshape settled legal balances.
But if courts cannot anticipate how digital reliefs unfold, they cannot ensure
that they are actually fit to redress specific violations of rightssdadter
challenges the rule of law.

Consider, for instance, the implementation of cohtecking
injunctions. Normally, under settled copyright docttoment is allowed
unless it is found to be infringiigcreating a delicate balance betwleen
property rights of current creators and the freedom of expression of future
onest?® Nevertheless, ahownin Part 1ll, contentblocking techniques may
overenforce copyrights and block legitimate content, at the expense of the
rights ofcreators of legitimate content éimel public at large. Similarly, if the
FBI had not withdrawn its motion to compel Apple to develop a technological

188 Geiger & lzyumenkagupranote 85 at 782 (discussing the economic impact of
copyright website blockings on ISPs, which are not only complex but also quite expensive to
implement).

189 Ex partelemands, such as the FBIOs demand in the Apple vp&®B| disrmally
completely deprive the court of defendantOs perspective altogether. Bamberger & Mulligan,
Saving Governance by fgsiate17, at 723. In the Apple v. FBI dispute, however, Apple
and numerous organizations did receive an opportunity to raise their concerns because the
FBI filed a motion to compel Apple to comply with the assistancearder.

190 Sedwustl. Admin. Rev. Coundlytomated Assistance in Administrative Decision Making
Issues Paper No. 358189 (2003), https:¥ww.ag.gov.alibgalSystem/AdministrativeLaw
/ Documentspracticeguidesandotherpublicationsautomategssistance. pdf [https://
perma.coQK4-JPTL]; James GrimmelmanRegulation by SoftdardeYaLe L.J.1719,
172°ER8 (2005).

191 SeanfraSection IV.C.

192 Jennifer M. Urban & Laura Quiltefficient Process or OChilling effectsO? Takedown Noti
Under Section 512 of the Bliggahium Copyright 228aNTA CLARA COMPUTER& HIGH
TECH.L.J.683 (2006).

193 As stated by James Madison, the framer of the ConstitutionOs Copyright Clause, Othe
public good fully coincides..with the claims of individualS&F HE FEDERALISTNO. 43
(James Madison).
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backdoor to its iPhone security system, and otheotegiicompanies had
followed suit, adjusting thelevice€security features so as to make them
breakable, the balancing of rights and interests initially set by the court could
have been skewdtlen f, originally, surveillance was to be allowed only in
this particular case to protect public secusitpply accessing personal data
without the ownd® consent could have becogenerally easier, while
imposing a serious threat to uQenisacy**

To sum up, the wayn which digital remedies unfdidvea widespread
affect over innumerable right hakl€Even if judges could potentially afford
adequate consideration to all the rights and interests on the table, the problem
remains unresolved: the -ofdcourt, digital implementation of digital
remedies could practically redefine judicial balances/ardidmatimpacts
on settled law.

B. DYNAMIC AND ONGOING IMPACT

Another major problem with digital remedies which further complicates
court®capacity to control and anticipate how they evolve relates to the
dynamic nature which surrounds their implgation. Unlike judicial reliefs
that provide a®neshotDsolution to a legal dispute, any application of
structured technological solutions to resolve legal disputes arising in the digital
ecosystem must be able to adjust to a rapidly changing tgchholo
environment®*For instance, blocking access to pirate websites could be easily
circumvented if users and content providers conceal their online conduct by
using VPNSs, proxy servicesd the liké® History has taught us that the
circumvention of dital locks is only a matter of time and persistgéfdes
suggests that the efficacy of content blockirag mpst temporary. But if
their effectiveness decreases, what is left to compensate for the censorship of
legitimate conten address thissue, jital remedies must allow for timely
adaptations.

Moreover, digital remedies are often directed to resolving an ongoing
problem, which further blurs their anticipated limits.SBi¢ubinjunction,
for instance, was amended soon after it wiglynsigned by the court
according to a magistrate judgeOs proposed findirdgr to expand AGS

194 Sedulligan & Bambergebaving Governance by fgsimate17, at 726.

195 Seeict 739.

196 Supréection II.C.

197 The circumvention of Digital Rights Management systems (DRMs) which are
supposed to restrict usersO use of and access to copyrighted protected works is one exampl
Se@randon WiddeDRM Getting You Down? HereOs How to Strip Your M@sicoand Movi
Restrictioi3iGITAL TRENDS (Feb. 22, 2015), httpswivw.digitaltrends.comdmetheater
/how-to-removedrm-from-musieandmoviefiles/ [https:// perma.cclT SAGSWV5].
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ability to act against newly registered domain names asthesllomain
names already registered when the initial injunction wa$’#$#fitedut ths

amendment, ACS would have b&enced to engage in a gamevbbea

molewherebynewsci-hub domain names emetgeapidl§?°

Furthermore, unexpected dynamics in the technologicednemmt
which surroundhe implementation of digital remedies could also affect
innovation in different and unpredicted ways. The Ge€ines WiFiO
experience is an excellent exanpl2010the German Supreme Court held
that a private operator of an openRMnetwork shdd help righg-holders
enforce their rights by sufficiently passvoecking the networkOs
connectivity in order to prevent possible miStiS€amnsequent)ypassword
protected WFi connections became theefacstandard in GermafiWhen
subsequent tkoological solutions became dependent on opehi, Wi
Germany suffered a serious innovatikack®>Hence, the cou@ failure to
anticipate the full impact of the digital remedy it had granted eventuadly slow
down progress and innovation.

But it isnot only the technological environment which surrounds the
implementation of digital remedies that is dyiainis also theneans of
implementation themselves, and their potential costs. Consider, for instance,
blocking injunctions. European courts hake@wledged that the cost of
implementing blocking measures might be quite substartsalshown
previously, these costs vary with the specific blocking technique
implemented*However, since the manner of implementation is determined
on private groundsr outside the courthouse, courts cannot really anticipate
what would be the total compliance cgstsentindurther challenges their

198 Ernesto,Publisher Gets Carte Blanche to SeizéuUNdD0B@INFORRENTFREAK
(Apr. 10, 2018), httpsidrrentfreak.conpublishemgetscarteblancheo-seizenewscihub
-domainsl80410/[https:// perma.ccd6SFBVUS].

199 Id.

200 Husovecsupraote93 at 4£b.

201 Id.

202 Seeloveday WrightGermanyOs-FiProblenDw (Nov. 13, 2014), https:/
www.dw.comén/germanysvi-fi-problem/a18060000 [https:flerma.cddUMZ-NLKS].

203 Seeg.g.Case G314/12, UPC Telekabel Wien GmbH v. Constantin Film Verleih
GmbH 2014 EUR_.ex CELEX LEXIS 62012CA0314 (May 19, 2014) Bus LR 541;-Case C
70/10, Scarlet Extended SA v. SociZtZ Belge des Auteurs, Compofititers sSCRL
(SABAM), 2011 E.C.R:1R006 , | 50; Case-360/10, Belgische Vereniging van Auteurs,
Componisten en Uitgevers CVBA (SABAM) v. Netlog NV, 2012lEMRELEX LEXIS
62010CJ0360 (Feb. 16, 2012) (holding that the application of content filterimagyeishnol
too expensive and therefore ISPs cannot be obliged to include filtering in their services).

204 Sesupr&ection Il1.C.
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ability to exercise their remedial power in a fair and competent. idamner
could they grant a rel@fwhich itssconomic burden is unknown?

Additionally, to the extent that digital remedies are implemented through
evolving measures, such machine learning algorithms, the ability to
anticipate their final reach becomes even more complicated. Thanks to recent
develpmentsin big data, some digital remedies may rely on advanced
capabilities of machine learning to pursue their objectives more efficiently. For
instance, different contepibcking methods, especially platform, URL
DPI-based blocking, depend on fiitgrtechnologies that monitor all content
that is available in the netw&fkThese content filters could be designed to
identify trends, relationshjpnd hidden patterns in disparate sources of
content which are then used to shape usersO exgétiéeicavhile shaping
performance based on experience could be particularly valuable for
implementing flexible poliased blocking of copyrighfringing content,
it is very hard to follow and predtstpotential impact.

C. NON-TRANSPARENTIMPLEMENTATION ON PRIVATE GROUNDS

Realworld compliance with judicial remedies is generallgieand its
underlying objectives are ssifdent. This is because physical actions (or
inactions) are generally easy to check: selling goods, erecting a fence, ol
avoidingtrespassing. The implementation of digital remedies, on the other
hand, isoftenembedded in proprietary bldskx codes, which could be very
difficult to evaluat®’ Consideragainfor examplethe TickBoxnjunction,
which essentially compelled TickBoxssue a software update that would
delete all software that enabled users to access caopfynmihg conten®
The practical breadth of this proprietary software update is unknown and
largely unknowabl®.One theory posits thatickBox released aoftware

205 Id.

206 Perel & ElkirKoren,Black Box Tinkerisgpraote2, at 189.

207 Rob Kitchin,Thinking Critically About and Researching Algdréhinsgrammable
City, Working Paper No. 5, 2014), httpstih.comabstract=2515786 [https://
perma.cc/UYBXKHCK]; Perel & ElkirKoren, Accountability in Algorithmic Enfostgment
note 1, at 476; CitronJechnological Due Pmug@ssote 1, at 126862; Tal Z. Zarsky,
Governmental Data Mining and Its Alidrb@@nvesr. L. Rev. 285, 293 (2011); Tal Z. Zarsky,
Transparent Predic80a8J.ILL. L. Rev. 1503, 1552 (2013).

208 Sesupr&ection LA,

209 See, g.yiacom IntOl Inc. v. YouTube Inc., 253 F.R.D. 25H®@E9.D.N.Y 2008)
(refusing to force YouTube to provide Viacom with the computer sodecevhich controls
both YouTube.comOs search function and GoogleOs internet search tool OGoogle.com,:
explaining that O[t]he search code is the product of over a thousangepessoinworkO
and Olt]here is no dispute that its secrecy is of enormonsrcainvalue.O Earlier cases
invoked trade secrets in GoogleOs ranking algsethaiimderstart.com L.L.C. v. Google,
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update that removed copyrighftringing addons from previously shipped
device$™ Since it must block access to @anlg GthemefappBaddo, 1O

or other software program that TickBox knows or has reason to know links
directly or indirety to thirdparty cyberlockers or streaming sites that transmit
unauthorized performances of copyrighted motion pictures or television
shows(3'*it might also block access to additionakimivimging, content. As
rigorously contended by TickBox, marigneme programs designated by the
plaintiffs in their complaint had substantiatinénnging uses, allowing users

to access legitimate contéfbDeleting these software programs would thus
inevitably result in restrictingven lawful content!* Hardly @parent,
however, is precisetjicipieces of content would be affected.

The same applies to the technological backdoor feature Apple was
requested to desighgain if Applehaddesigned a code enabling the FBI to
access theerroristOscked iPhone, it would hapebablybeen impossible
to work out how it functioned* To begin with, such a code would have
probablybeen protected under tradecretlaw?* In fact, when the FBI
dropped its case against Agfter a private tech firm managed to break into

Inc., No. C 062057 JF (RS), 2006 WL 324659688 (14.D. Cal. July 13, 2006) (granting
GoogleOs motion to dismiss and haldaigsoogleOs use of secret methods to compile search
results does not amount to anticompetitive conddictfAEL J.MADISON, OPEN SECRETS

IN THE LAW AND THEORY OF TRADE SECRECY222, 241 (Rochelle C. Dreyfuss & Katherine

J. Strandburg eds., 2011).

210 Se Tickbox Customers: TheyOre About to Remotely Wipe Your Devices Without You
TvADDONS (Feb. 14, 2018), httpswivw.tvaddons.ctickboxremotewipe/ [https:/
perma.cob4283GVG].

211 TickBox 2supraote69, at 1.

212 TickBox Response in Opposition to Motion for Preliminary Injunction, Universal
City Studios Prods. L.L.L.P. v. TickBox TV L.L.C., No-&-07496MWF (ASX), at *3
(C.D. Cal. Feb. 13, 2018) (O[T]he Box is simply a small computer which performs common
and noninfringing functions of any smartphone, tablet, or desktop computer, and allows its
users the ability to download a number of-fiartly applications that progidsers access to
authorized streaming content directly from content providers.O).

213 Sed\nnemarie BridyA New Front in the-Bep Box Piracy Wars: Can SONYOS Safe
Harbor Save TICKBOX TZ?R. INTERNET & Soc® SraN. L. ScH. BLoG (Nov. 26, 2017),
http:// cyberlaw.stanford.ecalbg/2017/11/newfront-settop-box-piracywarscanrsony
%E2%80%99safeharborsavetickboxtv [https:// perma.ccOLGW-8L6V].

214 Se@asqualeRestoring Transparency to Automated udramite 2, at 237
(explaining how OltJrade secrecy law also makes it all the more important to keep algorithms
secretO).

215 Perel & ElkirKoren,Accouability in Algorithmic Copyright Enfosupramtél, at
52ZP3.
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the terrorig® phone, the FBI refused to reveal the identity of that third party
or to disclose the method it had developed in order to access thé'fPhone.

Indeed, with digal remedies, choosing between various implementation
possibilities and applying them is done on private grounds, outside the
courthouse, notwithstanding its important implications for the rule of law,
human rightsand innovation. The defendants effelstivperate as law
makers, only without the safeguards which normally restrain traditional law
making. To some extent, th&ct as botha judge andan executioner,
performing functions of great importamoehe publicwhichare normally
reservedfor] auhorized governmental bod{@%.Nevertheless, as private
actors,defendantsare generally free to manage their own business in an
undisturbed fashigi While they arguably hold the necessary expertise to
develop and implement the proper technology willdh thie digital remedy,
they lack the responsibility to take into account broad and inclusive
considerations that go beyond the defen@abtsous economic interest.
Delegating the power to shape the ultimate scope and reach of digital remedies
to private parties, hence, risks privileging their own economic iAt&rests.
instance, leaving service providers with broad discretion to elect how to
implement a blocking injunction may result in encouraging them to apply the
cheapest blocking techniquegardless of their efficamyaccuracy.

One possible way to address this issue of privatization is to grant
technologyspecific remedies. Particularly, courts could arguably point at
specific digital measures that must be applied in order for theadietend
comply with the injunctiofzor exampleApple was required to accomplish
three functions: (1) bypass or disable theestifuct function on the phone;

(2) allow the FBI to submit passcodes to the phone through electronic testing;
and (3) ensurehiat software running on the phone would not introduce

216 Romain Dilletjustice Department Drops Lawsuit Against AppleNzswFBhldeked
FarookOs iPhBeeHCRUNCH (May 29, 2016), httpstéchcrunch.con2016/03/28/justice
-departmentropslawsuitagainsappleoveriphoneunlockingcase/  [https:// perma.cc
/USF5-D3KA]. Note that a district judge had subsequently approved the FBIOs refusal, ruling
that it was not required to provide records relating to vendor identity under Exemptions 1, 3,
and 7(E) of the Freedom of Information AArdAssociated Press \BIF265 F. Supp. 3d 82
(D.C. Cir. 2017).

217 Perel & ElkirKoren,Accountability in Algorithmic Copyright Erdopreokeit at
485.

218 Sedohn EdenWhy Apple is Right to Resist tHEeEBTRUNCH (Mar. 13, 2016),
https:// techcrunch.con2016/03/13/why-appleis-rightto-resistthefbi/  [https:// perma
.cc/V4PY-STQJ] (OThe FBI has no underlying right to compel Apple tonessateftware
products.O).

219 Bamberger & MulligaBaving Governance by fgsmotel7, at 742.
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additional delays between passcode att&fpisilge Pym further advised
Applewith regards tevhat it should actually do to reasonably pursue these
functions, providing a recommended map of the specifinological actions

that should be takéftAt the same time, however, since a privately developed
code could be a form of protected spé&the judge also allowed Apple to

use alternate technological means as long the government concurred and thes:
means achieved the functions designated in the order, as well as the
functionality described in the technological map provided by th&%ourt.

Technologspecific remedies arguably restrain the private efecutor
discretion in choosing the technological means to implement the injunction;
still, they remain just gagueas operended injunctions. Indeed, as it is a
private executor who eventyalmplements the injunction outside the
courthouse, it remains difficult to check hovafarapplies the technological
steps that the court has initially set forth. After all, these steps would be later
embedded in proprietary technology, which is irthenemtransparent.

Moreover, the allegedly increased predictability of techsoémifc
injunctions may come at the price of hindering innovation and encumbering
the accumulation of new technologies. This is because a particular
technological map fachieving a specific legal outcome can only consider
known technologiegndtheir known pros and cons. However, technology
changes rapidlyNew technologies replace old oneswly discovered
attributes of old technologies may improve or negate théilitapand
new combinations of technologies may expand their individualized effect.

22Q Order Compelling Apple Inc. to Asgigents in Search at®@reSearch of an Apple
iPhone, No. ED 18451M (C.D. Cal. Feb. 16, 2016).

221 Id.} 3.

222 Kim Zetter & Brian Barretf\pple to FBI: You CanOt Force us to Hack the San Bernardir
iPhoneMIReD (Feb. 25, 2016), httpswivw.wired.coni2016/02/applebrieffbi-response
-iphone/ [https:// perma.cc)2L8NT7G] (referencing Bernstein v. U.S. DepOt of Justice, 176
F.3d 1132, 1141 (vacated) which held that Osoftware, in its source caderfosinbe
viewed as expressive for First Amendment purposesO); Apple IncOs Motion to Vacate Order
Compelling Apple Inc. to Assist Agents in Search, and Opposition to GovernmentOs Motion
to Compel Assistance at B2reSearch of an Apple iPhone Seized Qutie Execution of
a Search Warrant on a Black Lexus 1S300, Cal. License Plate 35KGD203, 140.(CND16
Cal. Feb. 25, 2016) (OThe government asks this Court to command Apple to write software
that will neutralize safety features that Apple has tuiifteriPhone in response to consumer
privacy concerns. .. This amounts to compelled speech and viewpoint discrimination in
violation of the First AmendmentB)t séeeil RichardsAppleOs OCode=Speech@Mistake
TECH.Rev. (Mar. 1, 2016) (explaig that O[tjhe Supreme Court has never accepted that code
is protected like speechO).

223 Order Compelling Apple Inc. to Assist Agents in Search, No.-BEb1M at | 4
(Feb. 16, 2016).
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Considering the ongoing nature of digital remedies discussed earlier, the
need to adjust them from time to timelésr However, confining executdrs
discretion to th technological standards applic2imdek therQor when the
court first issued its injunction, could hinder the development of better digital
solutiongyoing forwardTo illustratecurbing AppleOs technological discretion
might have forced it to follothe technological map provided by the court,
whichmaynot necessariblways béhe most appropriate way to gain access
to a locked iPhone. Presumably, Apple is in the best position to intétvene w
its own private technologythe least harmful weaard a technologgpecific
injunction could encumbirat expertisempeding the development of better,
innovative solutions.

Apple, for instance, could have followed the technological map provided
by the court in its order, but it could also have usedaite technologica
means to achieve this outcontele still being in compliance with the order.
The government woulikelyhave beesatisfiecither way, as long as it got
access to the specific type of daegumablgought: data indicating winext
the shooter was acting independently or on behalf of a terror orgatifzation.
But successfully breaking iataPhone is not the only thing that matters.

Equally asmportant are theneanspplied to achieve the outcome,

especially when these mafedih their capabilities and cosikich in turn

may directly impact human rights. GrayKey, for instance, is a small device
which law enforcement agents use to access locked Phtinekes
GrayKeyanywherdrom an hour or two to a few daysgieess an iPho®e
password and give its operator full access to the@fitngystem, including
messages, photos, call logs, browsing history, and pa¥éWordsver, an
alternative device could be developed that would provide restrictedaccess t
dat stored on locked iPhones which woul@gintrusive to usépsivacy.

Such a device, for example, could restrict data portability, limiting law

224 Ann Kristin GlenseDecrypting Apple: Making Technolagye<Civa iReferees of Law
Enforcement on PriveyT Dic. (June 7, 2017), httpgdlt.law.harvard.eddigest
/decryptingapplemakingtechnologsycompaniesherefereedf-lawenforcemenbn
-privacy [https:/perma.cdJ5VK-YJFL].

225 Zack WhittakerFor $15,000, GrayKey Promises to Crack iPhone Passcodes for F
ZDNET (Mar. 19, 2018), httpsudvw.zdnet.condrticle/graykeypox-promisego-unlock
-iphonegfor-police/ [https:// perma.ccbD472BHX]. However, Apple had very recently
releasedmew feature, iOS 11.4.1, to address this security loophole. This feature requires users
to unlock their device after an hour of inactivity to connect a USB accessory to make it more
difficult for police to use GrayKey to unlock iPhoBegsobel Asher Emilton,Apple is
Reportedly Closing a Security Loophole that will Prevent Police frdBn&abesssr@gIiiones
14, 2018), http:Mww.businessinsider.capplewill-makeit-hardeffor-policeto-access
-lockediphones20186 [https://perma.ccA4CZ-YS4Z].

226 Whittakersupraote225
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enforcement agentsO ability to transfer the data they access to other device:
While such a hypotheticlibenative might be more expensive, and even less
effective for law enforcement purposesopitldbetter preserve privacy.

Overall, the essence of digital remedies is their profound technical details,
and these are designed and executed outside thkouseirtduring
implementation. Yet these details are far from benglyproceduralthey
effectively shape the balance between competing rights and interests held by
numerous stakeholders. Given their opaque nature, and considering the
dynamic environment which digital remedies unfold, it becomes rather
challenging to appreciate their scope and assure they constitute a fit redress
Therefore, the next and finBart explores how the toolkit of equitable
managerial devices and constraints could assits ito preserving their
dominance over digital remedies.

V. OVERSEEING DIGITAL REMEDIES

Overseeing how digital remedies unfold is vital to safeguard the rule of
law, to protect human rightsnd toensurethey are compatible with the
changing digital reglitAlthough the grant of digital remedies is subject to
traditional exante judicial review, this is not encioagénsure courts exercise
full and ongoing control of digital remedies. Accordingly, thfaitast the
Articlerecommends several mechanisratscourts could exploit in order to
extend their oversight and retain more control over the critical implementation
stage of digital remedies. In essence, these tools purport to empower judges
who resolve cybeelated disputes with a broader and a raocerate
understanding of the meaning of their digital solutions.

Thisis where the system of equitable remedies comes into play. Recall that
previously ifPart II, digital reliefs were classified as specific, prospautive
equitable remedies, yet tlegjuitable nature was especially emphasized given
that they generali@ompel action (or inactiomspecially when thattion
may be continuing or iterative and not easily me&¥irSttessing the
equitable nature of digital remedies is construaoause the system of
equitable remedies includes, in addition to the remedy itself, equitable
managerial devices that allow courts to manage the parties and ensure
compliance, as well as special equitable restfaints.

227 Braysypranote21, at 533.
228 See ict 534.
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A. MANAGERIAL DEVICES

Managerial devieegenerally purport t@nhance the co@tability to
manage the part@snd thus ascertain complian&ln application to digital
remedies, these devices could further enhance th® amwetseeing
capabilities, allowing them to control the breadth and scope of the reliefs as
they evolveln particulay these devices could mitigate the problem of
anticipating what would be the overall impapadfculadigital remedida
advance

1. Ex-Post Revision

The dynamics which surround the implementation of digital remedies, and
the rapidly changing ecosystem in which they operate, may warosht ex
revision. When necessary, courts should exploit their power to revise their
remedies in keegjrwith changing circumstant®3he example of the Wi
Fi problem in Germany, mentioned earlier, neatly illustrates the critical need
for flexibility?** If the German courts had promptly considered adapting their
originalorders which compelle@rivate WAFi providers to passwelolck
their services, when the new-RMbased technologies began blossoming
outside Germany, they might have prevented the innosetibackthat
Germany suffered as a result of their technological reffrddidgsed, ex
post revsion of equitable remedies is tailored to meet the need for flexibility
in remedies of injunction or specific perform&fidais power enables courts
to respond to events that weréaneseen when the remedy was first granted,
because of changes in lawlanges in faathichtypically occur in the digital
ecosysterti’

229 Id.at 564.

230 Sed.at 56465.

231 See generdile MasnikGerman Court Says you Musy@eclf&i or you may Get
FinedTECHDIRT (May 12, 2012), httpsulivw.techdirt.condrticles20100512/1116409394
.shtml [https:/jperma.cc5SUZBBS].

232 See, e.yoveday WrightGermanyOsFiProblenDw (Nov. 13, 2014), https:/
www.dw.comén/germanysvi-fi-problem/a18060000 [https:flerma.cddUMZ-NLKS].

233 Se8raysupraote2l, at 56865.

234 SeeSalazar v. Buono, 559 U.S. 700p1A142010) (plurality opinion) (OBecause
injunctive relief is drafted in light of what the court believes will be the future coensis of e
... a court must never ignore significant changes in the law or circumstances underlying an
injunction lest the decree be turned into an instrument of wrong.0) (internal emphasis
removed); Kingeeley Thermos Co. v. Aladdin Indus., Inc., 418E.A5 (2d Cir. 1969)
(OWhile changes in fact or in law afford the clearest bases for altering an injunction, the power
of equity has repeatedly been recognized as extending also to cases where a better appreciatic
of the facts in light of experience @aties that the decree is not properly adapted to
accomplishing its purposes.O).
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The SciHubinjunction, for instance, was amended soon after it was first
issued, following the plaintiffOs request to be given the authority to seize any
and all SeHub domain nameisicluding those to be registered in the féttire.

In fact, the ease with which-Hcib could close existing domains and open
new ones made the original order that targeted specific doortifessAt

the same time, however, content blocking mayedeece plaintiffsO rights

and block legitimate content, while restricting the fundamental rights of third
parties that are not direct parties to the dispute and hence do not necessarily
have standing to request injunction updates from thé€&anrtthisreason,

it is critical that courts independently invoke their power to modify remedies
whose practical implementatiotatsrfound to exceed their original scope.

2. Advising Technical Experts

Furthermore, to subject digital remedies to meaningful oversight, it is vital
that courts struggling to resolve cybtated disputes understand the
technological meaning of the relief they consider to grant. In its preliminary
ruling in the Motion for Rtiminary Injunction filled against TickBox, for
instance, the court raised a handful of complex technological questions:

What is the best way to address the issue of themes (such as Paradox
or Lodi Black) and/or addons (such as Covenant) that provide
acces to unauthorized versions of PlaintiffsO copyrighted work but
that Device users have already installed? Is there a way to address
this issue? Plaintiffs frame the solution as a simple software update
whereby TickBox removes these previalshnloaded tmes

from its customersO Devices. s it possible to perform a similar
software update whereby all Devices are reset, previously
downloaded themes and addons are deleted, and TickBoxOs
customers start anew with an offendn@gnefree user interfacé?

The court, however, did not attempt to answer these critical questions, but
ratherpreferred to maintain tistatus qu@and leave these questions for the
parties to address.

But the partiesO technological expertise should not negate the need to
empower courts with competent and professional capabilities-dOutt,

235 ErnestoPublisher Gets Carte Blanche to Seirubl®ei8airsupraote198

236 Geiger & lzyumenkd;he Role of Human Rights in Copyright Enforcesugmé Online
note85

237 TickBox 1supraote68 at 1.

238 Id.at 2 (OKeeping these questions and the discussion that follows in mind, counsel
for Plantiffs and TickBox, working with others who possess relevant technical expertise as
necessary, shall negotiate and attempt to reach agreement upon a stipulated preliminary
injunction that will supersede the CourtOs initial preliminary injunction order.O).
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private negotiations about the qualities of a specific relief should not replace
responsible decision makwwjch takes into account the full range of values
and interests held by various stakeholders that might be affected by the relief.
Specifically, counting on private -@idtourt settlements to reach the most
appropriate solution ignores the robustnessdigital remedies, the
implications of which may far exceed the particular rights and interests of the
direct parties to the legal dispute. As demonstrateartinll, alternative
technological solutions may vary in terms of cost, aceaunma@fficiencs?’

and these must be considered and assessed in an unbiased manner. In th
United Kingdom, for instance, where blocking injunctions had become a very
popular relief against online copyright infringement, RiddgerdArnold, the
undisputed authority wh#&rtomes to orderingPsto disable access to pirate
websites, has besslling uphis sleeve® exploe the practical meaning of

each blocking alternatiaedensure its overall proportionatffy.

Enhancement ofcourt® oversght capacity could becheved by
appointing Gequitable helpedswith the necessartechnicalexpertisé!*
Particularly, Rule 53 of the Federal Rules of Civil Procedure authorizes judges
to appoint speciadvisor§?to aid them in handling pretrial matters tried
without a jury thiacannot be addressed effectively and promptly by available
district or magistrate judgé&sAccordingly, and despite the cdStspecial
masters have beealled uporor ther expertise in specific fiel@such as

239 Sesupr&ection Il1.C.
24Q Seéindsaysupranote 88 at 153885. For instance, ifwentieth Century Fox Film
Corporation v. British freteadcation P.L.Ilidge Arnold considered:
[T]he terms of an order requiring [the ISP] to implement [a] hybrid blocking
system, concluding that it would be best to frame the injunction as requiring
IP address rmouting (to the URL blocking) rather thHh address
blocking, as the latter could be disproportionate in that it could result in
over blocking [of legitimate speech].
Id. In Dramatico Entertainment Ltd. v. British Sky Broadtestitiger hand, Judge Arnold
held that, Oas IP address biackiight prevent circumvention, it could be appropriate
for [blocking] to be mandated, provided that the IP address was not sharedimfiingiog
websites.[d. at 1535.
241 Se®raysupraote2l, at 56¥68.
242 Id.at 567There are other authorities for appointing special m&ser®.®avid
I. Levine,The Authority for the Appointment of Remedial Special Mastétstiorz detdim
Litigation: The History Recongidgr@édAvisL. Rev. 753 (1984); Wayne D. Brakilthority
to Refer Discovery Tasks to Special Masters: Limitations on Existing Sources and the Nee:
Federal Ruie MANAGING COMPLEX LITIGATION: A PRACTICAL GUIDE TO THE USE OF
SPECIALMASTERS305 (W. Braz et al. eds., 1983).
243 FeD.R.Civ.P.53(a)(1)(C).
244 Se®raysupraote?l, at 574.
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accounting, finance, scigraned techalogy(* Similarly, under Rule 706 of

the Federal Rules of Eviden@eial courts have wide discretion to appoint
experts. .. to clarify issues under considerafi$hand there is also the
Onherent authoritjof federal courj$o appoint technical advis@¥#$.Hence,

if legal disputes whidliaise problems of unusual difficulty, sophistication,
and complexity, or involve issues well beyond the regular questions of fact and
law which judges routinely f@pestify the appointmewf technical experts

and advisor¥? then complicated and dynamic cyk&ted disputes should
alsowarrant such appointment.

3. Imposing Duration Limitations

Constructing equitable remedies in a flexible fashion is considered another
equitable nreagerial devié®.Specifically, courts could enhance their ability
to supervise the implementation of digital remedies by limiting their duration
in accordance with their relevandecause the surrounding digital
circumstances change rapidly, as dcetimalogical capabilities to resolve
digital problems, courts should regularly consider accompanying digital
remedies with proper sunset clauSessider, for instance, a blocking order
that blocks use@Bccess to a website providing unauthorizedrixagrsng of
the NBA finals Such an order should be limited in time and not exceed the
duration of thdinals Otherwise, the risk of ovenforcement and blocking
of legitimate content will outweigh the benefit of decreasing copyright
infringement>°

Limiting the duration of digital remedies will further facilitate their periodic
review, which is necessary to allow courts to exploit thmostesevision
power in a timely manner and in light of experféhce.

245 MANUAL FOR COMPLEX LITIGATION (FOURTH) & 11.52 (2004). For instance, the
appointment of a special master in a case involving intellectual property claims by a
manufacturer of medical devices against an inventor and his company whested teq
Omakle] decisions with regard to search terms; oversee[ ] the design of searches and thi
scheduling of searches and production; coordinat[e] deliveries between the parties and their
vendors; and advis[e] both parties, at eitherOs requesgsinmaist and technical issues.O
Medtronic Sofamor Danek, Inc. v. Michelson, 229 F.R.D. 550, 559 (W.D. Tenn. 2003).

246 Maayan FilmaA Critique ¢f Re Bilski, 20EPAUL J.ART, TECH. & INTELL. PROP.

L.11, 47 (2009).

247 Id.at 48.

248 Id.

249 Se®raysupraote?l, at 568supraote209

250 In his blocking injunctions, Judge Arnold, for instance, has Orecently imposed a
sunset clause, which has time limitasi¢of two years.Se¢lusovecsupraote93 at 28.

251 Se®ichemont IntOl SA v. British Sky Broad. Ltd. [2014] EWHC (Ch) 3354, (Eng.) at
373.
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For instance, restricting the TickBox injancto a specified time limit
could have enabled the court to promptly find out whether the applications
that TickBox effectively deleted were indeed applicatio@ajat] directly

to thirdparty cyberlockers or streaming sites that trdtesnit
unauthorized performances of copyrighted motion pictures or television
shows3%? Indeed, the court had originally raised its concern as to whether
prior to deleting any software from Tick@osurrent user interface, the
parties ensured that it actpabntained links to the apps or websites that
provided access to unauthorized streaming versions of plaintiffsO copyrighted
works?*® Yet, independently reviewing which software was deleted and
deciding whether it induced copyright infringement, the court would have to
essentially outsource their judicial discretion to private (atiese
judgment might be mistaken or biased. Giverdtamatic implications of
erroneously restricting free speech, such restrictions should be addressed
promptly.

4. Contempt

(Equitable remedies may be enforced by contempt proceedings, through
which a court may impose a range of highly discretjmmgishments
including a new injunction, the payment of money to the plaintiff, the payment
of fines to the state, or, less commaniprisonmen®>*While this equitable
device is not commonly used, it could noneth@ikbew the court to respond
to new circumstanc€s® Effectively, it allows the judge to direct, learn,
respond, manager substitute foan alternative solutip@l with the goal of
achieving the plaintiffOs rightful postieh.

Contempt proceedings could actually have a double Feffectan ex
ante perspective, they require courts to be as clear and precise as possible i
defining the remedy, and at the sam@me, encourage defendants to
accurately follow the co@rinstructions. From an-prst perspective, like-ex
post revision, contempt allows courts to adjust the relief if its practical
implementation is found to exceed or override its intended reéetihéto
since courts retain the power to review and adjust the remedies they grant,

252 TickBox 2supraote69, at 1.

253 TickBox 1supraote68 at 1.

254 Braysupraote2l, at 56566.

255 Id.at 566.

256 Id. at 567;see alddouG RENDLEMAN, COMPLEX LITIGATION : INJUNCTIONS
STRUCTURALREMEDIES, AND CONTEMPT 6918833 (2010).

257 Se&chmidtv. Lessard, 414 U.S. 47BA76.974) (per curiam).
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detailed architecture of remedies should not diminish their necessary
flexibility®

5. Encourage Ongoing Participation of Various Stakeholders

Finally, another mechanism thatld facilitate better oversight of the
implementation of digital remedies is to give voice to affectédl nseosly
during the initial legal procedubeit also during the subsequenpest
revision proceduré®. To avoid lengthy litigation, such tiggpation of
interested parties should only be allowed during strict time wiBthmegthe
private, oubf-court implementation of digital remedies may unfold in an
unexpected fashion, it is important to allow those whose rights are being
affected, asell as those representing various public interests, incluging no
profits, human rights organizations, law enforcement ageactes
government representatives, to express their concerns before the court and
demand the revision of digital remedies thateffeeientor disproportionate
(e.g. restricting usefccess to legitimate online conteFi)s is especially
important in cases where the specific procedural process governing the case
negates the possibility of public participation during theexaye stage of
in-court proceedings.

258 One example of detailed digital remedy is the blocking order, which was granted in
Richemont IntOl SA v. British Sky Broad. Ltd. [2014] EWHC (Ch) 3354, (Eng.), at 319 which
reads as follows:

In respect of its residential fixed line broadband customefsthe [ . . ]
defendant [ISP] shall within 15 working days in relation to the initial
notification (and thereafter, within ten working days of receiving any
subsequent notification) adopt the following technical means to block or
attempt to block aess to the target websites, their domains and sub
domains and any other IP address or URL notified ta ttiefendant

whose sole or predominant purpose is to enable or facilitate access to a
target website. The technology to be adopted is:

(i) IP blecking in respect of each and every IP address from which each of
the target websites operate and which ig potified in writing to the. .
defendant by the applicants or their agentd[ .
(i) IP address m@uting in respect of all IP adsses that provide access
to each and every URL available from each of the target websites and their
domains and suthomains and which URL is notified in writing to the .
defendant by the claimants or their agents; and
(iif) URL blocking in respect afah and every URL available from each of
the target websites and their domains andisuhins and which is
notified in writing to the... defendant by the [applicants] or their agents.

Id.

259 Mulligan & BambergeBaving Governance by fgs@mote 17, 773573.
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For instance, the F@Irequest to the court to force Apple to create
software to help them circumvent the phoneOs encryption was initially
submitted as an-g@arte demantf’If the FBI had not submitted a subsatju
motion to compel Apple to comply with the assistance?brther,exparte
demand would have deprived the court of the perspectives of Apple and
numerous organizations that raised diverse concerns about e FBI
request®? Similarly, th&ciHubinjunction was ultimately granted as a default
judgment, without the defenses of the allegedly direct inffiiegehe
operator of the S¢iub sitg or the ultimate enforce(se.,various service
provider$ being hearé?

Moreover, encouragingeast participation of affected useessigecially
important for digital injunctions that are directed tepauties to the legal
dispute (e.g., th8cHub injunctionf® Third parties that are required to
implement a court order, even though they didaatively represent their
interests during the-axte judicial proceduré@sshould at least be allowed to
deliver their concerns during the stage gfosk revision considerations
Firstly, because they are not regularpaoties whose interests affected
from the injunction, but are the long hand of the defendants that are effectively
expected to obtain the resolution of the case, sometimes even on behalf of the
defendants. Secondlgnd relatedly, because the economic expenses of
executing the needy could be quite substarttfalhirdly, because when
digital remedies delegate adjudication powers to these third parties, directing
them not only to choosehickechnological means to apply, but also to decide
howto implement these means, it is irtgd to provide them with an open

260 GovernmentOs Ex Parte Application for Order Compelling Apple Inc. to Assist
Agents in Search aPl In reSearch of an Appl@hone, https:/Epic.orgamicustrypto
/apple/In-re-Apple FBI-AWA-Application.pdf [https:/perma.ccl2SKJIP74].

261 Se&overnmentOs Motion to Compel Apple supraote 72

262 Sedlulligan & Bambergesaving Governance by fgs@otel?, at 723.

263 Sediana KwonAmerican Chemical Society Wins Lawsuit -No&jr&teSailst
(Nov. 7, 2017), httpsiww.thescientist.conewsopinion/americasthemicasociety
-winslawsukagainsscihub-30648 [https:/perma.ccA8IMS9D3].

264 Sesupr&ection I11.B.

265 Generally, many courts apply a-fagtored test for issuing preliminary injunctions,

which inquire into: (1) whether the plaintiff will suffer irreparaitealvgent the issuance of
an injunction; (2) how the harm suffered by the plaintiff absent an injunction balances against
the harm that an injunction would cause to the defendant; (3) the plaintiff's likelihood of
success on the merits; and (4) the puiikrest.SeeCHARLES ALAN WRIGHT ET AL.,
FEDERAL PRACTICE AND PROCEDURE® 2948, 133 (2d ed. 1995). OMany courts interpret the
public interest factor as a license to consider the impact that granting or denying injunctive
relief will have on neparties.Qaura W. Steihe Court and the Community: \Argrthion
Interests Should Count in Preliminary InjunctigiRActlonss . 27, 29 (1997).

266 Sesupr&ection Il1.C.
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judicial venue where they can seek technical advice and obtain feedback abou
their specific compliance. Otherwisey might be left alone in the battlefield

of compliance, which might encourage them to prefer robhsbkegical

means with a higher risk of oesforcementy’ over specifically tailored

reliefs that are more accurate, but might result in-emidecement®

B. EQUITABLE CONSTRAINTS

The exploitation of the various managerial devices discussed abeve can b
costly, bothon the part of the court, especially when nominating technical
advisorg®® andon the part of defendants, especially when required to adjust
their compliance in accordance with the changing digital circuntétances.
Indeed,Gequitable remediehave certain characteristic costs, especially the
direct and indirect costs of complying with the courtOs command and the
possibility of an afterlife in which that command is clarified, modified,
enforced, or dissolvédl* This is why equitable enforce®ols are subject
to various limits.

For instance, there is the doctrine of ripenebich ensure€he
appropriateness of judicial re@wa given cas& (Ripeness is especially
important for equitable remedies because they can depend on facts that are
changing and contingent, dite\} canentanglehe courts in the relationship
of the parties, not just at the moment of decision bubn an ongoing
bass 3"In particulaywith regardto digital remedies, it is importanetsure
the recourse they provide remains relevadditionally, there is the
requirement for specificitgvhich requires that an equitable decree be
precisely worded and give cleatice of what is prohibited and requi@d.
Another limit on the use of equitable managerial devices relates to equitable
defenses that preveihe power of these remedies to be used on behalf of a

267 Such as IP blockin§esupr&ection III.C.

268 Such as the DNS blonkitechnique of content blocking ord8e€eiler supraote
132and accompanying text.

269 Braysupraote2l, at 57874.

270 Gene R. ShrevEederal Injunctions and the Publi®1@ered/asH. L. Rev. 382,
389 (1983) (O[An injunction] poses the threat of adjustingspects @f the defendantOs
behavior than those that would wrong the plaintiff if the injunction were not issued. It is
difficult if not impossible to so finely adjust an order that it protects plaintiff without impairing
defendantOs harmless activitiebeorights of those who are not represented before the
court.0).

271 Braysupraote2l, at 577.

272 Seee.g. G. Joseph Vinindirect Judicialvigey and the Doctrine of Ripeness in
Administrative L&@MICH. L. REv. 1443, 1446 (1971).

273 Braysupraote2l, at 579.

274 1d;see alBaD.R.Civ.P.65(d).
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plaintiff who acts unjust§’® For exampleglaintifs cannot bring their claims

with unreasonable delay or with unclean Ré@gerall, these discretionary
limitsGocug] judgesO attention on certain situations where equitable remedies
and enforcement mechanisms are most likely to be n@iUsed.

VI. CONCLUSION

Orhe devil is in the detadsyr its predecess@Bod is in the details,
means tha€jtlhe details of a plan, while seeming insignificant, may contain
hidden problems that threaten its overall feasiBifilihis phraseaptures
the precise implication of using technological fixes as solutions for legal
disputes: the detailaderlyinguch fixes are far from menetgceduralThey
are actually material, shaping the crux of the technological plan for resolving a
concrete legal gpute. Digital remedies change the traditional dichotomy
between adjudication and compliance in remedies. They blur the borderline
beween lawmaking and law enforcement, depositing both powers in the
hands of private executors who design and implemeetrtbdy outside the
courthouse.

As explainedn thisArticle digital remedies can be implemented through
various means, which differ in their error rate, ,casts circumvention
potential. These differences are substaasialhey effectively defineeth
ultimate scope and breadth of the rélieé¢ robust implementation of digital
remedies can effectively reshape settled balances between clashing rights an
interests and practically dictate progress and innovation.

This critical role of the technicatails which underline digital remedies
challenges the ability of courts to competently oversee the remedial process.
Traditional mechanisms of judicial oversight do not fit the realm of digital
remedies. Specificallysaate judicial review, transpaittegtl procedurand
public participation during legal proceedings ignore all that happens after the
court issues its decree, when private, jpnaiimizing executors embed their
technological choices in Awansparent and proprietary technologies.

An dl-embracing perspective of checks and balances is needed to facilitate
ongoing, eyost review of digital compliance, to protect the rule of law,

275 Braysupraote?l, at 581.

276 Howard W. BrillThe Maxims of Equit993ARK. L. NOTES 29, 34 (1993) (OThe
purpose of the unclean hands doctrine is neither to protect the defendant nor to favor the
complainat .. . [but] to protect the court . .O).

277 Braysupraote2l, at 584.

278 See The Devil is in the Dé&aRsses FINDER, https://www.phrases.org.uk
/meaningsthe-devitis-in-the-details.html [https:fderma.cdHLY7-XKCP] (last visited Jan.

4, 2020).
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consider the various rights and interests at, stateensure that digital
remedies adapt to a rapidly civandigital reality. As suggested inAhisle

the exploitation of equitable managerial devices could advance such an all
round perspective, while empowering cBuasgersight capabilities.
Specifically, by consulting technical experts to hone tlcbmict
understandingand implicationsof the reliefsthat will be grantedby
supporting exost revision of decrees and limiting their duration to address
the need for constant adaptation; and by encouraging ongoing participation of
various stakeholdeis facilitate a broad consideration of human rights and
public values, courts could enhance their oversight capabilities while
responding properly to the increasing need to resolveaglbed disputes.
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O[A] rivalrous structure surely has its inefficiencies. But such a structure
does tend to generate rapid technical progress and seembetterusbcial
bet than a regie where only one or a few organizations control the
development of any given technology.O

N Robert P. Merges and Richard R. Nélson

ABSTRACT

In many industries, the arc of our contemporary economy bends togaedsThe
ubiquitous digital platform mpanies such as Amazon, Facebook, Ne@lnrese
companies lik®aidu, Tencent, and Alibaba are the-lesin examples. While some
concerned onlookers propose structural renfediiesricaCinstrained antitrust law plus
the logic of natural monopolyeanthatincreased concentrationil likely continuéor the
foreseeable future. In this setting, imigortant topreserve multiple sources of rivalrous
innovationdespitecontinuous growth in th8ig Pléforms Preservig rivalryrequires
caning out and preseimg a nichefor innovative small and medisimed companie®ne
way to do this is to promote and protect the secondary patent market. Sale of patents is one
way small firms can remain viable in the shadow ofafigriRs.This Articleargus that
patent markets are superior in some cases to complete acquisition of a small firm by a Big
Platform company because selling pasdioiss a small firnto survive as an independent
entity. Recent patent system reforms support thisepomdary markeolicy: the era of
easyand extortionate patent litigatiotmaditionallyassociated with the secondary patent
market is coming to a closPatent sales and licensing, at times backed by the threat of
litigation, will promote small company innovatiore these reformgain tractionThis is
crucial though Big Platforms aomirrentlyyoung and vigoroukjstory suggests thidey
will become less innovativethe long runPreserving multiple small innovaiioitsrough
the patent market and othenhssthe best way to prepare fbe future of Big Platforms
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l. INTRODUCTION

Economic activity is always ultimately about buyers and $elliens.
this activity increasingly takes place online. Five huge companies have
emerged in the nited Satesasmakers of masscale marketdlany other
companies, both in thenited Satesand elsewhere, are workingrtediate
between buyers and sellgrsall sorts of industries. The basic logic of
network economics pushpkitform companieto continually expanin
scale and scopecale means more buyers and selidrde scope means
more markets served. Whais ultimately means isatthe era of the Big
Platformhas begurf

3. Farhad Manjool'he Upside of Being Ruled by the Five déch GiapsgNov. 1,
2017), https:Avww.nytimes.con2017/11/01/ technologyfive-techgiantsupside.html
[https:// permacc/EL5Z-B7YX] (describing the role of five tech giants on the market).

4. The word OplatformO has taken on a constellation of meanings, which often vary
depending on the subject matter spgméthe speaker. In business strategy, a common set
of compmnents that form the core of a machine, software system, or the like may be called a
platform; an example would be Microsoft Wind@&esCarliss Y. Baldwin & C. Jason
Woodard, The architectufeplatforms: a unified, WieWPLATFORMS MARKETS AND
INNOVATION, 21 (Annabelle Gawer ed., 2009). Many computer programs, sold by many
different companies, can Oplug intoO the Windows operating system, making Windows a
frequentlyreferenced Osoftware foah.O More recently, engineers and economists have
reservedhe word OplatformO to refer to any physical or virtual thing, place, or system that
brings together multiple sellers and multiple buyers of producis sewices. These are
often (and morerpperly) referred to as Otsided platforms.O Thus, a shogphall (a
building with multiple separate units for lease) brings together sellers and buyers of retail
goods. Today, virtual platforms such as Amazon, Uber, and YouTube are much in the news
beause of their growing size and power. Amazon brings tdgeyiees and sellers of a
huge range of goods and services. Uber brings together (or OintermediatesO between
independent drivers and riders. YouTube (along with Spotify and the like) brirgys togeth
producers and consumers of content (video, audio, eta)mibre general sense; all
purpose search engines such as Google also servsidsdvptatforms, bringing together
advertisers and consumers, though in this and other casesupipOadd©ontent, ads are
often an extraneous intrusion into the aantg information sought by the consumer.
These platforms might be said to bring together producers and consumers of information, in
a format subsidized by advertisers. The advets#he phtform to attract customers,
even though the customers arsudlly) not on the platform for the express purpose of



56 BERKELEY TECHNOLOGY LAW JOURNAL [Vol. 3553

It is nowcommonplace to worry about the massive size of Big Platforms.
Competitimm andantitrustlaw experts will beeavily debatindpese issues in
the years to com&he issues will be mpleXN Big Platforms have also
destabilized conventional assumptions and practices in fields such as
employment lawe(g, Uber, Lyft, andidi in China), local regulation.g,

Airbnb), and taxatior (g, Amazon).

One sideof the platform debateutsthe advantages of size and scale in
innovative industries. Wellestablished school of thought says that size and
the accompanyingiarket powearethe best frienglthat innovation could
ever haveln addition, legal scholar Peter Lee has stimttechnologial
skillsare deeply embedded in piomgecompaniesyhich makes a strong
case for big companies to keepwing througltompany acquisitid The
buying up of talent in the form of big companies acquiring smaller ones even
has a name: QagehiringC

As with most technologiemline platforms are based on a wide range of
innovations spanning many yedrgluding the internet itself, molde
communications, data compression technologies, online payment systems
and GPS satellites andppiag softwareThese innovations represent the
successful harvest of many scientific and technological seeds planted at
various timesverfifty yearsThe seeds for these technologies were planted
in many different places: the public seatwluniversiesas well adig,
medium, and small companies.

This creates a cause for concerithe era of the Big Platform, will there
still be room for such a varigthovative ecosystem? Will the trend toward
ObignessO and the Owinner take allO natatiowh markets shut out the
smaller innovators that have helped create the conditiomgich the
platform economy thrige

A detailed answer would have manyspamd cover many topics: the
future of governmentesearch and developmeR&D), the prospects for
university researcéindthe prosandconsof innovation driven by company
acqusitions.This Article stresesonly one of thesthemes. the importance

looking at ads. These taided platform companies are the ones concentrated upon in this
Article.

5. Senfranotes 4Bb7 and accompangitext.

6. See generddier Lednnovation and the:FAriew Synthe3BSTAN. L. Rev. 1431
(2018).

7. Andres SawickBuying TearB8SEATTLE U. L. Rev. 651 (2015); Samantha Nolan,
Talent for Sale: The Need for Enhanced ScrutiByahidtiditiaf Actjiies 67 HASTINGS
L.J.849, 849 (2016gtéting that in Oacduring[,] [t]he buying corporation purchases the
target, poaches its employees, jettisons its projects, and generally kills the companyO; callin
for shareholder protectisiior the acquired firm).
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of markets for technologylhe term refers tdhe ability to transfer
technologies through the mechanism of patent acquiéiion®s length
sales ofdiscretetechnologies rather thaf the companies that developed
them?® When individual technologies can ttasferred to big platform
companies, the smaller companies that developed those technologies can
continueto existas going concernghe people inside these smaller
companiesanthereforeretain the benefits of autonomy and independence,
despite the wecal integration thatypically accompanies the platform
economyThe market for technologgsentiallpermits vertical integration

of technologwithout requiring the swallowing up aitire comp&his
arrangement thaes somdistinctadvantagés.

The main point of this Article ie emphasizéhe advantages of patent
markets and continuing small firm viabiftythe outsethowever, it mas
be said thathere are good reasons for vertical integration in the era of Big
Platforms.The growth of empanies by sequential firm acquisitiornrdels
benefitslt certainly is a boon for small company founders; todayOs golden
exit for many startups a phone call from a Big Platform company saying
Owe want to buy yotiKdeanwhileBig Platform technologg and business
strateges reward size and scope, which are often achieved faster by a
combination of internal growth and external firm acquisitimmsdoesa
Big Platform company buog a startup alwaysean that small company
talent is permanently abdwed. Some startup founders areOserial

8. As explained later, most pateriated transactions these days are for patent
portfolios, rather than for individual pateSesmfranote 23 and associated text.

9. But sedoshua Gans et alWhen Does Stgrtinnovati Spur the Gale of Creative
Destructi®n33RanD J.ECoN. 571 (2002). The paper presents an empirical study of 100
startups and finds that the probability of cooperation with incumbent firms, as opposed to
entry into product competition with them is éasing in the innovatorOs control over
intellectual propertyrights, association with venture capitalists (which reduce their
transactional bargaining costs), and in the relative cost of control of specialized
complementary assets. The authors conclutiethihapropensity for proompetitive
benefits from statip hnovators in the form of product market entry reflects an earlier
market failure, in the market for ideas. For Gans et al., then, a strong market for technology
and/or patent market (as explotatér in this Article) actuatigntributeshie concentration
of power in fewer (presumably larger) firms: the opposite of this ArticleOs thesis. Two things
to note about this Article are: (1) it was written before the Big Platform companies had fully
emerged, so entry into product market comgetitiinformation technology industries was
more common; and (2) the Ostrong IPO industries studied clustered around pharmaceuticals
an industry in which entry barriers associated with the high cost of @ssaneh and
regulatory approval mean that é&mry of new, fulbcale pharma firms to compete with
incumbents is a very rare event.

10. See, €.pHN HAWKEY, EXIT STRATEGY PLANNING : GROOMING YOUR BUSINESS
FORSALE OR SUCCESSION130 (2014).
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entrepreneurs@ho go on to staranother new compamgter their current
company is swallowed.tip

Evenso,there are good reasons to favor a diverseomic ecosystem
that includesongoing, continuously operatirggnall firmsin highly
innovative industrieAs explained lategubstantiaresearch shows that
small companies are by many measures moretivendfian large ones.
Because patent markets enable technologies to move from smaller to larger
companies withda requiring smaller companies to be completely swallowed
up, these markets can play an important part in preserving a more diverse
industry strature in innovative industries. The big firms can thrive by
acquiring the technologies they need to expargt@amdvhile at least some
smaller firms can remain independ&htsgivesthe smaller firma better
chance to contribute new and valuable etmans down the road.

Sale of technologies gives smaller companies a route through which they
can participata incremental innovation in the platform era while retaining
their independent and autonomous cultdit@scould help push against the
overwhéming forces driving toward centralization, consolidation, and
vertical integratiot just mightevenfosterthe kind of OoutsiderO mentality
that so often begins the process of creative destructioultififagereason
for fostering technology marketsthe platform era is to open the way for
the beginnings of whatever era will succeed it.

An active patent meat would serve as a supplement+wumse R&D,
which can be expected to grow along with Big Platform compamies
increase in big company egsh is likely, judging froearlier waves of
vertical integrationmwentieth centurgompanies such as the R®vania
Railroad, Carnegie Steel, General Electric, DuPont, AT&T, and the OBig
ThreeO U.S. automakpisneered theawmaterialgéo-endusercorporate
architectureOne aspect of this was the developmemhadernin-house
R&D laloratories There are gns that the Big Platform companies are
moving in this direction, especially in the case of AmazonOs'iEaHeab.

11 Most big companies require the founders and othg@logees of acquired
companies to remain as employees for a period of time; they do this by OvestingO the big
company stock over two to four years, and which is the normal compensation for the
founders who setlut. See, e.@homas GoetStartup. Get Rgdor a Demotion and an Identity
CrisisINC. MAG. (June 2019), httpswww.inc.commagazineé201906thomasgoetz/exit
-acquisitiormergeraftersale.html [https:// perma.cdS4WWQ9G] (O[M]ost startup
acquisitions come with the golden handcutistset or fouryear vest....0).

12 AmazonOs 126 Lab created the Kindlieole reader and the Alexa veice
recognition Amazon interfa@edlark Gruman & Brad Stonémazon Is Said to Be Working
on AnotheBig Bet: Home RpbBt®OMBERG NEws (Apr. 23 2018), https:/
www.bloomberg.comews/articles201804-23/amazors-saidto-be-workingon-another
-bigbethomerobots [https:/fperma.cc89PZY9HX]; Ry CristBehind the Scenes at AlexaOs
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Big Platforms follow theraditional arc, thouse R&D will very likely
continue to grow.

The nature of technology also contributes tdotjie of large firm size
and vertical integratioReter Lee haslentifiedsone substantiabenefits
from in-house R&D and outriglawnership (ttough acquisitions) of R&D
related assetsTechnology issuallynot a disembodied commaodity that can
be bumled up and sold in a stpreut rathera subtle mix of codified
information and hartb-pin-down knowhow. Therecan belittle tricks to
make software code harder to hackknmwledge aboubhe right way to
tweak the settings in a metal fabrication psote get the strongest alloy
possibleA company can only come to own and control these OtacitO aspects
of technologyy eithergrowing technology-imouse or acquiring the people,
machines, and buildings of an entire company.

With the advantages in-house research and outright acquisjtwhyg
worry abougthird path that requires an arte®gth market for technology?
The answeprimarilystems fromtwo principlesdiversity and autonomy. To
preserve a diverse ecosystem in the era of the Bignkladonnology
markets are imperativenl® through an arm@sgth transaction can a
distinct, separate innovative company find an outlet for its new ideas. Only
with many such small companies operating on their own can we avoid the
inevitable problems @igroupthink,O not invented here, amatiher ills of
bignessOnly through a market for technology can a small team of experts
constitute themselves as a specialty supplier that remains independent of a
large compafyin other wordsan autonomous econaminit. Some may
regardthese valueasunimportant or overblowrgut those who recognize
thatthese traits gave rise to Big Platforms in the firstvpldbe interesed
in preserving thenthis translates twoncers for the health and wddkeing
of arobust market for indepdentlydeveloped technologiny detailed
discussion athat market, howevearequirexovemg some basics about the
nature of patents and the market for them.

Il PATENT ASSETS AND PATENT MARKETS

ThisArticleso far hasnainlydisaissed the@atent markah terms of the
contribution it makes as an alternative tefifoll mergers and acquisitions.

Laboratary CNET (Apr. 23, 2018), httpswivw.cnet.comewshbehindthescenes
atamazoralexdaboratorstab126/[https:// perma.ccK32H-2376].

13 Peter Leelnnovation and the,Supranote 6;see genem@diier LeeTranscending the
Tacit Dimension: Patents, RelationsGigmnazational Integration in dgchimahsfai00
CaLIF. L. Rev. 1503 (2012).
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This Part answers questions abaiie nature of the assets that are
transferred in this mark&thy arepatents a useful asset typerfamgferring

rights ovetechnologies? How are patents superior tcdnefsechnology
through contracts alone? How does corporate ownership of patents
interrelate with the nature of corporations themselves?

A. ARE PATENTS DIFFERENT FROMOTHER TYPES OFCORPORATE
PROPERTY?

Whileit is convenient that a corporation can sell off a patent poitfolio,
might not seem signifidarfter all,given thata company can sell a used
machinetruck, furniture or any other type of personal propestyat is so
specibaboutpatents?

In one sense, nothing. Property in a patent is no different from other
property:* So patents are just one of many things a company can sell when
and if it chooses to.

But in another sense, patents are diffedecgntral quality of properis
that it confers broad control rights on an owlnetontrast taa simple buy
sellcontract, for examplsellingan assedubject to a property rigdbes not
requirewriting down in detail all the ways the buyer can use the asset in the
future® Legal aademicssay this wide discretion in deciding what can be
done with an asset is the core feature of prodémyOright to excludeO
everyone else from using an asset leaves property witheadmost
unfettered discretion in determining how it neayded

Economists likewise think of property as an entitlement distinct from
contractAllocating rights and duties by contratd thema basic feature of
economic activifyput it is difficult, expensivand theoretically impossibd
specifyall the rights and dutiesf two contacting partiesegarding aasset

14 Patents are exclusive rights, just as personal property is the right to exclude others
from using an object:
The right to exclude others is the essence of the hugharcalled
Oproperty.O The right teclede others from free use of an invention
protected by a valid patent does not differ from the right to exclude
others from free use of oneOs automobile, crops, or other items of
personal property.
Panduit Corp. v. &tlin Bros. Fibre Works, Inc., 5783dF1152, 1158 n.5 (6th Cir. 1978).
But seblichael H. DavisPatent Politics6 S.C.L. Rev. 337, 386 (2004) (asserting that
OlcJalling patents ordinary property, and, more importantly, treating those rights as such
seems slightly irrationalO).
15 Seddenry E. SmithProperty as the Law of ,ThatgdArv. L. Rev. 1691, 1704
(2012) (OWhen O1 owns Blackacre, the exclusion strategy for delineating her rights,
implemented through devices like the tort of trespasstpmi@nge of actions Al, A2, A3
... without the lawOs needing to specify these actions.O).



2020] PATENT MARKETS AND INNOVATION 61

Property rights arthereforenecessary and crucial for economic exchange.
Property gives an ownessidual rightise right to all uses of an asseat
specified in a contracErom both a legal and economic perspective,
ownership means a wide and full scope of control over thef apesssét
known and unknowmpresent and future.

It is this feature of property rights that is so important for patents. A
patent gives its owner contrajhts over all embodiments of a claimed
invention.Unlike othertypes of asset®iowever, dchnology isot static
R&D leads researchers in many diregtiomany of which are
unpredictabl& Therefore broad control rights over many variations on a
basictheme and oveturrentlyunforeseen applications of a technique or
design are especially important for new technologies and R&D activity
generally. This is exactly what you get with a patent.

Thus seling a machine or trucis different fron sellinga paent. The
buyer of the machine or truck can do anything he or she wants with it (as
long as the use is legal) personal property in trucks and machines adds
some value. It would be burdensome for the company to specify all the
things the buyer can dath the truck or machine, and property makes this
unnecessariowever listing future usegor a truck would bdifficult but
not intractable.The foreseeable uses of the trudkving, carrying,
delivering, etcarelegion but not infinite.

16 According to Henry Smith:

[T]he uses of an asset are not just risky (e.g., with a variance in outcomes
forming a probability distribution), but uncertairthé Knightian sense.

That is, the et of uses of an asset may not correspond to a known
probability distribution, and nonowners may not even know the members
of the set. Property law helps manage this uncertainty by not making
knowledge of the uses oeauhe probability distributions bktr values
relevant to dutyholders. In previous work, | have argued that Knightian
uncertainty is more conducive to property rules than to liability rules,
which do require more knowledge of probabilistic informatioffibials

or courts.

Henry E. Smithinstitutions and Indirectness in IntellectubbRuoperty. Rev. 2083, 2088
(2009) (footnote omitted) (citifrgANK H. KNIGHT, RISK, UNCERTAINTY AND PROFIT 19D

20, 198232 (1921)) (distinguishing OriskO from OuncertaintyO by noting thait@dnserta
immeasurable in principle); Henry E. SrRitbperty and Property RailésY.U. L.Rev.
1719, 172R7 (2004) (OProperty itself is a response to unceatainpyoperty rules derive
some advantage as a response to uncertainty.O).

17. On this,see Smithinstitutions and Indirectness in Intellectusiifraperty 6, at
2106 (OFor property, and intellectual property especially, the discoverpsofrafter
than the measurement of the value of options based on known risks) isdimaetthia
indirect modular structure of property tends to foster.O).
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The sameamot be said aboutagents. A patent on a mediocre glue
might make Postlt NotesO possibfainvention of a nonstick coating for
cookware mighenable someone to makanproof cloth that is still
breathablé? A patent on a mildly useful compound for onedioal
condition might open the door later to an effective treatment for a major
disease or problettThe list of examples goes?bn.

The essence of a patent is an extrapolation from one or a few prototypes,
successful experiments, or working modalssewho draft patent claims
work everyday in the realm of projection, extension, variation, and
modification. Even within a single patent, the usual practice is to draft a set
of claims that begrbroadly andhen beconm®narrower. This pattern is
repeatedseveral times in a typical patent. Thus, from an economic
perspective, the best way to conceptualize a patent is as a set of nested
options. When a patent idiled or a claim is redrafted (amendédis
impossible to know for certamhether that claimilvcover (read gna
valuable commercial produetribodiment in the futureThere isalsoa risk

18 SeeAcrylate Copolymer Microspheres, U.S. Patent 3,691,140 (issued Sept. 12,
1972). For thatory behind the invention of the piishote, seébout Us3M, https://
www.posit.com/3M/en_USpostit/ contactus/aboutus/ [https:// perma.cdFR8M
7HJS]last visited Dec. 21, 2019).

19 A DuPont researcher named Roy J. Plunkett invented polytetrafluorethylene
(PTFE), trademarked as OTeflon,0 in S&@Robert W. Gp&el. HisT. INST., https:/
www.sciencehistory.ofastoricalprofile/robertw-gore  [https:// perma.ccdRM3ZK4Y]

(last visited Dec. 21, 2019ne of GoreOs-vmrkers was W.L. Gore, who left DuPont to
develop new applications of PRFENne of which (in reaech with GoreOs son, Robert
Gore) led to the surprising discovery that egtretching PTFE made a thin film tists

air permeable but waterproof: Gdex. Id. One early Gordex patent is Waterproof
Laminate, U.S. Patent 4,194,041 (issued Mar.@g3, 198

20 See, e.bouglas Martin & Guinter Kahimventor of Baldness Remedy, [Ne¥.at 80
TIMES, Sept. 19, @4, at A21 (describing Gunther KahnOs discovery that a failed ulcer
treatment called minxodil was quite effective at stimulating haij);gresvitstethods and
Solutions for Treating Male Pattern Alopecia, U.S. Patent 4,596,812 (issued June 24, 1986)
Rebecca S. Eisenbefhe Problem of New B¥esE J.HEALTH PoL®, L. & ETHICS 717,

724 (2005) (O[Cl]linical trials showing that a dmkg for a new indication may support a
process patent on a new method of treatment, even though the same gheigolias/

been used for another purposes€d;geneiéiishryn BrownRepurposing Old Drugs for New
Uses28DEPAUL J.ART, TECH. & INTELL. PROP. L. 1 (2017).

21 Keep in mind the distinction between the specific features of a technology and the
appliations for or uses of that technology. Features must be described in order to obtain a
valid patent; that is the essence of the enablengaimengent in 35 U.S.C. 112. But
applications or uses are a different matter. Thus, one must describe in detaiakaw
and use a new metal alloy if that is the new invention claimed. But a valid claim to the alloy
will in general cover all future aggtions and ug€sn machinery, autos, higpeed trains,
aircraft, bicycles, and even things not yet inventesl tahéhthe alloy patent is issued such
as zero gravity machines or buildizgd hovercraft.
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that a broader claim may encompass something known in the field before the
claim was filedmaking that clai invalid.As a result, agent drafters are
forewer navigating the eternal golden braid of validiky regitimate
extrapolation (enablemgnand future coveraffdBut the better the claims

are drafted, and the more of them there are, the morehde$pmething

of future value will be covered.

Additionally, the realvorld unit of analysis these days is a patent
portfolio rather than a single patétitflost portfoliosalsoinclude pending
patent applications which, unlike issued patents, can still be aftegided
claims can be stretched, wherdtinegte, to cover products that have
become viable or foreseeable in the interval between the filing of the original
claim andhe amendment.hese pending applications and their clidioss
have even greater option vallige result of this setupaslage bundle of
ownership claims over a multitude of technological options. The options
cover embodiments that may be hard or s&sipte to foreseend it is
equally hard to predict the market value of these unpredictable embodiments.

22 For just one of the thousands of examfiles could be citediompareAuto.
Techs. Intern., Inc. v. BMW of N. Am., Inc., 501 F.3d 1274, 1282 (Fed. Gi(OZUpi&
district court was correct that the specification did not enable the full scope of the invention
because it did not enable eledtrside impact sensors.O) (invalidating claim in patent for
side door airbag sensors which covered sensors witlvallenmass, i.e., mechanical
sensors which sense an impact due to changes in a magnetic field, i.e., electronically becaus
the patent spdmation adequately taught only the use of mechanical seitedisjogic,
Inc. v. Smith & Nephew, Inc., 884 F1&57 (Fed. Cir. 2018) (finding disclosure of a single
type of lightbulb adequate to support a claim to the use of any type of light guide in
surgical instrument).
23 See genef@leon Parchomovsky & R. Polk WagRatent PortfolidsiU. Pa. L.

Rev. 1, 3EB2 (2005) (outlining a theory of patent value in which the worth of a patent
portfolio is greater than the sum of its individastisp This Article describes two chief
advantages of portfolios: (1) OscaleO and (2) diversity:

[A] weltconceivedpatent portfolio is in many ways a form of Osuper

patent,O0 sharing many of the marketplace advantages conventionally

attributed to individugatents (paradigmatically, rights to exclude others

from the marketplace), only on a larger, broader scalgr&yatigg the

individualized value of a number of closely related patents, the scale

features of patent portfolios enable holders to realizepatentike

power in the modern marketplace to a degree which is impossible using

individual patents alone.

[At the same time,] the inherent diversity created by the aggregation of

many different patents offers holders a range of blniith as the

ability to address the risk and uncertainty fundamental to inrfdvation

that cannot be easily achieved absent éioref such structures.

Id; see alddichael RisghPatent Portfolios as SediBibesce L.J 89, 140 n.250 (2013)
(quoting Parchomoks and Wagner).
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These contingent ownbig claims over uncertain future technologies
and market products represent a uniquely indeterminate set of hissets.
makesexclusionary or residual rights uniquely valuable as a form of
entittement over thenif propertyas a concepdid not exist befe, the
desire to transfer rights over future technological embodiments and R&D
trajectories would have made it necessarydaotiit. The fit between the
core feature of propeNyresiduakights over unspecifiable U$emd he
nature of a patent is exdiegly tight?

B. PATENT PORTFOLIOS ASBUNDLES OF ASSETSRELATIONSHIP TO
CORPORATELAW THEORY

There are several ways to think alpaient propertyOne is that
patents represent investments in OunstickingO information assets from other
related assetSAnother is that patents represent an internal form of asset
partitioning. The literature on porate law theory has given us a rich
account of how the corporate form permits discrete assets to be cleaved off
and moved into a distinct entity separate fronpéingonal assets of the
people behind the corporation. This is efficieatlows companfpunders
to put boundaries around a limited OstakeO they are willing to place inside the
corporationwithout endangeringeirindividualasset® This is an obviau
corollary toa fundamentalfeature of corporatioNslimited liability of
shareholders. The asset partitioning idea examines the asset side of the
corporate risk equatioBy drawing a conceptual circle around corporate
assets, the corporate form permissarete set of assétsbe placed at risk
without endanging others

This ideaprovides a template for how to think about patent portfolios
which allow a form of asset partitionititat promotes market efficiency
rather than limiting liabilitfPatenportfolios allow a firm to place a distinct

24, SeeSmith, supranote 15, atl70B1704 (asserting that property law uses the
Omodular theory,O whereby the law protects a variety of rights without knowing which ones
the owner will use, because it Ois more explanatory than theibumeldt helps explain
the structures we duat find, shows how property can be used to maximize option value,
and demonstrates why innovation in property takes the institutional paths it does.O).

25, Seéric von HippelOSticky InformationO andugheflmoblem Solving: Implications for
Innovatmn40MGT. SCI. 429, 43887 (1994) (describing economic conditions that encourage
investments in OunstickingO information).

26. Known as Oasset partitionin§egeHenry Hansmann & Reinier Kraakm@ihg
Essetial Role of Organizationatlll@vaLE L.J 337, 390 (2000) (defining asset partitioning,
which the authors say is the central defining characteristic of the corporation as an
organizational formgee alédiacomo Rojas Elguetdjvergences and Genves of Common
Law and Civil Law TraditioAssat Partitioning: A Functional Adalisiga. J.Bus. L. 517,

554 (2010) (discussing elaborations and refinements of the asset partitioning concept).
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yet related sebf assets into a sellable bundle, an idea pioneered in the
context of general corporate assets and contracts by Ken Buyottieng in

this form has numerous advantages that apply to R&D amisfiaflost
notably, it encourages investment in complamemrissets (e.g., related
patents) and prevents opportunistic holdup. Patent law requires bundling in
some casd® explicitly prevent holdipThere isalsoa general sense that
parties to a patertransfer agreement have a duty to prevent h&ldup.

27. See, e.fenneth Ayotte & Henry Hansmatmegal Entities as Transferable Bundles of
Contragtl111MIcH. L. Rev. 715, 744 (2013) (arguing that holdup is prevented by including
all potentially overlapping contracts and assets in the bundle or portfolio that is sold).

28 Holdup could occur if theeBer of a patent withheld one or more related,
overlapping patents, so that when the buyer began making and selling a product based on
the acquired patent, the seller could sue for infringement under the patent(s) that were
withheld. Patent law includesute that formally overlapping patents (thosknteally
subject to what is known as Odouble patentingO) (1) must expire at the same time (through
use of what is known as a Oterminal disclaimerO of any term in a second patent that would
otherwise extenldeyond the term of the first patent); and (2} tmigransferred together,
as a bundle, to prevent lawsuits from multiple sources against use of a singleSagention.
reVan Ornum, 686 F.2d 937, 948 (C.C.P.A. 1982) (OWhen a terminal disclairven causes
patents to expire together[,] a situatiooreated which is tantamount for all practical
purposes to having all the claims in one patent. Obviously, that thought contemplates
common ownership of the two patents, which remains common throughdetdhéke
patents.O)n reHubbel|l 709 F.3d M40, 1145 (Fed. Cir. 2013) (OThe second rationale [for
double patenting] is to prevent multiple infringement suits by different assignees asserting
essentially the same patented invention.O). A termiaahéiseiust O[ijnclude a provision
that any patergranted on that application shall be enforceable only for and during such
period that said patent is commonly owned with the application or patent which formed the
basis for the ... double patentin§ssue].O 37 C.F.R1.821(c)(3). Second, mestican
include a OndmldupO provision in a patent transfer or purchase agreement.

29 Sed\braxis Bioscience, Inc. v. Navinta L.L.C., 625 F.3d 1359 (Fed. Cice2010),
deniedl32 S. Ct. 115 (201This case involved a $350 million asset purbiaskraxis,
including eight pharmaceutical patents. Seller company AstraZeneca agreed that it would
Odo, execute, acknowledge and deliver, or will cause to be done, executed, acknowledged ar
delivered, angnd all further acts, conveyances, transfeignrasats, and assurances as
necessary to grant, sell, convey, assign, transfer, set over to or vest in Buyer any of the
Transferred Intellectual PropertyO described in the asset purchase agretrh@e. It
was subsequently discovered that a safysaimpany of the seller had failed to transfer
ownership of relevant patents to the seller prior to the deal; this was remedied, and the seller
then transferred the patents to buyer Abraxis. Unforturiaéetyansfer occurred too late
to confer standm on the buyer Abraxis, so AbraxisOs patent infringement action against
another company, defendant Navinta, was dismids#d1365, 1368. On this, see Xuan
Thao Nguyerin the Name of Patent StewdrdsHfederal CircuitOs Overr@whniercial
Law 67FLA. L. Rev. 127, 1346 (2015). Apart from the standing issue, the background to
the case shows the general duty to transfer all technology owredadgzttpatents, and
therefore prevent paterglated holdup.
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Additionally, @rties carontractuallagree to an arttioldup provisiof? In

the same spiritpatent law encourages asset buitimg clusteing of
assets around a single, discrete R&D project. Tk lfue, the portfolig,

can in turn be cleaved off from the other assets of the firm and sold
separatelynsteadf reducing the risk of liability enhances the ability of a
firm to monetize an R&D project in the form of a discrete transactien. Th
remainder of the firmOseds staput, and the firnproceedsis before.

Because ofisset bundlingpatentgepresent a distinct set of property
rights that exist inside the boundaries of a firmOs otherwise undifferentiated
assetsThose property rightare separated from thenfids other assbis
recognizable legal boundaries. The legal form of the patent represents a
standardized bundle of rights over assets, wbitdequentlgegregates
these assets from the other unsegregated assets ownech.[Batefitsas
project portfdios are therefore characterized byour attributes: (1)
compartmentalization(2) segregation or partitionin@) seprability or
Ounstickabili® andhereforg4) the potential for market fluidity.

Critically,a firm need ot be active as a sellertive secondary patent
market to benefit from that market. firmOs overall patent portfolio
essentiallgreagsa series of eay-exercise options. Each project portfolio
(i.e., set of related pateritgdt goes into the ovdrabrtfolio whichcan be
sold off if necessamyiving the firm added flexibilify.ust the possibility of
project portfolio sales makes the firimblerand therefore more profitable
from an option theory perspee. Markets shouldheoreticallyecogree
this, but the current understanding opatent portfoliosmay nothave
develope@nougho exert much influence on existing mar&ktations

From the perspective of agxternal investpproject portfolios allow
investments in a set of property righisit represest discrete and
OcompartmentalizedO corporate adsetsexample, #hout patents it
would be expensive and difficult for an outside investor to gain ownership

30 See, e.intel @rp., Asset Purchase Agreement (Jan. 26, 209H) thereinafter
Codec Intellectual Property Rights) (ONone of the Patents or Patent Rights retained by Seller
after the Closing read on, relate to, or are othenfvinged by the development or use of
the Codec Assets (excluding the Codec Personal Property) in the manner in which Seller and
its Subsidiaries have been developing such Codec Assets prior to the Closing and as
reasonably anticipated in order to comialéze the Codec Assets.O).

31 Cf. Parchomovsky & Wagnesupranote 23 at 33 (OThe broader scope of
protection ensures that a wider range of technological possibilities will be covered, which
both increases the possibility that the end result ostarale and development effort will
be covered, and diminishes the concerns of infringement of othersO patents. This Ofreedom
of movement the ability to invent, implement, produce, and ship products Wwahse
resourcds is increasingly viewed as an rtdge in todayOs dynamic market emerds,
where speed and flexibility are economic imperatives.O) (footnotes omitted).
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overeachassestanding aloné'he entire firm would have to be purchased,
and tken the particutaassets of interest would have to be separated out and
split off from the residual assets of the corporation. The particular assets of
interest would have to be placed into some separate ownership ,structure
while theremainingfirm assetsvould presumably remain in the old firm

That old firmwouldthen be sold off to another buyer, shut down, or the
like. This would all be difficult and expensive. The hidden value of the
secondary market for patents is that it permits this sort ofiassghdt to

take place in a much more efficient manner. Patent portfolios are comprised
of identifiable, discrete assthiat can be easily plucked out of the general
corporate structure and sold in swetlognized markets. The patents are
themselves walefinel assets; when placed in a portfdhey represent
legally distinct asset bundles that are conceptually separable from the other
undifferentiated assets of the firm.

Project portfolios make the firmOs boundaries more porous or permeable
to outsideinvesors. They increase liquidity for discrete assets without
requiring messy and disruptive penetration of firm boundaries by outsiders.
Assets from the guts of the firm can be surgically plucked out without
cordoning them off and extracting them thhougessyand complex
operations. Internal assets central to the firm can be passed outside the firmO
membrane in a clean and painless operation.

Thus, scondary markets for patents play an important role in firm
flexibility and liquidity. This in tuemnaltesquicker abandonment of failed
innovation strategies and a quicker pivot to other, more fruitful projects. For
outside investoyrst represents a way to get holdspgcificfirm assets
without penetrating and breaking up the;fihm Ogoing concern@ue of
the overall firm is preserved while particular assets are extracted and sold off.

One solution to the Owinner take allO dynamic of the Big Platform era is
to encourage acquisition of technology and patents in a form otherthan full
firm acquisitins. Understandhg this alternative thoroughlyequires
descriingthe various forms that these markets can take.

C. A TYPOLOGY OF TECHNOLOGY MARKETS AND THE ROLE OF IP
RIGHTS

Moving attention away from #illm acquisition®nables discussions
about the vaious ways technology changes hands in <endils
transactionslhe simplest way in whitdchnology changes haimsishen it
is embodied in a produetbuyer of a DVD containing accounting software
or a computer printer buys embedded technology alihghe physical
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product. This is as true of corporate purchasers, such as Big Platform
companies, as it is for consumers.

Another way technology is purchased, however, is in a more
disembodied form. The purest version of this type of transaction is a
technology licensgan agreement by an innovator to permit a licensee to use
the innovative technology. In a pure license, there is no physical product
involved The technology itself might be said to be the Oproduct,O the object
of the transaction.

Intellectual property BR) obviously plays a role in many of these
transactions. IP rights of various sorts will usually cover one or more aspects
of an innovative technology. So the purchase of a DVD or a computer
printer may be characterized by the sellekiasl @f dual trasactionthe
buyer receives bothe physical product aadylIP rights that cover features
of the productHere, he exactinterplay ofthe personal property concepts
governing ownership of physical olsjacidthe IP concepts governirtge
protected featesis irrelevanwhat mattergsthat there is an IP component
to this standard purchase and sale transaction.

The IPcomponent is much more apparerthapure technology license
thanin the sale of an embodimemfechnology and IHghts in particlar
patent rightsare often conflatesh such a transactiorAn innovative
software compression algorithm or superior -n@agering software
technique may well be covered by one or more pateatgansfer of this
innovative technologyill thereforeoften be effectuated via a patent license
agreement

However for the agreemenb qualify as a true technology transaction,
the buyer must gain access to a new technique or family of algdhthms.
buyer must acquire a capability thattisbutable to e creator of the
innovation, the owner of the pat&this may involve a transfer of software
code, algorithm flowchartand programming techniqyeamong other
conceptsWhichever form it takethe agreement must reflect the traraifer
a new capability.

32 This is phrased carefully to capture the case where engineers working for the buyer
already know and use the patented techpnblecguse they learned about it tHraagious
channels well before the buyer acquires rights to it in a formal transaction. Sometimes, in
other words, the information has diffused around a field or industry well ahead of the time
when a formal transfegr@ement is reached. The formal agregnm such a case, might be
said to simply memorialize the information transfer, which occurred informally at an earlier
time.See genefatpert P. Merges, Few Kind Words for Absolute Infringement Laadility in P
Law 31BERKELEY TECH.L.J 1 (D16).
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Therefore, atent markets are different from product marketswuse
patents do not map cleanly onto product mark&atents typically cover
technological components: small pieces of lardgerolegies.Examples
include goart of a mbile phone antenna,technique for compressing data
to be sent over a netwodt a method for encoding location information on
a CD anexample we will return to later.

Patents map onto technologies. The invemi@n antenna patent may
form part of amobile phone antenna. The compression algorithm may be
used in a software progrémtransmit digital content such as music, video,
or text. The popup menu may be part of a software program that handles
calendaringr interfaces with travedlated webss.

Technologies, in turn, map onto products. The antenna is part of a
mobile phone. The compression algorithm is part of a data streaming
program used by music streaming companies or video websites. The popup
menumay be part of a travel website or & fitsoftware for a mobile or
desktop device.

Finally, products map onto markets. The mobile phone containing the
antenna is sold in competition with other mobile devices, including phones,
tablets, and watches. Té@astreaming program is incorporatetb ithe
software of one of several mesi@aming companies, ibrs used by one
video streaming service.g, Netflix) that competes with others.g,
Amazon Prime or YouTube). The popup menu may be partesktopul
operating system such as Micro¥gihdows, which competes with free
operating systems such as Android for mobilernativelyjt may be
incorporated into one travel webs#g),(Kayak) that competes with others
(e.g., Expedia).

This complex, miti-step OmappingO can be summarsteibws

Patents> Technologie® Products> Product Markets

In the context of awinnertakeall/network goodsmarket this
demonstrateswhy a Ofailed productO company does not equate to a company
which has made no contributidnhelpful new technologgay not be sold
in a distinct market. It may be useful only as one small piece of an overall
platform technology. The fact that an inngeasmall company has not
succeeded in building a market for its technology may not be due to a poor
technology desigIt may instead be due to the reality that there is only one
or a few prospective buyers for its design. If those buyers duplicatadlthe sm
companyOs technology (intentionally orimst8ad of buying ithe small
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company will fall not because its tewology was a failure, but because of
market imperfections in platform industries.

The overall structure of the industry can be repeestmns way:

Figure 1 Mapping Patents into Product Markets

Patents = Technologies 2 Products = Product Markets

]
!

T S T

In this diagram, theechnolgies(represented by little ggaos the left
are covered by pateNtsometimesby more than oneof them This
illustrateghat patentsra not the same as technologid®e tchnologies
rather than the patentare whatmake up the inputs into Big Platfio
products or services, such as the Facebook platform or the Amazon
marketplace.

The acquisitionof a new capabilityttributable to the innovator
distinguishs technology transactiorfeom transactios concerned solely
with legal liability. In a purdggal transaction, the only new asset acquired
by the buyer ithe legal righembodied byne or more patent rightéhe
buyerin these case®es not learn aboahynew technology or acquire any
new technical capabédg. Itinsteacduys patents to piect itself from future
patent infringement lawsuyitsr possibly to sue competitors in patent
infringement suits of its own. The transaction neither effectuates nor
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memorializes the transfer of any innovation or newiliypat is a transfer
of legal ights and nothing more.

There are some dispugkeamong patent specialists about the relative
volume of the two transaction typeSome findings seem to show that
much patent litigation has little to do with capabiitgrecementhe classic
study showshat accused patent infringers are almost never proven to have
copied any technology from the patent owhke study concludes that
because defendants in infringement @s@xdependent inventors, patents
in those csessimply representa tax on innouan rather than new
capabilitiesln a more recent study, howewverpfessor Colleen Chien
disagree¥.Sheshows that in the field of software technology, many of the
license agreements she studied involve the actual transfer of computer code,
knowhow, ad associated technical informatiarhey weranore than just
settlement agreements fending off ledalitiathey were transfers of new
capabilitieandtechnologies as well.

1. The Role of Patents in the Spinoff of OOrphanO Technologies

The argument sfar is simpleDiscrete technologies can be transferred
to Big Platform companies via the market fomtolyy this preserves the
autonomyand culture of an innovative firm while moving innovations into
the hands of Big Platform companies. Anyone witberience in
sophisticated corporate deals would just call this a Npimeffansfer of
some portion ownit of onefirm to another, separate firRegardlesef
terminologyboththe special nature of technolaggnsive spinoffs and the
role that patats play in enabling themerit particular attention

Importantly, Qransfer of patent® here refers timansfer ofa patent
portfolio, a set of related patents clustering around a discrete technology.
There is a market for individual patenthich are ofen purchased to
provide defensive protection for the buyéese patentover a technology
or componenthat might be the subject of a patent infringement lawsuit
brought by another patent owner. Owning a patent that covers a component

33 See, e.dRobin Feldman & Mark A. Lemldyp Patent Licensing Demands Mean
Innovation2011owA L. Rev. 137 (2015) (determining that very little technology transfer
accompanies most patent lawsuit segtigiicensing deals).

34 Colleen V.Chien, Software Patents as A Currency, Not Tax, on Bihovation
BERKELEY TECH. L.J.1669, 1669 (2016).

35 Id. (O[T]he majority of material software licenses reported by public companies to
the SEC from 20@R015 (N=24) support true technology trams®® (basing this
statement on a study of the terms of these reported licensing agreements).
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gives a potentiahfringement defendant OammunitionO to use against
another patent owner/plaintiff in such a %uit.

However, the market for individual patentshieyond the scope of this
Article This discussion focusesthie transfer of a discrete technolagyn
to the product of a distinct R&D project. The typical corporate R&D project
results not in a single patent, but in a group of related Neaeptstfolio
These patents represent core aspects of the technology, various
improvements, refinements, and modiGoa of it, and all international
corresponding patents that grow out of initial domestic patent filings related
to the projectlt also often includes pending applications, as explained
earlier.

When collected in project portfolios, patents represeimtteaasting
asset class that is distinct from general equity in a firm. They represent a form
of internal asset partitioning that creates important efficiencies. Project
portfolios make it easy to sell off the products of distinct R&D projects. This
increaes firmlevel flexibility by making it easy to sell off the products of
lines of research that have not panned whichin turn enhances firm
liquidity. The secondary market for patent portfolios allows firms to sell off
assets associated with (1) ataed| (2) relirected, or (3) muléipplication
research projects in a relatively efficientkamh of these transactions has
some unique featurét arevorthtaking a moment to describe.

a) Abandoned Projects

Abandoned projects aperhaps the most comma@ource of patent
portfolios. Companies of all sizes are constantly opening new lines of
research. Except for the most truncated R&D projects, each of these lines
will typically lead to at least a handful of patents. But theofaesearch is
subject® a number of weknown vicissitudes. Markets shift, often due to

36 As is well known, defensive acquisitions do no good against a pure patent troll or
Patent Assertion Entity (PAE): these miatevners do not themselves makesell any
products, they are simply patent holding companies. This means that a defendant cannot
assert its patents against a troll or PAE, because these entities are incapable of infringing an)
patentsSee&5 U.S.C. 271(a) (defining infringement askimg, selling, using, importing,
etc., embodiments of a claimed invention). As with all aspects of patent markets and patent
litigation, however, there are some delicate gradations between pure trolls and pure
traditional Oproducing®d companies. Sometioregxample a producing company will
supply patents to a separate firm for the sole purpose of suing and harassing a rival of the
producing firm. This kind of OprivateeringO arrangement could incite the rival firm into a
strategic response: filing an irgement lawsuit against the producing firm that supplied
patents to and sponsored the privateer. The point is that defensive patents might be useful in
the overall strategic game between rival producing firms, eveui¢ theldirectly useful
as counteammunition in a specific suit brought by a (privateering) troll or PAE.
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consumer preferences; technology changes, often in unforeseen ways; senio
management changes its mind about the importance of some product or line
of business; newnits are acquiredyr company politics assert their
influence. In each case, what had been a priority even in the recent past may
be rapidly demphasized. As ideas come in and out of favor, research
projectsfollow. When an R&D project is abandoned,siaeondary market

for paents may permit the firm to recoup some of the R&D investment it
would otherwise losentirely Other companies may not have given up on

the technologyor they maytry to use it in existing products in ways not
available to the fir that developed iRe@rdlessthere may viebe buyers

for technologies that an originating firm has given upsmthe secondary

market then allows for easier exit from abandoned research lines and
therefore permits quicker transitions to new,enqmomising lines of
reearch.

b) ReDirected Research

Some companies also #direct an R&D project from one goal to
another. This may render some patents in the project portfolio less essential.
For example, a project to write software code designed tasignariver
about imgnding danger might bedieected when the company decides it
wants to make a fully autonomous #®@ling) vehicleResearch on how
best to signal and assist a drivertheaiteforeno longer be useful to the
companybut other companies may have dar@st in it. If an automaker
wants to improve its danger signaling, it might purchase the first companyOs
patents that cover this functiéiternatively fithe automaker already has a
welkHunctioning driver signalingsgym, it might still purchase thatents
for OdefensiveO use to ward off future patent infringement suits from third
parties. In either case, some of the project postfoly be sold in a patent
transaction that benefits both the R&D company and theaker.

c) Multi-Application Resedrc

It frequently happens that an R&D project aimed at solving one problem
yields technology that serves that goal but is also useful for other
applications. For example, years ago the DuPont Company set out to create a
permaent OnonstickO coating thatccdngl used to make various surfaces
less likely to accumulate detritus. Thus was bornnTeffmse first
application was as a nonstick coating on cookingApBafont researcher
familiar withTeflon (polytetrafluoroethyle, or PTFE) quickly saw that its
unique features had a wide array of potential applications. This researcher,
W.L. Gore, founded his own compavithout objection from DuPorand
createdthe GoreTex materigl hikerand backpackdbdriend. Because
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DuPort determined that it did not hagay continuinginterest inPTFE,
Gore was able &pin off a separate compahy.

This scenario has been repeated many timesOsecexamplevolves
Magnolia Software, a small startup in the mobile phone softwaltevieetd.
founded in 2000 by an Islaentrepreneur named Haim Harel, who had
founded a number of other startups earlier in his &lvéagnolia invested
somewhere near $60 millmrer the next ten yeaosdevelop what it called
Mobile Transmit Diversit(MTD) technology, which makes mefficient
use of mobile bandwidth on the OuplinkO side of mobile communications
(when data is sent OupwardO from a mobile phone or other device to the
local cell tower or other hub, and hence out onto the mobile network
Though Magnolia continues tdl oth hardware and software versions of
its MTD technology, it sold more thaifty of its MTD-related patents to
Google in June 2012 for an undisclosed arffidaded on what we know,
Magnolia is using thproceeds from its patent sale to fund ongoing
operationsthispresumably incledcontinuing R&D. This case study lends
credence tthe main pointthatthe market for technology can help preserve
a goingconcern R&D firm. This market provides a paydapdst R&D
while freeing up the company to coméi innovating in the future.

37. The pertinent history is recounted in W.L. Gore & Assocs. v. Carlisle Corp., 381 F.
Supp. 680, 685 (D. Del. 1974).

38 Team MAGNOLIA BROADBAND (last visited Dec. 302019), http:/
www.magnoliabroadband.condex.php?option=com_content&view=ar8otk=55
&ltemid=49 [https:// perma.coLZ5Y-AYYW]. For an example of HarelOs research, see
Sherwin Wang & Haim Haréhcrease of Reverse LinkyCaipti 3G CDMA Network by
Mobile Transmit Diver2@97IEEE RADIO & WIRELESSSYMP. (Apr. 23, 2007), https://
ieeexplore.ieee.oopcument4160729Https:// perma.coCFQ5XHLB].

39 Mark Hearn, GoogleOs Patent Buyout From Magnolia Broadiffiodl Now
TECHNOBUFFALO (June 18, 2013ttps:// www.technobuffalo.corgboglegpatentbuyout
-from-magnoliebroadbanahow-official [https://perma.cdBB3T-TFKZ].

40. According to the Magnolia CEO, Olt]his transaction is a milestone for Magnolia
Broadand. It provides a return to our investors and funding for continued development of
MagnoliaOs MTD technologg.@\nd, according to a trade press refjfiinterestingly,
although the [Magnolia] MTD patent portfolio was acquired by Google, Hautanen [th
CEO] noted that OThe software, which can be embedded into any mobile broadband device
remains the property of Magnolia Broadband and will be madeeat@itabbile device
vendors and chipset compani®s.Rik Myslewskintel, Google Ink Patent Dihls w
InterDigal, Magnolia BroadbRadIsTER (June 18, 2012), httpsmivw.theegister.co.uk
/2012/06/18/intel_google_patent_dea[sttps:// perma.ccdQN5-6WKP].
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2. Failed Product Companies and the Market for Patents

Disputes over the social value of the secondary markéiearsed up
with differences of opinion over the volume and \alpatent litigatioft.
The tip of the spear ithese disputes takes the form of arguments over
patents that come from faHptbduct companies. These are companies that
started life with the best intentions; their founders hoped they were creating
the net Google, Microsoft, or IntelAs often happensvith small
companieshowever,things did not work out as planned. Whether the
intrepid startup never made a saleable produas beaten soundly in the
marketplace, the end result is the santbese s dreams of greatness
died a certain deatWhen the battle is over and defeat is at e, is left
is often just a few loyal employees, some scattered assets, and often a gree
deal of debt. Among the scattered assets left at taeetiml firmOgatents
often thought to have the most potahtralue. Sometimes this leads the
failed product company to undergo a metamorpltosisns into a patent
holding company, hoping to license its patents and litigate if necebsary
process Other tims, the failed company sells its patents to enbtm
Perhapst sells toan operating company laadfor patents to bulk up its
portfolio. Perhaps it sells instead to a patent aggregator such as RPX or
Intellectual Ventures. Or perhaps it sells tAEad? an entity that looks like
a classic patetroll.*?

Viewpoints on dw we shouldfeel aboutthesecompanies vary but
generally form a spectrdFrOn~ one end are operating companies who
complain that the name says N #tleseare failed companies. They did not

41 Sedichael J. BursteiRatent Markets: A Framework for Evalidatian. Sr. L.J
507, 50808 (2015) (OTaking seriously the analogy between patent markets and financial
markets, | dematrate that there are numerous circumstances in which even well
functioning patent markets will fail to promote innovatioi©).

42 Se&dleen ChiengStartups and Patent, TiGISraN. TECH. L. Rev. 461, 47881
(2014) (OSome small companiesbemreable to sell or monetize their patent portfolios to
support ongoing or new practicing business venture&. successful patent assertion
campaign can support the business, or help fund a transition, for example, to another
operating company busssemodel or fulime patent assertion.O).

43 ComparBuanThao NguyenZombie Patents and Zombie Companies,with Patents
FLA. L. REv. 1147,115%66 (2017) (criticizing failed product companies and advising the
Federal Circuit to disfavor them in patasesyithMichael Risclicensing Acquired Patents
21GEO. MAsONL. Rev. 979, 988 n.29 (2014) (arguing that sale of patent after sicarfail
encourage firm founders to try another startup, and become Oserial entrepreneursO). Good
or bad, failed neduct companies are a definite presence among companies that assert
patents.Sedrobin Feldman et allhe AIA 500 Expanded: The EffectsnofMeatetization
Entities 17 UCLA J.L.& TecH. 1, 40 (2013) (OMany of the individuals in the samples
appeareddtbe inventors who had tried to operate companies and when they failed, switched
to litigation as a way of monetizing their patents.O).
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deliverreal innovationshat society ants and needs. Allowing them to
extract money from the winnexfter the fact of their loskes noone any

good. This is especially so, the argument goes, because these companies i
general sue successful product companies for infringing patenteshsventi
which the successful companies themselves invented on their own. Failed
companies take advantagethe rule in the patent law that independent
invention is no defense to infringemdiie firms and peopteathold the

patents of failed product compengage in lawsuits designed to extract
rents from the companies that succeeded on thearmiansfepayments

to holders of patentssthe last, sad harvest of failure. This is, as economists
say simplerentseekinlj takingwealth from one who eamuh it and giving it

to anotherwhose business is to seek antl partake iwelldeserved
pockets ofvealth without helping to create it or build it up.

On the other end of the spectrum are faplediuct companies who feel
wronged in one way or anothEney may feel that their ideas were in fact
borrowed otthat theyhelped make possible some aspédisedechnology
that is now dominated by successful product firms. At the extreme they may
feel that one or more big, successful companies stole thgioudeght.

They may also feel that their ideas were in some ways superior to those
championed by ghnowsuccessful firm3heylost out not due to inferiority

but due to random developments or Opath dependenciesO early in the history
of the industrythose developmengmded up rewarding the successful firms

for essentially unimportant or random ress®iewing things this way, a
failed product firm may fettlatits contributions no less meritorious than

that ofa successful compafye failed comgmyshouldthereforebe paid

for the unacknowledged contributibmade to the early developmenthef
industryit worked so hard to create. Failure in the product markbis in

view does not mean total failiared ought noto preclude these firmsm

getting some compensation for their valuable early contributions.

One team ofesearchers summarized the issue this way:

Failed startups. . have little ongoing business. They may feel that
the alleged infringer unfairly beat them in the marketplaee.
alleged infringer may have the opposite view of the marketplace
battle, andhtese underlying divergent views may affect the patent
case. This divergence in views between failed startup plaintiffs and
defendants may make disputes more difficult te, getulting in
longer disputes. Failed startups also have investors who reay desi
some return, via the patent lawsuit, on their otherwise lost*¢apital.

44, Chiistopher A. Cotropia et aHeterogeneity Among Patent Plaintiffs: An Empirical
Analysis of Patent CasesSimygr&ettlement, and Adjudiaiidmp. LEG. Srup. 80, 89
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The best study of these compamesnarily includes companies that
continue to manufacture some duots while licensing patents ciowger
products these companies once made bonger do:

Examples of formerly manufacturing entities include IBM,
MOSAID (now Conversant), and General Electric. General
Electric continues to make products, but also engaggtensive
licensing of its large patent portfolio, including many patents
covering technology that it does not manufacture. It is
unsurprising, given the lack of precision in the rhetoric, that these
companies have been attacked as Opatent treliét®tldeir past

or ongoing commitment to manufacturing.

a) FailedProductCompanies and Patent Litigation:Hest Market
Making

Failedproduct companies thabuld rather nosell their patents to third
partiescan use raother strategythey can licensestead.A number of
studies on different types of patent plaintiffssfimét there are a few
companies that pursue this apprdadé¥hen it happens, the usual battle of
competing narratives is joifkethe failed company scrapes the bottom of
the barrel bydroming a trglwhile theproud pioneer just wants recognition

(2018). On patent sales as a way to earn back some money for investorsylohaplare
Risch, The Layered Patent SysfdniowA L. Rev. 1535, 152¥6 (2016) (OVenture
capitalization, oratk thereof, is a potential source of concern for the failed startups
[studied]. Not one of the failed startups [which were studied, and tigatddlione or
more patents].. had venture funding. The reasons for this are unknown. The failed
startups auld have failed precisely because they had no financing, anédaekéardéirms
were savvy enough to sell their patents and remain in ap@jgfimotnotes omitted).

45 Kristen Osenga-ormerly Manufacturing Entities: Piercing the OPaterit #ibllO Rhe
CoNN. L. Rev. 435, 440 (2014) (footnotes omittsdg al§2avid L. Schwart2Dn Mass
Patent Aggregatbigd CoLum. L. REv. SDEBAR 51, 52 (2014) (OWhile there are patent
holders who abuse and exploit the patent litigation system, there also are patent holders with
meritorious claims who have been unfairly denied compensation. This is true for companies
that both do and do not manuize. The critics also lump together a wide variety of
seemingly different actors, including individual inventors, failed startups, research and
development companies, mass patent aggregators, and Wall Street speculators who buy
single patent for purpasef enforcement. The correct analysis of the costs and benefits of
patent trolls is quite complicated, and far beyond the simple narrative based upon whether
the owner of the patent manufactures products.O).

46. SeeCotropia et al.supranote 44 at 94(categorizing patent lawsuit plaintiffs)
(OFailed Operating or StaptCompany: A company that originally invented the jiatent
suit and attempted to commercialize the technology. At present, the company sells no
products and its primary business appedrs patent litigation. An example of the Failed
Operating or Stattp Company is Broadband Graphics LLC.O). CotropiaOs data showed that
failed companies brought 4% of such litigation in 3&hristopher A. Cotropia et al.,
Unpacking Patent AgsEridies (PAESJIMINN. L. REv. 649, 692 (2014).
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of its path-breaking innovationthat paved the way for successors in the
marketplace. Litigation of this type tests some of the poaksin this

Article particularljhow patents capturealue for early contributors who lose

out over time talltimatewinners sch as the Big Platform companidss

litigation also affects the secondary markehédailedproduct compar@®s
patentsthe value of Ofirst generationO patents @bioipany B ants to

sell may be affected by the litigation prospects of other Ofirst generationO
patents thaCompany A has chosen to license (and later, litigate) on its own.
Litigationprospets essentialpffect the value of patemgenwhenthey are

not destinedor immediate litigation.

A good example of this scenario is the patent enforcement campaign
waged by the creators of the Blackbdeandheld deviddat hit the market
in 1999. Among its other features, Blackberry introduced a version of
Oinstant text @ssagin® which helped make its device a big hit in the 2000s.
Blackberry sales grew steadily during the decade, reaching a peak of almos
$20 billion in 2011. Only five years Ja&les were down to $2.2 billion and
the company had lost money for fetmightyears! Blackberry went from
having20,000 employees in 2011 to approximately 4,000 iff ROl
Blackberry did introduce a Osmart phoneO as an outgrowth of its original
handheld Odigital assistant,O the introducti@n nefwiPhone in 2013
effectivdy killed Blackberry as a player in the smartphone farket.

Beginning around 2015, Blackberry seems to have transitioned to selling
corporatdevel security software. It puts its-géluable brand on legost
mobile phones sold by othdrat it is o longer a major player in the high
end smartphone marketat it contribued heavy to the creation ofrhis
U.S market of course,belong@d almost exclusively to Apple and
Samsung/Androith 2018 These two companies have undoubtedly emerged
as tke winning platformthusfar in the smartphone market.

Like many pioneers who later lose out in the product market, Blackberry
turned to licensing its patents to the product market winners. The specific

47. At the end of 2007, the company had a market capitalization of more than $60
billion. This had fallen to $4 billion by August 2828 EBORAH HIMSEL & ANDREW C.
INKPEN, THE RISE AND FALL OF BLACKBERRY (Harvard Business Publisher 2017).

48 David FriendBlackBerry cuts jobs, shifts employees as part of, tBraar@uuhgl plan
21, 2015), https:éww.thestar.conbusinessech_news?201507/21/blackberncuts
-jobsshiftsemployeeaspartof-turnarouneplan.html  [https:// perma.ccBPOMZKXY];

Arne Holst, BlackBerryOs number of employees from 281ATRr20¥ay 15, 2019),
https:// www.statista.comstatisticsp95125blackberrsnumberof-employees/  [https://
perma.cc/QK7-VAIW]

49 Sedohn McDulinglnvestors are starting to think Blackberry,l@as/rfut@dene
30, 2014), https:fz.comP228123investorsarestartingto-think-blackberrhasafuture/
[https:// perma.ccB5USX7RV].
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technology Blackberry claimedhtmve originated mmstant messaging, or

text messaging. Blackberry devices included a texting feature as early as 200
through its Blackberry Messenger (BBM) application, which ran on its
handheld devicésBlackberry asgted patents on several texting features,
includingan encryption techniqi@sed to keep messages sééure.

Another Blackberry patent .8J Patent 8,429,238)asserted against
Facebook describes an adjustable communication rate between an
applicatiorrunning on two interconnected devices. The inventjostathe
communication rate depending on whatkers orboth deviceare actively
using the application at the same tifiatus updates are exchanged
infrequentlywhen the applications are in lggokind mode and not being
actively used this conservestransmission bandwidth and power
consumption by the devices. A texting applicdiik@n WhatsApp or
WeChat, for example, will check every so often to see if a new message has
been sent. When the apation is not being actively used, the time between
statis updates is long. But when the system detects that two users are using
the same application simultangdugbr exampleyhen an active texting
session is underwéghe ransmission of status updateselerates. Each
mobile phone OprioritizesO the texjmglication in terms of transmission
bandwith and power consumptionhe two phones return to background
modewhen the texting session is pweich means less frequent updates
and less poweonsumption.

If the @36 patent is adjudged to be validaaadlid incremental advance
in the messaging field, Blackberry has a reasonable claim to compensation.
Although this small feature of messaging software is one of many features
that collectivelynake up the user experience of messaging with Facebook
and Instagram, istill adds some value to the user experiéhaeould
therefore still be one of the building blocks on which Big Platform

50 SeeComplaint forPatent Ifringement at 15, Blackberry Ltd. v. Facebook, Inc.,
2018 U.S. Dist. LEXIS 221047 (C.D. Cal. Aug. 2, 2018) (Nov-R1#44).

51 Blackberry (RIM) in 2009 acquired the company (Certicom, Inc.) that actually
pioneered this encryption technigBeeMotek Moyen, BlackBerry: Make Certicom Patents
Licensing More AffordaderING ALPHA (Oct. 11, 2014), httpsgkekinglpha.comérticle
12554945blackberrymakecerticompatentdicensingmoreaffordable [https:// perma.cc
/SFOM-LBQN].

52 Sed).S. Patent No. 7,372,961 (issued May 13, 2008). This patent was filed first in
Canada (BlackberryOs home counBgcember 2000. The invention claimed in this patent
was originally created by employees of Centicom, Inc., the Canadian company that was
acquired by Blackberry (RIM) in 2009.

53 Sedransmission of Status Updates Responsive to Recipient Application, U.S
Patent No. 8,429,236 (filed Apr. 8, 2009) (issued Apr. 23, 2013).
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companies have built their successful social media syitekiserryOs
devices might be failed produetsdBlackberrytself might beonsidere@

failed or diminished companileverthelesssome of the Blackberry
technologiasstbe considereduccesses. Given the Owinner take all® nature
of the platform maedts in which instant messaging is now embedded, the
only comensation Blackbermyill get forits contributions is through a
patent licensing progr&ha program backeuy patent litigatigras they so
often are

b) Summary: The OTwo PeriodO Nature of PatenBatent
Litigation
The points made in thisticle regarchg the good fit between property
theory and patents depend largely on the way patent claims capture future
options. The essential quality giraperty right is residualigll uses of an
assemnot carved out by illegality or the like are permittedetowmel
without the need to specify or even know about the long list of these uses.
Similarly patent claims cover a host of unspecified and perhaps unknown
variations and applications of a basientive concepEssentiallypatent
claims can be valuabif and when they covéuture embodimehtan
invention.

Contrast this with patent litigatiomwhere courts often impose a
retroactive obligatioon the patent infringer to the patent ownléris
retroactive in that it imposes the obligation frormtheent an infringer
can be proven to have incorporated a validly claimed invention in its
producN even whemo voluntary deal was struck by the paaiiesthe
infringer knew nothing about thatpnteeOs patanthat time

When claims are issued, theyer manyossiblegfuture manifestations
of the claimed technology. In litigation, these clanmes applied
retrospectivelyo the activities of an accused infriNgey looking back
from the time of the patent infringement suit to the time when infringeme
beganThe question iwhether the patent claims cover what the defendant
wasdoingoncethey areonstruedairly. The futureorientation of the claims
is often what permits finding of infringement, even though that finding is
not arrived at untilter. Claims by their nature create the possibility of future
infringement when they are issued by the patent, dfficeoften this
obligation is imposed by a court retroagfivebmetime after the infringing
behavior began and only after the patent leasliigated.
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. PATENT MARKETS, MERGERS, AND R&D: WHAT DO
THE DATA SAY?

Thus far, this Article argues tilag¢ legal systeshouldshow some
solicitude for the secondary patentketaThe crux othis argument is that
selling patent portfolios allows companto both innovate and retain
continuity as going concernBheir continued existencen turn has
advantages over ffilm acquisitionsThis raises the question what
hgpens to the R&D and innovation capacities of a firm after it has been
acquiredlIf acquired firms are more innovative across the, bo@rdvould
underminghe comparative benefits of the patent market.

There is a fair amount of consensus, though fan fuaiversal
agreementon every aspect of this isSti&rom the point of view fo
innovation, big is not always bad in fact can be pretty goohlllost
researchers conclude tbagrall innovatigrusually measured by number of
patents®improves aftea mergeror firm acquisitionlf overall innovation

54, One study summarizes the competing schools of thought fronsotieme

subfield known as industrial organization (10):

[T]here are different arguments regarding the effect offerars. . R

& D productivity. While some studies argued that because, in large firms,

R & D costs can be spread over its [larger] pukmmse firms can realize

higher R & D returns, [but] other researchers argue that, due to some of

the characterisi®f large firms, such as a loss of marginal control or high

level of bureaucratic control, R & D performance actually decreases.
Negin Stmi & Jafar Rezadiyaluating FirmsO R&D Performance Usiiptise Betidsh
EVAL. & PROG. PLAN. 147, 148 (M8). For a classic example from the Obigger is better
schoolO based on a simple economic nsaiSteven Klepper & Wesley M. Coh&n,
Reprise of Size and RRWBECON. J 925 (1996) (stating that larger firms can spread R&D
costs across more divisi@msl products, so have an advantage in the scale of R&D they can
conduct). For an overview of the field, the literature, and the deegeserallf)VlORTON
I. KAMIEN & NANCY L. SCHWARTZ, MARKET STRUCTURE AND INNOVATION (1982);
FREDERIC MICHAEL SCHERER & DAVID ROSS INDUSTRIAL MARKET STRUCTURE AND
EcoNomic PERFORMANCE(1990).

55 In most of the studies we are reviewing, innovation lexedg\@ postmerger are
measured by using various patelated variables. Studies employ either the sheer number
of patents before and after, or their quality (often determined, as is conventional, by the
number of times the patents are cited in othenisaand research studies). The simple
objection to this measure is that it is usually large companies that malcg)tisitois
bigger buys smaller. And bigger companies usually have a more aggressive mandate to buils
out their patent portfolios. Thgains in numbers of patents, then, may show not a truly
higher rate of innovation but simply a greater propensitguoeapatents per dollar of
R&D spent. As for the citation data, though it can often by helpful, citations are susceptible
to a number ofwveltknown limitations. It might well be that in many cases the higher
number of citations come from the greatebiliigithat comes with patents issued to larger
companies. It could mean quality, in other words, but it might also simply signal
prominerce.
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were the only concerthe cas forapatent market looks shakiowever, a
consistent body of research also showsat@ainnovationdecreases with
firm size. A newly acquired firradomes part of a larger compamg large
companies rarely succeed in paradigfting innovatins. Before
elaborating othis point about radical innovatiohhelps taunderstand why
many studies connect increased innovatiompastimerger firmsandlarge
firms in general.

Two explanationtave been given over the yearso why bigger may
be lketter The first arises from market power and is known as the
Schumpeterian Hypothesaster economist Josef Schump@&tdigh profit
margins result from éholigopolies or monopolies enjoyed by big companies,
and this provides money for increased R&® Fécond answer springs
insteadfrom the nature of technolggiis theoryis captured by the term
Osynergy Multiple related researchers working in proximity with each other
combine findings and ideas in ways that increase the productivity of the
entire collective group. Talented researchpeesjiouslyisolated in Osilos,O
now share ideas with others fromatedtl fieldsthis isa fertile formula for
innovation. The whole of the combined research teams ends up being greater
than the sum of its individyzdrts.

SchumpeterOs argument for the benefits of bigness would generally regarc
mergers as a good thingpitylly, Omergers reduce product market
competition and [therefore] increase expected payoffs from employee
innovations® due to the increasesize and market power of the post
merger firm. From this perspective, the market power that so concerns

56 Se@SEPHA. SCHUMPETER CAPITALISM, SOCIALISM AND DEMOCRACY (1942)see
alsd-REDERIC M. SCHERER INNOVATION AND GROWTH: SCHUMPETERIAN PERSPECTIVES
22287 (1984) (analyzing the Schumpeterian Hypothesis in light of studies that seem to
discreditit). The idea that monopoly power leads to innovation is associated with the later
writings of Schumpeter such as1Bé2 volume just cited. This book includes the famous
idea of Othe perennial gale of creative destruction,O which describes the fOprocess o
industrial mutation that incessantly revolutionizes the economic structure from within,
incessantly destroying tHe one, incessantly creating a new on®ld. at 8E83. This
OlaterO Schumpeter is often contrasted with an earlier string gd imritivhich he
emphasized small firms and individual entreprei@®@SCcHARD R. NELSON & SDNEY
WINTER, AN EVOLUTIONARY THEORY OF ECONOMIC CHANGE 3940 (1982) (citing Joseph
SchumpeterOs 1936 bdie Theory of Economic Develspmgmbd expréass of Oearlier
SchumpeterO).

57. Paolo Fulghieri & Merih Seviltergers, Spinoffs, and Employee 2Aa&entites.
Srup. 2207, 2233 (201But see @k 2233 (noting that the merger does also result in some
disincentives to innovation).
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antitrust authorities [seneficiabecause firms with market power are more
secure in the pursuit of ambitious and-tengroriented R&D3®

A comprehasive study verified that there are benefits from integrating
the R&D efforts of acquiring and acquired firms; the talk of OsynergiesO as a
rationale for mergers has a strong basis irttithis studyhad two primary
findings. Firg firms acquire othdirms more often when the Otechnological
overlapO between the two firms isfighen they are familiar with and can
effectively evaluate the quality of the acquired firmOs R&D &biwiisan
aspect of what is known in technglagudies as Oabsomtsapacity®
Second,acquisitions are dominated by big and successful cofdipanies
Olarger firms, as well as firms with faster sales growth, better operating
performance. . and higher prior year stock retuiid he logic of Obigg
is betterO is surelyveork here. The larger a firm, the more products and
research projects it HasVith more projects comes a greater chance for
synergie$.Largefirm size and thaccompanyingesources to capitalize on

58 Note that one study found high R&D productivity in samalarge firms, but not

in the midsized firms that stand betn themSe&uenHung Tsai & Jian@hyuan Wang,

Does R&D performance decline with firmestae¥infatien in terms of gl@dtiRitg PoL®

966, 973 (2005) (finding-ahaped relationship between firm size and innovation, based on
total factor poductivity (TFP) data: small and large firms are highly innovative, but medium
sized firms are not).

59 Sedan Bena & Kai LCorpate Innovations and Mergers and Ac§@isifons
1923, 1955 (2014) (studying 1762 mergers, from 1984 to 2006).

60. Id.at 1945.

61 Id.at 1936.

62 Synergies may add value, but the first finding is troubling. If mergers are more
common incases of a degree of technological overlap, mergers would be more likely to
remove potential future R&D competition than pobdnarket competition. While this is
good in one senSeshortterm consumer welfare is enhanced by product market
competitiofN it is worrisome in another: future innovative capacity is likely to be absorbed
into larger and larger firms. Whether small casgaim from the outset to be acquired; or
whether they simply fail to introduce meaningful product competition; their future
innowative potential will be taken inside a large company. And so again the benefits of
independence and autonomy will be lost.

63 One aspect of the Bena and Li study presents a contrast with conventional
Schumpeterian market power explanations of mergese endiorth noting. The authors
find that Oclose rivalry in product markets has a negative impact on the likelihood of firms
merging. As a result, the positive effect of technological overlap on the likelihood of a
merger pair formation is reduced fanfairs that also overlap in product markBen@

& Li, supranote 59, at 194®lote that one study, based on an econormeh{and not
empirical data), provides support for this empirical finding (even though it contravenes
Schumpeterian wisdoi®edalo Fulghieri & Merih SeviliMergers, Spinoffs, and Employee
Incentive4Rev. oF FIN. Stup. 2207, 2233 (2011). The atgrergue that limiting product

market competition reduces employee incentives due to lessened opportunities to pursue
another jobproviding one reason for firms to avoid mergers with other firms that compete

in product markets:
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synergies miglgive big companies a natural advantatpen it comes to
postacquisition innovation.

The synergy trope shows up as an explanation for whgolagny
acquisitions have replaced some IPOs as a way for srpalhiesnto cash
out (or OexitO). One research paper on this topic says:

The recentdecline in IPO activity can be explained by the small
firmsOncreasing preference for being acquired rather than growing
independently . . [A] firm@ tradeoff between bag acquired and
remaining independent strongly depends on the extent of the
synegies arising from a potential merger, which are however
difficult to assess -<@nte .... [W]e document thaf{Young
Innovative Companiesifacing the potential to developgkr
synergies are the main [cause] responsible for the decline in IPOs.
Comparedto 15 years ago, the quarterly number of IPOs
conducted by these firms has decreased by 20 [fércent].

Despite some countgdications in the older literature, newer sudie
support the idea that R&D efficiency may increase after firms merge into a
singeé entity’?

[Bly reducing the number ffms in the product market, mergers limit
employee ability to go from one firm to another with a negative effect on
incentives.. . When the negative effects of the merger on incentives are
sufficiently large, firms are better off competing in theugrodarket

and competing for employee human capital rather than merging and
eliminating competition. In other words, [in the mofilehs prefer not

to merge and [instead choose to] bear competition in the product market
to maintain stronger employee intives.

Id. An omitted sentence in the block quote states another disadvantage of mergers:
OMoreover, mergers create internal diiopebetween the employees of the pusiger
firm, with an additional negative effect on incentives to innddaW/!tle consistent with
the terms of the model, the idea that internal teams of rivals face reduced incentives to
innovate has been coered over the years. The (now fading) practice of Oparallel R&DO
groups was put in place somulatentrafirm competition,and at least some managers
believed that this created conditions that favor innovation instead of underrSe@e ig.
Richad R. NelsonUncertainty, Learning, and the Economics of Parallel Research and Deve
Efforts43Rev. ECON. & STATISTICS351 (1961).
64. Andrea Signori & Silvio VismaM& A Synergies and Trends in 1IPORECH.
FORECASTING& SoC. CHANGE 141, 1412018).
65 For a summary of findings from this older literatureMe@goN I. KAMIEN &
NANCY L. SCHWARTZ MARKET STRUCTURE AND INNOVATION 103 (1982):
The bulk of the empirical findings [as of 1982] indicate that inventive
activity does not typicallycirease faster than firm size, except in the
chemical industry. R&D activity, measured by either input or output
intensity, gpears to increase with firm size up to a point and then level
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A. THE ORCIT DIMENSIONOAND MARKETS FORODSEMBODIED
TECHNOLOGIESO

Economists haveacknowledged the existence tatit knowledge,
technical informatiothatis difficult to write down or codifisince at least
the 1960s.Michael PolanyiOs famdi®66 volumeThe Tacit Dimension
describes craft and technical skills that are difficult or even impossible to
write down and hand off to another perSdtuor this type of ikowledge, it
is far more efficient to hire people thatry transfeting the infomation in
a disembodied form. It etherimpossibleor very difficult to transfer tacit
knowledge in an armOs lengtnket for disembodied assets. The dest
sometimes onlwayto transfer tacit knowledge from Organization A to
Organization B is for @anization B to somehow acquire, ahsortb retain
the employment relationship with the employees from Organizaiion A
other wordsB has to acquire Ag@®ple. The things, procedyeesd written
records of AOs people are not good enlbyzgraple hemselveare not part
of the dealcrucial tacit knowow will not survive the transfer from A to B.
It will insteadevaporateand belost in the hands andimds of AOs
employees.

Professor Peter Lee has documented this fact well. He has written an
artide calling into question the supposed ascendancy -irfitéoplegedO
business models in the currentérie observeshatarmGgngth transfers
of disembotkd products, technologiesnd patent rights will be inferior to
full-on corporate acquisitio@slong as the tacit dimension is important
With a full acquisition comes the right to assume the acquired firmOs

off or decline, as is consistent with the evidence on the nathee of t
R&D process.
Id. Kamien and Schwartz also note that Omarket structure intermediate between monopoly
and perfect competitidmay be the ideal for innovation purpoddsad104. The authors
conclude, O[e]mpirical studies over the last fifteen yearsohaistently shown that,
although there may sometimes be certain advantages of size in exploiting the fruits of R&D,
it is more efficiently done in small or medium size firms than largeldrets6B;see also
FREDERIC M. SCHERER INNOVATION AND GROWTH: SCHUMPETERIAN PERSPECTIVESL82
(1984) (noting, for all firms studied, R&D inputs (such as R&D employment) and outputs
(paents) increase Oless than proportionatelyO with size, where size is measured by firm
sales); Zoltan J. Acs & David B. Audretsutovation in Large and Small Firms: An Empirical
Analysjsr8AM. ECON. Rev. 678 (1988) (presenting industry concentratiasumes, which
estimate the degree of monopolization or oligopolistic dominance in an industry, are
statistically associated witthuged innovation).
66. MICHAEL POLANYI, THE TACIT DIMENSION (Reissue Ed., 2009).
67. Peter Lednnovation and the Firiew Synthe3i@8STaN. L. Rev. 1431 (2018).
68 Sedd.at 1500 (O[P]atents do not disclose significant tacit knowledgathabls
for practicing a technology and adapting it to commercial use. Indeed, it is precisely these
knowledge deficiencidgt contribute to vertical integration in paietensive industries.O).
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employment contractthe deal includepeople as well as thdisembodied
assetshey havecreated.When the tacit skills of individual people
important or the future stream of creative work matters, acquisitions will be
superior to patent transfers.

B. AREN® FIRM MERGERS AN DACQUISITIONS(ALMOST) ALWAYS
SUPERIORTO PATENT SALES?

This logic raisesnaobviousobjection.Precisely becausedep@adent
thinking is good, Big Platform companies acquire the small fry instead of
growing all desired capabilitieshomse. Thee companies also value
diversty and autonomy; when these positive virtues result in valuable
innovations, Big Platform rewardsode innovators by acquiring their
companieslf this is true, then there is no need to maintain the small
company as a going concern to encourage inmovatio

This phenomenoaf absorbing the most innovative compapiesents
its own problemsA successit Big Platform acquisition represents a fine
reward for innovatigrbut startups still cathat acquisitiomn Oexit.O The
innovative team is absorbed into a big company and the small startup or
emerging company is no longer independéns makes cgusition a
doubleedged sword. It is a reward pastnnovation but a sizeable body of
researchsuggests that is a damper ofuturennovation The team that
develops a technology will cash out nidely the autonomy and
independence that created domtext for the original innovation will be
gone. Despite heroic efforts to preserve the best of both Woddsely by
the massive acquiring compphgdging to Okeep hands offO and Opreserve
the special cultureO of the acquired comNpamyisition bringsan
inevitable changH.a large company could completely duplicate the culture
of the startup, Mvoulddo © from the outset and develop the technology in
house In the end, two stark facts usually standtbatacquired company
did what it did because was plucky and independeand afterthe
acquisition it becomes part of a big compaimen technology &cquired
through acquisition of an entire compaatonomy and diversity both exit
the scenandnever fully returfy.

69 Cf. Victor LuckersonHow Google Perfectedde \&liley Acquisitiome (Apr.
15, 2015), https:time.comB8156124iliconvalleyacquisition/ [https:// perma.ccdDA9
-25RB] (OOftentimes [after an acquisition] founders are rolled up inside another group inside
of the company. They canOt ndakesions as freely as when they were entrepreneurs. That
affects peopleOs willingness to stick around.O) (quoting Justntitancapitalist at Y
Combinator and cofounder of Twitch).
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1. For Radical Innovatiorelsi8etter and Small Is Big

A second major point regarding large firm acquisitions is that they reduce
the chance for radical innovation. There are two reasons. First, they reduce
the total number of separate firms in a given fet@hnd, they elimireat
from the landscape precistg sort of smaller firms that have been the
source of paradigghanging innovatiorteroughout historyln these two
ways the loss of radical pesterger innovations the major cost of large
firm acquisitionslespite pdsmerger efficiencies

In its simplest form, a corporate merger executes a form of legal
arithmetic: 1 + 1 = 1What sarts with two separate firms esavith one.
Whatever gains this brings in operations and in more efficient R&D, it entails
a los; an inegpendent firm ceases be. The consequences for future
innovation are well understood in an aggregatelserised to pin dowm
any particular caséuture innovation is by its nature hard to prebidt,
students of longerm innovation patterns affairly uniform in their
assessment of the optimal number of irm®reis better. It is impossible
to quantify what is lost whéimere ardewer separate firnte take part in
the innovation sweepstakbst on average throughout tingmething is
surelylost.

2. Smalls Big

The argument thus far establisiadg/ mordirms might make for more
innovation in a given industrfhe below arguments address another
pointN whysmalfirms add to innovation in ways that make them superior to
big ones® All of themare variations on a single themsmaller firms are
more resourceful, nimble, focusmad productive, and hence more likely to
come up with something new and differ&atone gidy put it, summarizing

70. Definitions of Osmall® and ObigO can of course vary, batanhsgeall firms
usually have fewer than 500 employees, and often fewer than 100, while large firms usually
measure their wdidkces in the thousands. For a study of the very smallest firms and their
ability to innovateseeJulian Baumann & Alexander 3itikos, The Link Between R&D,
Innovation and Productivity: Are Micro Firms £5fReer®@LQ 1263 (2016) (presenting
data on German micfoms, drawn from 10,0D05,000 firms in a total sample of firms in
Germany, between 2005 and 2012). Therauthd that most micro firms are young: 053%
of the smallest firms were younger than 15 yehat @266. O[L]arger [sifiains] have a
lower R&D intensity than smaller ones: ceteris paribus, small firms invest 36% more in
R&D per employee, firms wit0b4 FTE employees invest 90.4% more in R&D per
employee than meditsized firms.Qd. at 1267. R&D intensity increases m®cand
product innovations for all sized firms (which is to be expddted)1268. OMicro firms
that do invest in innovatiorctavities have 90% higher R&D expenditures per employee
than mediunsized firms. Thus, firm size is negatively correlateR&Mtintensity.@d. at
1271.
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a large literature: OEmpirical research on innogatiofirm size confirms

that despite large firmsO apparent advantages in scale and access t
complementary assets and capabilitiesmall firms are more efficient at
innovaton, particularly radical forms of innovatitin.O

Business people and scholaase named three different benefits to
smallness for purposes of generating innovations: (1) magnified incentive
effects; (2) better focus, meaning simpler and more direxirdpoocesses
within firms; and (3) the preference of those with an Oentugjlene
personalityO for greater autonomy, which is better satisfied in small firms.

The first benefit hinges on the idleat small firms have more riding on
their relativeljew research projeciheythereforehave less distraction and
experience great rewards when they succeed. Failure is more painful
because the future of the companay be riding on a single research project.
Quccess islso sweeter because the indigiduesearchers often own a
significant chunk of the entire small compar§ome theorists have
described how big companies can leverage these features of small firms by
entering into contracts that provide large rewards for project success. This is
an exmple of the Ohigh powered incentivdsd economist Oliver
Williamson delineatedas an advantage of contractual exchawvge
integration or ownershipLarge firms are much more diffuse; individual
projects pale in comparison to the overall scale dirrtineAdditionally,
individual effort is dwarfed by the totality of collectifoeteso there is less
direct reward for extraordinary effort. Large companies can access these

71 Todd R. Zenger & Sergio G. Lazza@ompensating for Innovation: Do Small Firms
Offer Highavered Incentives That Lure Talent and Motjva5aVEfies? DECIS ECON.

329, 329 (2004). As regards overall innovefficiency, this conflicts with some of the
studies cited in the preceding Section; that might be explained by the fact thfatheany
studies showing greater overall efficiency fornpasgfer firms were published after this
article was. The conclusimgarding radical innovation, however, has not been superseded
in the intervening years.

72 Id.at 342 ((]he results [ahis study of 352 engineers in Silicon Valley and Route
128 in the Boston area] provide consistent evidence that outcomdsikeel directly to
differences in contract attributes, which in turn are related to firm size. Firms with more
aggressiveward systems appear more successful in motivating high effort and in luring and
retaining top talent. Engineers with larger esjufises and a greater variable component to
their pay work longer hours and are more likely to bring work home. Strongf ipa@ns o
monitoring may further escalate effort in small firms. By contrast, engineers with small
equity shares, those employed imtraots with weak incentive intensity and weak peer
performance pressure are less likely to work long hours and bringwen€X) ho

73 This is an application of Oliver WiliamsonOs transaction cost ecodeenics.
general®LIvErR E. WILLIAMSON, THE MECHANISMS OF GOVERNANCE (1996); Robert P.
MergesA Transactional View of Property2RBfr&ELEY TECH. L. J 1477, 1483 (2B).
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stronger incentives only indireltlyy contracting with small firms to supply
research services or researtansive inputé.

A small team that puts eflits energy into a challenging project and is
under the pressure of a specific contract requiring the team to deliver will on
average work harder than a larger team embedulédger company. That
ideais what fuelOhigh powered incentivesO that acconmamntract
specifying a discrete Odeliverade.@searcher working in a research
division of a large company cannot typicallgtiomglymotivated. But a
researcher or small team under pressure to deliver a specifforresult
contractual reward cae lexpected to concentrate more and work harder
The downside of failure is greaterthat the small firm might fail or
experience a serggetback, and the upside of succedsagreater if the
contract is written so as to reward success robustly.

The second reason some researchers say small firms are stiperior is
relative lack of bureaucra®ne literature summaigientifiesOa los of
marginal control or [a] high level of bureaucratic cOntisl among the
characteristics of large firms thase®&D performancéo decreas€.The
perils of large bureaucracies are well undelstba@em especially salient
with respect to R&D awtties,wherefreedom from bureaucratic oversight is
especially importafftOne pair of researchersted thaOit igiot the size of
firms per se, but rather the internal processes activated as firms evolve in size
that affect innovation outcomé$l@ planning for innovatigriarge firms
typically gather more information as part of detailed analytical procedures.
TheyOtend to make decisions in a more planned and more formal manner
...than small firms’®rhis is partlglue toorganizational routiseand styles

74. SeéAshish Arora & Robert P. Merg&gpecialized Supply Firms, Property Rights and
Firm Boundayids INDUS. & CoRP. CHANGE 451 (2004)see generBly Carlsson et al.,
Knowledge creation, entrepreneurship, and economic gresvihi&l hisieridalCmerr.

CHANGE 1193, 1222, 1223 (2009) (OThere are two main reasons why small firms have
become more important incent decades. One is that small firms simply do certain things
(such as certain types of innovation) better than largeArmsesult, through division of

labor between small and large firms, the efficiency of the economy is increased. The other
reasonis that small firms provide the entrepreneurship and variety required for
macroeconomic growth and stability.O).

75 Negin Salimi & Jafar Rezd®ialuating FirmsO R&D Performance Using the Best Wors
Methqdb6EVAL. & PROG. PLAN. 147, 148 (2018)

76. See, e.Clayton M. Christensen & Joseph L. Bowestomer Power, Strategic
Investment and the Failure of Leadir/ BrRAT. MGT. J. 197 (1996) (asserting that
innovation is negatively affected because allocation of resources is notoasiionom
decided but instead depends on what the biggest customers would likely want).

77. JosZ Lejarraga & Ester MartiRes, Size, R&D Productivity and DecisiomBtyles
SvALL Bus ECON. 643, 644 (2014).

78 1d.at 646.



90 BERKELEY TECHNOLOGY LAW JOURNAL [Vol. 3553

and partly due to increased monitordas firms increase in size, managers
become subjecb tcloser monitdng by the firngOboard of directors and
shareholders, who expect decision making to be based on justifiable
arguments.® Finally, wh more layers of review and perhaps more
competition over_recognition and resolNldes what is often called
Ocompany ptiis® the personal agendas ajrporate employees may
come into play more often in large fiffns.

Big firms recognize that their complex structures often fit poorly with the
process of innovation. The spate of acquisitions by Big Platform companies
and othes attests to this; what the ObigsO cannot make, thégywewerjt
is also borne out by thestitution of Oskunk worké®emisecret or
OunofficialO R&D projects within large companies that are conducted outside
normal oversight and review procedtirbsleed, complex oversight and
approval seertike ananathema to successful R&D in whatever.férm
study of 464 R&D joint ventures in the telecomoations industry found
that O[dllaborative benefits [from these joint ventures] are diminished most
by ®lection of governance that imposes excessive bureaucr@®y
Whatever the industry, midtage decision procedures and more complex
organizational landscapes seem to be the enemy of important innovation.
Like many large companies before thgighRatform companies are aware
of these failingsacquisitions are one response to théhile those
acquisitions may help address the Oinnovation deficiencyO that often plague:
big companies, these acquisiticome at the cost of extinguishamgall
innovaors.

79 Id.at 64647.

80 SeeTom BURNS & G.M. STALKER, THE MANAGEMENT OF INNOVATION 195
(1994). Quoting a research scientist brought into an industriahyéonmaen an R&D lab:

OWhat happens is that a plan devised in terms of changing the working organization [to
include an R&D lablafls to materialize because factors of status and politics play a
determining role, and nobody realizes, or rather, adhaitthdse are real problems to be

dealt with.@l. Describing R&D lab at one company: O[P]olitical conflicts do appear out of
situdgions in which changing circumstances constitute a threat to existing parts of the
working community. This happens when thewv ncircumstances themselves are
institutionalized.[d. at 199.

81 Skunkworkd®VikiPEDIA (last visited Dec. 21, 2018ttps:// en.wikipediarg/wiki
ISkunk_Workghttps:// perma.ccZ6LIFYJIS]QThe designation Oskunk worksO or
OskunkworksO is widely used in business, engineering, and technical fields to describe a grc
within an organization given a high degree of automaethynhampered by bureaucracy,
with the task of working on advanced euret projects.O). The name was first used at
Lockheed Aeronautics; it was taken from the old LOil Abner comic strip; in that comic series,
it was the name of a moonshine liquor Istill.

82 Rachelle C. Sampsarhe Cost of Misaligned GovernanceAhidR&es20 J.L.

EcoN. & ORG. 484, 485 (2004).
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Unlikeenhanced incentives and reduced bureautm@dyaladvantage
of small firmgelies less on tireenvironment and more on the personalities
of those who found and staff them. For many scholars, it is not firm size that
shapes the entrepreni@l innovator; it is the entreprenaino shapes the
features of the small firmith his or ler distinctive taste for autonomy and
independence.

Some detailed researsiggests thangineers and scientists who have a
strong preference for autonomy anhdllenging projects tend to work at
startups, while those impelled by security and risk aeoicemme often
work at large compani€sThese differing motivations produce different
outcomesthe autonomy valued by startup researchers creates the right sort
of environment for radical innovation. As the title of one journal article says,
OBeing Indemdent is a Great Thiny.O

Small firmsadmittedlyhave their own pressures. One isttiaventure
capital financéhat makes startups possible brings extemoaitoring and
accountability. Another is that although cimposneOs career directisn
exciting it is also riskyoing Oall inO on a single project means little chance
to deflect blame or soften the blow ifatls. Apparently, however, these
negatres are outweighed fat leassome people by the relative freedom
from hierarchical oversighThe simple act of choosing oneOs own course
holds personal rewarts.

This seHselectioralso has ramifications for the larger econBeoause
small firmsare founded out of a desire for personal autontiraysupply
diverse andiar-flung sources of fresh ideas. Thagurethat many minds
attack technological problems from many diffetgpordinated starting
points. By decentralizing decision making, rttege it more likely that a

83 Henry Sauermantkire in the Belly? Employee Motives and Innovative Performanc
Startups Versus EstablishedlBirfNatOl Bemu of Econ. Research, Working Paper No.
23099, 2017), httpsuvw.nbe.org/papersiv23099 [https:/perma.ccdDLI-DDDX]. But
cf.Thomas Langelob Satisfaction arBirBployment: Autonomy or Persgdalia?. Bus
Econ. 165 (2012) (finding thabased on survey data, the extent of autonomy explains
higher job satfaction among sedmployed men and women better than measures of
various individual personality traits; a preference for autonomy, in this study, is not treated as
a personality ttain and of itself).

84 Matthias Benz & Bruno Fré8eing IndependenGreat Thing: Subjective Evaluations of
SelEmployment and HieratsBgonomica 362 (2008).

85 SeeMartin A. Carree & Ingrid VerhewlVhat Makes Entrepreneurs Happy?
Determamts of Satisfaction Among Fa@ddérePINESSSTUD. 371 (2012).

86 Cf. Robert P. Mergesiutonomy and Independence: The Normative Face of Transa
Costsb3ARIz. L. Rev. 145 (2011) (arguing that even if multiple small firms add a modest
increnent to transaction costs in a given industry, the intrinsic valuenamautmight
make it worthwhile to tolerate and encourage some small firms in that industryOs structure).
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small team Ooff the radarO of the established research paradigm will develoj
an unconventional or novel apprdscthe type of approach that can lead to
a radial innovatiory’

3. Innovating OOutsidersO: A Complicating Factor?

Accordng to the standard accounhettypical source oDradical
innovationQOs an OoutsidekCa person or firm from outside the industry
that is disrupted or changed by the radical innov&axial psychologists
may provide the best explanation of why thss teroughthe concept of
Ocognitive distance.O In this research, each person has a mental framewor
consisting of vocabulary, assumptions, and ways of looking at problems.
Cognitive @tance measures the distance between two personsO mental
framework$® For purposes of innovation, closely aligned frameworks make
for easy working relationships and productive incremental . results
Nonethelesst also produces @groupthinkO dynartfiat does not lead to
radical innovatioff.In contrastwildly divergent meal frameworks make it
almost impossible for people to understand each other. Vaitmuamon
ground, cooperative research is fruitResdical innovation comes not from
excesse overlap or from the absence of overtap instead from a Ojust
rightO dgree of overlapiVhen cognitive distance is too great, people Otalk
past each otherO and collaboration is very difficult; but when this measure of
distance is too small, people havthing new to share with each other and
their collaboration becomes $&&fi

As might be expected, cognitive distance between R&D personnel is
reduced when a single organization amasses a large stock DhiRED.
goodfor incremental innovatidmrecageR&D efficiency increasdsgger is
better for creating minor inventis. However, greater cognitive distance
benefis more radical innovatigmaportant new ideas very often come from

87. Each small firm also does its part to perpetuate the overall cultuedl difras)
the ethos and norms of this type of firm. By keeping this culture alive, even an unsuccessful
small firm may sow the seeds of a future suG=Bsniel W. Elfenbein etl., The Small
Firm Effect and the Entrepreneurial Spawningaot Sneinisggss MeMT. SCI. 659 (2010)
(finding that researchers from small firms are more likely to subsequentiyniposeld).

88 Sedart Nooteboom et alOptimal CogwnétiDistance and Absorptive CHpRERY
PoL® 1016, 1016 (2007) (aéfig cognitive distance as Ointerpersonal difference between
life experience and perceptual frameworksO).

89 Though this is a consensus view, there are o8kerse.RajesiK. Chandy &
Gerard J. TellisThe IncumbentOs Curse? Incumbendyad@iad, Rnaduct Innoyvédah
MARKET. 1 (2000) (presenting a historical study offeixtyradical innovations in the
consumer and office products markets that found thatatligonal OoutsiderO innovation
story was accurate until roughly 1946afber that year large incumbents were responsible
for a growing proportion of radical innovations in these industries).

90. Sedlooteboom et alsupraote 88, at 1016.
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the confluence of hitherto unrelated technical fledighemostsignificant
radical innovations, close cognitive proxhirity measured ksnglefirm
accrued R&D stofkmakes no differencmeaning thdarge size does not
confer any advantages. As the autbbme studyput it, Gn increase in
R&D-efforts will leado more patents in the patent classes that the firm
already mastésbut nbin new technologies due @he high levels of
uncertainty in explorative reseaféh.O

If outsiders are so important for radical innovatibesmportarce of
presering smaller companiegithin a given industig harcer to judge If
firms labeled asutsiders would be acquisition targets for Big Platform and
other large companiepplicies that preserve small outsiders are still
important.Special solicitude for smaihfs also makes seiisinere are only
a few large firms in an industry and thenitieg distance between them is
smalN as happened with thiereelargestU.S auto companies before the
entry of overseas car companies in the 1980s.

However, if outsice firms areinfrequentandidates for large firm
acquisitions, the growth of big cangs by merger poses less of a threat to
the prospects for radical innovation. Precisely because they are Ooutsiders,
these firms are not on the Oradar screensO adf themripanies. Perhaps
there will always be such outsiders, no matter how manyQDiinsideare
vacuumed up in large firm acquisitions. Perhaps the history of radical
innovation teaches us not to worry so mAdditionally,if the largefirms
in an indusy have employees with the right Ocognitive distanceO from the
employees of otherrg¢ge firms, maybe radical innovation can result from
combinations of large firms working togdtheven in the absencesrhall
firms. The research on cognitive distanegeselo the cognitive styles of
people inside different organizations; it is notttireelated to firm size in
any way.

Despite these potential concerns, the available eviddivegesthat
preserving cognitive distan@guiresprotecing against eoessive merger
activityto cultivae an industrial ecosystem that includes smad. fifire
research cited earlier on R&D productivity and cognitive distance is based on
pairs of firms involved in collaborative R&EL. a firm can find a partner
for colldorative R&D, it coulghoresumably acquire that fijust aseasily.

This means that ¢hresearch partners in this and similar studies are not

91 Id.at 1027.

92 Se®AVID HALBERSTAM THE RECKONING (1986) (providing a hisical overview
of the auto industry in the United States and Japan).

93 Nooteboom et alsupranote 88, at 1021 (presenting data on research OalliancesO
between pairs of firms).
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unknown to each othelHaving firms of different sizes magomake it

more likely that a variety of cognitive distararespresent between
employees of different firms. The research cited ¢ax@ained that the
personalities and preferences of small firm entrepreneurs differ systematically
from those of largérm research employees. This alone makes it more likely
that some of these small firms will Osee things differently® armdateat a
optimal degree of cognitive distance will therefore open up between them
and the employees of large firms. Small firnikelyeto be beneficidle to

the reasons explored in the earlier sectsnsell athe possibilitythat they

will have the OjusghitO degree of cognitive distance from large firms to
make radical innovation more likely.

C. MERGERS ANDINDUSTRY STRUCTWRE: SUMMARY

This Section makethe case that a variegated industry struongehat
includes a number of smaller firgwes the besthance for important
future innovations. As one study summarized it

[T]he results show that larger firms enjoy gredieantages for
incremental innovation performance. but not for radical
innovation performance on which large firm size has aveegat
non-significant effect... Large firms rarely introduce radical
innovation performance; rather they tend twlifoltheir market
positions with relatively incremental innovationgs

Both these themBsincreased overall innovation and dealeaadical
innovatiofN are apparent from a largeale study of pesterger R&D in
European companidsconomist Joel tfebale studied 941 European
mergers between 1978 and 2008 using data on the nationality of inventors
listed on patent applications. Tlesults show that after many mergers,
inventive activity increases in the country where the acquiring company is
locatel but decreases in the country that is home to the acquitacyet,
company® The studyecognizethat after a merger, consolidatidpatent
activities in the headquarters of the acquiring company is to be expected, and
that therefore more patempdications will originate from the home country

of the acquiring company after the merberdjust for thisStiebale tests
nationallevel inventivenesby the domiciles of listed inventors on those
patent applicationgather than by thepplications originating in the

94. Seaotes 8BB5 and accompanying text.

95 Beatriz Foss & QGesar @min, Does Incremental and Radical Innovation Performanc
Depend on Different Types of Knowledge Accumulation Capabilities and €@&uizational Size’
Res 831, 836 (20)§references omitted) (summarizing litepature

96. Joel Stiebal&rosborder M&As and Innovative Activity of Acquiring and Target Firms
99J.INTOECON. 1 (2016).
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acquiring and target home countries. The patent department and thus filing
country may change after an acquisition,heuintzentors usually stay put.
Stiebale finds that R&D productivity the acquired comparmyops, as
measured by the number of patent applications filgslibyentors in the
postmerger period.

The larger the patent portfolio of the acquiring compangh( Stiebale
cals tre Oknowledge stockO), the greater the drop in inventiveness in the
country whez the target firm is locat&dlhe data show that innovative
activities become more concentrated in the home country of the acquiring
firmN a sign of thencreased efficiency that accompanies -B&dhted
acquisition€ From an overall efficiency standpoihere is a good and
defensible reason for this resitilshows thaDinnovation activities are not
relocated from targets to acquirers p@bseto whatevepart of the firm is
Omore efficient in innovatiod’®everthelessanother finding of thistudy
stands outthere is a loss of innovative vigor on the part of the target firm
after these mergers. Efficiency is gainedwhbat could beparadigm
stretching creativity Iest.

Admittedly this study documents a drop in inventiveness only for the
transnational, intr&european mergers studied. Itpagssiblethat these
results pertain to European mergers in some peculiar way. Aside from this,
however,the study sounds a cautionary noteiléAthe overalvolumef
innovation increases in the expected way after a merger, tlsisitctirae
expense of the innovative output of the acquired firm. While the gains in
efficiency may outweigh the loss of alyigimovative independent firm, the
theory and experience reviewed earlier tell us to be wary of therdong
effects. Multiple, rivalrous sources of innovation are still a gogdti@ng
might even view them as good in and of themselves. Losing many
autonomous firms to the merger trend may generate serious costs in the long
run.

One historical study published in 1969, aptly enfitied Sources of
Innovatigff takesa longterm perspectiveegarding industrstructure and
reflects many of the arguneptesented herén this study, @ with more
recent literaturemall firms are often the heroes of innovation stége
1969 and the times when the innovations studied were being developed,

97. Id.at 11.

98 Id.

99 Stiebalesupraote 96, at 11.

10Q JoHN JEWKES ET AL, THE SOURCES OFINVENTION 21112 (2d ed. 1969)
(summarizing the invention and development ofsfiétymportant innovations, including
the ball point pen, catalytic cracking of petroleum, new polymers such as polypropylene, the
transistor, etc.).
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there is an imgrtant place for small firms in a healthyDR&h industrial
ecosystem. That was true betbeBig Platform companies, andeimains
true now as well.

V. SUGGESTED REFORMS TO ASSIST THE PATENT
MARKET

This Article has establishatdat patent markets caenge an important
purpose in an era when @dlessO is reasserting itself as an economic
imperativeAlthough thisArticle thereforecomes to defend patent markets
rather tharcondemn thenthey are no panacea. They have landscreate
inefficiencies, wth makes them far from perfect as a salutiothe
potential problems of the Big Platform eraThis Part identifies one
important problenbefore offeringonstructive suggestions.

A. RELATIONSHIP TO LITIGATION : DO PATENT MARKETSOFEED THE
TROLLIO?

The greatesinefficiency of the patent market iatth istethered tahe
thoroughly inefficient business of patent litigatR@asonable parties on
both sides of a patent transactwwould ideally predict potential court
outcomes, bargain accordingly, stay away from courthis happens in
roughly lalf of these transactiol$The other half, unfortunatelgad to
some stage of the litigation procddwe result ighat the patent market
seemantimately bound to the fraught phenomenon of patentititiga

B. POLICIES TO SUPPORT THESECONDARY PATENT MARKET

Changes in both antitrust law and the rules regarding patentaigtts
assist in strengthenipgtentmarketsThiscan in turn mitigate the effects of
Big Platform companies

1. Antitrust Law

Antitrust law plays an indirect role in promoting patemnkets. The
chief contribution it can make is to recognize the importance of small,

101 Until recently we might have guessed that as asa®p% of patemelated
transactions were conducted without recourse to formal enforcement of some sort. But the
dismal fact that the number is closer to 50% has now been est&distat. A. Lemley
etal., The Patent Enforcement E&bergL. Rev. 801, 803 (2019). For general treatments
of the costs and benefits of litigation, see Louis Kaploxate Versus Social Costs in Bringing
Suit 15J.LEGAL Srup. 371, 371 (1986); Peter S. MeAeNote on Private Versus Social
Incentives to SueCiostly Legal Sysied.LEGAL Stup. 41, 41 (1983); Steven Shavhh,
Fundamental Divergence Between the Private and the Social Motive {0289d #heal egal Systen
Srup. 575, 57179 (1997).
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independent firms in the innovative ecosystem of techmuiegsive
industries. This will apply mostien antitrustauthorities are asked to
review a sale of patetug a small firm to a larger firm, such as a platform
company. Patent acquisitions are routinely reviewed for compliance with
antitrust law??they are suspect because they combine the resources of two
firms in a Ohorizontal® (competitbcompetitor) arregement®® In
reviewing such an arrangement, antitrust agencies and courtsosisaied

both the shorterm effect on consumeasdthe longterm benefits of the
survival of small firms. There may be<agere a large firm acquires some
added sho#term market power due to the purchase of patents. While this is
not to be ignored, it must be weighed against the benefits of small firm
survivall which may be dependent on the sale of pafBmésprospect of
future innovation potentiakeds to be part tfe regulatory calculus.

In general, antitrust review centers on the relationship between patent
holdings and market power. In merger analysis, for example, antitrust
authoritiesin the pasthave sought tonaeliorate the effects of enhanced
postmerger markepower by requiring the newly merged company to
license patents to a third pa®yThe aim in such cases is to create

102 Intellectual Ventures | LLC v. Capital One ForpC 280 F. Supp. 3d 691, 697 (D.
Md. 2017); Kobe, Inc. v. Dempsey Pump Co., 198 F.2d 4885 42Gth Cir.)cert. denied
344 U.S. 837 (1952) (acquiring a portfolio of patents to Ocorner the hydrplicsiness
for oil wellsO constituted illegahmpolization); United States v. Westinghouse Elec. Corp.,
648 F.2d 642, 647 (9th Cir. 1981) (O[A] patent holder may run afoul of the antitrust laws .
by expanding] that monopoly by accumulation.C8CM Corp. v. Xerox Corp., 645 F.2d
1195, 1205 (2Cir. 1981) (OSurely, Z2awolation will have occurred where, for example, the
dominant competitor in a market acquires a patent covering a substantial share of the same
market that he knows when addetis existing share will afford him monopoly p&ye
103 Hurricane Shooters, LLC v. Emi Yoshi, Inc., No-84®2T-30AEP, 2010 WL
4983673, BB (M.D. Fla. 2010). In denying a patenteeOs motion to dismiss the accused
infringerOs antitrust countémtjahe court said this about patent acquisitions:
Count Il alleges that Plaintiff acquired title to a competitorOs patent
(McNaughton Inc.) in order to restrain commerce in the relevant market,
by requiring other competitors, like Defendant, to takeresdidrom
Plaintiff at an exorbitant royalty. Drefant also alleges that Plaintiff has
acquired more than 10 patents covering [the market for the patented
product] .. in order to obtain licenses from competitors at exorbitant
rates. At this stage, tigssufficient to state a claim. Defendant reggedll
that McNaughton Inc. conspired or combined to restrain competition
.... [t is not a violation of the antitrust laws to acquire patents from
others. [But if] it is determined, at a later stageh#s® allegations were
lacking in merit, the Cawvill not hesitate to award sanctions.
Id.

104 Sedn reCibaGeigy Ltd., et al., 123 F.T.C. 842 (1997) (noting a consent decree
requiring divestiture of lines of business @nlitensing of patents third parties in the
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competitionif the new firm would have excessive market power in the
absence of such a license. A good example ofs thiederal Trade
CommissionRTC-managed consent decree from 199%he two largest
producers of polypropylene technolbgglproposed a joint vamte (JVA°

aimed at broad cooperation in the polyolefin (plastics) industry. The FTC
ordered that the parties divest the fJ&llgplants, patents, and related assets
pertaining to polypropylertais wado prevent the JV from dominatingth

part of thendustry:’’

In antitrust analysis of patent acquisitions, authorities look at the effects
of patent purchases on product miak&he emphasis is on whether the
patents give the acquiring firm some extra degree of market power over rivals
in these OdowneamO markets (markets for products derived from or
drawing upon the patented technol&§y.typical antitrust review of this
type came iMBS Global, Inc. v. Inguran dba Sexing TechngfSgibsyé. LC
antitrust plaintiff ABS Global argued that pasyquisitions by defendant
Sexing Technologies (ST) violat@dof the Sherman AtfAccording to

fields of gene therapy, peedicines, and corn herbicides). The consent decree requires that
the merged firm license a specific comphtiboe judged to be in the best position to
promote competition:
[The parties, i.e., theerged firm] shall (i) grant a rexclusive license to
[third party Rhone Poulenc Rofer, Inc.] to make, use and sell [Herpes
simplex virushymidine kinase (OHER0) gene therapy products, for the
treatment of cancer], under [the merged firmOskHR#ént Rights ..
or (i) grant a nonexclusive licensmadke, use and sell H&Licensed
Products under [the merged firmOs]-#HSRatent Rights to an HSK
Licensee that receives the prior approval of the Commission and in a
manner that receives ttieor approval of the Commission, in perpetuity
and in god faith, at no minimum price. In consideration for the-thSV
License, each [party] may request from the -tkSWkicensee
compensation in the form of royalties an@n equivalent crebsense.
Id.

105 InreMontedison S.P.A., etal., 119 F.T.C. 676 (1995).

106 According to the consent decree, the parties Ocollectively account for over 80% of
completed and projected additions to capacity pursuant to [poly@jopgtdnology
licenses since 19@ther technologies are not a significant competitive consticiiat.O
681.

107 Id.

108 Sed-iona M. Scott Morton & Carl Shapistrategic Patent Acqujst8sT. L.J.

463, 463 (2014) (OOur analysis has meominon with merger analysis: we study how a
strategic patent acquisition changes economic incentives and trace through the likely
economic effects of those changed incentives.O).

109 ABS Global, Inc. v. InguranL.C., No. 14CV-503WMC, 2016 WL 3963246
(W.D. Wis. July 21, 2016).

110 15 U.S.C. 2 (OEvery person who shall monopolize, or attempt to monopolize, or
combine or conspire with any other person or persons, to monopolize any part of the trade
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ABS Global, these acquisitiomere part of an effort to monopolize the
market for sesorted bull semen used for artificial insemination in the cattle
indugry. STOs strategic patent acquisitions began after expiration of STO:
foundational patent, the OJohnson patentO:

Since the Johas Patent expired in 2006, ST has purchased,
acquired or licensed several U.S. patents related to sexed semen
processing. Priipally, ST acquired control of XY, Inc., in 2007.

At the time, ST was one of several U.S. licensees using [three of the
importan} XY ... [patents].... ST is now X¥sole current
licensee for its patented sexed semen process in the United States
for bull studs. Since 2007, XY has also been a -oivoky
subsidiary of ST. In 2008, ST also purchased several pending
patent apptations related to sexed semen processing from
Monsanto Company. . Those applications matured into 24 U.S.
patents, includg [two] that [were asserted against the
defendant/antitrust counterclaimant] here. Finally, ST obtained

an exclusive linse for nonhuman applications to a portfolio of
U.S. patents relating to sexed semen processing from Cytonome,
Inc., covering ra additional 46 U.S. patents related to sexed
semeriil

Antitrust defendant had thus acquired a collective portfdeventythree

patents covering the technology at issue in the case. Both parties moved for
summary judgment on the antitrust issue, but the court declined to grant
either motion. In explaining whiie courtgave some useful instruction in

the whys and whereforesaofitrust claims based on patent acquisitions:

Any [Sherman Acf2 claim based on the acquisition of patents
presents an Oobvious tension between the patent laws and antitrust
laws. One body of law creates and protects monopoly while the
other seeks torpscribe it. nited States v. Westinghouse Elec. Corp
648 F.2d 42, 646 (9th Cir. 1981). Indeed, acquiring and asserting
valid patents is absolutely protected by the patent laws Oin the
absence of monopoly but, because of their tendency to foreclose

or commercamong the several States, or with foreagions, shall be deemed guilty of a
felony ....0). The same antitrust offenses punishable as felonies under criminal law can be
the subject of private civil suits, due to Section 4 of the Clayton Act, ebdified.S.C.
al5:
[Alny person who sh#le injured in his business or property by reason of
anything forbidden in the antitrust laws may sue therefor in [a] district
court of the United States .. without respect to the amount in
controversy, and dhaecover threefold the damages by hinaisiest,
and the cost of suit, including a reasonable attorneyOs fee.
15 U.S.C. &5.
111 ABS Globak016 WL 3963246, at *3.
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conpetitors from access to markets or customers or some other
inherenty anticompetitive tendency, they are unlawful writldr

done by a monopolist [.{Gity of Mishawaka, Ind[an&m. Elec.
Power Ca616 F.2d 976, 986 (7th Cir. 1980)t 986 (qoting
Sargefelch Sci. Co. v. Vernon 86rpk.2d 701, 702 (7th Cir.
1977)).

Here, ABS hashown enough to suggest thatsSQuisition of
patents may qualify as unlawful under the Sherman ASCIg8ee
Corp. v. Xerox Cp@5 F.2d 1195, 1205 @d. 1981) (OSurely, a

a2 violation will have occurred where,éxample, the dominant
competitor in a market acquires a patent covering a substantial
share of the same market that he knows when added to his existing
share will afford him monopoly pov@yL.G. Balfour v. F.T,C

442 F.2d 1, 15 (7th Cir. 1971) (deszigg with the petitioners that

the cases they cited O[stood] for the proposition that the
accumulation of patents. may never constitute a violation of the
antitrust laws @

The key dctor in allowing the antitrust case to procesithe ABS court

said, was the defendantOs Orelatively recent, aggressive patent acquisitior
that led to the patent litigation against the antitrust counterclaimart ABS.
This raised the possibilihat ABS would be liable under the antitrust,laws
provided that factligoroof at trial showed that thepatent acquisitions
Orélect ST®intent to maintain monopoly power through anticompetitive
means &

The ABS case was premisedadh of the Sherman Act, bother
challenges to patent acquisitions are brought und@ayten ActOs7
prohibition on acquiring OassetsO where Othe effect of such acquisition may
be substantially to lessen competition, or to tend to create a motdpoly.O

While not all antitrusthallenges succéédhe threat of scrutiny and the
possibilly of treble damages for successful antitrust plaintiffdenease

112 Id.at *18.

113 Id.

114 Id.at *19.

115 15 U.S.C. 8. Patents are a typeas$et, so patent acquisitions are inclodbibi
provision.See€SCM Corp. v. Xerox Corp., 645 F.2d 1195, 1210 (2d Cir. 1981) (OSince a
patent is a form of property..and thus an asset, there seems little reason to exempt patent
acquisitions from sdray under [Section 7].0); Crucible, Irstora Kopparbergs Bergslags
AB, 701 F. Supp. 1157, 1162 (W.D. Pa. 1988) (OA patent, as a form of property, is an asse'
and not exempt from scrutiny under Section 7.0); Dole Valve Co. v. Perfection Bar Equip.,
Inc., 311 F. Supp. 459, 463 (N.D. Ill. 1900 (course, a patent may be Oany part of the
assets of another [person]O within the meaning of Section 7.0).

116 Sed&astman Kodak Co. v. Goodyear Tire & Rubber Co., 114 F.3d 1547 (Fed. Cir.
1997)abrogatedather ground€plgor Corp. v. FAS Techki¢., 138 F.3d 1448 (Fed. Cir.



2020] PATENT MARKETS AND INNOVATION 101

the incidence of acquisitions or on their value. An acquiring firm that cannot
use a patent against a rival will pay lefisafiopatentThis does not support

a complete rejection ofl antitrust enforcement actions based on acquired
patents The health of the selling firm and its future innovative prospects
should insteatie part ofthe process foassessing the overall peatitive
situation that follows in the wake of the acquisition.

Admittedly, this policy may seem coumeitive it permitsthe Big
Platforns and other large companies to possibly acquire some degree of
market power in the nanoé preserving speculatilangterm benefits!’

Patent acquisitions todayhiethh can havanimmediate impact on pricing
and consumer welfare, are balanced against the maintenance of an ecosyster
that includes some smaller potential innov&tomiheory, history, and

1998) (holding that a competitor failed to show the threatened market injury from the
defendantOs acquisition of an allegedly key patent required to support its Sectise 7 claim);
alsdntellectual Ventures | LLC v. Capf@me Fin. Corp., 280 F. Supp. 3d 691, 703 (D. Md.
2017) (noting the extreme difficulty of determining the relevant market in a case where the
OproductO is a large bundle of related patents).

117 Which is why t& literature on antitrust and patent adoprisileans heavily toward
the view that acquisitions present mostly problems, and not opportunities, with respect to
product market and R&D competiti@ee, e.4lan DevlinAntitrust Limits on Targeted Paten
Aggregatjd@v FLA. L. REv. 775, 776 (2@) (O[A]ntitrust law can viably limit certain abuses
of the patent system by PAEs. Section 2 of the Sherman Act proscribes monopolization and
Section 7 of the Clayton Act prohibits asset acquisitions that rantmlly lessen
competition or tend to caee a monopoly. These provisions have sufficient teeth
theoretically to catch the most egregious forms ofupofdunded on ex post patent
aggregation and assertion. This Article explains how PAE actividucarsoeial welfare
and how PAEsO targetatept aggregation and assertion may violate competition rules.O);
see aldéric Young,A Bridge over the Patent Trolls: Using Antitrust Laws to Rein in Pate
AggregatoB8HASTINGSL.J.203, 224 (2016) (wargiof potential antitrust liability where a
patent aggregator has acquired 100% or some other hefty market share of a certain
technology standard, through its acquisition of industry standard (iest@tellectual
Ventures | LLC v. Capital One F®orp., 280 F. Supp. 3d 691 (D. Md. 20ingilfy a
failed attempt to plead antitrust liability on the part of patent aggregator Intellectual
Ventures for asserting in litigation patents acquired from disparate sources and bundled into
single licensing @gram).

118 The key is to understand théeef the acquisition will have on future innovation
potential in the relevant indust@f. Erik Hovenkamp & Herbert HovenkamBuying
Monopoly: Antitrust Limits on Damages for Externally Acogpt€eXPaterts . PROP. L.J
39, 40 (2017) (OWe mse that infringement damages for an externally acquired patent be
denied if the acquisition served materially to expand or perpetuate the plaintiffOs dominant
position in the relevant technology market. By wiegkenforcement, this limits the patent
holderOs ability to use such acquisitions to anticompetitive ends. We do not suggest that a
dominant patent holder should be prohibited from securing external patent rights in the
relevant technology market, butpdymthat its acquisition be limited to a exatusive
license. This will permit the acquirer to practice the patent and keep its own technology up
to date, but will not enable it to restrict third party access. This is as valuable to patent policy
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empirical evideeneverthelessll support this policy. Big Platforargby

their nature very powerful in the short term; acquisition of some extra degree
of market power through patent purchases will not change this much.
Meanwhilepresering some small firms couldr out to be enormously
important for innovation in the long termhis raises the question of
precisely how future innovation potential should factor in.

a) Towards a Consideration of Potential Future Innovation

Patent acquisiins have triggered antitrustrutiny inseveralcases.
Liability for an antitrust violation has been imposed when a firm with a
strong market presence acquires patents that add to its anticompetitive
economic powet? This Articleproposs that antitrustegulators add a new
dimensio to their investigation of these acquisitidhe competitive
survival of theelling firm

There are two ways the survival of the seller might be incorporated into
this analysigrirst,it might be considered a potenfiialreOdisruptive firm,0
a corcept named in the authoritative Department of Justice (DOBY@nd
Horizontal Merger Guidelingerger Guidelin€$* as relevant in merger
regulationAlternativelythe contribution of the sellerOs patents to the buying
firmOs market power might bealiated or partially offset where patent
sales are an important element of the selling firmOs continuing viability.

1) Preserving a Future Disruptor

The Merger Guidelines say that disruptive firms can make a valuable
contribution to the competitive landscape

The Agencies [DOJ and FTC] consider whether a merger may
lessen competition by eliminating a OmaverickO firm, i.e., a firm
that plays a disruptive role in the market to the benefit of
customers. For example, if one of theging firms has a strong

as it isto antitrust, for it will tend to increasmovation by discouraging systematic
monopoly in technology markets.0). My proposal is inconsistent with the HovenkampsO
proposal to limit patent damages when patents are d¢qairéohg as one properly
undersands their test, whether the acquisitiorvébenaterially to expand or perpetuate
the plaintiffOs dominant position in the relevant technology market.O An acquisition may
contribute some market power in the short run while helping prevent the expansion o
perpetuation of monopoly power in the long

119 See, e.lobe, Inc. v. Dempsey Pump Co., 198 F.2d 418%280th Cir.)cert.
denied344 U.S. 837 (1952) (holding that acquiring a portfolio of patents to Ocorner the
hydraulic pump business @rwellsO constituted illegal monopolizatio

120 U.S. DEr® OF JusTICE & FED. TRADE CoMM®, HORIZONTAL MERGER
GUIDELINES (2010), https:Avww.ftc.govsitesdefaultfiles/attachmentshergereview
/100819hmg.pdfhttps:// perma.ccdCDRSRRX] [hereinaft&lerger Guidelines
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incunbency position and the other merging firm threatens to
disrupt market conditions with a new technology or business
model, their merger can involve the loss of actual or potential
competition. Likewise, one of the merging fimay have the
incentive to tak the lead in price cutting or other competitive
conduct or to resist increases in industry pricé

In conventional merger analysis, OmavericksO or disruptors are preserved b
refusing to approve the merger ofaverick and another finnthe mergr

would significantly increase market concentr&tioBecause they are
especially important for preserving competifiodisruptormight not be

allowed to mergeven if a nowisruptive firm with the same marketreha

would be®

In an antitrust reviewhere Othe competitive significance of one of the
merging firms is declining,0 the Merger Guidelines count this as a factor
favoring the mergeBeveral antitrust cases invdiegtrongest form of this
principle, the Ofailing firmefénse.O A dominant aictng company can
argue that a merger does no harm becauseqhieedirm is failing anyway.

By this line of thinking ompetitive conditions after the two firms combine
cannotbe any worse because the failing firm is leavintptketeither way

In such a case, as tkergerGuidelines state, Othe projected market share
and significance of the exiting firm is z&b.0

In its current form, the failing firm defense is quite nafttnvoking it
requires thathie acquiring firnshow significant busindssses on the part
of the acquired firm, with no immediate prospects that it can turn things
around. Antitrust authoriti@geowthat if this defense is too readily accepted,
it could serve as a cover for a large number of anéttbwepmergershe
abiity to assume away the market share of one the mergingsfams

121 Id.at©2.1.5.

122 For details on how market shares and industry concentrations are calcuthted, see
at ©5.3 (describing, among other things, use of the standard HeHirslgtithan Index
(HHI) to catulate market concentration).

123 See, e.¢Inited Statev. H & R Block, 833 F. Supp. 2d 3&B809D.D.C. 2011)
(analyzing whether the acquisition target was a OmaverickO competitor in the market and
finding that it was based on its role as a firmDib@tstrains pricess@g genethdhyathan B.

Baker Mavericks, Mergers, and Exclusion: Proving Coordinated Competitive Effects Under the
Laws 77 N.Y.U. L. Rev. 135 (2002); Courtney D. Laridye Maverick Theory: Creating
Turbulence for Me&fSr. LouisU.L.J 257 (2014).

124 Merger Guidelisepraiote 120, at 32.

125 United States v. Greater Buffalo Press, Inc., 402 U.S. 549, 555 (1971) (finding that
failing firm defense is Onarrow in scop&@®! Shoe Co. v. FTC, 280 U.S. 291, 303 (1930)
(holding that a companyOs acquisition ompetitor does not violate Seat7 of the
Clayton Act where the targetOs resources are Oso depleted and the prospect of rehabilitatio
so remote that it faced the grave probability of a business failureO).
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considerable plus in merger analysisy prevent abuse of the defense by
requiringstringent proof of imminent faikur

When a small firm sells patents to a darhicempany, particulardy
platform company, courts should permitesv variant of the failing firm
defense called th®declining significancd€fenseln a winnetakesall
market, all who compete with the winning platformbgreefinitionof
decliningsignificance. This is nthe fault of these firmsut rather an
unavoidable feature of platform markets. The it Article is
championing here would apply when antitrust reviewers are looking over a
purchase of small firm patents dgrge platform firmAntitrust authorigs
in these cases shouttiscount or even factor out the market share
contribution of a small firmOs pitefhis makes it more likely that the
patent acquisition will be approved, even if it enhdreenarket power of
the large platform firm acquirinige patents. Whatever consumer harm
mightstemfrom such an enhancement is oftsethe survival of thersll
firm into the future. If survival requires selling patents, these patent sales
should be looked at favorallysmall increase in market powelaios less
disastrous thatomplete elimination of a possible innovator for tomorrow.

Where the firm saflg the patents is relatively small but historically and
potentially innovative, the survival of the selling firm oughtdoniselered
Where the auiring firm appears to be gaining some degree of market
power, an offsetting consideratiwnuld therefa enter the pictuié the
contribution the sale makes to the survivdiedfelatively small firm selling
the patents. This is not a factarthe curent analysiswhich instead
emphasizeshe prospects for innovation by the acquiring firm and its
downstram product competitgnahich is likely appropriate in most c&Ses
If, for example, a patent portfolio permits an acquiring firm to raisécosts
its rivals in important product markets, this majeorydetract from the
rivalsO investments in fut@search. By diverting some of the rivalsO profits
from their internal operations (such as R&D) to the acquiring firm (via
patent infringement lialyli or licensing in the shadow of it), the firm

126 SedRichard J. Gilbert & Steven C. Sunshimoarporating Dynamicrigffici®ncerns
in Merger Analysis: The Use of Innovatign6BIARKBIRUST L.1 569, 570 (1995) (OA
reduction in innovation may delay improvements in production processes that would lower
the production costs of each of therging firms, or it may re@uthe magnitude of such
improvements. In addition, a reduction in innovation may reduce the likelihood of discovery
or delay the introduction by each firm of new or improved products. The loss of production
improvements wouldesult in higher costs, andspibly higher prices, even in markets
where only one of the merging firms is a participant. Similarly, the loss of new or improved
products would deny consumers the benefits of these improvements in every market where
the firm is a supplier, including metskwhere only one of the firms is a participant.O).
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acquiring the patents may impact future R&D in the igddstis much is
conventional and usually corréae process simply needgseémember the
seller of the patéas wellPatent sales might be an ingoatrpart of a firmOs
survival strateggnd to survive is to preserve the potential to fight for future
innovationon somdutureday

b) Patent Markets and the Future Competitive Landscape

Even while largely emphasizing the negative welfare effectendf pat
acquisitions, the most sophisticated antitrust analysts also recognize potential
complexities. Theyes the possibility of positive effects. Fiona M. Scott
Morton and Carl Shapiro, for example, note that:

[Platent acquisitions by [Patent Assertionti€sjti a central
element of their monetization strategy, often discourage innovation
and harm consumerdowever, the analysis in this article is

rather general. We have not distinguished here between different
types of patent portfolios, sellers, mryers. When a given
transaction is evaluated in practice, these particulars will rightly
receive close attention. As usual when paiis are involved, we

need to look at upstream technology markets (the markets where
these patents are licensed)arabwnstream product markets (the
markets for products using the patented technology). Ultimately,
we are interested in the impact of egiat patent acquisitions on
downstream product prices, variety, and innovation.

Although here are hints that thaadysigproposed in thi§ectionmight fit
within contemporary antitrust guideljrtbsy unfortunatelyare only hints.
Consider the 2017TE/DOJ Licensing Guideling@.icensing Guidelin€s
TheseLicensingGuidelines on their face apply only to theyaisabf IP
licensing, aneéventhen, only to determine whether a licensing term is
anticompetitiveThey arenot aimedat the problem of pent salesand are
instead generallygeared to the traditional concern of antitrusiN law
erhancing consumer welfane.the context of patent licensing, this typically
takes the form of protecting against the use of patent agreements to reduce
competition m a market. Théicensing Guidelingsrotect two different
types of markets: product markets and R&D (or OinnoYatiarkets:

[A] licensing arrangement could include restraints that adversely
affect competition in goods markets by dividing the markets
anong firms that would have competed using different
technologies. An arrangement that effectively merges thesactivitie
of two actual or potential competitors in research and development

127 Fiona M. Scott Morton & Carl Shaptrategic Patent Acquijsnganer. L.J.463,
484, 486 (2014) (footnote omitted).
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in the relevant field might harm competition for development of
new gods and servicés.

Neverthelessthe LicensingGuidelines do shed some light on the way
antitrust authorities look &iture R&D potential as a factor in antitrust
analysisSectior3.2.3 of the Licensing Guidelicestainghis discussion of
R&D (or Onnovatior) markets:

A research and development market consists of the assets
comprising research and developmenecktat the identification

of a commercializable product, or directed to particular new or
improved goods or processes, and the closetigissfor that
research and development. When research and development is
directed to particular new or improved goodprocesses, the
close substitutes may include research and development efforts,
technologies, and goods thgnificantly constraiexircise of market
power with respect to the relevant research afuit éxaeipbenient
limiting the abilityand incentive of a hypothetical monopolist to
reduce the pace of research and development. The Agencies will
delineate a research and igweent markednly when the capabilities
to engage in the relevant research and development can be associated !
secialized assets or charaftepstdss firm$2°

The highlighted phrases indicate the potential to include future R&D
capacity in antitrust analysist they also illustrate the problems with such

an approach. It may be impossible to say whe#imealbresearabriented
company Osignificantly constrain[s]O market power in a given area of
researchproof at this level nyabe askindor too much.The future R&D
potential of a company magnsequentlype deemed too speculative to
consideras this Aricle argueghatwould be a mistake. On the other hand,

the requirement that R&D capabilities be associated with Ospesisdize

or characteristicsO of specific firms seems consistent with the airgument
this Article One OcharacteristicO of a dimalthat seems relevant is a track
record of consistent creativity and innovation. If this OcharacteristicO counts
as a posive in the analysis of R&D markets, the fact that the small firm so
characterized will survive longer if it can sell patents etidyewelevant.
Consider too, the helpful ideas in the following passage, also from the
Licensingsuidelines:

128 U.S.Der® OF JSTICE & FED. TRADE COMM®, ANTITRUST GUIDELINES FOR
THE LICENSING OF INTELLECTUAL PROPERTY ©3.1 (2017), https:¥ww.justicgov/atr
/IPguidelinestlownload[https:// perma.cdNP552XFV] (footnotes omitted) [hereinafter
Antitrust Licensing Guidelines

129 Id.at »3.2.3 (emphasis added) (footnote odjitte
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In assessinthe competitive significance of current and potential

participants in a research and development market, the Agencies

will take to account all relevant eVidtenrcenarket share data are

available and accurately reflect the competitive significance of

market participants, the Agencies will include market share data in

this assessment. The Agencies also willesegnce of bOyand

market participantsO assessments of the competitive significance of researcl
development market parfigipants

This passage serves a different purpose than thkeiodeticle discusses

but some of the listed factors are relevant. Thiesasng Guidelines
analye when a restrictive licensing arrangement might have significant
anticompetitive effects. Thipairty companyresearch capabilities may bear

on whether a restrictive license agreement between two parties is
anticompetitive. Viable tHipartyresearch capacity might constrain the
market power of the parties to the licehsaertheless, the spirit of the
analysis is helpful. If Oall relevant evidenceO of the Osignificance of [R&D]
market participantsO is important for the licensihgsianéshould alsde
employed when a company sells pat€his Article has established why the
future innovative capacity of a passiling firm is part of this Orelevant
evidence.@ hasalso argukthat thecontinued presdregarticipant ithe

R&D market is of chief importancand thatits survival ensures the
possibility of future Ocontpige significance.Bssentially the Licensing
Guidelines show that the continued viability of a psedimtg firmshould

factor into the antitrust alysis of patent acquisitions.

2. Smoothing the Patent Market

Adjusting antitrust law can otlgve so mch effectthere areat least
two other poliy change that wouldacilitate patent markei®he first isa
slight amendment in the patent recordingitstathich would make patent
transfers &ttle more transparenthe second is a modificationti@ wules
regarding administrative patent validity proceedings, which would allow an
assignee to continue to defend a patent after an assignment rather than
requiringa more expensive-sert of the proceeding.

a) Recording of Patent Assignments, Licenses, aed 0terests

With respect to marketaking, one of the most helpful features of the
patent system is the patent assignment régi$tnis searchable tdhase

13Q Antitrust Licensing Guidedipeanote 128, tar 3.2.3 (emphasis added).

131 Patent Assignment SEaBdBAT. & TRADEMARK OFF. (last visitedDec. 21, 2019),
https:// assignment.uspto.g@atentindex.html#/fpatentsearch[https:// perma.cd.MP7
-YUWO9] (last visiteBec. 21, 2019).
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allows patentelated transactions to be recorded and memorialized. When
parties to &ransactiomuse it, the database permits any member of the public
to identifythe current owner of a patelit most important functidmeyond

this is as eegisty thatallows business people to record all manner ofpatent
related transactioisuch agpaent licensesr use of a patent as collateral

for a loan.

The wording of the patent recordation statute, . 3&8.W 261, provides
a strong incentive to recordiership transfers. It says that Oan assignment,
grant or conveyanceO shall be void, as against a later trantdesei,is
recorded the Patent Officé* Patent recordatiortherefore protects an
assigneeagainst later transfers of the same patdtitouyh there are
scenarios where an assignee can defeat a later assignment even withou
recordatiort®**recording is the safest and easiest way to protect an ownership
interest in a patent.

By convention, peopievolved with the patent system also oftearde
other patentelated transactions; the Patent Office will accept records of any
patentrelated transfer for recordatidhThus licenses, mortgages, security
interests, etc., are often record&d/hile ths is advantageous, the incentive
to record thes interests is not as great as the incentive to record an actual
assignment. Recording these other interests, as opposed to ownership
transfers, does not automatically cut off the rights of subsequent
transfeees*® So licenses, mortgages, etc., are trefiffedently from
assignment$®’ One possible improvement would be tmaden the

132 35US.C. 261.

133 See, e.@tanford Univ. v. Roche Molecular Sys., Inc., 583 F.3d 832, 843 (2009)
(holding that Owithout noticeO und26X can include constructive or inquiry apiic
addition to actual notice).

134 The Patent Office notes that do®s not verify the validity of the information
[submitted for recordation]. Recordation is a ministerial fuddlienUSPTO neither
makes a determination of the legality of the t@msaor the right of the submitting party
to take the action|®

135 SeeVIPEP (9th ed. Rev. 3, Jan. 201813 (OIn addition to documents that
constitute a transfer or change of title, other documents relating to interests in patents or
applicationsvill generally be recorded. Typical of these documents which arsl docept
recording are license agreements and agreements which convey a security interest. Sucl
documents are recorded in the public interest in order to give third parties notification
equitable interests or other matters relevant to the ownershiieftaop application.O).

136 See, e.tn reCybernetic Servs., Inc., 252 F.3d 1039, 1052 (9th Cir. 2001) (arguing
that 8261 concerns itself with only ownership rights, as oppdssaddr rights such as liens
or licenses).

137 There is authority toupport the idea that a license follows along with a patent
after the patent has been assigned, regardless of whether the license is recorded in the Pater
Office. See, e.tnnovus Ame, L.L.C. v. Panasonic Corp., NA2ZD0666RMW, 2013 WL
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recordation statutand provide stronger incentives to record all patent
related transactions. This can be accomplishedy dampthanging the
wordirg of the recording statute Ohe transfer of any interest relating to a
patent shall be void as against any subsequent transferee for a valuable
consideration, without notice. .O This would place all patent interests on

the ame footing as assignments or other conveyamigsin turn would

create strong incentives to record all paddeiied transactions in the
recordation database.

b) Facilitating Transfers When Patents are Being Challenged in the
Patent Office

The Americanvents Act of 2011 created a way to challengatpat
validity without paying for expensive federal litigafiancompetitor or
interested party can test validity in an administrative case at the Patent
Office** The most popular form of challenge isl@er Partes Review

3354390 (N.DCal. 2013) (granting accused infringer summary judgment that plaintiff as a
fourth generation assignee of the patent had to honor a covenant not to sue that was granted
to the accuskinfringer by the original patentee, and that the subsequent assighthent
patent did not operate to nullify the covenant not to sue, even if the later assignees were not
aware of the covenant) (OAssignment transfers assignorOs contract Tigistooccurs
whether or not an assignee had notice.0); Keystone Tigdey Ro Fastpress Co., 272 F.
242, 245 (2d Cir. 1924ge alkd_. Brown Paper Co. v. Hydroiloid, Inc., 118 F.2d 674, 677
(2d Cir. 1941) (OThe assignee of a patent taking titlgusabso the granting of a license
under patent receives no more thenformer ownerOs interest, including the usual rights of
a patent owner diminished by the licenseeOs right to use the patented process within scope ¢
its license.O); Jones v. Bef@rF. 1006, 1007 (C.C.D. Md. 1893) (citingiam C.
ROBINSON, THE LAW OF PATENTS FORUSEFULINVENTIONS @817 (1890)Banofi, S.A. v.
MedTech Veterinarian Prods., 565 F. Supp. 93E4P4M.N.J. 1983) (OBecause the
purchaser [of patented productsimsler an obligation to inquire of the seller as to the
existence of amyutstanding licenses, the purchaser cannot claim that his expectations have
been frustrated if he fails to make the necessary inquiry.0); Andrew C. Réitdratels,
Transfer and thad®ei of Righ&8 BRoOK. L. REv. 933, 9328 (2018) (OThe courts have
ruled that even a Obona fide purchaserO of a patent takes the patent subject to prior
Olicenses, of which he must inform himself as best he can at his own riskO The intuition
seems to d that the purchaser of a patent should recognize the possibilitgribas lon
the patent might exist, and should take steps to investigate whether they in fact do exist. In
other words, the purchaser is on Oinquiry noticeO with regard to the gxistatiog of
license agreements affecting the patents to be transf¥rredurse, a true bona fide
purchaser patent assignee may have some claim sounding in tort or contract against a paten
seller who is less than forthright about the extent to wigcpatent has been licensed,
particularly where the license or its tearasnot public knowledge(€)ing Innovus Prime
2013 WL 3354390, at *15).

138 Se&OBERTP.MERGES& JOHN F.DUFFY, PATENT LAW AND PoLICY: CASES AND
MATERIALS 93147 (7th ed. 20).7

139 For an explanation of why administrative challenges are gpjoealiallengers,
see Joseph Farrell & Robert P. Metgesntives to Challenge and Defend Patents: Why Litigati
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(IPR). While most patents in IRRoceedings are also being litigated in
court’°it has become common to use an IPR (or the threat of one) in all
sorts of patentelated negotiatioNsncludingnegotiations over the sale or
license of patent or patent portfolfé*

The problem ariseshen a patenthanges hands whilader challenge
in an IPR. Current rules do raeatea smooth transitiobetweerownes;
theydo not allow for a new owner to step into the shoes of the old one. In
fact, there is no provision at all for the replacememipafty to an IPR in
the middle of a proceeditf§The old owner could settle its case with the
patent challenger and be redegbut then the new owner and challenger
might have to start over orlaastduplicate some of the costs ttie old
ownerhad alreadyunk into the IPR*

The obvious solution iso implementa simple partgubstitution
procedure. Tis new procedur@ould allow aaxew ownelto step into the
shoes of the olgyrovided that they axeilling to be bound by stipulations

WonOt Reliably Fix Patent Office Errors Adthikistyative Patent Review Might9Help
BERKELEY TECH. L.J 943 (2004).

140 Saurabh Vimubhakat et alStrategic Decision Making in Dual PTAB and District Court
Proceeding% BERKELEY TECH. L.J 45 (2016) (finding that 70% of instituted IPRs are
brought by parties also involved in district court litigation and showing that IPRs are
working as an effective substitute for district court litigation to invalidate patents).

141 Sedake Berdine & Matt Rosenbe@ggating Leverage: A Practitioner€slGeid
Partes Review and Its Effects on Intellectual Property Licdds&MayQidtian® (2016).

142 Sedibrestream Techs., Inc.., v. Wireless Remote Sys. L.L.C., No. {88914
2014 WL 5080112 (P.T.A.B. Oct. 20, 2014) (Octob2014), (OWe advised [attorney for
the old patent owner] that withdrawal may occur only métpdrunder our rules. Our
rules require our authorization prior to seeking withd@e@&l. C.F.R. 42.10(e). Further,
until withdrawal is granted, Mr. Mordlamd any other attorneys designated as counsel for
Patent Owner under 37 C.F.R42:8(b)(B are attorneys of record for Patent Owner.
Current counsel will remain of record until new lead and backup counsel are identified by an
appropriate power of attwy.Se87 CFR #2.10(b). Whether or not the patents at issue
have been assigned to a pawty is not of record. Regardless, counsel and Patent Owner
are advised that the AIA does not provide for the OreplacementO of a party. Changes to
Implement Inter Partes Review Proceedings, Boaht Review Proceedings, and
Transitional Program for CoedrBusiness Methods, 77 Fed. Reg. 48680, 48707 (Aug. 14,
2012).0).

143 SeeChristina Schwarz & Raymond Mantll&, Patents: Beware Assigning Patents in
IPR Procesgls MANAGING INTELL. PROP. (Dec. 11, 2014), httpWwww.managirig.com
/Article/ 34095660 SpatentsBewareassigningatentan-IPR-proceedings.htmi[https://
perma.cdPHA85F88] (Ontil the Board provides further clarity, prospective patent
assigneeshould proceed cautiously when considering assignment of patents involved in IPR
proceeding At a minimum, it should be assumed the assignor will remain the named patent
owner in the IPR and thus a potential assignee should seek an agreement that provide
control of the IPR proceeding and cooperation by the former patent owner. It may also be
advisable to seek guidance from the Board prior to finalizing any transfer of patent rights.O).
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andfindings nade while the proceeding was under the direction of the old
owner. This would facilitate efficient challdigegimary ainof the IPR
procesHl in the increasingly likely scenario wherechialengegatent is

sold midstream. It would be very useful, é@ample, where a challenged
patent is one of many that is part of a portfolio being sold. This simple
procedural fix woul@gnsure that one or a handful of patents under IPR
challenge do not threatidre saleof a substantigdatentportfolio.

V. CONCLUSION

Whether all innovation in the future will emanate from a handful of
massively integrated firm$ard topredict Even a suppter of growth by
acquisition and of todayOs entrepriaheexits via the Oachired will
normallyacknowledgéhe benefits ofrsall, independent outsideBig may
be better in many mindsut itOs not uniformly thought of as permanently
Best.

This isimportant lecause it is wise to be wary of the thought which has
so often crept into consciousness during a major technological
redignmenh that this time is differévat this time we have it figurédisut
inevitable that this thought will pop, ye essential that it be resisted.

At least a few defenders of todayOs Big Platform compardksnwill
that the care and feediafysmall, independent outsider firms is no longer
essential because they have become ob$bistes certaindraus@eople
have repeatedlglaimed thivefore despite always being proven incarrect
To take one example of many that could be seleatsiierdhis:

As organized invention and discovery gain momentum the
revolutionist will have no chance . He will hae to compete

with more and more [people] who have at their disposal splendidly
equipped laboratories, time, and money, and who mayowork
three or four years before producing a noteworthy result
Possibly Edison may be the last of the great lroegntionts4

That was written in 1930eanwhile, despite this belietitsider Philo
Farnsworth was inventing the televi§itB¢cdch tape was being invented:;
the frozen food process was being perfected® etc.

144 WALDEMAR KAEMPFFERT, INVENTION AND SOCIETY 30 (1930).

145 Sed).S. Patent No. 2,087,633 (filed Apr. 26, 1933) (issued July 20, 1937).

146 SeeMary Bellis, Twentieth Century Timeline: Technology, Science, and Inven
THOUGHTCo. (Sept. 4, 2019), httpswivw.thoughtco.con20th-centurytimeline1992486
[https:// perma.ccAJPEU33D]
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The reason people make this mistake over and over is that eagh glittery
new innovation system that comes to prominence really is impressive. The
organized industrial ezschlabs of the 1930s looked like nothing the world
had seen befor@heyevenproduced excellent results for many years for
companies such as General Electric and DuResuccessful as they were,
howeverthey were simply the Latest Word in the long nodrobw ideas.

The mistake some people made and continue to make is to think that they
were the Last Word. That Word has not been written yet, and with luck it
may never be.

For now, the glittery succesd &ig Platform companies and their
companions of #tnmoment appesto be sweeping all before them in a great
conquest of digitara innovationNeverthelesst would be very wise for
society to place a few side lagtdhedge against the future. It nsaakense
to keep the avenues open for somethinganelvdiffereritt something from
out of left field. If the patent market can help in that respect, then it
behoovesocietyto keep that market open. The fact that it is associated at
times with litigation andttempts at rent seeking ought noexerttoo
much influence. Ithe patent markerovides a profitable outl@hd allows
some small companies to remain independent, it may prove quite useful in
the long run. The phrase Ohistory teachesO has agitedtyibut it might
be accuraten this caseMutiple rivalrous and independent sources of
innovation have always been a good thisgems saf@ bet that they still
are and will be in the fututeo.
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Opinions are not simply a collection of factual statekhtiveg are something more.
They are models of reality that are based on probabilistic judgxeerience, and a
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imposed on thartificial intelligenc&his Article argues that although thesarisics may
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recklessness), scienter should be merely sufficient, not necessary fahlsailityle also
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appropriate.
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l. INTRODUCTION

Opinion statements are everywhehey express judgments about things
such as valugyrobability’,or the appropriate course of acfidiney are more
than the facts underlying them; they are also the weights the person stating the
opinion attaches to those fackbat is why opinion statements not only
include factual statements, they also implicitly say something about the person
expressing the opinidmamely, that the person stating the opinion has a
basis for it, thatheygenuinelypelievein the opinion, andhatthey arenot
aware of facts and reasons that would undermine the dpinion.

1. Statements aboualuation are generally regarded as statements of opinion because,
when there is no clear market price for an asset, the Ofair valueO of an asset Owill var
depending on the particular methodology and assumptions used.O Fait v. Regions Fin. Corp.,
655 F.8 105, 111 (2d Cir. 2011). Indeed, in many cases O[t]here may be a range of prices witf
reasonable claims to being fair market value.O Henry v. Champlain Enters., Inc., 445 F.3d 610
619 (2d Cir. 2006). Although much of the discussion of valuationsass d@me been in
the securities law context, valuations have been treated as opinions in other fields of law,
including contracee, €. BESTATEMENT (SECOND) OF CONTRACTS® 168 cmt. CAM. LAW
INST. 1981) (OA statement of value is, like one of quality, ordinarily a statement of opinion.O).

2. An opinion statement often carries with it the implicit statement that it encompasses
a belief based on incomplete information or based on uncertaindaets, e Restatement
of Contracts states that O[a]n assertion is one of opinion if it expresses only a belief, without
certainty, as to the existence of a fact or expresses only a judgment as to quality, value,
authenticity, or similar matterRE3TATEMENT (SECOND) OF CONTRACTS ©168. Indeed,
because opinions rest on the Oweighing of competing facts,O it is generally understood tha
stating an opinion is a way of Oconveying uncertainty.O Omnicare, Inc. v. Laborers Dist.
Council Constr. Indus. Pension Futigb S. Ct. 1318, 1329 (2015).

3. A recommendation or prognosis statement by an expert is a classic example of an
opinion statement that may give rise to liability. Indeed, some of the earliest opinion liability
cases in the United States concernéeirstats made by physicians about diagnosis and
prognosisSee, e.4edin v. Minneapolis Med. & Surgical Inst., 64 N.W. 158, 160 (Minn. 1895)
(noting that the physicianOs diagnosis came with it an opinion that Oa representation thal
plaintiffOs physicahndition was such as to insure a complete recoveryQO). When the opinion
of an expert, such as a medical professional, is involved, liability has traditionally turned on
whether the speakerOs role as an expert invited reliance on th&Seginipage V.

Bertran, 275 P.2d 15, 21 (Cal. 1954) (OMoreover, even if defendantOs statement was an opinic
plaintiffs justifiably relied thereon. Defendant held himself out as an expert, plaintiffs hired
him to supply information concerning matters of which wexg ignorant, and his
unequivocal statement necessarily implied that he knew facts that justified his statement.O).

4. Se®©mnicaré35 S. Ct. at 1334 (Scalia, J., concurring) (Oln a few areas, the common
law recognized the possibility that a listeoeid reasonably infer from an expression of
opinion not only (1) that the speaker sincerely held it, and (2) that the speaker knew of no
facts incompatible with the opinion, but also (3) that the speaker had a reasonable basis for
holding the opinion.3ge alRaSTATEMENT (SECOND) OF CONTRACTS® 168 (noting that an
opinion comes with it the assertion that Othe facts known to that person are not incompatible
with his opinion,O or Othat he knows facts sufficient to justify him in formicig t683;
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The law has developed significant aptitude at evaluating the truth or falsity
of factual statements based on evideHosvever,determining whether a
speaker genuinely bedis in thei opinion will often requirententbased
heuristicll the most notable of which is scieftBinceopinion statements
are not true or false merely because some fact the opinion is based upon proves
to betrue or false, these heuristics, whieldascribed in Palt kre in many
cases outconmeterminative on the question of liability.

The value of these intdmdised heuristics will likely be aggressively
challenged by a new breed of computer programs capable of forming and
stating opiions\ artficial intelligence (Al For the first time in human
history, artificially intelligent computer programs are capable of rendering
opinions without deterministic instructidi$iey can learn from d&tdrom
experiendd and come to intuitive conclusiomihout the aid of a human

cmt. a (OA statement of opinion is also a statement of fact becatuss & particular state
of mind concerning the matter to which his opinion relates.O).

5. Indeed, the stated purposes of the Federal Rules of Evidence include Othe end of
ascertaing the truth.@ep. R. Evip. 102. Many of the rules themselves are addressed to
determining the admissibility, relevance, and reliability of statements, the most notable of which
is the hearsay rule and its exceptis®&=D. R.EvID. 80EB02 (addrebyy the admissibility of
statements, including enftcourt statements that are offered for their truth).

6. This is because the opinion carries with it the implicit statement that the opinion is
genuinely believed by the speaker. Thus, proving tketigebfalsity of the opinion is
functionally the same as proving sciebégn reCredit Suisse First Bos. Corp., 431 F.3d 36, 48
(1st Cir. 2005) (O[T]he subjective aspect of the falsity requirement and the scienter requiremen
essentially merge; te@sater analysis is subsumed by the analysis of subjective falsity.0). Another
useful heuristic is to determine whether the factual assumptions underlying an opinion hold true;
if they do not, then the opinion itself is undermined because the speakeisaiied into
questionSe&/a. Bankshares v. Sandberg, 501 U.S. 1083, 1093 (1991) (OProvable facts eithel
furnish good reasons to make a conclusory commercial judgment, or they count against it, and
expressions of such judgments can be utterednaitiekige of truth or falsity just like more
definite statements, and defended or attacked through the orthodox evidentiary process that
either substantiates their underlying justifications or tends to disprove their existence.O).

7. Al, as referred to ithis Article, is a class of computer programs designed to solve
problems that typically require Oinferential reasoningrlade¢isiormaking based on
incomplete or uncertain information, classification, optimization, and perception.O Yavar
BathaeeThe Artificial Intelligence Black Box and The Failure of Intent 3héi A&augation
TECH. 889, 920 (2018).

8. Although some forms of Al do in fact rely on deterministic instructions, see Bathaee,
supranote 7, at 898, the Al addressed in this Article generally are not deterministically
programmed, but are instead trained gamples using macHiearning algorithristhat is,
they are computer programs that learn directly from 8a&ETHEM ALPAYDIN,
INTRODUCTION TO MACHINE LEARNING xxv (2004) (OWe need learning in cases where we
cannot directly write a computer prograrsotee a given problem, but need example data or
experience. One case where learning is necessary is when human expertise does not exist,
when humans are unable to explain their expertise.O).
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being® What then do interitased heuristics achieve when the intent of the
AlOs creator or user does not necessarily affect or reflect the judgment or
opinions of the AlAs thisArticle contends, very little.

Asexplained in Partlllthis decoupling of the Al creatorOs intent from the
AlOs judgments arises from a technological problem that occurs when certain
classes of machiearning algorithms are used by Ale Black Box
Problem'? The black box problem agswherenachindearning algorithms
rely on layers upon layers of linear andlinear transformations, such as
deep artificial neural netwarkbe® algorithms areapable of learning from
data and experience, just as humans do, but such powefiolhcogmes at
the price of transparenéA trained neural network, for example, may have
internalized hundreds of thousands, if not millions of data points, and may
arrive at accurate predictions or sound opinions, but the complexity of the
neural netwdrmay make it impossible to determine how the Al has made its
judgments or reached an opinfohhusapplying inteAbased heuristics will
almost never result in liability.

Today,Al helps perform tasks that in the phaverequiredhuman
judgment an@xperiencé.For exampleAl can achieve higher accuracy at
spotting certain forms of caniea task that in the past required a trained
doctor with years of experience to perf6riine bread and butter of finance
and accounting, valuation, will alsodm® predominantly a task relegated to
Al.*® Even before the Al revolution, algorithmic valuation was a rapidly

9. Sedathaeesupranote 7, at 891. Because machine leaimaisgd Al can learn
directly from data instead of simply implementing rigiorpgeammed rules, it Ocan learn,
adapt to changes in a problemOs environment, establish patterns in situations where rules ar
not krown, and deal with fuzzy or incomplete informativhdBAEL NEGNEVITSKY,
ARTIFICIAL INTELLIGENCE 14 (2d ed. 2005).

10, See inffgection I11.B.

11 See inffeection 111.B & III.C

12 For a detailed discussion of the Al Black Box Problem and haestfesm the
use of certain machiearning algorithms, see Bathsgeraote7, at 89¥006.

13 Se8athaeesupraote?, at 90621.

14 See infgections 111.B & IlI.C

15 See, e.é4ndre Estevat al.,Dermatolodestel Classification of Skin Cancer with Deep
Neural Networl12NATURE 115 (2017); Martin Stumpe & Lily Pésgsgisting Pathologists in
Detecting Cancer with Demping GOOGLE Res BLoc (Mar. 3, 2017), https:/
research.googleblog.c&@17/03/assistingathologistén-detecting.html  [https:flerma
.CC/2BMT-YCTX] (OlIn fact, the prediction heatmaps produced by the algorithm had
improved so much that the dtization score (FROC) for the algorithm reached 89%, which
significantly exceeded the score of 73% for a pathologist with no time consteairal€d);
Ahmed Hosny et alArtificial Intelligence in RadWogRre Revs. CANCER (May 17, 2018).

16 Se infr&ection 111.C
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growing field? With the ability to build models that can accurately learn from
vast amounts of data, the number ofbAded valuation systemsonly
expectedo multiply. Al will also likely assist other specialized experts with
judgments, including judges and arbitr&tors.

Under the current prevailing standards for opinion liability, a court will
find liability only based on the intent af tumans that stated the opirtfon.
But, when an Al opinion is involved, its decisions will be based on data, and
the intent of the creators or users of the Al will generally not provide insight
into the AlOs decisioraking proces8And sincethe Al may suffer from the
Black Box Problemf may not have an ascertainable intent that can be
examinear queried! The net effect of this will be the end of opinion liability
in many fields of law that require some fairimtent, such as scientezchuse
intentless Al and Abssisted opinions will be functionally imnitine.

PartIV of this Article argues thahe current opinion liability regime
requireswo significant adjustmeni&tst, more precise heurisagesigned
specifically for Al are neded.That is, courts and factfinders should look to
() the extent to which the Al model was given deference and autonomy, (ii)
the manner in which the Al was trained, validateti tested, and (iii) the
extent to which a priori constraints were placadlejudgments of the Al
system to mitigate known rigks.

It is possible that these heuristics point to recklessness on the part of the
creator or user of the Al, and in such a case, there may be a permissible
inference of scient&rput as this Aicle explains, there may also be other

17. Indeed, automated valuation models, which were based on deterministic algorithms
(not modern Al) were a prominent feature of the mortgage crisis 3808 ylass. Mut.

Life Ins. Co. v. DB Structured Prods., 110 F. Supp88, 293 (D. Mass. 2015) (discussing
automated valuation models used for due diligence and appraisals of real property prior to the
real estate crisis of 2008); Fed. Hous. Fin. Agency v. Nomura Holding Am., Inc., 60 F. Supp.
3d 479, 4¥P2 (noting thasiutomated valuation models were used by goverspoasored

entities, such as Fannie Mae, to assess values of homes underlyindpauiedaggeurities

they purchased).

18 In Wisconsin, for example, the stateOs Supreme Court recently ruled ¢hait the us
actuarial data to predict recidivism did not offend a defendantOs due process rights, even
though the data and methodology was not disclosed to the court or the dSieStkety.

Loomis, 88 N.W.2d 749 (Wis. 2016). For a full discussion of¢heea Case Comment,
Wisconsin Supreme Court Requires Warning Before Use of Algorithmic Risk Assessments i
State v. Loomis, 130aRv. L. Rev. 1530, 1534 (2017).

19 See inffeection I11.D.

20. Se®athaeesupraote at/, at 906R1.

21 Id.

22 See inffeection I11.D.

23 SefraSection IV.A.

24, SeanfraSection IV.E.
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circumstances that would warrant liabHity.example, there may be some
applicationshat would require a strict liability Nithose that involve high
risks of harm or that implicate governmentadogietal norms that would
require human, not machipelgment® It may also be the case that a failure
to detect significant bias in the data used to train the Al should itself warrant
liability?®

In such cases, there may be no basis for an infefsc@nter, including
under the more precise heuristics proposed by this Arfibkg. does not,
however, mean that liability for an opinion statement should not*attach.
Accordingly, the second modification thiscle proposes to the status quo
is that scienter should be sufficient, not necessary for liability when Al is
involved?® Most opinion liability regimes have it the other way around,
requiring a showing of scienter for opinion lialiktyen in some cases where
a statute does not requirester for liability? However, when Al is involved,
requiring scienter will immunize a wide swath of conduct and provide a host
of perverse incentives to use Al to shield opinions from liability.

With this new technology comes the promise of multiglgchgperhaps
exceeding human intelligence by orders of maghitudeyiththat comes
the need to create new legal and factual heuristics designed forf¥nachines
to make patchwork adjustments to legal doctrines designed to understand
humanconduct.Indeed, if the status quo would immunize almost all Al
opinion from liability, there may be no occasion to make thoughtful and
incremental adjustments to our legal doctrines.

25 SefraSection I11.C.

26. SenfraSection I11.B.

27. See inffeection Il1.F.

28 Seeid.

29 SeanfraSection IlI.F.

30 See infriotes 2448 and accompanying text.

31 As predicted for decades by commentators on Al, Al systems already exceed humans
in perceptiorbased tasks, such as viFkayRzZWEIL, THE AGE OF SPIRITUAL MACHINES 65
(2000); Gina SrhitGoogle Brain Chief: Al Tops Humans in Computer Vision, and Healthcare
Never Be the S&nroN ANGLE (Sept. 27, 201, 7https://siliconangle.cor2017/09/27
/googlebrainchiefjeff-deanarbeatshumanscomputesvisiorthealthcaravill-never/
[https:// perma.cc®5AQ-8TYD]. Experts predict that Al systems will exceed humans in tasks
such as language translation and truck driving within the comingElquatie Predict When
Artificial Intelligence Will Exceed Human PdvitrmageeRev. (May 31, 2017), https://
www.technologyreview.cosi607970éxpertgpredictwhenartificiatintelligencevill
-exceechumanperformancefhttps:// perma.ccY 4APAYPTX].
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Il. OPINION LIABILITY, THE SCIENTER HEURISTIC, AND
INFORMATION ASYMMETRY

This Partdescribsthe unique challenges posed by opinion statements as
well as some of the heuristics used to determine whether the speaker of an
opinion should be held liabhis Partdoes nosurvey any particular area of
law but instead attensgb desribe how familiar heuristics, such as scienter
and reliance, solve many of the problems posed by opinion stafémesets
problems include, for exampl:formation asymmetry, contrary or
incomplete information, and unreasonable or inadequate bashks for t
opinion.This Part concludebat opinions are factual models, which include
not only a set of underlying facts, but pisbabilityweights for those facts
and ndions,acquired througthe speaké@s experience.

A. THE OPINION/F ACT DISTINCTION

Factual mtements are often at the center of legal disputesng a
factual statement true or fal®s infinding empirical facts as they existed
when the statement was made and comparing those facts to what was
conveyed in the statemént.

The question of ether to impose liability based on a false statement,
however, will not be a simple matter of determining what facts existed, were
known, or were knowable when the statement waslnstelad,lte question
is often about the overall context of the staterard what the speaker
intended to accompli$hThere are many battiested heuristics for dealing

32 In securities cases, falsity of a factual statement is oftessaryepredicate for
liability and can be pled or proven with evidence that the facts as they existed when the
statement was made contradicted the factual statS8edmnteHomestore.com, Inc. Sec.
Litig., 252 F. Supp. 2d 1018, 1032 (C.D. Cal. 2068y (that falsity can be pled where
defendant is in Opossession ofpusiic information that would prove his statements falseO);
Plevy v. Haggerty, 38 F. Supp. 2d 816, 826 (C.D. Cal. 1998) (noting that falsity can be pled by
Odirect or circumstantialtéacsuch as, but not limited to, inconsistent contemporaneous
statements or internal reports, that would support [that the statementsk.false when
madeO). In other contexts, such as false statements under the Lanham Act, courts have focuse
on wtrether a statement of fact is OmeasurableO and OspecificO enough to be proven to be fals
Franklin Fueling Sys. v. VeeReot Co., No. $3580 FCDJFM, 2009 U.S. Dist. LEXIS
72953, at *13 (E.D. Cal. Aug. 11, 26@®):also,, &gTech Pharm., Inc. ¥BS IntOl Corp.,
910 F.3d 1186, 1193 (11th Cir. 2018) (alleging that precise advertisement and representatior
of drinkOs percentage of protein content was sufficiently specific to be proven false by an
alleged test showing a lower amount of proteihantzeam Act claim). These courts suggest
that what makes a statement of fact provably true or false is the specificity of the statement,
the ability to measure the information conveyed in the statement, and the existence of
consistent or inconsistent conpEraneous evidence.

33 See, e.folles v. Republicakmerican, No. UWYCV106005674, 2012 Conn. Super.
LEXIS 2877, at *9 (Super. Ct. Nov. 20, 2012) (OConnecticut law makes clear that in
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with the host of issues that arise as part of the liability question, such as
evaluating and comparing the credibility of witn&ssesnining the motig

of the person making the statement (and in some cases of those that heard
it),*> and evaluating whether the statement was important enough to have

affected a transactionadecisiormaking process.

determining the scope of the alleged statement, and furtheminilegets truth or falsity,

context is important and sometimes even dispositive.0); Buetow v. A.L.S. Enters., 650 F.3d
1178, 1185 (8th Cir. 2011) (OIn assessing whether an advertisement is literally false, a cou
must analyze the message conveyed itsthiii context.O) (quoting United Indus. v. Clorox

Co., 140 F.3d 1175).

34 The Federal Rules of Evidence, for example, provide for the impeachment of
witnesses precisely because credibility is a powerful heuristic for assessing whether the fact:
conveed by the witness are true, including whether the witnessOs testimony contradicts his
own prior inconsistent stateme®@s&ED. R.EvID. 613(b). The Federal Rules of Evidence
accordingly treat cof-court statements offered for impeachment afiearay statements
because they are not being offered for their 8etHartford Fire Ins. Co. v. Taylor, 903 F.

Supp. 2d 623, 642 (N.D. Ill. 2012) (holding that out of court statement offered for
impeachment was not hearsay).

35 Courts routinely considarspeakerOs motive to make a false statement. In fact, the
motive to have made a false or misleading statement is an important part of the scienter inquiry
required for most fradolased claim&ee In RXRE Grp., Ltd. Sec. Litig., 600 F. Supp. 2d
510, 81 (S.D.N.Y. 2009) (pleading securities fraud requires alleging facts indicating a Omotive
and opportunity probative of a strong inference of scienterQ) (quoting Rothman v. Gregor,
220 F.3d 81, 90 (2d Cir. 2000)). Even in circuits where motive and dppamtunot
sufficient for scienter, they are an important part of the aise¥siesSilicon Storage Tech.,

No. C 050295 PJH, 2006 U.S. Dist. LEXIS 14790, at *50 (N.D. Cal. Mar. 10, 2006) (OIn the
Ninth Circuit, motive and opportunity, standing eloare not sufficient to establish
scienter . .. However, motive can be considered as part of the Ototality of the allegationsO
regarding scienter.O) (internal citations omitted). What matters is that the alleged motive
indicates a clear reason to maHialse statement such that one can infer scienter. It will
therefore not be enough to allege, for example, a speakerOs generalized motive to maximiz
profits or to justify management decisions, because all companies or businessmen have suct
a motivé\ not just those that make false statem&a&irkin v. Quanta Capital Holdings

Ltd., No. 07 Civ. 851 (RPP), 2009 U.S. Dist. LEXIS 4667, at *35 (S.D.N.Y. Jan. 22, 2009) (OA
motive to maintain a higher financial rating to protect the viability of the Confyeimys w

what the Complaint alleges here, is not enough, under the law of this Circuit, to sufficiently
put forth a claim that a statement contained in an offering document was OfraudulentO at the
time it was made.®p aldtaska Elec. Pension Fund deaco S.Alif reAdecco S.A.), 371

F. Supp. 2d 1203, 1223 (S.D. Cal. 2005) (OA desire to conceal mismanagement is not sufficier
to show motive and opportunity.O).

36. Both the doctrines of materiality and reliance serve this purpose. Materiality, which
is required for many frabdsed claims, assesses whether a reasonable person would have
considered the false statement important to his decision to enter into a traSsaction.
RESTATEMENT (SECOND) OF TORTS® 538 AM. LAW INST. 1977) (a statement is nniatelf,
inter alia, Oa reasonable man would attach importance to its existence or nonexistence in
determining his choice of action in the transaction in questeam@lmited States v. Raza,

876 F.3d 604, 619 (4th Cir. 2017) (O[T]he relevant slemeite fraud are an intent to
defraud and materiality, which Colton defined as Owhat a reasonable financial institution would
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Heuristics such as scienter, materiadityd rdiancé®thus generally get at
the heart of many of the issues presented by the fact liability glieesen.
heuristics ask the natural questions about factual statements, such as whethe
the speaker intended to mislead the person buying the car, thibether
would matter to a reasonable person buying a car, and whether the purchaser
was entitled to (and did) rely on the statement because of some information
asymmetry or because of the expertise or conduct of the Jpeakénese
heuristics foaion the speaker and the context.

Where there is a materially false statement, damages or rescissson will of
be availabldn contract law, for example, there will bestape hatch for
mistake owhen there is failure to reach a meeting of thimds* And, of
course, where there is sciestficient for frauda contract will be voidaBte
In some cases, there may be a statutory cause of action that provides relief for

want to know in negotiating a particular transacfiprR@liance, which is also an element of
most fraud claims, requireattthe person hearing the false statement thought the statement
was important enough to act upon. Both doctrines ensure that unimportant statements, even
if provably false, do not give rise to liability.

37. Segenerallyendy Gerwick Couturlaterialjtand a Theory of Legal Cirdud&rity
PA. J.Bus L. 453, 455 (2015) (O[Materiality doctrine] divid[es] misrepresentations that are
potentially actionable from those that pose no risk of liability.0).

38 Se®aniel B. DobbsThe Place of Reliance in48aad:. L. Rev. 1001, 1009 (2006)
(analogizingetiance in fraud cases to the role of proximate cause, because just as proximate
cause requires that Othe risks that are realized in the actual case are the risks that led us
characterize the defendant®s conduct as negligent toward the victim,@ fediashce
determines O[w]hether the defendant has actually succeeded in harming the plaintiff by virtue
of defrauding the plaintiff, as opposed to having harmed the plaintiff by deceiving othersO).

39 See.g.Omnicare Inc. v. Laborers Dist. Councihg@o Indus. Pension Fund, 135
S. Ct. 1318, 1330 (holding that whether an opinion is misleading will depend on context, such
as the custom and practices of the relevant industry).

40. The Second Restatement of Contracts defines a OmistakeO as thdas bedief
in accord with the factsRBSTATEMENT (35COND) OF CONTRACTS @151 AM. LAW INST.

1981). If the mistake is unilateral, meaning it is a factual mistake of only one of the parties, the
contract is voidable only if it is shown that the mistakBndie not bear the risk of the

mistake or that the other party knew of, or caused, the nicstakB3. When the mistake is
mutually made by all of the parties, the contract is voidable by the adversely affected party if
the mistake is about a bassumption underling the contrddta 152 & cmt. b. Of course,

if there is no meeting of the minds, there was never a contract formed. In all of these cases,
the relief at common law is restitution, meaning the Oreversal of any steps that the parties may
have taken by way of performance, so that each party returns such benefit as he may have
received,O and in cases where this is not possible, ddrmedds& cmt. b.

41 Fraud, which generally requires proof of scienter, renders the transacht&) voida
thus entitling the aggrieved party to restitution or rescisé@klund v. Koenig & Assocs.,

Inc., 451 N.W.2d 150, 153 (Wis. Ct. App. 1989) (OWhen a party discovers an alleged fraud
he may affirm the contract and sue for damages, or lésaffiyn and seek restitution.O);
see alBNIEL B.DoBBS LAW OF REMEDIES 1 9.4, at 618 (1973) (stating that rescission and
restitution are equitable remedies for fraud).
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strictly false statements of fact due to information asymmetries iimherent
certain types of transactidfs.

Opinion statements include factual statements but are far more complex
to evaluate faheirliability.An opinion statement will often be based on one
or more underlying fgs}*® but there is additional information being
conveyed in an opinion statemAmtopinion statement conveys not only that
the speaker believes the facts undethy@ngppinion to be true, but also that
theygenuinely believetimeiropinion, which is bagd®n those fact$In other
words, an opinion statement contains not only factual information but
information about the speakerOs subjective bétieir stated judgment or
decisiommaking process.

In addition, opinions often convey information altoatspeakerOs level
of certainty about the facts awdareness of the fatté corporate executive

42 The most prominent examples are Sections 11 and 12 of the SecuritiE338¢t of
which provide for rescission or recessionary damages upon a showing that a material statemen
in an offering prospectus was false or misle&di€gcurities Act Section 11, 15 U.S/Ck=n
(2012); Securities Act Section 12, 15 U.3:C.(2012)Section 11 provides for damages
arising from a false statement in a registration statement, and Section 12 provides for rescissior
or recessionary damages. 15 U.SXTk¢e) & 771(a). There is no requirement that the false
statement have been intentlgnemade. Askelson v. FreidlrsreBarclays Bank PLC Sec.

Litig.), No. 173293cv, 2018 U.S. App. LEXIS 32622, at *4 (2d Cir. Nov. 19, 2018). This is
partly because of the information asymmetry that exists between issuer and the purchaser of
the securitySe&Villiam O. Douglas & George E. Bafds Federal Securities Act,043933

YALE L.J.171, 176 (1933) (OAs stated above the protection given to investors by Section 11
fills a long felt need in so far as it shifts the burden of proof. This iglgpdytdesirable

during the early life of the security. At that time the registration statement will be an important
conditioner of the market. Plaintiff may be wholly ignorant of anything in the statement. But

if he buys in the open market at the tinradebe as much affected by the concealed untruths

or the omissions as if he had read and understood the registration statement. So it seems
wholly desirable to create a presumption in favor of the investor in this regard.O).

43 Liability may, however, attach if a statement of fact embedded in an opinion
statement is materially false or misleg8@@jity of Dearborn Heights Act 345 Police & Fire
Ret. Sys. v. Align Tech., Inc., 856 F.3d 605, 616 (9th Cir. 2017) (O[W]hiéirelipkaion
a theory that a statement of fact contained within an opinion statement is materially
misleading, the plaintiff must allege that Othe supporting fact [the speaker] supplied [is]
untrue.O) (quotin@mnicar&35 S. Ct. at 1327).

44, WILLIAM LLOYD PROSSER ET AL PROSSER ANDKEETON ON THE LAW OF TORTS
1109, at 755 (5th ed. 1984) (O[A]n expression of opinion is itself always a statethent of .
fact of the belief, the existing state of mind, of the one who assestzia@mnicar135
S. Ct. at 1327 (stating opinion with embedded statement of fact affirms both the underlying
fact and the speakerQOs state of mind).

45 See Omnicd@s S. Ct. at 1327.

46. As comment a to Section 168 of $meond Restatement of Contracts explain
statement of opinion Oimplies that [the speaker] does not have such definite information, that
he is not certain enough of what he says, to make an assertion of his own knowledge as to that
matter. RESTATEMENT (SECOND) OF CONTRACTS®E 168 cmt. aiM. LAW INST. 1981)see also
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that says he ObelievesO that his company is in compliance with federal law i
likely really making a probabilistic statement based on the informadisih he h
The addition of the word Obeliewesformswhat would otherwise be a
purely factual statement into one conveying both uncertainty and some level
of diligencé?®

In many contexts, therefore, it will not be enough for liabititye or
more factuigpredicate of an opinion statement is falsete will have to be
something more, such as evidence that the opinion is disingenuous or some
showing that the opinion statement was frivalbast lacked any reasonable
basisor that the speaker simply never bothered to look at thihégetsuld
normally look at before rendering an opiffioFhe important questions

Omnicaré35 S. Ct. at 1329 (OReasonable investors understand that opinions sometimes rest
on a weighing of competing facts; indeed, the presence of such facts is one reason why an
issuer may frame a statement as an opiniorotivesying uncertainty.O).

47. In Omnicarenanagement made statements in its registration statement to the effect
that the company was in Ocompliance with applicable federal and st@@icasd35 S.
Ct. at 1323. Because this belief was not alleged to have been didihjetisutheravas
no allegation that the company did not sincerely believe it was in compliance with applicable
laws\ there was no basis upon which to allege that such an opinion statementldas false.
1327. The statement, however, may have omitted materialtiofgring even then, the
mere fact that some contradictory information existed would not be enough to render the
opinion statement misleading, because O[a] reasonable investor does not expect that every fa
known to an issuer supports its opinion state@®ieh at 1329. What may be implicitly
conveyed by the opinion statement, however, is that there is some basis for the opinion, and
in some cases, there are important facts that substantiate the opinion. If those facts are not
provided, the opinion statent may mislead the listeérat 1328. The opinion states:

[A] reasonable investor may, depending on the circumstances, understand
an opinion statement to convey facts about how the speaker has formed
the opiniol or, otherwise put, about the speakeés for holding that

view. And if the real facts are otherwise, but not provided, the opinion
statement will mislead its audience.

Id. The common law rule, which the Restatement of Contracts articulates, is more stringent
on the question of facts comti@ing an opinion, as it presumes that an opinion statementOs
implicit indication of uncertainty carries with it the representation that the speaker is not aware
of any facts contrary to the opiniGe&RESTATEMENT (32COND) OF CONTRACTS® 168 (OIf

it is reasonable to do so, the recipient of an assertion of a personOs opinion as to facts not
disclosed and not otherwise known to the recipient may properly interpret it as an assertion
(a) that the facts known to that person are not incompatible with fas,omir(b) that he

knows facts sufficient to justify him in forming i6€¥;alsoddit. a (noting that an opinion
statement Oimplies at most that [the speaker] knows of no facts incompatible with the belief
or that he knows of facts that justify finholding itO).

48 Se®mnicaré35 S. Ct. at 1334 (OThe common law recognized that most listeners
hear Ol believe,0 Oin my estimation,O and other related phrases as disclaiming the assertior
fact.O).

49 See, g.Gwing v. Schott, 338 P.2d 8343 (Wyo. 1959) (OThe words of defendant
Schott that the sewage system was Ogood® and either OadequateO or OsufficientO could n
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revolve around the intent and subjective state of mind of the speaker, and in
some cases, the reasonablefabat state of mind.

B. SCIENTER AND OPINION LIABILITY

Because opinions are not true or false simply because some underlying
factual predicate for the opinion turns out to be true or false, the important
question is often whether the speaker was bamgpedisous when stating an
opinion®* In many cases, the opinion may be disingenuous if evasistee
that the speaker believed something contrary to the opiniotheystated
it.>2For example, @octor who tells a patient thlae prognosis for a gaular
surgery is goodubcontemporaneously sends @uaieto a colleague saying
otherwise, may have been disingenuous sthgngtheir opinion to the
patientThe same may be true for an investment advisor that recommends an
investment product whilgrivately telling a colleague that the product is
Ojunk.®In such cases, there is direct evidence that the opinion is not sincere,

been other than a fraudulent misrepresentation. We think his words constituted more than a
puffing statement and moreathany opinion. It was wholly inconsistent with the fact that he
had repeatedly, according to his own admission, pumped out the cesspool. In that connection,
it does not appear by testimony or otherwise that the purported dropping of rocks in the line
would cause the cesspool to fill. It is true that the cesspool might have filled by reason of the
use of excessive water by the tenants but if this were the fact then there would seem to be no
excuse for failing to tell the prospective purchasers of the gsimiine cesspool.Spme
cases have reasoned that the opinion statement coupled with Ohalf truthsO creates a duty t
disclose in full all contradictory informati®aee.g.Mends v. Dykstra, 637 P.2d 502, 508
(Mont. 1981) (holding that representatiabout the condition of a house were misleading
given undisclosed knowledge of defects and problems). A complete lack of basis will also give
rise to liability, because the person hearing the opinion may conclude that the opinion is not
the sort of stateemt someone would make based on an uninformed jud§e®mnicare
135 S. Ct. at 1330 (Olnvestors do not, and are right not to, expect opinions contained in those
statements to reflect baselessthaftuff judgments, of the kind that an individuahtnig
communicate in daily life.0).

50 See, e @mnicaré35 S. Ct. at 1336.

51 Se@mnicard35 S. Ct. at 1328 (O[A] statement of opinion is not misleading just
because external facts show the opinion to be incorrect.O).

52 See suprate49

53 See, e.®ursuit Partners, LLC v. UBS AG, No. X05CV084013452S, 2009 Conn.
Super. LEXIS 2313, at *47 (Super. Ct. Sep. 8, 2009) (OThe coDeftaidant] employees
at their word when they referenced their Notes, these purported Oinvestment grade securitie
which they sold, as Ocrap® and OvomitO, for [Defendant] alone possessed the knowledge of \
their product, their inventory, was truly woktfile [Defendant] would argue that such
descriptors lack a precise meaning, the true meaning of these words and the true value of
[DefendantOs] wares became abundantly clear when the Plaintiffsiiormualillar
investment was completely wiped odtlequidated by [Defendant] shortly after the last of
the Note purchases was consummated.O).
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and it is reasonable to infer that the speaker had some improper motive for
stating the opinioH.

This sort of opinion i a sense a false statement bethesenplicit
representatiothat the opinion is genuiisefalsé® and courts have no trouble
assigning liability in such cagesfact, many courts have required some
evidence that the opinion was not genuinely viedh statedo assign
liability>® Indeed, in the securities law context, courts sometimes require a
showing of scienter, even when the underlying cause of action imposes strict
liability for false or misleading stateméfas. example, under the Secugitie
Act of 1933, a false statement in a prospectus will give rise to rescission or
damages, essentially allowing the purchaser to unwind a securities transactiot
premised o materially false factual statements in a prospethese is no
scienter requireant in the statute, but courts have required that the statement
not only be proven objectively false, but also subjectively disbelieved by the
issuer when the statement was made in the proSpectother words,
opinion statements must be both subjdgtarel objectively false for liability
to attach®

Requiring scienter solves many of the problems with opinion Nability
namely, the nearly intractable problem of having to prove that the speakerOs
judgment was not only incorrect but should havededser® In other words,
the liability question would require a showing that the speakerOs judgment wa
somehow improper, and the clearest scenario where this is the case is where

54 Seeid.

55 See suprates44pi5and accompanying text.

56 See, e.g.

57. See suprate42

58 Seé&ed. Hous. Fin. Agency v. UBS Ams., Inc., 858 F. Supp. 2d 306, 325 (S.D.N.Y.
2012) (O[P]laintiff must assert that the statement upon which it seeks to predicate liability Owa
both objectively false and disbelieved by trendifit at the time it was expres€®d.O
(quoting Fait v. Regions Fin. Corp., 655 F.3d 105, 110 (2d Cirs2éXHl§pnnicaré35 S.
Ct. at 1327 (OWhat the Funds instead claim is that OmnicareOs belief turned oufto be wrong
that whatever the compathought, it was in fact violating ttkback laws. But that
allegation alone will not give rise to liability unti#®s first clause because, as we have shown,
a sincere statement of pure opinion is not an Ountrue statement of material fasgO regardl
whether an investor can ultimately prove the belief wrong. That clause, limited as it is to factual
statements, does not allow investors to sequess inherently subjective and uncertain
assessments. In other words, the provision is not, as theCappeals and the Funds
would have it, an invitation to Monday morning quarterback an issuerOs opinions.O).

59 By eliminating a cause of action based on a hindsight evaluation of a subjective
judgmenil what theOmnicar@ourt referred to as OMonday rimgmuarterback[indjO
courts and fact finders do not need to decide whether they would have reached the same
opinion given the set of facts as they were known or knowable when the opinion statement
was made, nor do they have to determine in most cadesy Wwheebpinion was reasonable.
Se®mnicaré35 S. Ct. at 1326.
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there is evidence that the opinion was inconsistent with the speakerOs own
beliefs?In those cases, it is fair to presume that the person hearing the opinion
statement is entitled to at least the speakerOs genuine opinion on the mattel
which they did not receive.

That does not mean that it is the only sort of opinion thedbtematic.
In fact, there are a host of opinions that are plausible but flawed on their
merits* Heightening the standard for opinion liability essentially excludes
these cases because so long as an opinion is plausible and there is no eviden:
that thespeaker disbelieved the opinion, there is no ligllitis standard
creates two significant problefisst, it excludes from liability the scenario
where the opinion is facially plausible thet speaker renderedwith
inadequate investigation into the relevant ®faStcond, it excludes from
liability the sort of case where the opinion is renderdie iriace of
contradictory information that the person hearing the opinion would have
wanted to know:In most cases, there will not likely be clear evidence that the
speaker disbelieves the opinion, and a strict stiaséet legal standard will
not albw any way to further test the opinion statement for error or
incompetenc®.

C. EXAGGERATED OPINIONS AND PUFFERY

In some cases, the context of the opinion statement may not justify an
assumption that the opinion statement is grounded in supportindy faays.
be that the opinion is too general to be verifiably true or falsiee hagakerOs
motive is such that one expects an exaggerated opinion, dhbotmost

60. See suprate49and accompanying text.

61 In particular, an opinion may tx&@sed on misinterpretations of a set of underlying
facts, based on dubious reasoning, or generally poorly thought out. These sort of opinion
statements will not, without more, be actionable as misrepresentations.

62 See, e.EPTA v. Orrstown Fin. Seryinc., No. 1:12+00993, 2015 U.S. Dist.

LEXIS 80584, at *98 (M.D. Pa. June 22, 2015) (dismissing claim where OPlaintiff has failed to
point to a factual basis supporting its allegation that Defendant SEK did not believe its
opinionO about financiahtsments).

63 A merely negligenttgndered opinion will not give rise to liability if a scienter
heuristic is used exclusively for liability. What is required is a completely unreasonable or
inadequate basis for an opinion, such that the opinion lig amaneadorned, bald conclusion
that lacks any support. In such a case, the baseless opinion may be sufficiently reckless to giv
rise to an inference of scien@rOmnicaré35 S. Ct. at 1330.

64. TheOmnicaopiniontiability framework mitigates this problem by allowing the basis
of an opinion to be examined where the claim being considered is based on omitted facts from
an opinion statement rather than based on the claim that an affinstatieelgpinionvas
false or misleading opini@ee id.

65 See, e @mnicaré35 S. Ct. at 1326.
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common example is the salesperson who exaggerates theheilweaoésS®

Most opinionliability regimes assume that statements by a salesperson are
often exaggerated and that those who hear such statements take them with &
grain of salt’

This is the rationale for the doctrinf pufferil which states thadan
optimistic statement thatsigs vague, broad, and rpecific that a reasonable
investor would not rely on itO is Oimmaterial as a matter $fSashO
statements by a selkee usually presumed by the buyer to be overstated,
exaggerated, or impossible to prove true offalse legal heuristics at work
in this context are reliance and materiality, as the buyer would not be
reasonable to rely on vague and overblown statements that salesmen are
known to make and those statements are likely to be imraataviay®

What the buyecan often reasonably assume, however, is that the sellerOs
overblown statements are not being made blatantly in the face of facts contrary
to the opiniof that is, the opinion statement is Onot fantastitalother
words, the speaker is likely repriasg thatthey arenot aware of any facts
contrary totheir statement of opiniomhat does nohecessarilgnean that

66. Se®ESTATEMENT (SECOND) OF TORTS@539 cmt. cAM. LAW INST. 1977) (OThe
habit of vendors to exaggerate the advantages of the bargain that they are offegirgy to mak
a well recognized fact.O).

67. This assumption is quite old, as it has been articulated in some of the earliest
misrepresentation cases in the United SBdes.e.¢kimball v. Bangs, 11 N.E. 113, 114
(Mass. 1887) (OThe law recognizes the faatahawill naturally overstate the value and
qualities of the articles which they have to sell. All men know this, and a buyer has no right to
rely upon such statements.O). As Judge Learned Hand has explained, it is presumed that ther
are statements th@no sensible man takes seriously, and if he does he suffers from his
credulity. If we were all scrupulously honest, it would not be so; but, as it is, neither party
usually believes what the seller says about his own opinions, and each knows it.@I¥ulcan Me
Co. v. Simmons Mfg. Co., 248 F. 853, 856 (2d Cir. 1918).

68 In reGen. Elec. Co. Sec. Litig., 857 F. Supp. 2d 367, 384 (S.D.N.6eR04I&h
reVivendi, S.A. Sec. Litig., 838 F.3d 223, 245 (2d Cir. 2016) (OPuffery encompasses statement
[thaf are too general to cause a reasonable investor to rely upon them, and thus cannot have
misled a reasonable investor.O) (internal citations and quotation marks omitted).

69 The Second Restatement of Contracts expressly assumes this about representations
by sellersRESTATEMENT (SECOND) OF CONTRACTS® 169 AM. LAwW INST. 1981) (Olt may be
assumed, for example, that a seller will express a favorable opinion concerningsvibiat he ha
sell. When he praises it in general terms, commonly known as Opuffing® or Osales talk,0 witl
specific content or reference to facts, buyers are expected to understand that they are not
entitled to rely.O).

70. See suprate68

71 Se®ESTATEMENT(SECOND) OF TORTs® 539 (OHowever, a purchaser is justified in
assuming that even his vendorOs opinion has some basis of fact, and therefore in believing the
the vendor knows of nothing which makes his opiniastic.O).
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theybelieve that the facts underlytimgiropinion are objectively trifeLhus,
in this context, the operative question is again the state of mind of the
speakdy namelytheirknowledge at the time the statement is made.

In many cases, however, puffery will simply not be actionable because such
statements are likely to be tagwe and general to evaluate, meaning they are
not provably true or falé&ln such cases, reliance, matetialiy intent are
again the principal heuristics at wArkalesperson or sellerOs puffery cannot
be reasonably relied on and therefore catldave been materidgnd the
statements may be too vague to have been intended as stating any facts, eve
abouttheir state of mind: If the seemingly exaggerated opinion has some
specificity, then some showing that the speaker was aware of imformatio
contrary to his opinion will be required for liabfity.

D. OMISSIONS ANDINFORMATION ASYMMETRY

The more difficult casmrisesvhen there is information asymmetry and
importanN and perhaps contradictbrinformation is omitted from the
opinion!” The clearst casearewhen the speakeNi®r is held out &an

72 Sedd.n168 (OIf it is reasonable to do so, the recipient of an assertion of a personOs
opinion as to facts not disclosed and not otherwise known to the recipient may property
interpret it as an assertion (a) that the facts known fmetisah are not incompatible with
his opinion, or (b) that he knows facts sufficient to justify him in formirggit. @ljgba 539
cmt. a (OFrequently a statement which, though in form an opinion upon facts not disclosed or
otherwise known to theiecipient, is reasonably understood as implying that there are facts
that justify the opinion or at least that there are no facts that are incompatible with it.O).

73 Seén rePDI Sec. Litig., Civil Action No.€2-0211 (JLL), 2005 U.S. Dist. LEXIS
1814, at *69 (D.N.J. Aug. 16, 2005) (OVague and general statements of optimism Oconstitute
no more than puffery and are understood by reasonable investors &9 ¢cititién
omitted);see alStefan J. Padfield,Puffery Material to Investors? Mitytad\esk Thetd
U. PA. J.Bus & EMp. L. 339, 352 (2008) (OPuffery and statements of fact are mutually
exclusive. If a statement is a specific, measurable claim or can be reasonably interpreted a
being a factual claiire, one capable wkrification, the statement is one of fact. Conversely,
if the statement is not specific and measurable, and cannot be reasonably interpreted as
providing a benchmark by which the veracity of the statement can be ascertained, the
statement constitutes perf§.O) (internal citation omitted).

74. Seee.g.In reAdvanta Corp. Sec. Litig., 180 F.3d 525, 538 (3d Cir. 1999) (OSuch
statements, even if arguably misleading, do not give rise to a federal securities claim becaus
they are not material.O).

75 Sedétate v. Am. TV & Appliance of Madison, Inc., 430 N.W.2d 709 (Wis. 1988)
(O[E]xaggerations [are] reasonably to be expected of a seller as to the degree of quality of hi
product, the truth or falsity of which cannot be precisely determined.O) (inttatiah quo
marks and citation omitted).

76. See supaction |1.B.

77. For an omission of fact to be actionable, there must generally be some duty to
disclose information, for example, because of a fiduciary relationship or a relationship of trust
and confignce between the parti8ee, e.Ghiarella v. United States, 100 U.S. 1108, 1115
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expert on the subject of the opinidim such a case, the listener may not
know even what facts are most important for a sound or justified ¢Himion.
other words, the listener may not only bengeon the judgment of the expert,
but also the expertOs judgment as to what information is most ifffportant.

One of the clearest examples is the dgetiient context.In many cases,
the lay patient can look at the same MRI results dsctioe butwould not
know what aspects of the results are significant for a diadm®sisctor, on
the other hand, relies on education and experience to determine what aspects
of the MRI results are most import&nfhe doctor not only has an

(1980) (noting that Osilence in connection with the purchase or sale of securities may operate
as a fraud actionable undetO¢o)O when there is Oa duty to disclosey drisin a
relationship of trust and confidence between parties to a transactionO). Even without an
affirmative duty to speak, a duty to disclose material information may arise because there may
be a duty to speak fully and truthfully once a person has .k e.glelwig v. Vencor,

Inc., 251 F.3d 540, 561 (6th Cir. 2001) (O[E]ven absent a duty to speak, a party who disclose:
material facts in connection with securities transactions Oassumes a duty to speak fully an
truthfully on those subject®)&itation omitted).

78 RESTATEMENT (SECOND) OF TORTS @539 cmt. b AM. LAw. INST. 1979). A
statement of opinion

may also reasonably be understood to imply that [the speaker] does know

facts sufficient to justify him in forming the opinion and that tte fa

known to him do justify him. This is true particularly when the maker is

understood to have special knowledge of facts unknown to the recipient.
Id.

79 Sed.

80. Se®mnicare, Inc. v. Laborers Dist. Council Constr. Indus. Pension Fund, 135 S. Ct.
1318, 1335 (Scalia, J., concurring) (O[What] [the reasonable (female) person, and even he, tt
reasonable (male) person] would naturally understand a statement [of opinion] to convey is
not that the statement has the foundation she (the reasonablepéamale considers
adequate. She is not an expert, and is relying on the advice offanviaxpaught to know
how much OfoundationO is needed. She would naturally understand that the expert ha
conducted an investigation that he (or she or it) considexshte. That is what relying
upon the opinion of an expert meanfbckets and alterations in the original, quotations
omitted).

81 See iat 1334 (holding that the common law recognizes that Oexpressions of opinion
made in the context of a relasibip of trust, such as between doctors and patientsO may give
rise to opinion liability based on the basis of the opinion).

82 It is because an expert, such as a doctor, typically relies on his experience and
judgment in reviewing facts underlying hisiap that the Advisory Committee amended
Federal Rule of Evidence 703 to allow the admission of the expertOs testimony about the
underlying facts in certain cases without having to admit those facts individually at trial as out
of court statements subjezthe hearsay rule. Indeed, the Advisory Committee Notes to Rule
703 mention Xays as examples of such evidence, which doctors apply their expertise to as a
matter of coursé&Se€ep. R.EvID. 703 advisory committeeOs note (OThus a physician in his
own practice bases his diagnosis on information from numerous sources and of considerable
variety, including statements by patients and relatives, reports and opinions from nurses,
technicians and other doctors, hospital records,-seys XMost of them ardraissible in
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informational vantage that is superior to the patient becaubeirof
experience, but also a judgment and intuition advantage over th&\fiarent.

the doctor provides a diagnogisy donot simply convey information about

the underlying facts or even merely about the diagnosis or medical outcome,
but may also be implicitly representingtiggimade a reasonable inquiry into

the facts and correctly weighed the facts, including thedaictey to his
opinion®?

It is precisely when the underlying facts are contradictory, indeterminate,
or incomplete that the opinion of an expert is most valliel@formation
conveyed in such an opinion is more than fttfa a conclusion abdnat t
facts that is inextricably bound up with the speakerOs experience, intuition, anc
judgment! And, in the case of an expert, the opinion invites reliance,
particularly if the expert holttemselvesut as a disinterested pétty.

In the expert contexit will not be enough for liability that a fact
underlying the opinion is, or turns out to be, faldact, it is expected that

evidence, but only with the expenditure of substantial time in producing and examining various
authenticating witnesses. The physician makasddeath decisions in reliance upon them.

His validation, expertly performed and subject ts-exrasnination, ought to suffice for
judicial purposes.O).

83 Some of the earliest applications of this sort of exgeyisenetry rationale
appeared in cases involving physicsses.e.gedin v. Minneapolis Med. & Surgical Inst. 64
N.W. 158, 160 (Mn. 1895) (OThe doctor, especially trained in the art of healing, having
superior learning and knowledge, assured plaintiff that he could be restored to health. That
the plaintiff believed him is easily imagined; for a much stronger and more learnattiman w
have readily believed the same thing. The doctor, with his skill and ability, should be able to
approximate to the truth when giving his opinion as to what can be done with injuries of one
yearOs standing, and he should always be able to speintittbetore he undertakes to
assert positively that a cure can be effected. If he cannot speak with certainty, let him express
a doubt. If he speaks without any knowledge of the truth or falsity of a statement that he can
cure, and does not believestegement true, or if he has no knowledge of the truth or falsity
of such a statement, but represents it as true of his own knowledge, it is to be inferred that he
intended to deceive.O).

84 Se®ESTATEMENT (SECOND) OF TORTS®542 cmt. fAM. LAW. INST. 1979) (OThe
complexities and specializations of modern commercial and financial life have created many
situations in which special experience and training are necessary to the formation of a valuable
judgment. In this case if the one party has speciaérgpeor training or purports to have
them, the other, if without them, is entitled to rely upon the honesty of the formerOs opinion
and to attach to it the importance that is warranted by his superior competence.O).

85 Sed.n542 cmt. h (OOne whosthtaken steps to induce another to believe that the
other can safely trust to his judgment is subject to liability if the confidence so acquired is
abused. This is true not only when the maker of the fraudulent misrepresentation of opinion
is or professds be disinterested, as when the transaction is between the recipient and a third
person, as to which seB48, but also when he is known to have an adverse interest in the
transaction.O).
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there are contradictory or inconsistent facts underlying the épindsed,

if the expert could rely on only determimitcts, there would be no room

for theirjudgment’ There are, however, certain facts that any person, even
one who relies on an expert, would want to know dbautoctor states that

an ailment appears benign basedheir judgment and experiendsut
considered and disregarded a possible diagnosis that is likely terminal if not
immediately treated, the patient would likely want to know about the
disregarded diagndsithe risk of harm is high, and the underlying
information is time sensiti¥eThe patient would use that information to,
perhaps, obtain a second opinion or at the least, to consciously decide to what
extenttheywant to rely solely on the doctorOs opihion.

Even when the speaker is not an expert, there are contexts where the
informaton asymmetry is so great that it is fair to assume that the speaker is
better positioned not only to know all of the relevant facts but also how to
weigh those factan officer of a public company is generally not free to share
internal information aboule company outside of a public filing with the
SEC® This results iascarcityf information about the corporation between
periodic filings, such as quarterly rep®tis. officer, however, presumably
receives information in real tinMdoreover, by vine of his management
position, he is aware of what information is most important to the operations
and profitability of the compathwWhen the executive ultimately provides

86. Sesupraote51

87. An opinion based on determinative facts of obvious weight is not an opinion at all
because there is no uncertainty about the facts to express. Such an opinion is likely simply
nothing more than a set of iaait statements.

88 SeeArato v. Avedon, 858 P.2d 598, 607 (Cal. 1993) (ORather than mandate the
disclosure of specific information as a matter of law, the better rule is to instruct the jury that
a physician is under a legal duty to disclose to the phtieaterial informatidhthat is,
Oinformation which the physician knows or should know would be regarded as significant by
areasonable person in the patientOs position when deciding to accept or reject a recommende
medical procedufé@eeded to maka informed decision regarding a proposed treatment.O).

89 Seeid.

90 Although a reporting company must in some cases file interim reports concerning
material corporate events, most internal information about a public corporation is in practice
withhelduntil the next quarterly repdBeé7 C.F.R. 240.13d 1. There are other rules that
prevent reaime disclosure of information, which creates information asymmetries. For a
detailed discussion about the law surrounding the disclosure of corpmmauiztidm
including under Regulation FD, see generally M. Todd Henderson & Kevin S. Haeberle,
Informatiddissemination Law: The Regulation of HeMoWlagkénformation Is Revealed
CORNELL L. REv. 1373 (2016).

91 A Justice Scalia noted in his camtwge irOmnicaré is reasonable to assume that
corporate executives have expertise concerning the finances of the companies they run,
including about corporate and financial information that must be set forth in an offering
document or registration t&ment.Se€Omnicare, Inc. v. Laborers Dist. Council Constr.
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information through public filings, what is reported implicitly carries with it
not only the representation that what is reported is accurate, but also that what
is reported is pertinefitin this context, the corporate officer is similarly
regarded as an expéftthe corporate officer makes representations about
asset valuations dml on a universe of factual inputs, the failure to state
contradictory facts alongside the valuation opinion may be misleading,
depending on the importance and weight of the omitted fact.

Thus, generallyn asymmetric information contexts, apécificlly in
expert opinions the opinionOs veracity may be sensitive to omitted
information.Although the information asymmetry requires more reliance on
the speaker in these contexts, that reliance also makes those who hear the
opinion vulnerable to a formfiblindnesS they cannot see around the opaque
corners that are likely transparent to the sp#dkerinformation the speaker
relies on is outcome determinative or immensely important to the opinion, its
disclosure may be as important as the conclosiamunicated in the
opinion.

E. OPINION STATEMENTS ASMODELS

If opinion statements are more than the facts underlying them, then what
exactly are the@he way to think of an opinion is as a model of reality that is
based on an individualOs judgment anvexse of factslhe information

Indus. Pension Fund, 135 S. Ct. 1318, 1335 (Scalia, J., concurring) (Olt is reasonable enoug
to adopt such a presumption for those matters that are required to be set forth in a registration
stdement. Those are matters on which the management of a corporation are experts. If, for
example, the registration statement said Owe believe that the corporation has $5,000,000 ca:
on hand,® or Owe believe the corporation has 7,500 shares of conommstesigick),O the

public is entitled to assume that the management has done the necessary research, so that th
asserted ObeliefO is undoubtedly correct.O).

92 Cf.id.The SEC generally requires management to provide a discussion and analysis
of a publicompanyOs financial condition in order to Oenabigstors to see the company
through the eyes of management,O meaning that management must provide the information
and form of information that it deems important as it manages the company. Qommissio
Guidance Regarding ManagementOs Discussion and Analysis of Financial Condition and
Results of Operation, Release NeBE (Dec. 29, 2003).

93 Whether an omission is material will depend in most misrepresentation cases on the
context surrounding tletatement that contained the omisSege.gOmnicar@35 S. Ct. at
1330 (O[A]n investor reads each statement within such a document, whether of fact or of
opinion, in light of all its surrounding text, including hedges, disclaimers, and apparently
conflicting information. And the investor takes into account the customs and practices of the
relevant industry. So an omission that renders misleading a statement of opinion when viewed
in a vacuum may not do so once that statement is considered,raprisi@pin a broader
frame. The reasonable investor understands a statement of opinion in its full conféxt, and @
creates liability only for the omission of material facts that cannot be squared with such a fair
reading.O).
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available may be incomplete, the facts may be wrong, and in some cases, tht
facts may cut different ways or be subject to diverging interprétaions.
opinion makes sense of the universe of facts, assigns interpedatierght

to thosefacts, and maps the universe of facts to a conclusion, gecision
outcome”?

In the case of a trained expert, the opinion model is not only based on a
universe of facts, but alsotheirexperiencelhat is, the person holding the
opinion not only makes sense of the universe of data points avéaitefe to
but also squares those data points withtivagave seen in the pashen
the expert has specialized training, a certain standard set of data points and
background informatn is attributable to the expd¥ar example, a trained
lawyer is deemed to have exposure to essential building blocks from contract
and tort law and is generally imputed with a basic understanding of
constitutional norm#ny opiniontheyrender is agashthe backdrop dfoth
their trainingand experienceAll of the data from training, experience, and
factgathering are combined together to form an opifilmng an opinion
can be thought of as a model of realityis a collection of facts,
interpretéions, weights, and probabilistic assessments.

Indeed, opinions are in some ways similar to mathematical and statistical
models, which often seek to replicate the behavior of a particular aspect of
reality in order to make predictidhA.useful analogyg a crude leastuares

94, Sesupraote?2.

95 Opinions are in some ways analogous to scientific theories, as both are built on some
set of facts or axioms assumed to be true and some daplieations from those facts or
axioms. The difference, of course, is that a scientific theory is only as good as its predictive
power, and if its predictions can be proven incorrect, meaning they are falsifiable, the theory
itself can be proven falg&RL POPPER THE LOGIC OF SCIENTIFIC DISCOVERY10. Popper
states:

Next we seek a decision as regards these (and other) derived statements by

comparing them with the results of practical applications and experiments.

If this decision is positive, thatfishe singular conclusions turn out to be

acceptable, or verified, then the theory has, for the time being, passed its

test: we have found no reason to discard it. But if the decision is negative,

or in other words, if the conclusions have been faldtfied, their

falsification also falsifies the theory from which they were logically deduced.
Id. Human opinions are evaluated for liability purposes, so the question is not whether the
opinion is universally correct, but rather whether the opinion wasdjustifler the
circumstances. As explaineftaPart Ill, however, Al opinions are closer to scientific
theories, in that they can be tested for accuracy before being deployed.

96 SedIMOTHY GOWERS MATHEMATICS. A VERY SHORT INTRODUCTION 4 (2002)
(OMathematics do not apply scientific theories directly to the world but rather to models. A
model in this sense can be thought of as an imaginary, simplified version of the part of the
world being studied, one in which exact calculations are possible.O).
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regressiofY.It models what could be a noisy and scattered sdapbids
with a lineThis lineis a blunt instrument but can be useful to get a sense of
correlations in the dafan most cases, virtually none of dag¢a points will
fit the modeled line, meaning that in a sense they are contradictory to the
simplistic line created to describe theNdhta divergent data points do not
make the model OfalseO simply because they do not fit neatly on the regressio
line?®

The model may still be useful for a crude estithademore than the
points that were used to creaté is a reduction of the facts, and its value
depends entirely on what it is usedSometimes a regression line is useful
to make general pietions about a populatidirfor exampleage and height
will correlate up until a certain dfgouOre using a height and age model to
predict the height of elementary school students, it may be perfectly useful,
but if you use the same model across algtogn that includes adults, the
model is plainly insufficient and will be grossly inaccurate in many cases.
Opinion statements are just as vulnerable to coimele proper context,
even a weak basis for an opinion may be sufffighat same basis
another context may be misleading.

In the case of statistical and mathematical models, some data points are so
out of step with the entire data set that they are considered'8utlmmsa

97. A leastsquares regression is a simple mathematical model of data that attempts to fit
a line to a set of data by minimizing the square of the error resulting from the fitted lineOs
predictionsSee geneldyiAM MENDENHALL, Il ET AL.,INTRODUCTION TO PROBABILITY
AND STATISTICS48E5629 (14th ed. 2013).

98 Regressions are often too simple to be used to study complex datasets but are
frequently used as a starting point because of their sindgkeRgY M. WOOLDRIDGE,
INTRODUCTORY ECONOMETRICS A MODERN APPROACH 21 (6th ed. 2015) (OAlthough
simple regression is not widely used in applied econometrics, it is used occasionally and serve
as a natural starting point because the algebra and interpretations are relatively
straightforward.O).

99 Somedivergent points in a linear model will significantly skew the fitted line. Such
divergent or influential data points are sometimes discarded as OBeticet.GPER7
(OLoosely speaking, an observation is an influential observation if dfoppititgitainalysis
changed the key LS estimates by a practically Olarge® amount.O). Ordinary Least Squares mc
are sensitive to outliers because the process minimizes the squares of errors or residuals, thu
compounding the importance of large predieticors See it 327(OOLS is susceptible to
outlying observations because it minimizes the sum of squared residuals: large residuals
(positive or negative) receive a lot of weight in the least squares minimization problem. If the
estimates change bpractically large amount when we slightly modify our sample, we should
be concerned.O).

10Q For example, an opinion provided during an emergency or under time constraints
may be adequate even though a reasonable person would under normal circumstances
undertake a more detailed inquiry into the matter.

101 See suprate99
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model deals with an outlier is important andarnfletimes require disclosure
for someone using the model to fully understand the power and effectiveness
of the model.

The same may be true for an opinion stateiSente facts may lse
contradictory to the opiniotihat the omission of the fact may renihe
model misleading.he same may also be true if the opinion is based on
incomplete or potentially inaccurate d&dme information may be unknown
or unknowabldf the omitted or missing information can affect the efficacy
of the opinionOs model efility, that is when disclosure may be important,
and that may also be when failure to disclose that information should give rise
to liability:?

There is an important attribute of most models, including both opinion
models created by human beings andndetgive algorithms (such as a
statistical regression), that is important for the purposes Aftities: one
will generally be able to query the person making the model or examine the
deterministic algorithm upon which the model is based to deteowine h
factorswere weighted, what facts were considered, and the effect omitted
information may have had on the overall opinion caléuperson can be
placed under oath and put on the stand, and his intent can be discerned by a
factfinder using lorgstedegal constructs and heuristi¢h the case of a
deterministic algorithm, the algorithm itself can be exhbynexperts or
even directly by factfinde®s there is usually at least some minimal modicum
of transparency.

There are, to be sure, imgt@s even in the case of human experts and
deterministic algorithms where transparency will be greatly dimifighed.
most obvious example is when facts have been interpreted using the judgment,

102 This is the rationale courts have applied when an opinion is based on uncertain facts,
but the speaker fails to saySee, e.gledin v Minneapolis Med. & Surgical Inst., 64 N.W.

158, 160 (OThe doctor, with his skill and ability, should be able to approximate to the truth
when giving his opinion as to what can be done with injuries of one yearOs standing, and he
should always be ablesfmeak with certainty before he undertakes to assert positively that a
cure can be effected. If he cannot speak with certainty, let him express a doubt.O).

103 For example, in a recent trial resulting in a criminal conviction for Ospoofing,O the
practice busing a computer program to rapidly place and cancel orders for securities to move
a market, one of the most critical pieces of evidence at trial was the testimony of the computer
programOs designer about what the trader instructed him to create thedcamgiuter
program was designed to 8edJnited States v. Coscia, 866 F.3d 782, 789 (7th Cir. 2017)
(OThe designer of the programs, Jeremiah Park, testified that Mr. Coscia asked that the
programs act O[llike a decoy, which would be O[u]sed togjunapet.O Park interpreted
this direction as a desire to Oget a reaction from the other algorithms.O In particular, he note:
that the larggolume ordersere designed specifically to avoid bed)y dittgzhasis added).
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experienceand intuition of an expéff.In those cases, i$ difficult to
determine how the underlying opinion model wdke cannot usually
describe the vast degrees of freedom upon which a docttwemntyyears

of medical experienbases theintuition!°>*But even in these cases, personOs
intent andset of motives can be examifguexpert with a motive to deceive

will receive far less credit for his judgment than one whthbldreover,

experts may be judged against a standard of care reflecting their expertise, a
they are in negligence ca%eshich establishes a baseline of acceptable or

104 This opacity ams frequently when experts are called to testify in court about a
technical subject. Commentators have questioned whether factfinders, such as judges and
juries, are epistemically competent to hear such evidence, particularly given the tendency to
rely oncredibility heuristics when the substance of an expertOs testimony is not accessible or
understandable to a lay factfind@ree.g.James R. Steir@itlon, Expertise on Triab
CoLuM. ci. & TECH. L. Rev. 247, 278 (2018) (OOn the other hand, goextions and
genuine effort cannot create epistemic competence in the absence of substantive expertise.
Jurors often fail to understand and apply scientific testimony correctly, even when the
underlying science itself is relatively clear. They also rehd do specious proxies for
substantive expertises@g aldennifer L. MnookirExpert Evidence, Partisanship and Epistemic
Competent@BRrRooK. L. REv. 1009, 1014 (2008) (OBut if the jury lacks the knowledge that
the expert provides, how, then, taationally evaluate the expertise on offer? To be sure,
one might not need to be an expert in order to assess expertise, but the main mechanisms for
assessing expertise outside of oneOs domain of knowledge are, by necessity, secondary indic
proxiesdemeanor, perhaps, or credentials, or superficial explanatory plausibility.O).

105 Cf.Learned Hand{istorical and Practical Considerations Regarding Exdért Testimony
HARV. L. REv. 40, 5865 (1901) (OThe trouble with all this is that it is settijugytho decide,
where doctors disagree. The whole object of the expert is to tell the jury, not facts, as we have
seen, but general truths derived from his specialized experience. But how can the jury judge
between two statements each founded upon anenge confessedly foreign in kind to their
own? It is just because they are incompetent for such a task that the expert is necessary a
all.. .. What hope have the jury, or any other layman, of a rational decision between two such
conflicting statemesmieach based upon such experience.O).

106 Again, in the context of testifying experts, an expertOs motive for festifyizgy
cases a fékbecomes an important proxy for credibBg#Mnookin,supraote104 at 1014
(OBecause the jury does not havexitertise to evaluate the substance of expert testimony,
it is unlikely that it will be an accurate evaluator of partisan. bi#éithout epistemic
competence, the jury has no choice but to rely on proxies as secondary indicia of bias, and
these mayften be either inaccurate or difficult to evaluate.O).

107 In negligence cases, the standard of reasonable care for one with expertise reflects
his elevated capacBedRESTATEMENT (THIRD) OF TORTS®12 @AM. LAW INST. 2010) (OIf
an actor has skills ondwledge that exceed those possessed by most others, these skills or
knowledge are circumstances to be taken into account in determining whether the actor has
behaved as a reasonably careful persae @gonri BenShahrar & Ariel Pordersonalizing
Negligence |&&N.Y.U.L. Rev. 627, 641 (2016) (ODefendantOs special skills are most often
taken into account in cases where the defendantOs profession is relevant to the injury. Fot
example, doctors are held to a standard of care for their pasieigstmsiderably higher
than the reasonable person standard.O).
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valid models of reality that an expert may operate Wiffiis is why scienter

and basiheuristics continue to function in these settings, even when there is
some opacity resulting from the application ofdmuexperience, judgment

and intuition.

As explained in the naéXart Al models are differefthey in many cases
risk creating the opacity of an expertOs intuition and judgment, but without the
ability to examine a motive, standard of care, or sathahthiase’$? And,
because they are generally not based on deterministic instructions, there are nc
clear instructions that can be used as a proxy for the intent of the AlOs creator
or user.

. ARTIFICIAL INTELLIGENCE, THE BLACK BOX
PROBLEM, AND OPINION STATE MENTS

A. WHAT ISARTIFICIAL INTELLIGENCE?

The term artificial intelligence generally refers to a class of computer
programs capable of solving problems requnfiexgntial reasoning, decision
making based on incomplete or uncertain information, claesificati
optimization, and percepti®fiAl can be basesh determinative algorithms,
such as a bruferce searcH! or on machindearning algorithms that learn
directly from training exampl&sThe recent and rapid advanceAlimave
come mostly from theesond category okIN those built on machine
learning algorithms that learn from d&tsych as deep networks of artificial
neurons.

108 Cf.BenShahrar et alupranote 107 at 643 (OWe saw that doctors are generally
required to provide care that is at least as good as Hueayalified medical practitioner,
perhaps adjusted upwards to account for personal expertise.O).

109 SenfraSection I11.B.

110 Se®athaeesupraote?, at 898.

111 An example of such a brute force algorithm would be a computer program that
searches the space of possible chess moves to determine which move to make next using som
deterministic scoring or ranking criteBedave GershgorrArtificial Intelligence Is Taking
Computer Chess Beyond BruRoFarer SCi. (Sept. 16, 2015), httpwivw.popsci.com
/artificiakintelligencéakeschesdeyondbruteforce [https://perma.cdPESFTSBE].

112 Sed.

113 SeelAN GOODFELLOW ET AL., DEEP LEARNING 2 (2016) (OSeveral artificial
intelligence projects have sought to-bad#$ knowledge about the world in formal languages.

A computer can reason automatically about statements in these formal languages using logica
inference rules. This is known as the knowledge base approach to artificial intelligence.O)
(emphasis omitted). This approach of hard coding deterministic rules has given way to more
powerful techniques that allow Al programs to learn directly from exampdenaakk t
decisions based on a trained modelOs inBé@®iwit EP; see alBathaeesupraote7, at

898 (OOn the most flexible end are modern Al programs that are based oseaachine
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Artificial neural networks are akin to neurons in the human brain, but they
are not designed to mimic the function of lgickl neuron$? Rather, they
are mathematical modelsnear transformations often coupled with-non
linear activation functioWSWhen combined into complex networks, they are
capable of a form of cognitiffi.Al systems built on swmlled OdeepO
architetures\ stacked layers of artificial neufbhsve been capable of
performing tasks thatostcomputers have been unable to perform at human
level proficienc! In some applications, such as in the case of computer
vision, these models exceed the profici@rimymans®

Al programs may contain one or more of these underlying machine
learning algorithnt§ Deep reinforcement learning systems, for example, use
networks of artificial neurons to estimate future rewards when selecting from

algorithms that caedrn from data. Such Al would, in contrast to thdaded Al, examine
countless other chess games and dynamically find patterns that it then uses to make moves.O

114 SeeBathaeesupranote 7, at 901 (OThe deeural network is based on a
mathematical model called the artificial neuron. While originally based on a simplistic model
of the neurons in human and animal brains, the artificial neuron is not meant to be a computer
based simulation of a biological nauinstead, the goal of the artificial neuron is to achieve
the same ability to learn from experience as with the biological neuron.O).

115 An artificial neuron is typically structured as a linear combination of parameters and
weights.SeeGOODFELLOW ET AL., supranote 113 at 192. The output of that linear
combination is then passed to a-loearity, or activation function, which broadcasts or
squethes the neuronOs output signal depending on the activation functionOs criteria. The
activation functions provide necessarylinearity to the modglotherwise, a series of linear
transformations will generally only be able to approximate linear pautetims;e would be
little additional power that would result from deepening a network of artificial neéLabns.

192. By adding a ndinearity, it is posited that a deep neural network can approximate
important classes of ndinear functions in firetdimensional spac&ee idat 194
(OSpecifically, the universal approximation theorstates that a feedforward network with
alinear output layer and at least one hidden layer with any OsquashingO activation function (su
as the logistic sigmagattivation function) can approximate any Borel measurable function
from one finitedimensional space to another wit any desiredemoramount of error,

provided the network is given enough hidden units.O).

116 The notion that cognition occurs in de@migrconnected networks, such as in both
biological and artificial neural networks, is called connectiBai®RFLACH, MACHINE
LEARNING: THE ART AND SCIENCE OF ALGORITHMS THATMAKE SENSE OFDATA 16 (2012)

(OThe central idea in connectionism is thagearlamber of simple computational units can
achieve intelligent behavior when networked together. This insight applies equally to neurons
in biological nervous systems as it does to hidden units in computational models.O).

117 See supratel5

118 Sed.

119 This Article distinguishes between machine learning and Al systems because Al is
referred in this Article as systems that may include one or more machindé=smisgb
systems (and therefore employ one or more mdeainang algorithms).
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a set of possible actidfReinforcement learning algorithms built on artificial
neural networks have been ablalééeat professional Go players, chess
players, and even expgextel humans at complex +xale strategy gameés.

What is striking about Al computer programs that are built on machine
learning algorithms is that they can be built to map an arbitcdrstags to
an arbitrary set of actions in pursuit of complex gbaldeep reinforcement
learning system, for example, may converge on an optimal battlefield strategy,
simply by repeating millions of simulated engagéerients.

Deep machingarning algghms, such as deep neural networks, are
significantly more complex with size, as no single artificial neuron or layer of
artificial neuron bears much individual responsibility for the modelOs
decision$?* Thus as the network of artificial neurons ineseas size, the

120 Reinforcement learning algorithms are algorithms designed to Omaximize a
numerical reward signal,O but unlike most forms of machine learning, reinforcement learning
algorithms Omust discover which actions yield the most reward by tryirg¢herncs.

SUTTON & ANDREW G. BARTO, REINFORCEMENT LEARNING: AN INTRODUCTION 2 (1998).

A OdeepO reinforcement system relies on deep architectures of neural networks to predict
future rewards, thus enabling the reinforcement learning system to converge on an
environmets maximum rewards after repeated trial and 8eergenerilgxim Lapan,

DEEP REINFORCEMENT LEARNING HANDS-ON, loc. 2419 (2018) (ebook) (describing
implementation of deep-Barning system).

121 Se®avid Silver et aMastering the Game of Gotwitiman Knowlgals@NATURE
354,35459(2017); David Silver et &.General Reinforcement Learning Algorithm that Master:
Chess, Shogi, and Go threBty Se#ScieNncE 1140 (2018H)PeENAI FIvE (June 25, 2018),
https:// blog.openai.conapenaifive/ [https:// perma.caQB49KTD9] (OOur team of five
neural networks, OpenAl Five, has started to defeat amateur human teams at Dota 2.0).

122 This is particularly true for reinforcement learning systems that use deep neural
networks, as such systeras learn to execute complex sequences of actions that require
planning, meaning anticipating the future and estimatintedongewardsSeeRazvan
Pascanu et aAgents that Imagine andGtasLE DEeP MIND (July20,2017),https://
deepmind.conblog/agentsmagineandplan/  [https:// perma.coC5LK-MKK2] (OWe
have seen some tremendous results in tHis@aicularly in programs like AlphaGo, which
use an Ointernal model® to analyse how actions lead to future outcomes in order to reason ai
plan.O).

123 Se@UTTON & BARTO, supranote 12Q at 4 (OThese two characterféticaland
error search and delayed reNaack the two mosimportant distinguishing features of
reinforcement learning.O).

124 Se®avide Castelvecchian We Open the Black Box 6BBNATURE20,22(2016)

(OBut this form of learning is also why information is so diffuse in the network: just as in the
brainmemory is encoded in the strength of multiple connections, rather than stored at specific
locations, as in a conventional databaseel}|Bathaeesupraote7, at 89802 (OAI that

relies on machidearning algorithms, such as deep neural networks, can be as difficult to

understand as the human brain. There is no straightforward way to map out the decision
making process of these complex neswoflartificial neurons.O).
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capacity of the Al model likewise increds®¢ith that increase in capacity,
however, comes opacit§A fully trained neural network is capable of making
decisions the same way a trained expert makes dedisiees on experience

and intition?” In other words, there are no detailed instructions given to a
computer as in the case of traditional computer programs, but instead, Al
programs are often products of the data on which they have beer®rained.

In a sense, the patterns in theantyihg training data govern &lgrogramOs
decisiormakingBecause the complex network of artificial neurons allows for
countless permutations, no single neuron or even layer of neurons encodes
any particular part of the decisinaking proces$’ Although the inputs to

these models are often known, information, such as how those inputs are
weighed as they propagate through the networks, may be nearly impossible to
determine.

B. THE BLACK BOX PROBLEM

Modern deep neural networks can be very deep andtraraebx
interconnectedThis means that there may not be any clear way of
understanding the decisimraking process of the network once it is trained
on the dat&’Moreover, the inputs to machiearning algorithms, including
deep neural networks, areenfmultidimensional, meaning that various input

125 Although it is not entirely understood why deeper architectures increase in capacity
to approximate nelinear functions, it is assumed that it may because deeper architectures are
decomposing nelinear functions into coropents that can be incrementally estim3tss.
GOODFELLOW ET AL., supraote113 at 195 (OChoosing a deep model encodes a very general
belief that the function we want to learn should involve composition of sewplat
functions. This can be interpreted from a representation learning point of view as saying that
we believe the learning problem consists of discovering a set of underlying factors of variation
that can in turn be described in terms of other, simgbrlying factors of variation.O).

126 SedBathaeesupranote 7, at 894 (ODeep networks of artificial neurons distribute
information and decisienaking across thousands of neurons, creating a complexity that may
be as impenetrable as that of the human brain.O).

127 See icht 902 (OThe net result is akin to the way one OknowsO how to ride a bike.
Although one can explain the process descriptivedyeo provide detailed steps, that
information is unlikely to help someone who has never ridden one before to balance on two
wheels. One learns to ride a bike by attempting to do so over and over again and develops an
intuitive understanding.G)Siddatha MukherjeéA.l. Versus M.DNEwW YORKER (Apr. 3,

2017), http:/lvww.newyorker.comiagazineéZ017/04/03/arversusnd [https://perma.cc
| MY9K-LBVG] (describing distinction between Oknowing thatO and Oknowing howO forms
of learning, whet®knowing howO arises from trial and error and is learned from experience).

128 Sedathaeesupranote 7, at 90203 (OBecause a neural network isirigairom
experience, its decisioraking process is likewise intuitive. Its knowledge cannot in most
cases be reduced to a set of instructions, nor can one in most cases point to any neuron or
group of neurons to determine what the system found ingiasitinportant.O).

129 Seeid.

130 SenfraSection I11.B.
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parameters are encoded as high dimensional Védibashinelearning
algorithms, such as Support Vector Machines, rely on special relationships in
higherdimensional vector spaé&s$n other words, if tre are 115 different
parameters used by a model, then mald@nang algorithms will search for
patterns in 115 or more dimensjansort of geometric space that humans
simply cannot visualiZ8The net effect is both opacity from the vast number

of interconnected layers and the difficulty of visualizing -dighemsional
patterns?* Sothere is no clear way for human beings to easily examine the
patterns that a machitearning algorithm may be seizing on as part of its
decisioAmaking process.

To camplicate things further, the systems built on these mbeadrimag
algorithms may introduce additional opacity to the degiaking process.
A rewardseeking reinforcement learning system that uses a deep neural
network to estimate future rewards fertain actions may mask the
underlying patterns that the deep neural network has détaittdtht a
human will be able to discern is the estimated rewards for the next actions and
those thereafté?> For example, a deep reinforcement learningrsysagy
predict an eventual chetkte several dozen moves in the future and choose
the next move (e.g., moving a pawn two steps forward) that would lead to that
outcome, but it may be impossible to tell what series of future moves will
ultimately lead to such auks*

131 For example, a model that uses three inputs, height, weight, and age, to predict the
amount of time it takes for a person to run one mile would receive inputs as a three
dimensional vectgone for each input parameter) and would be searchingdirttersional
space of data for patterns.

132 For a description of Support Vector Machines (SVMs) and how they create
opaqueness because of dimensionality, see Baipemete 7, at 90804;see alsoatl 905
(OThus, when the number of variables or features provided to an SVM becomes large, it
becomes virtually impossible to visualize how the model is simultaneously drawing distinctions
between the datased on those numerous features.O).

133 Sedathaeesupraote?, at 892 n. 14 (OA tdamensional space can be visualized
as a series of points or lines with two coordinates identifying the location onTBograph.
represent a third dimension, one would add a third axis to visualize vectors or coordinates in
threedimensional space. While four dimensions can be visualized by adding a time dimension,
five dimensions and higher are impossible to visualize.O).

134 See it 90B04.

135 The output of a deep @€arningO reinforcement system, for example, may be a
vector of longerm rewards associated with a set of possible aSgerapan.supranote
12Q at loc. 2638. Those rewards may not provide any insight into what patterns the
reinforcement learning systemOs deep neural network has spotted and correlated with the
anticipated reward.

136 Much of thisdepends on the structure of the reinforcement learning system. Some
reinforcement learning systems evaluate particular moves on a tree of possible outcomes to
estimate the value of a move or sequence of khiovéisose cases, there may be more
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All of these technologies for the first time provide computers the ability to
make decisions as human$l ased on experienééA trained neural
network will use a decisioraking process akin to intuition or judgm@&iit.
isessentially the difference between a person who is given detailed instructions
on how to ride a bike and a person who has learned to rid§ sotidléance
and shift weight through experience and iterafiSn.

Different machindearning algorithmereate varying levels of opacity.
Some can be queried in a way such that outbetereninative inputs can be
ascertainedOthers cannotThere are, therefore, both weak and strong
versions of the Black Box ProblgfAll things point to a trend towards the
strong form as the technology progresSesaplexity in modermeural
networks has increased significantly and it is likely that neural networks will
continue to deepen in architecture and increase in size and coriffectivity.

This Artticle mostly addressthe strong form of the Black Box Problem.

In other words, | assume that fully traidbdystems will be mostly opaue

that the decisiemaking process cannot be determined by probing the model
with different input&*? This is the most profanatic incamtion of the Black

Box Problem for most legal doctrines, and it is the most important form to
consider for legal constructs that rely on intent or scienter héeltistics.

C. Al OPINIONS

The most direct use of Al programs built on madberaing algorithms
are systems designed to predict outcomes or to classify Alais.already

transparencys to what course of action the model fagers, e.§ilver et alsupraotel2],
at 2 (noting the use of a Monte Carlo search tree to evaluate potential moves).

137 See supratel27

138 Seeid.

139 See supratel26

14Q The strong version of the Al Black Box Problem posits that there is no way to
determine a rartrder of importance for a modelOs inputs or to determine how the model is
arriving at decisionSe@athaeesupranote 7, at 906. The weak form assumes that a loose
ordering of input importance can be ascerteiead.

141 Neural network depth will likely increase because it is generally the case that deeper
networks potentially have exponentially greater camadfyproximate functionSee
GOODFELLOW ET AL., supranote 113 at 196 (O[PJiecewise linear networks (which can be
obtained from rectifier nonlinearities or maxout units) can represent functions with a number
of redgons that is exponential in the depth of the network.O).

142 Se®athaeesupraote?, at 906.

143 See it 90608.

144 This is because many underlying matdameing algorithms, including deep neural
networls, can be configured directly to classify data or to provide a bounded output, such as
a regression or a sigmoid output funcB®®&O00DFELLOW ET AL., supraote 113 at 166,

347.
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being used to make diagnostic predictions given imaging information (such as
from MRI results or Xays):** Electronic Medical Records can be mapped to
therapeutic outcomes or rigictors:*® Al can be used to make predictions
about what advertisements or search results to #isfil@an be used to

value real estate given a set of inputs about a particular piece of property

to determine whether a borrower or counterpartyrediteworthy. The
applications amumerousnd rapidly growing.

These applications are natural progressions from deterministic algorithms
that occupied the space for decades prior to the recent explosive gkbwth of
Automated valuation models, for exanplere a prominent feature of the
underwriting and appraisals that led to the mo+bgafged securities crisis
that occurred after 2088In those cases, the algorithms and models used did
not shield any of the actors from liability because the decadiorg process
remained mostly in human harldsfact, when humans made decisions in
those cases that ignored the algorithms, their decisions to do so sometimes
served as a basis for a finding of sci€¢fiter.

Even computerized securities trading sysli&mbjgh frequency trading
systems, which trade securities in fractions of a s&a@ithugh sometimes
autonomous, were for years deterministic, meaning one merely had to examine
the underlying code to determine what the intent of the programmer or us

145 See suprote 12 Many of these imagased models use convolutional neural
networks to extract patterns from visual data such as iBe@e®DFELLOW ET AL., Sypra
note113 at 326 (O[Convolutional Neural Networks] are a specialized kind of neural network
for processing data that has a knownligedopolog. Examples include tirseries data,
which can be thought of as-B @rid of pixels.O).

146 Seéluiying Liang & Brian Y. Tstiyaluation and Accurate Diagnoses of Pediatric Diseas
Using Artificial IntelligeegURE MEDICINE (Feb. 11, 2019), httsswww.nature.com
/articles/s4159401803359 [https://perma.caWK68-R7H4] (OOur model applies an
automated natural language processing system using deep learning techniques to extrac
clinically relevant information from EHRs. In total, 101.6 ndiitanpoints from 1,362,559
pediatric patient visits presenting to a major referral center were analyzed to train and validate
the framework. Our model demonstrates high diagnostic accuracy across multiple organ
systems and is comparable to experiencéatrimahs in diagnosing common childhood
diseases.O).

147 Sedom SimoniteGoogle and Microsoft Can Use Al to Extract Many More Ad Dollar:
from Our Click8WIRED (Aug. 31, 2017, 7:00 AM), httpsaiw.wired.congtory
/big-techcanuseatto-extractmanymoreaddollarsfrom-our-clicks/  [https:// perma.cc/
4BAZLAHT].

148 See suprate?.

149 See, e.Bed. Hous. Fin. Agency v. Nomura Holding Am., Inc., 104 F. Supp. 3d 441,
479 (S.D.N.Y. 2015) (finding that decisions to include loans in mibatcjeene securities,
notwithstading automated valuations that exceeded tolerances, could serve as a basis for
opinion liability).

15Q Se®athaeesupraote?, at 90809.
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was when the program was deplayeiged, in one of the first criminal trials
concerning an unlawful trading practice called spoofing, wherein phantom
orders were placed and canceled in fractions of a second in order to move the
market, thguryOs verdict was based on the testimony of the programmer who
created the program at the request of the tfadehuman testified about

intent because intent was ascertaiNableuman provided the computer
system detailed instructions, which eithaecesian intent to spoof or does
not!*2

Valuations, risk assessments, and even hiring decisions are natural
applications for Al models because they were already the subject of intricate
deterministic computer prograritany of the decisions made by compute
programs in these fields were based on hard rules or crude statistical patterns
(such as linear regressiofi$le ability to create computer programs that
perform the same taskased on complicated patterns in underlyinjl data
perhaps data collected frimndreds of thousands of human deciSidss
undoubtedly the next step for many businesses, governments, and institutions.

Because these models make decisions based on patterns in data and
number of cassgpecific factors, their outputs are likely tocdresidered
opinions.The output of an Al model that values a security or evaluates
counterparty risk or diagnoses patients will be more than a set of underlying
facts, more than a set of hard (or even fuzzy) rules, and more than the broad
patterns and caelations in the underlying dathey will be opinions to the
same extent decisions based on human judgment are opinions, but with one
important differendé there will be no human to put on the witness stand to
describe the decisiomaking process that piuced the opiniorAnd there
will, in many cases, be no parity between the intent of the Al modelOs creators
and the AlOs decisimaking schenté&

D. THE FAILURE OF THE SCIENTER HEURISTIC

The most serious legal problem posed by any complex Al system is the
decoupling of the intent of the systemOs creators from the system®$‘decisions.
A deep reinforcement learning system may be provided a scheme of clear
rewards by the designer, but the Al may have many degrees of freedom in how
it pursues those rewards andy have to traverse a massive state space to

151 See suprate102

152 Seeid.

153 Bathaeesupraote?, at 926 (Olt is clear that a strong black box, however, cannot be
interrogated. Its decisiomaking process cannotédited.O).

154 Se®athaeesupraote?, at 908.
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obtain thent>® which means how the model performs in pucfuihose
rewards may be unpredictalleseemingly absurd, but often recounted
example, is Nick BostromOs paperclip madhairerAl tasked with
producing as many paperclips as posdiblat Al is operating within its
parameters even if it consumes all of the resources in the world to obtain its
slated reward$ndeed, because humans would be the source of precious
atoms from which paperclips can ae Othe future that the Al would be
trying to gear towards would be one in which there were a lot of paper clips
but no humans'®

The problem is referred to as instrumental converjéficés the
hypothetical notion that Al of a sufficiambount of intelligence will seek to
obtain unbounded instrumental goals by maximizing resource acquisition as
well as the systemOs owrpsetfervation (to ensure its longevity as it pursues
its unbounded goal$jThis is not a literal problem for Al &yas todalyl
indeed, few Al systems have unbounded instrumental goals and even fewer
are directly plugged into sensitive syst&ims. problem, including the
paperclip hypothetical, howevaakes clear that the Bld&ix Problem is

155 Even a redime strategy video game, such as StarCraft, creates a massive state and
action space that a reinforcement learning system must traversedsiSesvag.ghenJia
Pang et alQn Reinforcement Learning-fEmgtulGame of Stay@raftv 2 (Feh 3,2019),
https:// arxiv.orgpdf/ 1809.09095.pdf [https:// perma.cdd9P?37L9] (OFrom  the
perspective of reinforcement learning, StarCraft is a very difficult problem. Firstly, it is an
imperfect information game. Players can only see a small area of map through a local camere
and there is a fog of war in the game. Secondly téhepstee and action space of StarCraft
are huge. StarCraftOs image size is much larger than that of Go. There are hundreds of unit
and buildings, and each of them has unique operations, making action space extremely large.C

156 Kathleen MilesArtificid Intelligence May Doom The Human Race Within A Century
Oxford Professor, BaysINGTON POST(Aug. 22, 2014https:// www.huffingtonpost.com
12014/08/22/artificialintelligencexford_n_5689858.htm| [httpspérma.ccdHT7-

USG6K].

157 SedNick Bostrom,The Superintelligent Will: Motivation and Instrumental Rationality
Advanced Artificial AgeMsiDsS & MACHINES 6 (2012), https:#ickbostrom.com
/superintelligentwill.pdf [https:flerma.cd.69K-J24V].

158 See idMore formally, the Insimental Convergence Thesis posits that:

Several instrumental values can be identified which are convergent in the

sense that their attainment would increase the chances of the agentOs goal

being realized for a wide range of final goals and a wide sihgeiofs,

implying that these instrumental values are likely to be pursued by many

intelligent agents.
Id; see albat 7 (OSuppose that an agent has some final goal that extends some way into the
future. There are many scenarios in which the agent, if it is still around in the future, is then []
able to perform actions that increase the probability of achievingltiénigoereates an
instrumental reason for the agent to try to be around in thé\ftunelp achieve its present
futureoriented goal.O).
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not just the result of thedomplexity of machidearning algorithms, but also
the opacity created by rewards syskéos one may be able to specify an Al
systemOs goals w&sarly butmay not be able to anticipate how the Al
achieves those ggais even what instrumental godélmay deem necessary
to achieve then??

Reinforcement learning systems already exceed the capabilities of their
creators at the tasks to which they are applad] indeed, sometimes even
exceed the expectations of their creators or their creattessianding of
the problemFor example, those watching Google Deep MindOs AlphaGo and
AlphaGo Zero Al play human champions have commented that there is
something inhuman about the moves made by the préftasmalso beyond
dispute that the Al exceedis creatorsO ability at the game NfiGdeed,
the Al defeated the very best human Go players in the world, which had no
hand in the creation of the &fIn other words, the AlOs decisions are much
more than the mere reward and vapezifications set forth by its crelitor
the Al is making its own decisions.

Consider a reinforcement learning system that is given a reward system
based on the amount of money it makes in an electronic tradinglfarket.
stumbles upon spoofing or otHerms of market manipulation as a viable
strategy for maximizing the rewards it has been tasked to obtain, it may do so
notwithstanding the fact that its creators never intended to break the law or
engage in a manipulative strat@)f course, one maypject and say that
the creator has a duty to impose constraints, but what if the reinforcement
learning system stumbles upon a manipulative trading strategy that no human
had yet thought of or could even execute (for example, because it would
require simté&neous cognition and coordination adiraassands of different
markets)®orse yet, what if humans cannot tell that the AlOs decisions are

159 See idit 5 (OThe orthogonality thesis implies that synthetic minds can have utterly
non-anthropomorphic godisgoals as bizarre by our lights as -gemidcounting or
paperclipnaximizing. This holds even (indeed especially) for artificial agents that are
extremely intelligent or superintelligent.0). Notably, Bostrom believes it is conceptually
possible to desigrystems that behave in a predictable faSigericit £8. The question is
an open one, and as this Article contends, it may be a technological one which depends on the
complexity of an AlOs internal mo&ale.suprate141and accompanying text.

16Q See, egupraotels

161 Se€ade Metziow GoogleOs Al Viewed the Move No Human Coylw/igederstand
(Mar. 14, 2016 2:39 AM), httpsulkw.wired.con2016/03/googlesaiviewedmoveno
-humanunderstand/https:// perma.cdlY Q2-3WJN].

162 Seeid.

163 Se®athaeesupraote?, at 911.
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manipulative or unlawful because the Al converges on an obfuscated form of
manipulation not strictly prohibiteddyriori constrain®*

As Al becomes more sophisticated, all of this becomes exceedingly
problematic for the hundreds of yearsO worth of legal doctrines and heuristics
that we have accumulated, particularly those based on notions of intent or
foreseeabil.**> The intent h